Integral Cryptanalysis
(Extended abstract)

Lars Knudsent ? and David Wagner

! Dept. of Mathematics, DTU, Building 303, DK-2800 Lyngby, Denmark
lars@ramkilde.com

2 University of California Berkeley, Soda Hall, Berkeley, CA 94720, USA
daw@cs.berkeley.edu

Abstract.  This paper considersa cryptanalytic approach called integral
cryptanalysis. It can be seenas a dual to di®erertial cryptanalysis and
applies to ciphers not vulnerable to di®erertial attacks. The method is
particularly applicable to block ciphers which use bijective components
only.
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1 Intro duction

The last three decadeshave seenconsiderableprogressin understanding the ba-
sic operating principles of block ciphers. One of the most signi cant advances
wasthe intro duction in 19900f di®erertial cryptanalysis[3]. In di®ereriial crypt-
analysis, one considersthe propagation of di®erencesetween (pairs of) values.

In this paper, we consider a cryptanalytic technique which considersthe
propagation of sumsof (many) values.This approac can thus be seenasa dual
to di®erertial cryptanalysis [3]. A number of these ideas have been exploited
beforein speci ¢ scenarios,but in this paper we unify and extend previous work
in a single consistert framework, and we proposethe nameintegral cryptanalysis
for this set of techniques.

Integrals have a number of interesting features. They are especially well-
suited to analysisof cipherswith primarily bijective componerts. Moreover, they
exploit the simultaneous relationship betweenmany encryptions, in cortrast to
di®erertial cryptanalysis where one considersonly pairs of encryptions. Con-
sequetly, integrals apply to a number of ciphers not vulnerable to di®erertial
cryptanalysis. Thesefeatureshave madeintegrals an increasingly popular tool in
recen cryptanalysis work, and this motivates our systematic study of integrals.

We begin by formulating integral cryptanalysis in a general group-theoretic
setting and develop a consistert notation for expressingintegral attacks. We also
introduce an important extension to previous work, the higher-order integral
attack. SeeSection 2.

? Part of this author's work was done while visiting University of California San Diego
on leave from the Department of Informatics, University of Bergen, Norway sup-
ported by the Norwegian Researd Council
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Table 1. Summary of some of our cryptanalytic results. For MISTY, all results are
key-recovery attacks of the full cipher (including the FL functions). \Gen. Feistel"
are key-recovery attacks of the generalisedFeistel networks [26] with 64-bit blocks and
bijectiv e 8-bit S-boxes. All attacks use chosen plaintexts.

Cipher (rounds) Complexity  Comments

[Data] [Time]
MISTY1 4 2% 2% see[19] (previously known)
MISTY1 (4) 22225 45 see[20] (previously known)
MISTY1 4) 2% 252 see[19] (previously known)
MISTY1 4) 25 227 integrals (new)
MISTY1 (5) 2% 248 integrals (new)
MISTY2 (5) 2% 2% see[19] (previously known)
MISTY?2 (5) 2% 252 see[19] (previously known)
MISTY2 4) 9 2% integrals (new)
MISTY2 (6) 2% 27 integrals (new)
Gen. Feistel (13) 2%°® 2% basic integral (new)
Gen. Feistel  (14) 2106 56 basic integral (new)
Gen. Feistel  (14) 216 224 second-orderintegral (new)
Gen. Feistel  (15) 2176 40 second-orderintegral (new)
Gen. Feistel  (16) 2186 b4 second-orderintegral (new)
Gen. Feistel  (16) 2336 56 fourth-order integral (new)
Gen. Feistel  (17) 2346 80 fourth-order integral (new)
Gen. Feistel  (17) 2496 2 sixth-order integral (new)

In the main body of the paper, we rst explain the well-known attacks on
Square,Rijndael, Crypton (seeSection 3), using our new conceptsand notation,
then we apply thesetechniquesto a number of other ciphers:MISTY (Section4),
Nyberg's generalized Feistel networks (Section 5), seeTable 1 for a summary
of some of these results. Many of these attacks illustrate our new notion of
higher-order integrals and its utilit y for cryptanalysis. Finally, we discusshow
to extend thesetechniquesto non-word-oriented ciphers (Section 6) and how to
conmbine integrals with interpolation attacks (Section 7), we draw attention to
somerelated work (Section 8), and we concludethe paper (Section 9). Due to
pageconstraints we did not include our results on Skipjack. Thesecan be found
in the full version of this paper.

In this paper, a time complexity of n meansthat the time of an attack
corresponds to performing n encryptions of the underlying block cipher.

2 Fundamen tals of integral cryptanalysis

Let (G;+) be a nite abelian group of order k. Consider the product group

wherev; 2 G. The addition of G" is de ned component-wise, sothat u+ v=w
holds for u;v;w 2 G" just whenu; + v; = w; for all i.
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Let S be a multiset of vectors. An integgal ovepS is de ned asthe sum of all
vectorsin S. In other words, the integralis S= |, 5 V; wherethe summation
is de ned in terms of the group operation for G". (For a multiplicativ e group
this would usually be called a \pro duct" instead.)

In integral cryptanalysis, n will represen the number of words in the plain-
text and ciphertexts, and m denotesthe number of plaintexts and ciphertexts
considered(at a time). Typically, m = k (recall that k is de ned as the order
of G, i.e., k = jGj), the vectorsv 2 S represen the plaintext and ciphertexts,
and G = GF(2%) or G = Z=kZ. In an attack, onetries to predict the valuesin
the integrals after a certain number of rounds of encryption. For this purpose
it is advantageousto distinguish betweenthe three cases:where all ith words
are equal; are all di®erent; or sum to a certain value predicted in advance. Let
S u G" be asbefore, and considersome xed index i. We considerthese cases.

Vi=¢C forallv2 S (2)
fv: vX2 Sg= (2)
vi=c° 3)

v2S

where c;c®2 G represen someknown valuesthat are xed in advance.

Let us considerthe typical casewherem = k, that is, the number of vectors
in the set S equalsthe number of elemers in the consideredgroup. If all ith
words are equal then clearly the ith word in the integral will take the value of
the neutral element of G (Lagrange's theorem). Furthermore, there is a result
from group theory which allows us to predict the integral in the casewhen all
ith words are di®erer; it allows us to characterize the sum of all elemeris in G
[11, Problem 2.1, p. 116].

Theorem 1. Let(G;+) be a nite akelian additive group, andletH = fg2 G
gt 9= 0g be the sulgroup of elementsof order Jpor 2. Write s(G) for the sum

g2 9 of all the elementsof G. Then s(G) = |, ,; h. Moreover s(G) 2 H,
i.e., s(G) + s(G) = 0t

Thus for G = GF (2°%) we get s(G) = 0 and for Z=mZ we get sS(Z=mZ) = m=2
when m is even or 0 when m is odd. There is an analoguefor multiplicativ ely
written groups.

Theorem 2. Let (G;®) be a nite akelian multiplicative group and let H =
fg2 G:grg= 19 be the sulgroup of elementsof order 1 or(g. Write p(G) for
the product ~ , 5 g of all the elementsof G. Then p(G) = ~,,,, h: Moreover
p(G) 2 H, i.e., p(G) ap(G) = 1.

For example,when G = (Z=pZ)" where p is prime, p(G) = j 1 (Wilson's theo-
rem).

Thus, in all the above three cases(1), (2), and (3) we have a tool to predict
the value of the sum of all words.

In di®erernial cryptanalysis overagroup G, onetypically considersdi®erences
dened in terms of the subtraction or division, e.g.dx = x°; x for an additive
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group or dx = x%¢xi ! for a multiplicativ e group. We claim that the right
operation for integrals is addition or multiplication.

Supposethe cipher computesw; = u; + v; whereu;;v;;w; are intermediate
values. Suppose also the integral predicts that the words u; and v; are of the
form%(l), (2)Por 3). IANhat canwe sa about the words w; ? We can at least say
that  w; = uj+ v;, wherethe sumis taken over someset of encryptions.
Thus, if the sum of the words u; and v; are known, the sum of the words w; can
be determined. Moreover, if the words u; are all equal and the words v; are all
di®erert, then the words w; are all di®erert, and soon.

A good cipher also cortains nonlinear componerts, or nonlinear S-boxes.
Assumethat at somepoint in the cipher the function f is applied to a word,
i.e., vj = f(u;). Clearly, if the words u; are all equal (of the form (1)), then so
are the words v; . Also, if f is a permutation (bijection) and if the words u; are
all di®erert (of the form (2)), then soare the words v; .

By analogy to higher-order di®erertials (seenext section), we de ne higher-
order integrals. Considera setS = S; [ :::[ Ss made up of s setsof vectors,
where eadh S; forms an integral. Then clearly, if one can determine the sum of
the elemerns of S; for ead i, then one can also determine the sum of all vectors
in S. Supposethe words in a cipher can take m valuesead. Consider a set of
m vectors (represeriing a set of plaintexts) which di®er only in one particular
word. The sum over the vectorsof this setis calleda rst-order integral. Consider
next a set of m9 vectors which di®erin d componerts, suc that ead of the m9
possiblevalues for the d-tuple of valuesfrom these componerts occurs exactly
once. The sum of this setis called an dth-order integral.

Let us introduce the following symbols for words in an integral. For a rst-
order integral, the symbol 'C (for \Constant") in the ith erntry, means that
the valuesof all ith words in the collection of texts are equal. The symbol "A’
(for \All") meansthat all words in the collection of texts are di®eren, and the
symbol 'S’ (for \Sum") meansthat the sum of all ith words can be predicted.
Finally, we will write ~?' when the sum of words can not be predicted.

For dth-order integrals we use C and ? as before, and we usethe notation A¢
to denotethat the corresponding componert participates in a dth-order integral.
If we assumethat oneword can take m di®ereri values,then A9 meansthat in
the integral the particular word takesall valuesexactly mdi ! times. We shall use
A asa short notation for Al. To expressfurther the interdependenciesbetween
particular words we intro duce the following notation: The terms A mean that
in the integral the string concatenation of all words with subscripti take the m9
valuesexactly once.

Integrals can be probabilistic just like di®erertials [3]. However, all integrals
for the speci ¢ ciphers given in this paper are of probability one.

Comparison with other concepts

First we note that integrals are somewhatsimilar to truncated di®erenials [16,
15,18]. In the latter, one often is only interestedin whether the words in a pair
are equal or di®erent [2]. Thus integrals restricted to pairs of texts with only the
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valuesO and A coincide with sud truncated di®erertials. Integrals, though, can
alsorepresert texts with the value S; truncated di®ererials cannot, which may
make integrals a more powerful tool in somecases.

Also, integrals are somewhatsimilar to higher-order di®erertials. Let (G; +)
be an Abelian group. For a function f : G! G the rst-order derivative [21]
at the point a is dened asf,(x) = f(x+ a)j f(x): This is the de nition of
a di®ereriial or characteristic that is traditionally usedin cryptanalysis. One
can extend the de nition of di®ereriials to higher orders. One de nes [21] the

faiia (X) = fa (Faya, o (X)) 4)
As an example, a third-order derivative is:

fapc(X)=f(Xx+a+b+c)j f(x+a+bij f(x+b+tcj f(x+a+c)+
f(x+a+f(x+h+f(x+c)j f(x)

Thus for general groups the higher-order derivatives (or higher-order di®eren-
tials) are not the sameas integrals, sincein an integral one would considerthe
sum of all elemerts in a set. In groups of characteristic two, an sth-order di®er-
ertial is the exclusive-or of all 2° di®eren words, and therefore also an integral.
But where for integrals one distinguishes betweenthe three cases(1), (2), and
(3), for higher-order di®erertials only the value of (4) is used.

Higher-order di®erertials have traditionally beenusedin cryptanalytic at-
tacks on ciphers which consist of subfunctions with a low algebraic degree.For
groups with characteristic two it holds that an sth-order di®erertial of a func-
tion of algebraic degrees is a constart (and consequetly an (s + 1)st-order
di®erertial of a function of algebraic degrees is zero).

To sum up, in somecasesintegrals contain both truncated and higher-order
di®erertials, but there are casesvhereintegrals can be speci ed for more rounds
than either of the other two. On the other hand, in contrast to truncated and
higher-order di®ererials, integrals do not seemto apply aswell to ciphersusing
non-bijective S-boxes/subcomponents.

In the remainder of this paper we give examplesof integrals for a variety of
ciphers.

3 Square, Rijndael, and Crypton

In FSE'97 an integral attack was given on the block cipher Square [5]. This
attack can be applied also to the ciphers Rijndael [7,9] and Crypton [8]. All

three ciphersare 128-bit block ciphers operating on bytes. The sixteen bytes are
arrangedin a 4£ 4 matrix. One round of the ciphers consistsof the addition of
a subkey, a substitution of ead byte, and a linear transformation, MixColumn,

which modi”es the four bytesin a columnin the matrix. In the following we shall
apply integral cryptanalysis to Rijndael only. Due to the similarity betweenthese
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Table 2. A 3-round (rst-order) integral for Rijndael, where S = 0

0|0|0|>
[elkellelke)
[elkellelKe)
[elielielke)
> > > >
[elielielKe)
[elielielKe)
[elielielKe)
> > > >
> > > >
> > > >
> > > >
nlnlnn
0lnlnn
0lnlnn
0lnlnn

three ciphers, the attack applied to the other two ciphersis quite similar to the
attack on Rijndael [8].

Considera collection of 256texts, which have di®erert valuesin onebyte and
equalvaluesin all other bytes. Then it followsthat after two rounds of encryption
the texts take all 256 valuesin ead of the sixteen bytes, and that after three
rounds of encryption the sum of the 256 bytes in ead position is zero [5]. Also,
note that there are 16 such integrals sincethe position of the non-constart byte
in the plaintexts canbein any of the sixteen bytes. The integral is illustrated in
Table 2. This integral can be usedto attack four rounds of Rijndael (or Square
or Crypton) with small complexity (note that the "nal round is special and does
not include MixColumn) courting over one key byte at a time. Simply guessa
key byte and compute byte-wise badkwards to ched if the sum of all 256 values
is zero.

The attack can be extendedto v e rounds using the sameintegral over the
“rst three rounds. Guessone key byte in the fth round and four in the fourth
round, in total "ve key bytes at a time. The attack can be further extended
to six rounds using the sameintegral as above but used now from the second
round and onwards. Here one choosesa collection of 232 plaintexts, such that for
ead guessof four key bytes in the rst round, onecan nd a collection of 256
ciphertexts after oneround of encryption which form an integral. Guessfurther
one key byte in the sixth round and four in the fth round, in total nine bytes.

The following obsenation was made which led to an improvemern in the
running time of the attack [9]. Instead of guessingfour key bytes in the rst
round, one usesall 2% texts in the analysis. The main obsenation is that the
232 plaintexts together form 224 copiesof the above integrals (starting in the
secondround). Sincethe text in ead integral sumsto zeroin any byte after the
fourth round, so doesthe sum of all 232 texts. This attack nds lesskey bits
than the original Squareattack of FSE'97 [5], but the running time is greatly
improved. (The improvemert is in the key-seart part of the attack). Table 3
depicts this four-round fourth-order integral.

4 MISTY

Integrals canbe usedto attack somereduced-roundvariants of Matsui's MISTY1
and MISTY2 [24]. We refer to the MISTY speci cations [24] for the description
of these ciphers and for the notation usedin the following.

In earlier work, Sakurai and Zheng noted the following property of the
MISTY2 round function [28]. Let F(x;y) denote the left half of the output of
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Table 3. A four-round fourth-order integral for Rijndael with 2°? texts.

Aflc [c ]c Adlc [c |cC AS[AZIASIAS AFAYATAY
CIAglc[c | ., [AZc[cc| , [AIJATIATIAT] | |AT[AT[ATIAT]
c|Claglc | ' [AZlcIc Ic | ' [AZ|AS|AS|ASl ' [AFAFATAT] !
Cc |c [c |A Adlc |c |c AZ|AS|AS[AS A%AFAT AR

Ss[ss]s

Ss|sis|s

Slsis|s

Ssi|sis|s

three rounds of MISTY2 on plaintext hx;yi. They obsene that F hasthe form
F(x;y) = f(x) © g(y), wheref and g are somekey-dependert bijective map-
pings. Consequetly, if we pick sets S; T ead containing two arbitrary 32-bit
values, then we will have

X
F(x;y) = O (5)
hyi2 SET

We note that this may be viewed as a three-round integral for MISTY2.

This provides an excient chosen-plairtext attack on four rounds of MISTY 2.
Choosing S% T%with jSY = jTY = 3 givesus four independert ways to choose
S; T with S%S% T % TO jSj = jTj = 2, and thus this useof “structures' yields
four independert integrals of the above form. For ead integral, we guessK Oy4,
K143, KOg43, and K | 42; ©truncate(K | 422) (55 bits in all), and peelo®enoughof
the last round to ched that the 17th through 23rd bits of the input to the last
round xor to zero(a 7-bit condition on ead of the four integrals). Guesseghat
survive this Ttering phasecan be further tested by guessingK | 42, and cheding
an additional 9-bit condition. In this way we expect that all incorrect guesses
will be eliminated, and then the remainder of the key may be recovered easily.
In summary, this breaks four rounds of MISTY2 with work comparableto 2°°
trial encryptions and just 9 chosenplaintexts. A known-plaintext variant would
need 23 texts and comparablework.

Also, there is an attack on six rounds of MISTY2, which works as follows.
Considerthe integral hA; G . After four roundswe have hS; Si, whereS = 0. Note
that texts with sumto zeroat the input to the function FL, alsosumto zeroafter
FL, in other words, there is a probability oneintegral throught the FL function.
After "v e rounds we have hS; 7i. Using Kihn's [19, page328]alternative MISTY
description, one seeghat in a 6-round version, one can compute badkwards from
the ciphertext through F O6 to the 16 rightmost bits (which hasthe value S in
the integral) by guessingat most 50 key bits. Note herethat the key AK Ogjs in
K dhns represeration neednot be guessed.lt can be moved to the end of the
“rst round of FOG6 (in the right half) by exoring it to AK Ogs and to AK Ogs.
With onestructure of 232 chosenplaintexts, 234 of the 2°° possiblevaluesof the
target key bits would be left suggestedthus with four structures one can expect
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only one suggestedand correct value of 50 key bits. In total the attack needs23*
chosenplaintext and has a time complexity of 28°.

The attack on six rounds of MISTY2 can be further improved. Consider
the secondF | -function in FOG6 (in Kéhns reprenseration). The nine-bit key
AK Ij; can be moved up before the \truncate step” if it is added to the left
half (truncated to 7 bits) of the output of FI. Then in FOG6 it should be added
to the sewen most signi cant bits of both halves of the output of FOB6. In this
version of an attack one would cournt on only 41 key bits. The disadvantage is
that onecantest on only sewen data bits. Sowith one structure 234 keysare left
suggested.One can now either chedk on a few other structures or introduce the
\remaining” 9 key bits from the before mertioned attack and run that attack.
As an example, run the improved attack on two structures, which leaves 2?7 out
of 241 possiblevaluesof the target key bits. Then run the st attack, with nine
additional unknown key bits, which leaves 2'® out of 2%° possiblevalues. With
four structures, in total 234 chosenplaintexts, the time complexity of the attack
is 271,

We can also attack v e rounds of MISTY1 using a related idea. There is a
four-round integral hGAi ! h?;Si. We collect four instances of this integral
with 234 chosentexts and apply a 1-R attack [3]. Note that F O5 has the same
structure asthree MISTY2 rounds, soit hasa Sakurai-Zhengproperty [28]. In
other words, we can write bits 1{7 of the right half of the block just before ap-
plying F O5 asa function f o., (C)©gk o., (C) ©k° of the ciphertext C, for some
functions f ;g and somekey-dependert constart k° Our integral predicts that
this value will sum to zero when summed over ead integral of 232 ciphertexts,
or equivalently, X X
fkoe (Ci) =  Okos (Ci):

I I

This givesa 7-bit condition for ead integral, sotakentogether our four integrals
will yield a 28-bit condition. We note that one can use a meet-in-the-middle
technique to _ng, solutions to this equation exciently: we enumerate all 26
Bossibilities for , fx o (Ci), then mergethis list with the 216 possibilities for

i Ok 0s, (Ci), and their intersectionyields candidatesfor K Os; and K Os;. Then
further key material can be recovered by using guessesat K15, and K sy to
chedk a 16-bit condition on ead integral, and so on. These ideas allow us to
break "v e rounds of MISTY1 with 23# chosenplaintexts and work comparable
to 28 trial encryptions. Many tradeo®sbetweenthe time and data complexities
are possible.

There is also an attack on four rounds of MISTY1 (without FL5;FL6) with
very low data complexity. We apply the Sakurai-Zhengproperty twice: onceto
predict the sum of four outputs of FO2, and then a secondtime in the 1-R
analysisto recover key material from F O4. We choose 25 plaintexts whoseleft
halves are 'xed and whoseright halvesrange over the valueshx;yi 2 S°£ S°
for someset S° containing v e arbitrary 16-bit values. This choice ensuresthat
we nd 16 quadruples S; T of inputs to FO2 that ead satisfy the conditions
of Equation 5 (having survived F L2 without disruption, thanks to the choice
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of plaintexts). Thus, the xor of the left half of the output of FO2 over eath
sud quadruple will be zero. This propagatesto the input of the fourth round
undisturbed by FL 3 at ead bit position where K L3, hasa one bit. We obtain
a 7-bit condition on eat quadruple of ciphertexts,

X X
truncate(K L3p) » fk o, (Ci) = truncate(K Lzp) » Ok 04, (Ci):

Guessingtruncate(K L32) and applying meet-in-the-middle techniqueswill typ-
ically let us nd K O4; and K O, with about 23° simple steps of computation.
The attack can be continued as before by guessingK | 412, K 1422, and the rest
of KL3,. We expect that these techniques will give an attack on four rounds
of MISTY1 that, for most keys, usesabout 25 chosenplaintexts and takestime
comparableto 227 trial encryptions.

5 Generalised Feistel networks

Nyberg has proposeda generlised Feistel network with block size2nd bits [26].

as follows:

Y =
Yi= X;fori=n;:::;2ni 1
Zi=Y,1fori=0;:::;2n§ 1,

|
x
©
mn
=
©
X
N
2
e
=
e
I
Q
>
H

where all indices are computed modulo 2n. The integrals and attacks to follow
are independernt of the key schedule. Therefore, it is assumedthat all round keys
are independent and chosenuniformly at random.

As a special example, Nyberg considersthe caseswhere the S-boxes are
bijective. In this casethe probabilities of di®erertials can be upper bounded to
p?" where p is the probability of a non-trivial di®ererial through the S-boxes.
With n = 4 and d = 8 there are S-boxesfor which p = 2i 8 and the probabilities
of all di®ereriials over 12 rounds are bounded by 2i 8. Also, the probabilities
of linear hulls over 12 rounds can be bounded by 2i ¢ [26].

For the above network with n = 4, d = 8, and bijective S-boxes, there exists
an integral of probability one over eleven rounds using only 256 texts. Consider
Table 4. It follows that for the integral where all “rst words are di®eren, and
where all other words are held constart, the sum of the rst words after eleven
rounds of encryption is zero. Thus, for a 12-round version of this cipher it is
trivial to nd eight bits of the key in the last round using the above integral by
simply computing backwards from the ciphertexts to the outputs of the eleverth
round. Also, a 13-round version can be attacked using the integral by computing
badkwards from the ciphertext to the eleverth round output by guessingonly
three key bytes. In this case,the attack must be repeated a few times to be
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Table 4. An 11-round integral with 256 texts for the generalized Feistel cipher with
n = 4, d = 8 and using bijectiv e S-boxes. In the integral S = 0.

Ciphertexts
after round

NE>Z00000 00>
NO0NZ000000>0
NVNNZZ0000 00
NN BZO0>0 00
N[NNI BBZO 000
N[NNI O 0000
VVOBBIB000000
NNBZZ0000000

e =
2| B|o|o ~|o| g s w |-

able to uniquely determine the secretkeys. This attack would run in total time
approximately 232 using 3 ¢28 chosentexts. A 14-round and a 15-round version
can be attacked by guessinga total of six respectively ten key bytes in a straight
forward extensionof the previous attack. Theseattacks would run in total times
approximately 2°¢ respectively 288 using 6 ¢28 respectively 10¢28 chosentexts.
Howewer, in these casesit is advantageousto use an integral of higher order.
Consider the 13-round second-orderintegral in Table 5.

It follows by a closerlook at the structure of the cipher that the values of
the 16 bits of the rst and secondwords after one round of encryption are a
permutation of the 16-bit valuesof the “rst and eighth words of the plaintexts.
Therefore by choosing 216 plaintexts di®erert only in the rst and eighth words
(counting from the left) one gets a collection of 28 integrals of the form in
Table 4 this time starting from the secondround. Therefore, one would expect
to be able to determine the sum of the rst words after 12 rounds. However,
this integral goesoneround further. To seethis, considerTable 5. The question
is why after nine rounds of encryption the fth words sumto zero (the S after
nine rounds of encryption in Table 5). It follows by simple obsenations that
the 16-bit value (x j y) consisting of the "fth (x) and sixth words (y) after ve
rounds of encryption is a permutation of the 16 varying bits in the plaintexts.
Furthermore, the fourth word after sevenrounds of encryption hasthe form g; (x)
and the fth word after sewen rounds of encryption hasthe form g,(x) + gs(Yy),
for some bijective key-dependert functions g;. Therefore, these 16 bits are a
permutation of x and y and therefore also a permutation of the 16 varying bits
in the plaintexts. This is illustrated in the integral where the two words are
assignedthe symbol AZ. It then follows that the Tth words after eight rounds
of encryption take all possiblevaluesequally many times. By similar argumerts,
it follows that the fourth and sewerth words after rounds of encryption map
one-to-oneto the 16 varying bits in the plaintexts; therefore the fourth words
after 8 rounds of encryption take all possiblevalues equally many times. The
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Table 5. A 13-round integral with 2° texts for the generalised Feistel cipher with
n = 4, d = 8 and using bijectiv e S-boxes. In the integral S = 0.

Ciphertexts
after round
1

onN

oNOoN

NIBOONZZO0000Z>0

ONON

NNV BIBO00ZZ00

ONON

>I>>O>>0 00

ONON

AN ANONONON
WP 00000
> > 000000 >

WNBANFN

NNV BB BB >O000

NNNN

OO N[O BWN

NN OTN

NN wN

AN BN WNRPNON
NNP>ZBIB>O000 000

N

ANBNWNNNON

SN

ANBEN NNNNN
BN

VPP Z00000 0> >
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Table 6. A 14-round integral with 2%2 texts for the generalised Feistel cipher with
n = 4, d = 8 and using bijectiv e S-boxes. In the integral S = 0.

Ciphertexts
after round [A4|A%|C |C ||C |C |A%|A?

u SRR

fact that both the fourth and fth words after eight rounds of encryption take
all possiblevalues equally many times explains why the sum of the fth words
after nine rounds of encryption is zero. Finally we note that there are other ways
of specifying interdependenciesof the words in the integral of Table 5. As an
examplethe symbols after six rounds of encryption could also be speci ed as

G C CA%L AL AL ASC

One can nd eight key bits of a 14-round version using the integral by sim-
ply computing badkwards from the ciphertexts to the outputs of the thirteenth
round. The time complexity of this attack is approximately 224 using 21° texts.
A 15-round and a 16-round version can be attacked by guessinga total of three
respectively six key bytes in a straight forward extensionof the previous attack.
Theseattacks would run in total times approximately 2° respectively 254 using
3¢21% respectively 64216 chosentexts. Clearly, the attacks using the second-order
integral are much faster than the attacks using a “rst-order integral, but on the
down side they require more chosenplaintexts.

Let us go one step further and considerthe fourth-order integral of Table 6.
This integral cortains 216 copiesof the second-orderintegral of Table 5 but start-
ing here from the secondround and onwards. Therefore, one can determine (at
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least) the sum of the "rst words after 14 rounds of encryption. Using this integral
there are attacks on a 15-round, 16-round and a 17-round version which run in
total times approximately 24°, 256 respectively 280 using 2%, 3¢232 respectively
6 ¢2%2 chosentexts.

There exists a sixth-order integral over 15 rounds with a total of 248 chosen
texts. This would enablean attack on a 17-round versionof total time complexity
approximately 272 using 3 ¢2*8 chosentexts.

Finally we note that there are impossibledi®ererials for the above ciphers.
With n = 4 we have detecteda 14-round di®ereriial of probability zero.A set of
plaintexts which di®eronly in the "rst word will never result in ciphertexts (after
14 rounds of encryption) di®erert in only the fourth words. The di®erenial can
be usedto distinguish a 14-round version of the generalisedreistel network from
a randomly chosenpermutation using about 2°° chosentexts. For comparison
the integral of Table 6 can be usedto distinguish the cipher from a randomly
chosenpermutation using only 232 chosentexts with good advantage.

6 DES

Sofar we have only consideredround functions that break the block into seweral
independert words and then operate only in a word-oriented fashion. Howewer,
this restriction is not always satis ed: in someciphers|for example, DES|the
round function operates on individual bits (not words) and the inputs to the
S-boxes are correlated. In this more general case,our previous techniques for
constructing integrals may not apply.

In this section we consider more generalround functions. In particular, we
show that the existenceof integrals is not limited to word-oriented ciphers or
to S-boxeswhoseinputs are independert. SinceDES is a classicexample where
neighboring S-boxes in the sameround are fed related inputs and where the
round function works at the bit level, we will usethe DES round function asa
concrete example of how to build integrals for more general S-box networks.

As a starting exampleto illustrate the possibility of "nding integrals on the
DES round function F, we give a simple integral. Let the inputs to F take on
valuesof the fo,gm u, = te;z;z;zi, wherez variesover all valuesin f0; 1g8. Then
we claim that  , F(u;) = 0, i.e., the xor of the corresponding 28 outputs of
the F function will be zero. This fact will imply that the above structure of 28
texts yields an integral for one round of DES.

The proof of the claim requiresa bit of knowledgeabout the form of the DES
F function. Recall that the DES round function takesthe form F = P +S+E
where E : f0;1g%2 | f0;1g*® expandsits input by duplicating someinput bits,
where S : f0;1g*® | f0;1g%? is composedof eight parallel S-boxes

where eath S-box hasa correspondingmap S; : f0;1g® !  f0; 1g*, and wherethe
bit-p ermutation P isirrelevant to our discussion.Also, the expansionfunction E
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satisfy vs = wy and vg = ws.
Now we can seewhy the above integral works. When the input to the F

output values exactly four times if its input takeson ead possible 6-bit input
value exactly once. Consequetly, if we focus on any one S-box, we seethat its
output will take on all 4-bit valuesexactly four times aswe rangeover all possible
choicesof z, which meansthat theseoutputs will xor to zero. Sincethis is true
for eadh S-bex, and sincethe P bit-p ermutation is linear with respect to xor ,
we seethat , F(u;) = O (where the addition operation is the exclusive-or).
This givesa simple integral for the F function cortaining 28 inputs.

There are more complicated integralsthat usefewer input texts. For example,
if we considerF -function inputs of the form

u= Hd;e;f;a;b;e;f;c;d;a;b;e;f;c;d;a;b;e;f;c;d;a;b;e;f;c;d;a;b e f;ci

here the 6-bit value ha;b;c;d;e;f i varies over all 2° possibilities, we nd that
F(u) = 0.(The input to S; ishc;d;e;f ; a;bi and hencetakeson all possibilities
exactly once;the input to S, is ha;b;e;f; c;di; and in general,the input to eadh

S-box is a permutation of the 6 bits a;b;c;d;e;f.)
In fact, there even exist integrals cortaining only 2° inputs. We usethe follow-

whenw;; wg are held xed. With this obsenation, we considerinputs of the form
u = ha;b;c;d;e;a;b;c;d; a; b;e;c;a; b;d; e;a; b;c;d; a; e;b;c;d; e a; b;c;d; e

where the 5-bit value ha;b;c;d;ei rangesover all 2° possibilities. This choice
ensuresthat eat S-box hasan input pattern of the form hi; j;k;l;m;ii (where
i; j;k;1; m represet somere-ordering of the bits a; b;c;d;e), and then the xor

of the corresponding 2° outputs will be zero, asrequired. We leave it asan open
questionto determine whether there exist integrals for the DES F function that
usea smaller number of inputs.

We stressthat we do not know of any way to usetheseintegrals to mount
an attack on more than a few rounds of DES. Thus, the main interest of these
obsenations is likely to be in their motivational value: they shaw that it may be
possibleto 'nd integrals even on fairly complicated round functions.

7 Integral-in terp olation attac ks

An interesting property of integrals is that they can be combined with inter-
polation attacks [13]. Consider a cipher whose rst half may be covered by an
integral and whose secondhalf may be approximated using a low-degreepoly-
nomial. Supposethat we have a set of chosenplaintext/ciphertext pairs (P;j; C;)
following the integral, and let Z; denote the corresponding intermediate values
predicted by the integral. Assuming that the integral endswith an S, we have
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P
i Zi = 0. Supposewe can write Z; asa polynomial function of the ciphertext,

sothat Z; = p(C;) for somelow-degreepolynomial p(x) = agx9 + :::+ a;x + ag
with d = degp. Then we can concludethat

X X X xd X P
0=  Zi= p(C)= aCl= ¢y whereg= ,Cl: (6)
[ [ i j=0 i=0
Note that the ¢; 's are known, sincethe ciphertexts are. Treating the coexcients
g asformal unknowns, we thus seethat Eqn. 6 givesus a single linear relation

If we repeat the above experiment d + 2 times, obtaining d + 2 setsof texts
following the integral, we will have d + 2 linear equationsin d + 1 unknowns.
Applying Gaussianelimination, we will 'nd a linear relationship that the cipher-
texts must obey when this block cipher is used.

In other words, this allows a distinguishing attack on the underlying block
cipher. When the “rst half of the cipher can be coveredby an integral cortaining
25 plaintexts, and when the secondhalf can be expressedas a polynomial of
degreed, the complexity of the attack will be approximately d ¢2° chosentexts
and d? ¢25 + d® work. It is an open question whether these techniques may be
e®ectiely extendedto apply where we have a probabilistic polynomial relation
[14] or rational polynomial relation [13] for the last half of the cipher.

Although we do not know of any concrete exampleswhere this combination
yields improved attacks, we conjecture that the opportunity to combine attack
techniquesin this way may be of interest.

8 Related work

The attack techniques we exploit here were rst introduced in [5], but under
a di®erent name: these techniques were previously described as \the Square
attack”, instead of \in tegrals." The name \in tegrals" has since been proposed
independertly by both Knudsen[17]and Yu, Zhang, and Xiao [12] to describe
this general class of attacks. Also, in [6] the attack was described in terms of
\lam bda-sets" and applied alsoto reduced-roundversionsof the ciphers SHARK
[27] and SAFER K [23].

Since their introduction, integrals have beenusedto cryptanalyse reduced-
round versionsof Square[5], SAFER K [18], SAFER+ [12], Crypton [8], Rijndael
[9], Two sh [22], Hierocrypt [1], IDEA [25], and Camellia [10]. We have shown
here additional examplesof applications of integrals. Thus, this classof tech-
niqgues seemsto be of broad interest.

Recertly Biryukov and Shamir applied a variant of integral cryptanalysis
to an SP-network with secret S-boxes and secret linear transformations [4].
They called their technique the multi-set attack, where one distinguishes be-
tween whether all values in a multi-set are equal, are all di®eren, all occur
an even number of times, and where the exclusive-or sum of all valuesis zero.
Thus, there is someresenblenceto our de nition of integrals and higher-order
integrals.
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9 Conclusions

In this paper we studied integral cryptanalysis, an attack which applies partic-
ularly well to block ciphers that use bijective componerts. The basic integral
attack was introduced someyearsago, but without a speci ¢ name attached to
it. We arguedthat integral cryptanalysis is the obvious name for the attacks. A
powerful extension,the higher-orderintegral, was given. Thesenew attacks were
applied to a range of ciphers. Also, a possiblecombination of integral cryptanal-
ysis and the interpolation attacks was outlined. We beliewve that attacks based
on higher-order integrals will 'nd many applications in the future.
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