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Abstract. We presenta new typeof differentialthat is particularlysuitedto an-
alyzing ciphersthat usemodularmultiplication asa primitive operation.These
differentialsarepartially inspiredby thedifferentialusedto breakNimbus,and
we generalizethat result.We usethesedifferentialsto breakthe MultiSwap ci-
pherthatis partof theMicrosoftDigital RightsManagementsubsystem,to derive
acomplementationpropertyin thexmx cipherusingtherecommendedmodulus,
andtomountaweakkey attackonthexmx cipherfor many othermoduli.Wealso
presentweakkey attackson several variantsof IDEA. We concludethat cipher
designersmayhaveplacedtoomuchfaith in multiplicationasamixing operator,
andthatit shouldbecombinedwith at leasttwo otherincompatiblegroupopera-
tions. ut

1 Intr oduction

Modularmultiplication is a popularprimitive for cipherstargetedat softwarebecause
many CPUshave built-in multiply instructions.In memory-constrainedenvironments,
multiplication is anattractive alternative to S-boxes,which areoften implementedus-
ing largetables.Multiplication hasalsobeenquitesuccessfulat foiling traditionaldif-
ferentialcryptanalysis,which considerspairsof messagesof the form (x; x © ¢ ) or
(x; x + ¢ ). Thesedifferentialsbehave well in ciphersthat usexors,additions,or bit
permutations,but they fall apartin the faceof modularmultiplication.Thus,we con-
siderdifferentialpairsof theform (x; ®x), whichclearlycommutewith multiplication.
Thetaskof thecryptanalystapplyingmultiplicative differentialsis to £ndvaluesfor ®
thatallow thedifferentialto passthroughtheotheroperationsin acipher.

It is well-known that differentialcryptanalysiscanbe appliedwith respectto any
Abeliangroup,with thegroupoperationde£ningthenotionof differencebetweentexts.
However, researchershavemostlyignoredmultiplicativedifferentials,i.e.,differentials
over themultiplicative group(Z=nZ)¤, perhapsbecauseit wasnot clearhow to com-
binethemwith basicoperationslike xor. In this paper, we developnew techniquesthat
makemultiplicative differentialsamoreseriousthreatthanpreviously recognized.

A key observation is that in certaincases,multiplicative differentialscanbe used
to approximatebitwise operations,like xor, with high probability. As we will seein
Section4, for many choicesof n thereexistsa ¢ n suchthat¡ 1 ¢x mod n = x © ¢ n

with non-negligible probability. Similarly, 2x mod 2n is simply a left-shift operation.
It is thereforepossibleto analyzehow thesedifferentialsinteractwith otheroperations
that are normally thoughtincompatiblewith multiplication, suchas xor and bitwise
permutations.
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Cipher Complexity Comments
[Data] [Time] [Keys]

Nimbus 28 CP 210 all see[4] (previouslyknown)
xmx (standardversion) 2 CP 2 all mult. complementationproperty(new)
xmx (challengeversion) 233 CP 233 2¡ 8 multiplicativedifferentials(new)
MultiSwap 213 CP 225 all multiplicativedifferentials(new)
MultiSwap 222 KP 227 all multiplicativedifferentials(new)
IDEA-X 238 CP 236 2¡ 16 multiplicativedifferentials(new)

Table 1. A summaryof somecryptanalyticresultsusingmultiplicative differentials.Theattacks
on xmx aredistinguishingattackswith advantagescloseto one;the remainingattacksarekey-
recovery attacks.All attacksareon the full ciphers;we do not needto considerreduced-round
variants.“CP” denoteschosenplaintexts,and“KP” denotesknown plaintexts.

After reviewing previouswork in Section2,wegivetwo examplesusingtheciphers
xmx [11] andNimbus[8] to convey the¤avor of theseattacksin Section3. In Section4,
wegeneralizetheseideasandcatalogueseveralcommoncipherprimitivesthatpreserve
multiplicative differentials.We thenfocusonspeci£cciphers.Section5 presentsmany
moduli, includingthexmx challengemodulus,thatadmit largenumbersof weakkeys
in xmx. In Section6, we examinethe MultiSwap cipher [12], which is usedin Mi-
crosoft's Digital RightsManagementsystem,andshow that it is extremelyvulnerable
to multiplicative differential cryptanalysis.In Section7, we study several IDEA [7]
variantsobtainedby replacingadditionswith xorsandshow thatthesevariantsarevul-
nerableto weakkey attacksusingmultiplicative differentials.As anexample,weshow
thatIDEA-X, a versionof IDEA derivedby replacingall theadditionswith xors,is in-
secure.This suggeststhatmultiplicative differentialsmayyield new attackson IDEA.
Table1 summarizestheattacksdevelopedin thispaper.

2 RelatedWork

In this paper, we analyzethexmx cipher, originally proposedby M'Raihi, Naccache,
SternandVaudenay[11]. We alsolook at Nimbus,which wasproposedby Machado
[8] andbroken by Furman[4]. IDEA was£rst proposedby Lai, Massey andMurphy
[7]. Meier observed that part of the IDEA cipheroften reducesto an af£netransfor-
mation,andusedthis to break2 roundsusingdifferentialcryptanalysis[10]. Daemen,
Govaerts,andVandewalle observedthat¡ x mod 216 + 1 = x © 11¢¢¢101whenever
x1, thesecondleastsignicantbit of x, is 1[2]. They showedthat if certainIDEA sub-
keys are§ 1, the algorithmcanbe broken with differentialcryptanalysis.We usethe
sameobservation to £nd weakkeys for a variantof IDEA in Section7. The classof
weakkeys we £nd is muchlarger (2112 keys versus251 keys), but they areotherwise
unrelated.The newestcipherwe look at, MultiSwap,wasdesignedby Microsoft and
subsequentlyreverse-engineeredandpublishedon the Internetunderthe pseudonym
BealeScreamer[12].

Differential cryptanalysiswas inventedby Biham andShamir[1]. In the present
paper, we apply the ideasof differentialcryptanalysisusinga non-standardgroupop-
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eration:multiplicationmodulon. Daemen,vanLinden,Govaerts,andVandewallehave
performeda very thoroughanalysisof multiplication mod 2` ¡ 1, how it relatesto
elementarybit-operations,andits potentialfor foiling differentialcryptanalysis[3].

In Section6 we usethe multiplicative homomorphism(Z=232Z)¤ ! (Z=216Z)¤

to recover MultiSwap keys ef£ciently. This techniqueis the multiplicative equivalent
of Matsui's linearcryptanalysis[9]. In a similar vein,Harpes,KramerandMassey ap-
plied thequadraticresiduemultiplicative homomorphismQR: (Z=nZ)¤ ! Z=2Z, for
n = 216 + 1, to attackIDEA [5]. Kelsey, Schneierand Wagnerusedthe reduction
mapZ=nZ ! Z=mZ (a ring homomorphism),for n = 2` ¡ 1 andm dividing n, in
cryptanalysis[6].

3 Two Examples

To illustratesomeof theideasbehindour attacks,we give two examplesof usingmul-
tiplicative differentialsto cryptanalyzesimpleciphers.Throughoutthe paper, x i will
representthei th bit of x, andx0 will denotetheleastsigni£cantbit of x.1

Cryptanalysisof xmx. As a£rstexample,wedemonstrateacomplementationproperty
for theªstandardºversionof thexmx cipher[11], whichoperateson `-bit blocksusing
two basicoperations:multiplicationmodulon andxor. Thei th roundof thecipheris

f (x; k2i ¡ 1; k2i ) = (x ±k2i ¡ 1) £ k2i mod n;

wherethebinaryoperatorª±º is de£nedby

x ± k2i ¡ 1 =

(
x © k2i ¡ 1 if x © k2i ¡ 1 < n
x otherwise.

Thecipherhasanoutputterminationphasethatmaybeviewedasanextra half-round,
sotheentirealgorithmis

xmx(x) = (f (f (¢¢¢f (x; k1; k2) ¢¢¢); k2r ¡ 3; k2r ¡ 2); k2r ¡ 1; k2r ) ± k2r +1 :

wherer countsthenumberof rounds.
In thepaperintroducingxmx [11], thedesignersrecommendselectingn = 2` ¡ 1.2

Thecuriousthingaboutthischoiceof n is thatfor all x,

x © n = ¡ x mod n:

This is a consequenceof thefollowing simpleobservation: if 0 · x; y < 2` ¡ 1, then
x+ y = 2` ¡ 1 if andonly if x©y = 2` ¡ 1. As aresult,thisdifferentialwill bepreserved
with probability1 throughtheentirecipher, giving acomplementationproperty

xmx(¡ x mod n) = ¡ xmx(x) mod n:

1 However, for convenience,wewill usek i to denoteacipher's i th subkey, not thei th bit of k.
2 Actually, atonepoint theauthorssuggestthatn besecret,but laterstate,“Standardimplemen-

tationsshoulduse: : : ` = 512, n = 2512 ¡ 1.” For this reason,we call this the “standard”
versionof xmx, asopposedto the“challenge”versiondiscussedlaterin thispaper.
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After describingthebasiccipher, thexmx designerssuggestseveralpossibleextensions,
includingrotationsandotherbit permutations.Noneof theseenhancementswould de-
stroy thiscomplementationproperty.

Weanalyzeotherversionsof xmx later;seeSection5.

Cryptanalysisof Nimbus. As a secondexample,we explain how the framework of
multiplicative differentialscanbeusedto betterunderstanda previously known attack
onNimbus.Nimbusaccepts64-bit blocks,andits i th roundis

f (x) = k2i +1 £ rev(x © k2i ) mod 264;

whererev() reversesthebits in a 64-bit word. Thesubkeys k2i +1 mustbeoddfor the
cipherto beinvertible.

At FSE2001,Furmanusedthe xor differential011¢¢¢10 ¡ ! 011¢¢¢10, which
passesthroughoneroundof Nimbus whenever t = rev(x © k2i ) is odd, to launcha
devastatingattackon thiscipher[4].

Furman's xor differential may appearmysteriousat £rst, but can be readily ex-
plainedusingthelanguageof multiplicative differentials.Whenever t is odd,

t © 11¢¢¢10 = ¡ t mod 2` :

(This is astandardfactfrom two'scomplementarithmetic,andfollows from theearlier
observation that (t © 11¢¢¢11) + t = 2` ¡ 1.) SoFurman's differentialpairs(x; x ©
011¢¢¢10) arein factpairs(x; x¤) wherex¤ = ¡ x mod 263 but x¤ 6= ¡ x mod 264,
a propertythat obviously survivesmultiplication by k2i +1 whenever k2i +1 is odd. In
otherwords,Furman's xor differentialis equivalentto themultiplicativedifferential

¡ 1 ¡ ! ¡ 1 (with probability1=2),

taken mod 263, with explicit analysisof the high bit to easepropagation throughthe
rev() operation.

Discussion.The complementationpropertyof standardxmx hasnot beenpreviously
described,despitexmx's relative maturity. The attackon Nimbus waspreviously de-
scribedusing xor differentials,but is neatly summarizedin our new framework for
multiplicative differentials.We believe thesetwo examplesmotivate further studyof
multiplicativedifferentials,andtheremainderof thispaperis dedicatedto this task.

4 NewDiffer entials

Mostof theconclusionsin this sectionaresummarizedin Table2.
Thexmx examplein Section3 usedthemultiplicative difference® = ¡ 1, because

¡ x mod 2` ¡ 1 = x © 11¢¢¢1. Thus the multiplicative differential pair (x; ¡ x) is
equivalent to the xor differential pair (x; x © 11¢¢¢1). In the Nimbus example,the
modulusis of theform2` insteadof 2` ¡ 1, sotheidentitybetweenthemultiplicativeand
xor differentialsdoesnothold.However, thereis anapproximateidentity¡ x mod 2` =
x © 11¢¢¢10, whichholdswhenever x is odd,or equivalently, whenx0 = 1.
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Operation Modulusmultiply by ® xor rotate bit perm¾

multiply by ¡ 1 2` ¡ 1 1 1 1 1
multiply by ¡ 1 2` 1 1

2 0 z(¾)
multiply by ¡ 1 n 1 2¡ c( n ) – –
multiply by 2 2` ¡ 1 1 0 1 –
multiply by 2 2` 1 0 1

4 2¡ ! ( ¾) ¡ z ( ¾)

reductionmod2k 2` 1 1 – –

Table2.A partiallist of theoperationsweconsider. Eachentryin thetablespeci£estheprobabil-
ity that thetwo operationscommute.SeeProposition1 for anexplanationof c(n). SeeProposi-
tion 3 for thede£nitionsof z(¾) and! (¾). An entryof “0” indicatestheprobabilityis negligible,
anda “–” meanswedonot investigatethiscombination.

n 1 1 1 1 0 0 0 0 0 1 1 1 0 0 1
x x14 x13 x12 0 x10 x9 x8 x7 1 x5 x4 0 x2 1 x0

¢ n 1 1 1 0 1 1 1 1 0 1 1 0 1 0 1
x + x © ¢ n 1 1 1 1 0 0 0 0 0 1 1 1 0 0 1

Fig.1. Themodulusn = 30777, thebit-constraintsonvaluesof x for whichx + (x © ¢ n ) = n,
and¢ n . SeeProposition1 for aprecisede£nitionof ¢ n .

To generalizethe multiplicative/xor correspondenceexploited in thesetwo exam-
ples,£rst observe that every `-bit modulus,n, canbe divided into stringsof the form
11¢¢¢1 andstringsof theform 100¢¢¢0. As anexample,the15-bitmodulusn = 30777
is dividedinto suchsubstringsin Figure1.

For eachsegmentof the modulusof the form 11¢¢¢1, we usethe xor differential
11¢¢¢1. For thesegmentsof themodulusof the form 100¢¢¢0, we usethexor differ-
ential011¢¢¢10. Supposenk ¢¢¢nj is oneof thesegmentsof n of the form 100¢¢¢0.
Thenwe alsorequirethat x j = 1 andxk = 0. Theconstraintthat x j = 1 servesthe
samepurposeastheconstraintthatx beoddin theNimbusdifferential:it ensuresthat
whenx andx © ¢ n areaddedtogether, achainof carriesis startedatbit j . Therequire-
mentthatxk = 0 assuresthatnocarrybitspropagatepastbit k whenx andx © ¢ n are
addedtogether. In theexample,bit i of x is constrainedif andonly if bit i of ¢ n is 0.
This is alwaystruebecauseof thesymmetrybetweenx and¡ x.

Theaboveschemeworksby controllingthecarrybitswhenx andx © ¢ n areadded
together. It ensuresthat,for eachsubstringof themodulusof theform 10¢¢¢0, a carry
chainis startedat thelow bit andterminatedat thehighbit. Startingandstoppingcarry
chainsnecessitatesimposingconstraintsonx, andif two substringsof theform 10¢¢¢0
are adjacent,it is more ef£cient to simply ensurethat the carry chain from the £rst
substringpropagatesto the second.Analogously, if the moduluscontainsa substring
of the form 11¢¢¢1011¢¢¢1, then the above methodwill starta carry chain,only to
terminateit at thenext bit. A moreef£cientapproachwould ensurethatno carryever
started.Algorithm1,whichcomputesanoptimalvalueof ¢ n for agivenn, incorporates
theseimprovements.Thealgorithmalsooutputs! n andº n , whichrepresentthebitsof
x constrainedto 0 and1, respectively.
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Algorithm 1 Computetheoptimal¢ = : (! _ º ).

best-differential (n)
c Ã 0, ! ; º Ã 00¢¢¢0
for i = 0; : : : ;length (n)-2

switch (n i +1 ; n i ; c)
case (0; 0; 0) // Begin a carry chain by requiring x i = 1.

º i Ã 1, c Ã 1
case (0; 1; 1) // Force carry propagation by requiring x i = 1.

º i Ã 1
case (1; 0; 0) // Force no carry by requiring x i = 0.

! i Ã 1
case (1; 1; 1) // End carry chain by requiring x i = 0.

! i Ã 1, c Ã 0
default // No change to carry bit. No constraint on x.

if c = 1 then ! ` ¡ 1 Ã 1
¢ = : (! _ º )
output (¢; ! ; º )

To determinetheprobability thata randomlyselectedx 2 Z=nZ satis£esthebit-
constraintsdescribedabove, let c(n) bethenumberof 0 bits in ¢ n (i.e., thenumberof
bits of x thatareconstrained).Thenx will satisfytheseconstraintswith probabilityat
least2¡ c(n ) . To seewhy this is only a lower bound,considerthe modulusn = 1001
(base2). Theconstraintsderivedfrom this modulusarex3 = 0 andx1 = 1. However,
only onevalueof x 2 Z=nZ fails to satisfyx3 = 0, sothisconstraintis nearlyvacuous.
Thefollowing propositionformalizesthisdiscussion:

Proposition1. Let n bean `-bit modulus.Let the `-bit words ! n , º n be the resultof
Algorithm1, andlet ¢ n = : (! n _ º n ). Takeanyx 2 Z=nZ. De£ne:

Cn (x) =

(
¡ 1 if x ^ ! n = 0 and: x ^ º n = 0
1 otherwise.

ThenCn (x) = ¡ 1 if and only if ¡ x mod n = x © ¢ n . By symmetry, Cn (¡ x) =
Cn (x). Further, de£nec(n) to be the numberof 0 bits in ¢ n . Then,for a uniformly
distributedx 2 Z=nZ, Cn (x) = ¡ 1 with probability at least2¡ c(n ) . Finally, for any
¢ 0, Pr[x © (¡ x mod n) = ¢ 0] · Pr[x © (¡ x mod n) = ¢ n ].

The Nimbus attackusesthe slight tweak of consideringpairs (x; x¤) such that
x¤ = ¡ x mod 2` ¡ 1 but not mod 2` . Generalizingthis givesa truncatedmultiplica-
tivedifferential.

Proposition2. Suppose

x¤ = x © (a` ¡ 1a` ¡ 2 ¢¢¢am 11¢¢¢10);

whereeach ai standsfor anysinglebit, andsupposemoreover thatx is odd.If k is odd,
then

k £ x¤ = (k £ x) © b̀ ¡ 1b̀ ¡ 2 ¢¢¢bm 11¢¢¢10;
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where themultiplicationis modulo2` . Additionally, am = bm .

Until now, we have only discussedmultiplicative differentialpairs(x; ¡ x), but the
cryptanalysisof MultiSwap usespairsof the form (x; 2x mod 232). Oneof the basic
operationsin MultiSwapis to swapthetwo 16-bit halvesof a 32-bit word. Themulti-
plicative relation(x; 2x) is preservedthroughthisoperationwhenever x15 = x31 = 0.

An arbitrarybit permutation¾cancausetwo typesof problemsfor themultiplica-
tive differential 2. First, it can disturb the consecutive orderingof the bits. Because
multiplicationby 2 is justa left-shift, it' snotsurprisingthatthebit orderingcomesinto
play. Second,¾mayplacesomebit i in position0. If ¾is to commutewith multipli-
cationby 2, then the valueof bit i mustbe 0. Thesenotionsaresummarizedin the
following proposition:

Proposition3. Let¾bea permutationof thesetf 0; : : : ; ` ¡ 1g, andlet ¾̂betheinduced
functionon `-bit wordsgivenby¾̂(x) = x¾(` ¡ 1) x¾(` ¡ 2) ¢¢¢x¾(0) . Then

Pr [¾̂(2x) = 2¾̂(x)] = 2¡ ! (¾)¡ z(¾)

where
! (¾) = # f j 2 0; : : : ; ` ¡ 2j¾(j + 1) 6= ¾(j ) + 1g

and

z(¾) =

(
0 if ¾(0) = 0
1 otherwise.

Intuitively, ! (¾) countsthenumberof timesthat¾disturbstheconsecutiveordering
of the bits, andz(¾) testswhether¾placesbit i 6= 0 in position0. So, for example,
the(x; 2x) differentialsurvivesrotationswith probability 1

4 independentof theamount
of rotation.Also, dividing a word into k chunks,suchasdividing a 32-bit word into
4 bytes,andpermutingthechunksleavesthedifferentialundisturbedwith probability
2¡ k .

Multiplicative differentialsarecompatiblewith many otheroperations.Reversing
thebits in a word transformsthepair (x; 2x mod 2` ) into (x; x=2 mod 2` ) with prob-
ability 1. Multiplicative differentialsmay even survive addition in somecases,since
® £ a + ® £ b = ® £ (a + b). Finally onemay considerdifferentialsin which part
of thedifferentialis de£nedusingmultiplication,andpart is de£nedusingsomeother
operation.For example,if a cipheroperateson 64-bit blocks(a;b;c;d), wherea, b, c,
andd are16-bit subblocks,we may want to considerdifferentialpairs(a;b;c;d) and
(a¤; b¤; c¤; d¤) wherea¤ = ®£ a, b¤ = b© ¢ , c¤ = c © ¢ , andd¤ = ®£ d. In other
words,thedifferences(®; ¢; ¢; ®) areelementsof thegroup(Z=216Z)¤ £ (Z=2Z)16 £
(Z=2Z)16 £ (Z=216Z)¤. Whentherecanbeno confusionasto thegroupsin question,
wesimply referto theseasªhybridºdifferentials.

5 xmx

Wecannow applyournew understandingto £nddifferentialsfor alargeclassof moduli
in thexmx cipher.
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We describethe analysisusingtheparametersgiven in the ªxmx challengeº[11].
This cipherhas8 rounds,256-bit blocks,andmodulusn = (280 ¡ 1) ¢2176 + 157,
which is thesmallestprimewhose80 mostsigni£cantbits areall 1. Written in binary,
thismodulusis

80 168

n =
z }| {
11¢¢¢1

z }| {
00¢¢¢0 10011101,

whichhasc(n) = 4. FromProposition1, whenever x is of theform

x = x255x254 ¢¢¢x1770x175 ¢¢¢x81x61x4x3x20x0

(i.e. whenever x176 = 0; x7 = 1; x5 = 1 andx1 = 0) thenCn (x) = ¡ 1 andtherefore
x © ¢ n = ¡ x mod n, where

79 167

¢ n =
z }| {
11¢¢¢1 0

z }| {
11¢¢¢1 101011101.

Recall that ¢ n hasa 0 bit in exactly thosepositionsthat areconstrainedin x. If
k ^ : ¢ n = 0, thenk hasa 0 in eachconstrainedbit position,andhenceCn (x © k) =
Cn (x).

Thekey schedulefor thexmx challengecipheris

s; s; : : : ; s; s; s © s¡ 1; s; s¡ 1; : : : ; s; s¡ 1

wheres is a 256-bit number. Supposes ^ : ¢ n = 0 ands¡ 1 ^ : ¢ n = 0. The £rst
equationis satis£edwhenever bits 1,5,7and176of s are0, andhencewill besatis£ed
with probability2¡ 4. Thesecondequationestablishessimilar requirementson thebits
of s¡ 1, andwill be satis£edwith probability 2¡ 4. So about2¡ 8 of the keys s satisfy
theseconstraintssimultaneously. Obviously, if s ^ : ¢ n = 0 ands¡ 1 ^ : ¢ n = 0, then
(s © s¡ 1) ^ : ¢ n = 0, aswell.

Consideroneroundof xmx usingsuchaweakkey, andlet a andbbethesubkeysfor
thecurrentround,sothata = s or s¡ 1 or s© s¡ 1, but it doesn't matterwhich.Suppose
weapplythisroundof thecipherto thedifferentialpair(x; x¤), wherex©x¤ = ¢ n and
Cn (x) = ¡ 1. Thenby Proposition1,x¤ = x ©¢ n = ¡ x mod n. Sincea^ : ¢ n = 0,
Cn (x © a) = ¡ 1, sox¤ © a = x © a © ¢ n = ¡ (x © a) mod n.

We would like to concludethat ¡ (x ± a) = x¤ ± a mod n, but mustconsiderthe
two differentbehaviors of theoperatorª±º. Fromthede£nition,

x ± a =

(
x © a if x © a < n
x otherwise.

But by assumption,x176 = a176 = 0. Thusbit 176of x © a is also0. Furthermore,bits
255through176of n areall 1.This impliesx © a < n. Bit 176of ¢ n is 0, sox¤

176 = 0,
andhencex¤ © a < n for the samereasons.From this, ¡ (x ± a) = ¡ (x © a) =
x © a © ¢ n = x¤ © a = x¤ ±a.

Sox¤ ± a = ¡ (x ± a) mod n. Thenext stepin a roundof xmx is multiplication
by thesecondsubkey, b, which will preserve this multiplicative relationship.Soat the
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endof oneroundof xmx, with probability1, theoutputsy = (x ± a) £ b mod n and
y¤ = (x¤ ± a) £ b mod n will satisfyy¤ = ¡ y mod n. However, it' s not clearthat
Cn (y) = ¡ 1. Sincemultiplicationby b affectseachbit of theoutputin a complicated
way, we canassumethat y is randomlydistributed,andthereforeCn (y) = ¡ 1 with
probability2¡ c(n ) = 2¡ 4, by Proposition1. WhenCn (y) = ¡ 1, y¤ = y © ¢ n . Thus
an input pair (x; x © ¢ n ) becomesan outputpair of the form (y; y © ¢ n ) after one
round of encryptionwith probability 1

16 . This yields the following 1-rounditerative
xor-differential:

¢ n ¡ ! ¢ n (with probability1=16),

or equivalently, the1-rounditerativemultiplicative differential

¡ 1 ¡ ! ¡ 1 (with probability1=16).

Theprobabilityof thedifferentialmaybemuchhigherfor many keys,becausethere
aremany ¡ 1 $ ¢ correspondencesthatholdwith highprobability. For example,

78 167

x © (¡ x mod n) =
z }| {
11¢¢¢1 00

z }| {
11¢¢¢1 101011101.

whenever x1 = 0, x5 = 1, x7 = 1, x176 = 1 andx177 = 0. Thus, if, in addition
to theweakkey constraintsdescribedabove, s177 = s¡ 1

177 = 0, thenthemultiplicative
differential¡ 1 survivesoneroundof thecipherwith probability2¡ 4 + 2¡ 5. Thereare
many otherverysimilardifferentials,andif s satis£esevenmoreweakkey constraints,
thenthe¡ 1 differentialwill survivewith evengreaterprobability.

Thisdifferentialsurvives8 roundsof thecipherwith probability2¡ 32. Thelasthalf
roundof thecipherconsistsof only theª±º operator, andwe've alreadyseenthat this
differentialpassesthroughthatoperationwith probability1, sothedifferentialsurvives
thewholecipherwith probability2¡ 32. Eachright pair, (x; x¤), yields4 constraintson
thebits of (x © s) £ s mod n, theoutputof the£rst roundof thecipher. Althougha
carefulanalysisof multiplicationmodn mayrevealanef£cientkey recoveryattack,we
leave thisasadistinguishingattack.

Thisanalysiseasilygeneralizesto otherinstancesof xmx with differentparameters.
For any `-bit modulusn that is not a power of 2, we can compute¢ n and c(n) as
describedin the previous section.Considera singleroundof xmx that usesmodulus
n, subkeys k2i ¡ 1 andk2i in the± andmultiply stepsrespectively, andsupposek2i ¡ 1 ^
: ¢ n = 0. Givenaninputpair (x; x © ¢ n ) whereCn (x) = ¡ 1, with probability2¡ c(n )

theoutputof theroundfor thepair is of the form (y; y © ¢ n ), with Cn (y) = ¡ 1, by
an analysissimilar to the oneabove. Therefore,the differentialsurvives r roundsof
the cipherwith probability 2¡ c(n ) r , aslong aseachsubkey usedin the ª±º operation
satis£esk2i ¡ 1 ^ : ¢ n = 0. If independentsubkeysareused,2¡ c(n ) r of all keyssatisfy
this weakkey condition.If thexmx key scheduleis used,2¡ 2c(n ) of all keys areweak,
sinceonly s ands¡ 1 mustsatisfythecondition.

Whenever themodulusn usedin xmx hasa highly regularbit pattern—inparticu-
lar, long sequencesof 1's and0's—c(n) will be small andthereforesucha weakkey
analysismaybeof signi£cantlylowercomplexity thananexhaustive search.
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Fig.2. The MultiSwap cipher. Processingbegins with s0 = s1 = 0 on plaintext x0 ; x1 and
proceedsfrom left to right. The outputof the £rst half, s0

0 ands0
1 , is fed into the secondhalf

to produceciphertext c0 ; c1 . The “ ./ ” operatorswapsthe 16-bit halvesof a 32-bit word, “¢ ”
representsadditionmodulo232 , and“­ ” representsmultiplicationmodulo232 .

6 MultiSwap

The MultiSwap cipher is usedin Microsoft's Digital RightsManagementsubsystem
andwas£rstdescribedin areportpublishedontheInternetunderthepseudonym Beale
Screamer[12]. Thecipher, shown in Figure2, operatesentirelyon32-bitwords,main-
tains two wordsof internalstate,s0 ands1, anduses12 32-bit subkeys k0; : : : ; k11.
Thesubkeysk0; : : : ; k4; k6; : : : ; k10 mustbeoddif thecipheris to beinvertible.Unless
thecipheris beingusedin somesortof feedbackmode,s0 = s1 = 0; we will assume
this in the analysis.This analysisis alsoapplicablewhens0 ands1 arenon-zerobut
their valuesareknown. No key scheduleis described,so we assumethe subkeys are
all independent.The cipheroperateson 64-bit blocks (x0; x1) to produceciphertext
(c0; c1).

We £rst presenta chosen-plaintext attack,and then describehow to convert this
to a known-plaintext attack.Considerthe algorithmoperatingon input (0; x1). Since
s0 = s1 = 0, t = s0 + x0 = 0. Sinceu = 0 if andonly if t = 0, u is also0. Thus
s0

0 = s0
1 = k5. After the secondhalf, regardlessof the input x1 the outputsatis£es

c1 = c0 + k5. Thusonecanderive k5 = c1 ¡ c0 with onechosen-plaintext messageof
theform (0; x1). Givenk5, oneadditionalmessagesuf£cesto recover k11. With input
(0; ¡ k5), it is still thecasethats0

0 = s0
1 = k5. In thesecondhalf, though,sincex1 =

¡ k5, w = s0
0 + x1 = k5 + (¡ k5) = 0, which propagatesthroughthemultiplications

andswapsasbefore.Thustheoutputis c0 = k11 andc1 = k5 + k11. Soa 2-message
adaptive chosen-plaintext attackexposesk5 andk11.

Givenk5, wecancontroltheinput to thesecondhalf of thecipher. To makew = a,
querythe encryptionoraclewith the plaintext (0; a ¡ k5). With k11, we canpartially
decryptaciphertext to obtaintheintermediatevaluev. Therefore,weonly have to ana-
lyzethesequenceof multiplicationsandswapsin thesecondhalf of thecipherbetween
w andv. Similarly, we cananalyzethesequencebetweent andu usingknowledgeof
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w -

k6

?­ - ./ -

k7

?­ - ./ -

k8

?­ - ./ -

k9

?­ - ./ -

k10

?­ - v

Fig.3. Thesecondhalf of theMultiSwapcipher.

k5 andthefactthats0
0 = c1 ¡ c0 ¡ s1. Becausethis is achosen-plaintext attack,wehave

reducedtheproblemto thesystemin Figure3 for which theinput,w, canbecontrolled
andtheoutput,v, canbeobserved.Thegoalis to recover k6; : : : ; k10.

Sowefocusonly onthisfragmentof MultiSwap.If thisfragmentoperatesoninputs
w andw¤ = 2w, thenk6 ¢w¤ = k6 ¢(2w) = 2(k6 ¢w). FromProposition3, ./ (k6 ¢w¤) =
2 ¢./ (k6 ¢w) whenever bits 15 and31 of k6 ¢w are0, or 1

4 of thetime.Analyzingthe
restof Figure3 in thesamewayshows thatv¤ = 2v with probability 1

256 .
If this conditionholds,call (w; 2w) a right pair. Thenwith high probabilitybits 15

and31of k6 ¢w are0. This is a two-bit conditiononk6 ¢w thatwecanuseto £lter the
setof potentialvaluesof k6; 1

4 of all k6 valueswill passthis test.Wecanrepeatthis test
for 16 right input pairs(w1; 2w1); : : : ; (w16; 2w16) chosenuniformly at random,and
theprobabilityof a given k6 valuesurviving all 16 testsis roughly ( 1

4 )16 = 2¡ 32, so
with highprobabilityonly onevalueof k6 survives.

If (w; 2w) is a right pair, then the multiplicative differential of w¤ = 2w must
surviveeachoneof the./ operations.Therefore,k7 ¢./ (k6 ¢w) musthavebits15and31
setto 0.Thusthesameright pairscandeterminek7, andthenk8 andk9. At thispointwe
candeterminek10 from any known-plaintext. Thus16right pairsareenoughto recover
k6; : : : ; k10, andwe canobtainthe pairswith about212 chosenplaintexts. Repeating
theanalysisfor k0; : : : ; k4 breaksthewholecipherwith 213 chosenplaintexts. This is
surprisinglysmallconsideringthelargekey size.

Thework factorof breakingthecipheris quitelow. Let (w1; 2w1); : : : ; (w16; 2w16)
beright pairsthatdeterminek6. By de£nitionof beingright, bits 15 and31 of k6 ¢wi

are0 for all i . Observe thatbit 15of k6 ¢wi is independentof bits 16 through31of k6.
Thuswecandeterminethevalueof thelow 16bitsof k6 independentlyof thehighbits.
After discoveringthelow 16 bits,we canthendo thesamething for theupper16 bits.
Sincewehave to testeachhalf of akey againsteachright pair, thetotalnumberof tests
performedis 2 ¢216 ¢16 = 221. Repeatingfor k7; :::; k9, andthenagain for k0; : : : ; k3

yieldsabreakonthewholecipherrequiring8¢221 = 224 tests.Eachtestis quitecheap,
involving only amultiply, bit-mask,andtestfor equality.

To convert this to aknown-plaintext attack,observethatevenwithoutknowledgeof
k5 andk11, wecanderivetheinputto thesecondhalf of theciphervia w = c1 ¡ c0 + x1.
Considera pair of inputssuchthatthedifferential(w; 2w) ¡ ! (v; 2v) holds.Suppose
furtherthat./ (2v) = 2 ¢./ (v). In thiscase,c0 = ./ (v) + k11 andc¤

0 = 2 ¢./ (v) + k11;
hence,k11 = 2c0 ¡ c¤

0. If, on the other hand,./ (2v) 6= 2 ¢./ (v), thereare three
possiblevaluesfor c¤

0: 2c0 + k11 ¡ 1; 2c0 + k11 + 65536; 2c0 + k11 + 65535. Eachof
thesepossibilitiessuggestsan equationfor k11; we cantry all four equationsandsee
whichmakesv¤ = 2v holdunderpartialdecryptionof c0; c¤

0. Therefore,eachright pair
suggeststhecorrectvaluefor k11.

So collect 222 known plaintexts which by the birthday paradoxwill contain212

pairswhoseinput to thesecondhalf of thecipheris of the form (w; 2w). Eachpair is
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a right pair with probability2¡ 8, so thecorrectk11 valuewill besuggested16 times.
Most wrong pairswill suggesta randomvaluefor k11, but, becausethe sequenceof
multiplies andswapsmaintainssuf£cientstructure,someincorrectvaluesof k11 will
be suggestedwith a lower, but still signi£cantprobability. In practice,the correctk11

will beamongthetopfew, say8, suggested;sincetherestof theanalysisis fast,wecan
repeatit for eachof thetop8 suggestedvaluesof k11 andusetrial encryptionsto detect
thecorrectone.

With k11, we cannow usethe samesetof pairsto recover k6; : : : ; k10. A similar
attackrevealsk5, andthenk0; : : : ; k4. Exceptfor having to repeattheattackfor several
possiblevaluesof k11 andk5, the work factor is aboutthe sameas for the previous
attacks.Hencethetotal work for theknown plaintext attackis 227. Thestorageis also
quitesmall,sincewedon't have to keepa counterfor every possiblevalueof k11, only
the onessuggestedby a pair. Sincethe attackusesonly about212 pairs, the storage
requirementis about215 bytes.

To summarize,MultiSwapcanbebrokenwith a213 chosen-plaintext attackrequir-
ing 225 work or a222 known-plaintext attackrequiringawork factorof about227.

7 IDEA Variants

TheIDEA cipherdesignersdeliberatelyusedincompatiblegroupoperationsto destroy
any algebraicrelationsamongtheinputs,andthis strategy hasprovenvery successful.
Thebasicoperationsusedin IDEA areadditionmodulo216, xor of 16-bit words,and
multiplicationmodulo216 + 1.

IDEA usestheadditionoperationin two places:key mixing andtheMA-structure.
As hasbeennotedbefore[10], if a+ b < 216, thena+ b mod 216 = a+ b mod 216 +
1, andthus the MA-structureis linear about 1

4 of the time. We considera variantof
IDEA, which we call IDEA-X, in which all theadditionshave beenreplacedby xors.
Becauseof theobservationsabove, it mayappearthatIDEA-X is animprovementover
IDEA, but we show below that IDEA-X hasa largeclassof weakkeys for which it is
susceptibleto multiplicativedifferentialcryptanalysis.

Becauseof theheavy useof thexor operationin IDEA-X, weusethemultiplicative
differential(¡ 1; ¡ 1; ¡ 1; ¡ 1). Let n = 216 + 1, and¢ = 11¢¢¢101. By Proposition1,
¡ x mod n = x © ¢ if andonly if Cn (x) = ¡ 1. For n = 216 + 1, Cn (x) = ¡ 1
if and only if x1 = 1.3 The analysismaintains,with non-negligible probability, an
invarianton all the intermediatevaluesz andz¤ in thecipher. The invariantis thatall
theintermediatevalueswill satisfytherelationz¤ = (¡ 1)z1 z. Thisconditionmaylook
mysterious,but it simply meansthateitherz¤ = z, or z¤ = ¡ z = z © ¢ . Therestof
theanalysisis essentiallyrepeatedapplicationof thefollowing two rules.

Rule 1 If x¤ = (¡ 1)x 1 ¢x, thenkx¤ = (¡ 1)(kx )1 ¢kx with probability 1
2 . This is the

multiplicationrule.

Rule 2 If a¤ = (¡ 1)a1 ¢a andb¤ = (¡ 1)b1 ¢b, thena¤ © b¤ = (¡ 1)(a© b)1 ¢(a © b)
with probability1. Thisis thexor rule.
3 Technically, Cn (x) = ¡ 1 if andonly if x1 = 1 andx16 = 0, but sincex is a 16-bit number,

thelatterconditionis vacuous.
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X i : 16-bit plaintext subblock
Yi : 16-bit ciphertext subblock

Z ( r )
i : 16-bit key subblockL

: bit-by-bit exclusive-ORof 16-bit subblocksJ
: multiplicationmodulo216 + 1 of 16-bit integers

with thezerosubblockcorrespondingto 216

Fig.4. The IDEA-X cipher. All the addsin IDEA have beenchangedto xors. The diagramis
annotatedwith thepathof themultiplicativedifferential(¡ 1; ¡ 1; ¡ 1; ¡ 1).
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Fig.5. Thethreecasesof thexor rule.Theedgesarelabeledwith themultiplicativedifferentials,
e.g.x¤=x. The probability in eachcaseis 1. Recall that differentialpairsalwayssatisfyx ¤ =
(¡ 1)x 1 ¢x. Soin case(iii ), a1 = b1 = 1, andhencea¤ = ¡ a = a © ¢ andb¤ = ¡ b = b© ¢ .
Thusc¤ = ¡ a © ¡ b = a © ¢ © b© ¢ = a © b = c. Furthermore,a1 = b1 = 1, soc1 = 0.
Hencec¤ = (¡ 1)c1 ¢c. Theothercasesaresimilar.

Both rulesareeasyto prove.Figure5 explainsthexor rule in moredetail.
To demonstratetheuseof theserules,consideroneroundof IDEA-X in which bit

1 of Z (1)
2 is 0. This is a weakkey condition.We'll look only at the inputsX 0 andX 2.

Referringto Figure4, considertwo differentexecutionsof the round,onewith inputs
X 0 = a andX 2 = c, theotherwith inputsX 0 = ¡ a andX 2 = ¡ c. Supposealsothat
a1 = c1 = 1. By thexor rule,g1 = 1 andg¤ = ¡ g = (¡ 1)g1 g with probability1. By
themultiplicationrule,e1 = 1 ande¤ = ¡ e = (¡ 1)e1 e with probability 1

2 . Combining
thesetwo resultsandapplyingthexor ruleto e© g showsthatp¤ = p whenevere1 = 1.

If we alsoassumethatbit 1 of Z (1)
1 = 0 thenmoreof the samesort of reasoning

shows thatthemultiplicativedifferential

(¡ 1; ¡ 1; ¡ 1; ¡ 1) ¡ ! (¡ 1; ¡ 1; ¡ 1; ¡ 1)

survivesoneroundof IDEA-X with probability 1
16 . In orderfor thisdifferentialto work,

the input (a;b;c;d) mustsatisfya1 = b1 = c1 = d1 = 1. Whenthedifferentialdoes
successfullypassthroughtheround,theoutput(v; w; x; y) satis£esv1 = w1 = x1 =
y1 = 1. Thusthedifferentialcanbeiterated.

Sowehavefoundaniterative1-roundmultiplicativedifferentialthatworksfor keys
in whichbit 1 of Z ( i )

1 is 0 andbit 1 of Z ( i )
2 is 0 in everyround.Thisdifferentialsurvives

8 roundsof IDEA-X with probability 2¡ 32, andworks against2¡ 16 of the keys. The
only thing left to consideris theoutputphase.This phaseusesmultiplications,which
will not disturb the ¡ 1 differential, and xors. The differential will survive the xors
evenwithoutweakkey constraintson thesubkeysusedin theoutputphase.To seethis,
consideradifferentialthathaspassed8 rounds;thenwehaveapairof intermediatetexts
(A; B ; C; D) and(A¤; B ¤; C¤; D ¤) where(A¤; B ¤; C¤; D ¤) = (¡ A; ¡ B ; ¡ C; ¡ D ).
Recall that the ¡ 1 multiplicative differential is equivalent to the ¢ xor differential.
Therefore,B ¤ = B © ¢ andC¤ = C © ¢ . This differentialsurvivesthe£nalxor of
theoutputphase,giving ahybrid differential(Y ¤

0 ; Y ¤
1 ; Y ¤

2 ; Y ¤
3 ) = (¡ Y0; Y1 © ¢; Y2 ©

¢; ¡ Y3) thatsurvivesthewholecipherwith probability2¡ 32 for 2¡ 16 of thekeys.
Using this differential to recover keys is relatively straightforward. An attackus-

ing 238 chosenplaintexts yields 32 right pairswith high probability. Eachright pair
(a;b;c;d) and(a¤; b¤; c¤; d¤) establishestheconditionthatbit 1 of Z (1)

0 ¢a is 1. Justas
in theMultiSwapattack,we canusethis conditionto £lter thepossiblevaluesof Z (1)

0 ,
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RoundModi£cations

A Theadditionsin theMA-structurearechangedto xorsor multiplications
B Thesubkey Z2 is mixedwith inputX 2 usingxor or multiplication
C Thesubkey Z1 is mixedwith inputX 1 usingxor or multiplication

Theadditionsin theMA-structurearechangedto xorsor multiplications

Table 3. A characterizationof many IDEA variantswhich aresusceptibleto multiplicative dif-
ferentialcryptanalysis.

andgiven32 right pairsonly two valuesof Z (1)
0 will survive.Unfortunately, whenever

Z (1)
0 ¢a satis£esthis constraint,sowill ¡ Z (1)

0 ¢a, so this £lter will leave uswith two
choicesfor Z (1)

0 whichdiffer by afactorof ¡ 1. Wecanrecover§ Z (1)
3 in asimilarman-

ner. Eachright pairalsoyieldsaconstraintr 1 = 0. Observethatr = Z (1)
4 ¢(e©Z (1)

2 ©c).
After recovering§ Z (1)

0 , wecancompute§ e. Thuswecancomputethecorrectvalueof
eor e© ¢ . Hencewecanusethisconditionto £lterpossiblevaluesfor (Z (1)

2 ; Z (1)
4 ) and

given32 right pairsonly two valueswill survive. If weguessthewrongvaluefor Z (1)
0 ,

we will performthis £lteringwith intermediatevaluee © ¢ , andhencewill compute
Z (1)

2 © ¢ insteadof Z (1)
2 . As before,the£ltercanonly determineZ (1)

4 upto a factorof
§ 1. We now guessthecorrectvalueof Z (1)

4 andrecover Z (1)
1 and§ Z (1)

5 in a manner
similar to the recovery of Z (1)

2 and§ Z (1)
4 . We thenguessthe correctvalueof Z (1)

5 ,
andrecover § Z (2)

0 thesameway we recoveredZ (1)
0 . We £nishby makingguessesfor

§ Z (1)
0 , § Z (1)

3 , and§ Z (2)
0 andusingtrial encryptionsto recover Z (2)

1 andverify our
guesses.

RecoveringZ (1)
1 andZ (1)

5 , dominatestheanalysistime,requiring2¢232 ¢32 ¼ 238

trials. Eachtrial involvesoneroundof IDEA-X, so thework requiredis equivalentto
about235 IDEA-X encryptions.A generousestimateof therestof thework easilygives
awork factorof 236 IDEA-X encryptions.

Many othervariantsof IDEA arealsovulnerableto multiplicative differentialat-
tacks.Table3 characterizesa largeclassof weakIDEA variantsby showing themin-
imum changesnecessaryto IDEA to renderit vulnerable.TheseIDEA variantshave
threedifferentroundfunctions,A, B , andC. Theoutputfunction,D , is exactly asin
theoriginal IDEA cipher. Theciphercanbeany numberof rounds,andcanbegin with
A, B , or C, but mustcycle throughthe roundsin theorderA; B ; C. The roundfunc-
tionsarealmostidenticalto theIDEA roundfunctions,exceptthatsomeof theadditions
have beenchangedto xors or multiplications.Eachof the speci£edadditionsmay be
replacedwith eitheranxor or a multiply, independentof theotheradditions.Theother
additionsin theciphermayalsobereplaced,but this isn't necessary.

This classof weak IDEA variantsgeneralizesour resultson IDEA-X: it is only
necessaryto remove half theadditionsfrom thecipherto renderit vulnerableto multi-
plicativedifferentialattacks.Fromthisweconcludethatmultiplicativedifferentialscan
beapplicableevento somecipherswith threeincompatiblegroupoperations.
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Cipher RoundsProbabilityPairs Rightpairs
[Expected][Actual]

Nimbus 5 2¡ 5 106 31250 31245
xmx (standardversion) 8 1 105 105 105

xmx (challengeversion) 4 2¡ 16 106 15:3 562
IDEA-X 4 2¡ 16 108 1525:9 1537
MultiSwap all 2¡ 8 108 390625 390532

Table 4. Experimentalveri£cationof differentialprobabilities.We usereduced-roundsvariants
of thexmx challengecipherandIDEA-X to make themeasurementfeasible.

8 Experimental Veri£cation

We performedseveralexperimentsto verify our claims.We £rst testedthedifferential
probabilitiesderived in this paper;Table4 summarizestheresults.With theexception
of thexmx challengecipher, all themeasurementsagreewith thetheory.

Theexperimentsshow thatthedifferential¡ 1 survives4 roundsof xmx with much
higherprobabilitythanexpected.Partof thisdiscrepancy canbeexplainedby observing
that a randomlychosenweak key may allow many ¡ 1 $ ¢ correspondences,for
differentchoicesof ¢ , increasingtheprobabilityof the¡ 1 differential.We did further
experimentsto verify thatthis wasindeedthesourceof thediscrepancy, andwereable
to predicttheexperimentallyobservedprobability for a givenkey to within a factorof
4 (for 4 rounds).We leave it asanopenquestionto explain theremainingerror. Since
thedifferentialactuallysurvivesfour roundswith probabilityabout2¡ 11, we estimate
thatthexmx challengeciphercanbedistinguishedusingonly 223 chosenplaintexts.

We next veri£edtheclaim,madein Section5, thatapproximately2¡ 8 keys for the
xmx challengecipherareweak.Recallthatakey s is weakif s^ : ¢ n = s¡ 1 ^ : ¢ n =
0. Thesecomprise4 bit constraintson s and4 bit constraintson s¡ 1. It is not clear
thatthis will besatis£edby 2¡ 8 keys,sowe tested106 randomlygeneratedkeys, from
whichweexpectedto £nd3906weakkeys.Theactualnumberof weakkeyswas3886,
con£rmingouranalysis.

Next weimplementedthechosen-plaintext key recoveryattackonIDEA-X. In order
to makethedatarequirementsfeasible,weonly attacked4 roundsof IDEA-X, andonly
ran10trials.TheIDEA-X experimentsrequiredanaverageof 124right pairsto recover
thekey, about4 timesasmany right pairsaswe predictedin Section7. Observingthe
attackin action revealsthat frequentlya small numberof right pairs—around30 or
40—aresuf£cientto eliminateall but 2 or 3 candidatesfor aparticularsubkey. A more
ef£cientattackwouldsimply try eachcandidate,anapproachwedid not implement.

We implementedthe known-plaintext attackon MultiSwap, but sincethis attack
involvesrepeatingthe sameattackon the two halvesof the cipher, we only attacked
the latter half. The attackworked asdescribedin Section6; however, on sometrials
thereweretoo few right pairsto performtheanalysis.Nonetheless,70 out of 100runs
using222 known plaintexts wereable to successfullyrecover the key. Increasingthe
numberof plaintexts to 5000000increasedthe successrate to 99%. Recall that the
attackrequiredguessingthecorrectvalueof k11 from a list sortedby likelihood.The
averagepositionof thecorrectk11 in this list was2.
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9 Conclusion

In this paperwe have de£nedtheconceptof a multiplicative differential.We described
severalparticulardifferentialsandanalyzedhow they interactwith standardoperations
usedin cryptography suchasxor andbit permutations.Wethenusedthesedifferentials
to cryptanalyzetwo existingciphersandvariantsof IDEA.

Our resultsdemonstratethat the modularmultiplication operationby itself is in-
suf£cientto preventdifferentialattacks.Further, multiplicativedifferentialscanbesur-
prisingly resilientin thepresenceof incompatiblegroupoperations.Therefore,multi-
plicationneedsto becarefullycombinedwith othergroupoperationsto destroy these
differentialproperties.Wearehopefulthatthispaperwill helpfurthertheunderstanding
of how to usethemultiply operatorto build securecryptographicalgorithms.
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