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Abstract. We presentanew type of differentialthatis particularlysuitedto an-
alyzing ciphersthat usemodularmultiplication asa primitive operation.These
differentialsare partially inspiredby the differentialusedto breakNimbus, and
we generalizethat result. We usethesedifferentialsto breakthe MultiSwap ci-

pherthatis partof theMicrosoft Digital RightsManagemensubsystento derive
acomplementatiopropertyin thexmx cipherusingtherecommendedodulus,
andto mountaweakkey attackonthexmx cipherfor mary othermoduli. Wealso
presentweakkey attackson several variantsof IDEA. We concludethat cipher
designersnayhave placedtoo muchfaithin multiplicationasa mixing operatoy
andthatit shouldbe combinedwith atleasttwo otherincompatiblegroupopera-
tions. u

1 Intr oduction

Modular multiplicationis a popularprimitive for cipherstargetedat softwarebecause
mary CPUshave built-in multiply instructionsIn memory-constrainednvironments,
multiplicationis an attractve alternatve to S-boes,which are oftenimplementedus-
ing large tables Multiplication hasalsobeenquite successfuét foiling traditionaldif-
ferential cryptanalysiswhich considergpairs of messagesf the form (x; x © ¢ ) or
(x; x + ¢). Thesedifferentialsbehae well in ciphersthat usexors, additions,or bit
permutationsbhut they fall apartin the faceof modularmultiplication. Thus,we con-
siderdifferentialpairsof theform (x; ®x), which clearlycommutewith multiplication.
Thetaskof the cryptanalystpplyingmultiplicative differentialsis to £nd valuesfor ®
thatallow thedifferentialto passthroughthe otheroperationsn a cipher

It is well-known that differential cryptanalysiscanbe appliedwith respecto ary
Abeliangroup,with thegroupoperationde£ningthenotionof differencebetweertexts.
However, researcherBave mostlyignoredmultiplicative differentials,i.e., differentials
over the multiplicative group(Z=nZ)®°, perhapshecausét wasnot clearhow to com-
binethemwith basicoperationdik e xor. In this paperwe develop new techniqueghat
malke multiplicative differentialsa moreseriousthreatthanpreviously recognized.

A key obsenationis thatin certaincasesmultiplicative differentialscanbe used
to approximatebitwise operationsljike xor, with high probability As we will seein
Sectiond, for mary choicesof n thereexistsa ¢ " suchthatj 1¢x modn = x© ¢ "
with non-ngligible probability Similarly, 2x mod 2" is simply a left-shift operation.
It is thereforepossibleto analyzehow thesedifferentialsinteractwith otheroperations
that are normally thoughtincompatiblewith multiplication, suchas xor and bitwise
permutations.
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Cipher Compleity Comments

[Data] [Time] [Keys]
Nimbus 26cp 29 all  see[4] (previously known)
xmx (standardrersion) 2CP 2 all mult. complementatioproperty(new)
xmx (challengeversion) 2% cp 2% 21 & multiplicative differentials(new)
MultiSwap 28 cp 2% all  multiplicative differentials(new)
MultiSwap 222 kp 277 all  multiplicative differentials(new)
IDEA-X 28 cp 2% 20 multiplicative differentials(new)

Table 1. A summaryof somecryptanalyticresultsusingmultiplicative differentials.The attacks
on xmx aredistinguishingattackswith adwantagesloseto one;the remainingattacksare key-
recovery attacks All attacksareon thefull ciphers;we do not needto considereduced-round
variants."CP” denoteshoserplaintexts, and“KP” denotesknown plaintexts.

After reviewing previouswork in Section2, we give two examplesausingtheciphers
xmx [11] andNimbus|[8] to convey themavor of theseattackdn Section3. In Sectior4,
we generalizéheseédeasandcatalogueseveralcommoncipherprimitivesthatpresere
multiplicative differentials We thenfocuson specif£cciphers.Section5 presentsnary
moduli, including the xmx challengemodulus thatadmitlarge numbersof weakkeys
in xmx. In Section6, we examinethe MultiSwap cipher[12], which is usedin Mi-
crosofts Digital RightsManagemensystem,andshaw thatit is extremelyvulnerable
to multiplicative differential cryptanalysisin Section7, we study several IDEA [7]
variantsobtainedby replacingadditionswith xorsandshaw thatthesevariantsarevul-
nerableto weakkey attacksusingmultiplicative differentials As anexample,we shav
thatIDEA-X, aversionof IDEA derivedby replacingall theadditionswith xors, is in-
secureThis suggestshat multiplicative differentialsmay yield new attackson IDEA.
Table1 summarizeshe attacksdevelopedin this paper

2 RelatedWork

In this paper we analyzethe xmx cipher originally proposedy M'Raihi, Naccache,
SternandVaudenay[11]. We alsolook at Nimbus, which was proposedby Machado
[8] andbroken by Furman[4]. IDEA was£rstproposedy Lai, Massg and Murphy
[7]. Meier obsenred that part of the IDEA cipher often reducego an afEne transfor
mation,andusedthis to break2 roundsusingdifferentialcryptanalysig10]. Daemen,
Govaerts,andVandevalle obseredthatj x mod 216 + 1 = x © 11¢¢¢101wheneer
X1, the secondeastsignicantbit of x, is 1[2]. They shavedthatif certainIDEA sub-
keys are § 1, the algorithm canbe broken with differential cryptanalysisWe usethe
sameobsenation to £nd weakkeys for a variantof IDEA in Section7. The classof
weakkeys we £ndis muchlarger (2112 keys versus2®! keys), but they are otherwise
unrelated.The newestcipherwe look at, MultiSwap, was designedy Microsoft and
subsequentlyeverse-engineerednd publishedon the Internetunderthe pseudogm
BealeScreamef12].

Differential cryptanalysiswas inventedby Biham and Shamir[1]. In the present
paper we apply the ideasof differential cryptanalysisusinga non-standardjroup op-
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eration:multiplicationmodulon. DaemenyanLinden,Govaerts andVandavalle have
performeda very thoroughanalysisof multiplicationmod 2 j 1, how it relatesto
elementanpit-operationsandits potentialfor foiling differentialcryptanalysig3].

In Section6 we usethe multiplicative homomorphisn(Z=2%27)° | (z2=2%67)"
to recover MultiSwap keys efEciently. This techniqueis the multiplicative equivalent
of Matsui's linearcryptanalysig9]. In a similar vein, Harpes KramerandMassg ap-
plied the quadraticresiduemultiplicative homomorphismQR: (Z=nZ)" ! Z=2Z, for
n = 26 + 1, to attackIDEA [5]. Kelsg, Schneierand Wagnerusedthe reduction
mapZ=nZ ! Z=mZ (aring homomorphism)forn = 2 j 1andm dividing n, in
cryptanalysis[6].

3 Two Examples

To illustratesomeof theideasbehindour attackswe give two examplesof usingmul-
tiplicative differentialsto cryptanalyzesimple ciphers.Throughoutthe paper x; will
representheith bit of x, andxo will denotetheleastsigni£cantit of x.*

Cryptanalysioof xmx. As a£rstexample we demonstrata complementatioproperty
for theastandard@ersionof the xmx cipher[11], which operate®n " -bit blocksusing
two basicoperationsmultiplicationmodulon andxor. Theith roundof thecipheris

f (X Kaij 17kai) = (X £kai; 1) £ ko mod n;

wherethebinaryoperatof+® is de£necby
(

Wik = X©kaij1 fXOkzjz<n
S otherwise.

Thecipherhasanoutputterminationphasethatmay be viewed asan extra half-round,
sotheentirealgorithmis

xmx(x) = (f (f (¢C¢f (x; k1, ko) €6C); Kar; 3;Kor; 2)5Kar; 15 Kor) £Kopag -

wherer countsthe numberof rounds. ‘
In the paperintroducingxmx [11], thedesignersecommendelectingn = 2 j 1.2
The curiousthing aboutthis choiceof n is thatfor all x,

X©n=jx modn:

Thisis a consequencef thefollowing simpleobseration:if 0 - x;y < 2 i 1,then
x+y= 2 j lifandonlyif x©y = 2 i 1. Asaresultthisdifferentialwill bepresered
with probability 1 throughthe entirecipher giving acomplementatioproperty

xmx(j x mod n) = j xmx(x) mod n:

! However, for corveniencewe will usek; to denotea ciphersith subley, nottheith bit of k.

2 Actually, atonepointtheauthorssuggesthatn besecretput laterstate *Standardmplemen-
tationsshoulduse::: * = 512, n = 252 ; 1. For this reasonwe call this the “standard”
versionof xmx, asopposedo the“challenge”versiondiscussedaterin this paper
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After describinghebasiccipher thexmx designersuggesseveralpossiblesxtensions,
includingrotationsandotherbit permutationsNoneof theseenhancementsould de-
stroy this complementatioproperty

We analyzeotherversionsof xmx later; seeSection5.

Cryptanalysisof Nimkus. As a secondexample,we explain how the framevork of
multiplicative differentialscanbe usedto betterunderstand previously known attack
on Nimbus.Nimbusaccept$4-bit blocks,andits ith roundis

f(x) = kajs1 £ rev(x © ko) mod 2%4;

whererev() reverseshe bitsin a 64-bit word. The subleys k,i.; mustbe odd for the
cipherto beinvertible.

At FSE2001 Furmanusedthe xor differential011¢¢¢10 j! 011¢¢¢10, which
passeghroughoneroundof Nimbus wheneert = rev(x © ky;) is odd, to launcha
devastatingattackon this cipher[4].

Furmans xor differential may appearmysteriousat £rst, but can be readily ex-
plainedusingthelanguageof multiplicative differentials Whenevert is odd,

t© 11¢¢¢10=  t mod 2 :

(Thisis astandardactfrom two's complemenarithmetic,andfollows from the earlier
obsenationthat(t © 11¢¢¢11)+ t = 2 | 1.) SoFurmans differentialpairs(x; x ©
011¢¢¢10) arein factpairs(x; x°) wherex® = j x mod 253 but x® 6 j x mod 254,
a propertythat obviously survives multiplication by kyj+1 wheneer koj+; is odd. In
otherwords,Furmans xor differentialis equivalentto the multiplicative differential

ili! i1 (with probability 1=2),

taken mod 253, with explicit analysisof the high bit to easepropagtion throughthe
rev() operation.

Discussion. The complementatiompropertyof standardkmx hasnot beenpreviously
describeddespitexmx's relative maturity The attackon Nimbus was previously de-
scribedusing xor differentials,but is neatly summarizedn our newv framework for
multiplicative differentials.We believe thesetwo examplesmotivate further study of
multiplicative differentials andthe remainderof this paperis dedicatedo this task.

4 New Differ entials

Most of the conclusionsn this sectionaresummarizedn Table2.

Thexmx examplein Section3 usedthe multiplicative difference® = | 1, because
ixmod2 j 1= x © 11¢¢¢1. Thusthe multiplicative differential pair (x; j x) is
equialentto the xor differential pair (x; x © 11¢¢¢1). In the Nimbus example,the
modulusis of theform 2 insteadbf 2 j 1, sotheidentitybetweerthemultiplicativeand
xor differentialsdoesnothold. However, thereis anapproximatedentityj x mod 2 =
X © 11¢¢¢10, which holdswhenever x is odd,or equivalently, whenxy = 1.
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|Operation Modulugmultiply by ® xor rotate bit perm¥ |
multiplybyi 1 2 j 1 1 1 1 1
multiply by j 1 2 1 ! 0 2(%)
multiply by j 1 n 1 2 cm - _ -
multiply by 2 21 1 0 1 -
multiply by 2 2 1 0 120t (i
reductionmod2¢ 2 1 1 - -

Table 2. A partiallist of theoperationsve considerEachentryin thetablespecifesheprobabil-
ity thatthe two operationccommute SeePropositionl for anexplanationof c(n). SeeProposi-
tion 3 for thede£nitionsof (%) and! (3. An entryof “0” indicateshe probabilityis negligible,

anda“~" meanswe do notinvestigatethis combination.

n 1 1 1120 00001 1{200/1
X14 X13 X12|0 X10 X9 X8 X7 1|X5 X4|0 X2 1|Xo

¢cn 1 1 1/01 1110110101
X+x©¢"{1 1 1{1 0 00 00/1 1|]100]1

Fig. 1. Themodulusn = 30777, thebit-constrainton valuesof x for whichx + (x© ¢ ") = n,
and¢ ". SeePropositionl for a precisede£nitionof ¢ ".

To generalizethe multiplicative/xor correspondencexploited in thesetwo exam-
ples,Erstobsere thatevery " -bit modulus,n, canbe divided into stringsof the form
11 ¢¢¢l andstringsof theform 100¢¢¢0. As anexample the 15-bitmodulusn = 30777
is dividedinto suchsubstringsn Figurel.

For eachsegmentof the modulusof the form 11¢¢¢1, we usethe xor differential
11¢¢¢l. For the segmentsof the modulusof the form 100¢¢¢0, we usethe xor differ-
ential 011¢¢¢10. Suppose ¢¢¢n; is oneof the segmentsof n of the form 100¢¢¢0.
Thenwe alsorequirethatx; = 1andxx = 0. Theconstrainthatx; = 1 senesthe
samepurposeasthe constrainthatx beoddin the Nimbusdifferential:it ensureghat
whenx andx © ¢ " areaddedogetherachainof carriesis startedatbit j . Therequire-
mentthatxx = O assureshatno carrybits propagtepastbit k whenx andx © ¢ " are
addedtogetherin theexample,bit i of x is constrainedf andonly if biti of ¢ " is 0.
Thisis alwaystrue becausef the symmetrybetweerx andj x.

Theabaove schemavorksby controllingthecarrybitswhenx andx© ¢ " areadded
togetherlt ensureghat, for eachsubstringof the modulusof the form 10¢¢¢0, a carry
chainis startedat thelow bit andterminatedat the high bit. Startingandstoppingcarry
chainsnecessitateisnposingconstraint®on x, andif two substringof theform 10 ¢¢¢0
are adjacent,it is more efEcientto simply ensurethat the carry chainfrom the £rst
substringpropagtesto the second Analogously if the moduluscontainsa substring
of the form 11¢¢¢1011¢¢¢l, thenthe abore methodwill starta carry chain,only to
terminateit at the next bit. A more efEcientapproachwould ensurehatno carry ever
startedAlgorithm 1, whichcomputesnoptimalvalueof ¢ " for agivenn, incorporates
thesemprovementsThealgorithmalsooutputs! " and®", which representhebits of
x constrainedo 0 and1, respectiely.
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Algorithm 1 Computeheoptimal¢ = : (! _ °).

best-differential (n)
cA 0, !;°A 00¢¢¢0
for i= 0;:::;length (n)-2

switch  (nj+1 ;N;i; C)
case (0;0;0) // Begin a carry chain by requiring xi = 1.
%A1 cA1
case (0;1;1) // Force -carry propagation by requiring xi = 1.

%A1l
case (1;0;0) // Force no carry by requiring xi = 0.
1A 1
case (1;1;1) // End carry chain by requiring xi = 0.
1Al cAo
default // No change to carry bit. No constraint on X.
if c=1then ! ;A 1
¢ =:( _9)

output (¢; !;°)

To determinethe probability thata randomlyselectedk 2 Z=nZ satisEeghe bit-
constraintslescribedabore, let ¢(n) bethe numberof 0 bitsin ¢ " (i.e.,thenumberof
bits of x thatareconstrained)Thenx will satisfytheseconstraintsvith probability at
least2i ("), To seewhy this is only a lower bound,considerthe modulusn = 1001
(base?). The constraintderived from this modulusarexs = 0andx; = 1. However,
only onevalueof x 2 Z=nZ failsto satisfyxs = 0, sothisconstrainis nearlyvacuous.
Thefollowing propositionformalizesthis discussion:

Proposition1. Letn bean "-bit modulus.Letthe "-bit words! ", °" betheresultof
Algorithm1,andlet¢ " = : (! " _°"). Takeanyx 2 Z=nZ. Defne:

il ifx~!"=0and: x*°"=0

Ch(x) =
n(X) 1 otherwise

ThenC,(x) = j 1if andonlyif j xmodn = x © ¢ ". By symmetryCp(j X) =
Cn (x). Further, defnec(n) to be the numberof 0 bits in ¢ ". Then,for a uniformly
distributedx 2 Z=nZ, C,(x) = j 1 with probability at least2i ¢(") Finally, for any
¢OPrx©(j xmodn)=¢9- Prix© (j xmodn)=¢"].

The Nimbus attack usesthe slight tweak of consideringpairs (X; x") suchthat
x® = j xmod 2! but not mod 2 . Generalizingthis gives a truncatedmultiplica-
tive differential.

o

Proposition2. Suppose
X" = x0© (a, 1a; 2 ¢t¢¢ay, 11¢¢¢10);

wheie eac a; standsfor anysinglebit, andsupposenoreoverthatx is odd.If k is odd,
then

KE x®= (kE X) ©b, 1b;  ¢6¢h, 116¢¢10;
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whele the multiplicationis modulo2 . Additionally, a,, = by, .

Until now, we have only discussednultiplicative differentialpairs(x; j x), butthe
cryptanalysisof MultiSwap usespairsof the form (x; 2x mod 23?). Oneof the basic
operationsn MultiSwapis to swapthe two 16-bit halvesof a 32-bit word. The multi-
plicative relation(x; 2x) is preseredthroughthis operationrwheneerx,5 = x3; = O.

An arbitrarybit permutatior¥acancausetwo typesof problemsfor the multiplica-
tive differential 2. First, it candisturb the consecutie orderingof the bits. Because
multiplicationby 2 is justaleft-shift, it' s not surprisingthatthe bit orderingcomesnto
play. Second¥.may placesomebit i in positionO. If %is to commutewith multipli-
cationby 2, thenthe value of bit i mustbe 0. Thesenotionsare summarizedn the
following proposition:

Proposition 3. Let¥beapermutatiorofthesetf 0;:::; " 1g, andlet®betheinduced
functionon "-bit words givenby #(x) = Xy*; 1)Xs; 2) 600Xy . Then

Pr[3{2x) = 2%(x)] = 2i ' (i 2(%

whee
L(3A=#F]20;:::;7 i 2% +1)6 ¥%j)+ 1g
and (
o _
2(%) = 0 |f/z(O). 0
1 otherwise

Intuitively, ! (%) countsthenumberof timesthat¥disturbstheconsecutie ordering
of the bits, andz(3) testswhether¥placesbhiti 6 0 in position0. So, for example,
the(x; 2x) differentialsurvivesrotationswith probability% independentf theamount
of rotation. Also, dividing a word into k chunks,suchasdividing a 32-bit word into
4 bytes,and permutingthe chunksleavesthe differentialundisturbedvith probability
2i k.

Multiplicative differentialsare compatiblewith mary otheroperationsReversing
the bitsin aword transformsthe pair (x; 2x mod 2') into (x; x=2 mod 2 ) with prob-
ability 1. Multiplicative differentialsmay even survive additionin somecasessince
®f a+ ®£ b= ®£ (a+ b). Finally onemay considerdifferentialsin which part
of the differentialis de£nedusingmultiplication,andpartis de£nedusingsomeother
operationFor example,if a cipheroperatesn 64-bit blocks(a; b;c;d), wherea, b, c,
andd are 16-bit subblockswe maywantto considerdifferentialpairs(a;b;c;d) and
(a%;°;c”;d") wherea” = ®£ a, " = b© ¢ ,c” = c© ¢, andd® = ®E d. In other
words,thedifferenceg®; ¢; ¢; ®) areelementsf thegroup(Z=212)"£ (2=22)°£
(2=22)% £ (z=2'67)". Whentherecanbe no confusionasto the groupsin question,
we simply referto theseas@hybrid® differentials.

5 xmx

We cannow applyournew understandingp £nddifferentialsfor alargeclassof moduli
in thexmx cipher
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We describethe analysisusingthe parametergjivenin the 2mx challengeq11].
This cipherhas8 rounds,256-bit blocks,andmodulusn = (28 ; 1) ¢2176 + 157,
which is the smallestprime whose80 mostsigni£cantbits areall 1. Written in binary,
this modulusis

80
2} - 2} {
n = 11¢¢¢1 00¢¢¢0 10011101,

which hasc(n) = 4. FromPropositionl, wheneerx is of theform
X = Xo55X254 $0CX 1770X 175 CCEXg1Xg1X4X3X20Xg

(i.,e.wheneerxy76 = 0;x7 = 1;xs = landx; = 0) thenC,(x) = j 1andtherefore
Xx©¢" = x mod n, where

7
2 {2} A
"= 11¢¢¢1 0 11¢¢¢1 101011101,

Recallthat¢ " hasa 0 bit in exactly thosepositionsthat are constrainedn x. If
k~: ¢" = 0,thenk hasa0 in eachconstrainedit position,andhenceC, (x © k) =
Cn (x).

Thekey scheduldor thexmx challengecipheris

s;s;:ii:s;8;50s Lis;si st

wheres is a 256-bitnumber Supposes® : ¢ " = Qandsi 1~ : ¢" = 0. The£rst
equationis satisEedvheneer bits 1,5,7and176 of s are0, andhencewill besatisEed
with probability 21 4. The secondequationestablishesimilar requirementsn the bits
of si 1, andwill besatisEedwith probability 21 . Soabout2 & of the keys s satisfy
theseconstraintsimultaneouslyObviously, if s* : ¢ " = Oandsi 1~ : ¢ " = 0, then
(s©s )~ :¢" =0, aswell.

Consideoneroundof xmx usingsuchaweakkey, andlet a andb bethesubleysfor
thecurrentround,sothata = sorsi * ors©si !, butit doesnt matterwhich. Suppose
we applythisroundof thecipherto thedifferentialpair (x; x*), wherex©x” = ¢ " and
Cn(x) = i 1. ThenbyPropositionl,x” = x©¢ " = j x mod n. Sincea™: ¢ " = 0,
Ch(x©a)=j1,sox"©a=x©a®©¢"=j (x©a) modn.

We would like to concludethatj (x £a) = x® £a mod n, but mustconsiderthe
two differentbehaiors of the operato+°. Fromthe de£nition,

x©a ifx©a<n

Xxta= .
X otherwise.

But by assumptionx,7s = ai76 = 0. Thusbit 1760f x © a is also0. Furthermorebits
255through1760f n areall 1. Thisimpliesx©a < n. Bit 1760f ¢ " is0, soxj,5 = 0,
andhencex® © a < n for the samereasonsFromthis,j (x £a) = | (x © a) =
XxX©a®©¢t"=x"©a=x"ta

Sox" xa = j (x£a) mod n. The next stepin aroundof xmx is multiplication
by the secondsubley, b, which will presere this multiplicative relationship.So at the
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endof oneroundof xmx, with probability 1, the outputsy = (x £a) £ b mod n and
y* = (x"+a) £ b mod n will satisfyy®” = j y mod n. However, it's not clearthat
Cn(y) = i 1. Sincemultiplicationby b affectseachbit of the outputin a complicated
way, we canassumehaty is randomlydistributed,andthereforeC, (y) = i 1 with
probability 2i €(") = 2i 4 by Propositionl. WhenC,(y) = j Ly* = y© ¢ ". Thus
aninput pair (x; x © ¢ ") becomesan outputpair of the form (y;y © ¢ ") afterone
round of encryptionwith probability % This yields the following 1-rounditerative
xor-differential:
¢ jlo¢n (with probability 1=16),

or equialently, the 1-rounditerative multiplicative differential
1! 1 (with probability 1=16).

Theprobabilityof thedifferentialmaybemuchhigherfor mary keys, becaus¢here
aremary j 1$ ¢ correspondenceakatholdwith high probability For example,

i {2} |
X © (i x mod n) = 11¢¢¢1 00 11¢¢¢1 101011101,

wheneerx; = 0, x5 = 1, X7 = 1, X176 = 1 andxy77 = 0. Thus,if, in addition
to theweakkey constraintglescribedabore, s177 = sil7l7 = 0, thenthe multiplicative
differentialj 1 survivesoneroundof the cipherwith probability2i 4 + 2i 5. Thereare
mary othervery similar differentials,andif s satisEegvenmoreweakkey constraints,
thenthej 1 differentialwill survive with evengreatemprobability

This differentialsurvives8 roundsof the cipherwith probability2i 32. Thelasthalf
roundof the cipherconsistsof only the 2° operatorandwe've alreadyseenthatthis
differentialpasseshroughthatoperatiorwith probability 1, sothedifferentialsurvives
thewholecipherwith probability2i 32. Eachright pair, (x; x*), yields4 constraintson
thebitsof (x © s) £ s mod n, the outputof the £rstroundof the cipher Althougha
carefulanalysisof multiplicationmodn mayrevealanefEcientkey recosery attack,we
leave this asa distinguishingattack.

Thisanalysisasilygeneralize$o otherinstance®f xmx with differentparameters.

For ary "-bit modulusn thatis not a power of 2, we cancompute¢ " andc(n) as
describedn the previous section.Considera single round of xmx that usesmodulus
n, subleyskyi; 1 andky; in thex andmultiply stepsrespecirely, andsupposeyi; 1 *
: ¢ " = 0. Givenaninputpair(x; x©¢ ") whereC,, (x) = i 1, with probability2 ™
the outputof theroundfor the pair is of theform (y;y © ¢ "), with C,(y) = i 1, by
an analysissimilar to the one above. Therefore the differential survivesr roundsof
the cipherwith probability 21 ™)' aslong aseachsubley usedin the 2° operation
satisfek,; 1~ : ¢ " = 0. If independensubleys areused 2i ("' of all keys satisfy
this weakkey condition.If thexmx key schedulds used,2i 2¢(") of all keys areweak,
sinceonly s ands’ * mustsatisfythe condition.

Wheneer the modulusn usedin xmx hasa highly regularbit pattern—inparticu-
lar, long sequencesf 1's and0's—c(n) will be smallandthereforesucha weakkey
analysismay be of signifcantlylower complity thananexhaustve search.
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Xo ko kl

So
t
S1 S?
X1 kG k7
bk bk
sp ——fF—— e /= Co
w
s? C1

Fig. 2. The MultiSwap cipher Processingegins with s = s; = 0 on plaintext xo; X1 and
proceedsrom left to right. The outputof the £rst half, s ands?, is fed into the secondhalf
to produceciphertext ¢o; ci. The“./” operatorswapsthe 16-bit halves of a 32-bit word, “¢ ”
representsdditionmodulo23?, and“- ” representsnultiplicationmodulo232.

6 MultiSwap

The MultiSwap cipheris usedin Microsoft's Digital Rights Managemensubsystem
andwas£rstdescribedn areportpublishedonthelnternetunderthe pseudogm Beale
Screamef12]. Thecipher shavn in Figure2, operatentirely on 32-bitwords,main-

the cipheris beingusedin somesortof feedbacknode,so = s; = 0; we will assume
this in the analysis.This analysisis alsoapplicablewhensy ands; arenon-zerobut

their valuesare known. No key schedulds describedso we assumehe subleys are

all independentThe cipher operateson 64-bit blocks (xo; X1) to produceciphertet

(Co;C1).

We £rst presenta chosen-plaintet attack,and then describehow to corvert this
to a known-plaintext attack.Considerthe algorithmoperatingon input (0; x1). Since
So = S1 = 0,t=s9+ Xo = 0.Sinceu = 0if andonlyif t = 0, uis also0. Thus
s§ = s? = ks. After the secondhalf, regardlessof the input x; the outputsatisfes
€1 = ¢y + ks. Thusonecanderiveks = ¢; j Co with onechosen-plainteg messagef
theform (0; x41). Givenks, oneadditionalmessagesutEcesto recover k1. With input
(0;i ks), it is still the casethatsd = s = ks. In the secondhalf, though,sincex; =
i ks,w =88+ x; = ks + (i ks) = 0, which propagtesthroughthe multiplications
andswapsashbefore.Thusthe outputis ¢y = ki1 andc; = ks + ky1. Soa2-message
adaptve chosen-plainte attackexposesks andk; .

Givenks, we cancontroltheinputto thesecondhalf of thecipher To makew = a,
querythe encryptionoraclewith the plaintext (0;a i ks). With ky1, we canpartially
decryptaciphertet to obtaintheintermediatevaluev. Thereforewe only have to ana-
lyze the sequencef multiplicationsandswapsin theseconchalf of the cipherbetween
w andv. Similarly, we cananalyzethe sequencéetweent andu usingknowledgeof
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Fig. 3. Thesecondhalf of the MultiSwap ciphet

ks andthefactthatsg = Cj Coj S1.Becausehisisachosen-plainte attack we have
reducedhe problemto the systemin Figure3 for whichtheinput,w, canbecontrolled

Sowefocusonly onthisfragmentof MultiSwap.If thisfragmentoperate®ninputs
w andw” = 2w, thenke 0" = kg 2w) = 2(ks tw). FromPropositior, ./ (kg 0w®) =
2 ¢./ (kg ¢tw) wheneer bits 15 and 31 of kg ¢w are0, or % of thetime. Analyzingthe
restof Figure3 in thesameway shavs thatv® = 2v with probabilityﬁ.

If this conditionholds,call (w; 2w) aright pair. Thenwith high probability bits 15
and31 of kg ¢w are0. Thisis atwo-bit conditionon kg ¢w thatwe canuseto £lter the
setof potentialvaluesof kg; % of all kg valueswill passhistest.We canrepeathistest

the probability of a givenkg valuesurviving all 16 testsis roughly ()6 = 2i 32, so
with high probabilityonly onevalueof kg survives.

If (w;2w) is aright pair, thenthe multiplicative differential of w® = 2w must
survive eachoneof the./ operationsThereforek; ¢./ (kg ®w) musthave bits 15and31
setto 0. Thusthesameright pairscandeterminek;, andthenkg andkg. At thispointwe
candeterminek;p from ary known-plaintext. Thus16 right pairsareenoughto recover

beright pairsthatdeterminekgs. By de£nitionof beingright, bits 15 and31 of kg ¢w;
areQ for all i. Obserethatbit 15 of kg ¢w; is independendf bits 16 through31 of k.
Thuswe candeterminghevalueof thelow 16 bits of kg independentiypf the high bits.
After discoreringthelow 16 bits, we canthendo the samething for the upper16 bits.
Sincewe have to testeachhalf of akey againsteachright pair, thetotal numberof tests

yieldsabreakonthewholecipherrequiring8 22! = 224 tests Eachtestis quitecheap,
involving only a multiply, bit-mask,andtestfor equality

To corvertthisto aknown-plaintet attack,obsenre thatevenwithoutknowledgeof
ks andk;1, we canderivetheinputto thesecondalf of thecipherviaw = ¢;j co+ X3.
Considera pair of inputssuchthatthe differential(w; 2w) j ! (v; 2v) holds.Suppose
furtherthat./ (2v) = 2¢./(v). Inthiscasegy = ./ (V) + ki1 andcy = 2¢./ (v) + Kig;
hencekis = 2¢ i cg. If, on the otherhand,./(2v) 6 2 ¢./(v), therearethree
possiblevaluesfor cf: 2co + ki1 | 1;2co + kg3 + 65536 2co + ki3 + 65535 Eachof
thesepossibilitiessuggestan equationfor ky;; we cantry all four equationsand see
whichmalesv® = 2v hold underpartialdecryptionof cy; ¢y. Thereforegachright pair
suggestshe correctvaluefor ky; .

So collect 222 known plaintexts which by the birthday paradoxwill contain2*?
pairswhoseinput to the secondhalf of the cipheris of theform (w; 2w). Eachpair is
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aright pair with probability 2i &, sothe correctk;; valuewill be suggested6 times.
Most wrong pairswill suggesta randomvaluefor ki;, but, becausehe sequencef

multiplies and swapsmaintainssufEcientstructure someincorrectvaluesof k1; will

be suggestedvith a lower, but still signiEcantprobability In practice,the correctk 11

will beamongthetopfew, say8, suggestedsincetherestof theanalysiss fast,we can
repeait for eachof thetop 8 suggestedaluesof k;; andusetrial encryptiongo detect
thecorrectone.

possiblevaluesof k;; andks, the work factoris aboutthe sameasfor the previous
attacks Hencethe total work for the known plaintext attackis 227. The storageis also
quitesmall,sincewe don't have to keepa counterfor every possiblevalueof k5, only
the onessuggestedy a pair. Sincethe attackusesonly about2'? pairs, the storage
requirements about2'® bytes.

To summarizeMultiSwap canbe brokenwith a 22 chosen-plaintet attackrequir
ing 22° work or a 2?2 known-plaintext attackrequiringa work factorof about2?’.

7 |IDEA Variants

TheIDEA cipherdesignersleliberatelyusedincompatiblegroupoperationgo destrgy
ary algebraicrelationsamongthe inputs,andthis stratgy hasprovenvery successful.
The basicoperationausedin IDEA areadditionmodulo2®, xor of 16-bit words,and
multiplicationmodulo2® + 1.

IDEA usesthe additionoperationin two placeskey mixing andthe MA-structure.
As hasbeemotedbefore[10], if a+ b< 216 thena+ b mod 26 = a+ b mod 2%+
1, andthusthe MA-structureis linear about}1 of the time. We considera variant of
IDEA, which we call IDEA-X, in which all the additionshave beenreplacedby xors.
Becausef the obsenationsabove, it mayappeathatIDEA-X is animprovementover
IDEA, but we shav below thatIDEA-X hasa large classof weakkeys for which it is
susceptibléo multiplicative differentialcryptanalysis.

Becausef theheary useof thexor operationn IDEA-X, we usethemultiplicative
differential(j 1;i 1;i 1;i 1). Letn = 21+ 1, and¢ = 11¢¢¢101 By Propositionl,
ixmodn = x© ¢ if andonlyif Co(x) = j 1.Forn = 218+ 1, Ch(x) = j 1
if andonly if x; = 1.2 The analysismaintains,with non-ngligible probability an
invarianton all the intermediatevaluesz andz” in the cipher Theinvariantis thatall
theintermediatevalueswill satisfytherelationz® = (j 1)?*z. Thisconditionmaylook
mysterioushut it simply meanshateitherz® = z,orz" = j z= z© ¢ . Therestof
theanalysisis essentiallyepeatedapplicationof thefollowing two rules.

Rulel If x* = (j 1)** ¢x, thenkx® = (j 1)(®): ¢kx with probability . Thisis the
multiplicationrule.

Rule2 If a® = (j 1) ¢aandb® = (j 1) ¢b, thena® © b = (j 1)(@°D1 ¢(a© b)
with probability 1. Thisis thexor rule.

8 Technically Cn (x) = j 1if andonlyif x3 = 1 andxis = 0, but sincex is a 16-bitnumber
thelatterconditionis vacuous.
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Fig.4. The IDEA-X cipher All the addsin IDEA have beenchangedo xors. The diagramis
annotatedvith the pathof themultiplicative differential(j 1;i 1;i 1;i 1).
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Fig. 5. Thethreecaseof thexor rule. The edgesarelabeledwith the multiplicative differentials,
e.g.x"=x. The probability in eachcaseis 1. Recallthat differential pairs alwayssatisfyx” =
(i 1)** ¢x. Soin case(iii ),a; = by = 1,andhencea” = j a= a© ¢ andb” = | b= b© ¢.
Thusc® = | a©j b=a®©¢ ©b© ¢ = a®© b= c. Furthermorea; = by = 1,soc; = 0.
Hencec® = (j 1)°* ¢c. Theothercasesaresimilar.

Bothrulesareeasyto prove. Figure5 explainsthexor rule in moredetail.

To demonstrat¢he useof theserules,consideroneroundof IDEA-X in which bit
1 of Zél) is 0. Thisis aweakkey condition.We'll look only attheinputsX , andX.
Referringto Figure4, considentwo differentexecutionsof the round,onewith inputs
Xo = aandX, = c, theotherwith inputsXy = j aandX, = j c. Supposealsothat
a; = ¢, = 1. By thexorrule,g; = 1andg® = j g = (j 1)% g with probability 1. By
themultiplicationrule,e; = 1ande” = j e= (j 1)*tewith probability%. Combining
thesetwo resultsandapplyingthexor rule to e© g shavsthatp® = pwhenaere; = 1.

If we alsoassumehatbit 1 of Zil) = 0 thenmoreof the samesort of reasoning
shaws thatthe multiplicative differential

GLiLiLiyi! GLiLiLid

survivesoneroundof IDEA-X with probability%. In orderfor thisdifferentialto work,
theinput (a; b;c;d) mustsatisfya; = by = ¢; = d; = 1. Whenthedifferentialdoes
successfullypassthroughthe round,the output(v; w; X; y) satisEes; = wy = X3 =

y1 = 1. Thusthedifferentialcanbeiterated.

Sowe havefoundaniterative 1-roundmultiplicative differentialthatworksfor keys
in whichbit 1 of Zi') is 0 andbit 1 of Zé') is 0in every round.This differentialsurvives
8 roundsof IDEA-X with probability 21 32, andworks against2 ¢ of the keys. The
only thing left to consideris the outputphase This phaseusesmultiplications,which
will not disturbthe j 1 differential, and xors. The differential will survive the xors
evenwithoutweakkey constraintonthe subleys usedin theoutputphaseTo seethis,
considemdifferentialthathaspasse® roundsthenwe have apairof intermediataexts
(A;B;C;D) and(A”;B";C"; D) where(A";B";C";D") = (j A;i B;j C;j D).
Recallthatthe j 1 multiplicative differentialis equivalentto the ¢ xor differential.
ThereforeB® = B © ¢ andC® = C © ¢ . This differentialsurvivesthe £nal xor of
the outputphasegiving a hybrid differential(Yy'; Y175 Y5 Y3) = (i Yo;: Y1 ©¢; Y, ©
¢; i Ys) thatsurvivesthewholecipherwith probability2i 32 for 2 1 of thekeys.

Using this differentialto recover keys is relatively straightforvard. An attackus-
ing 2% chosenplaintexts yields 32 right pairswith high probability Eachright pair
(a;b;c;d) and(a”; b”; ¢”; d”) establishethe conditionthatbit 1 of Zél) tais 1.Justas
in the MultiSwap attack ,we canusethis conditionto £lter the possiblevaluesof Z (()1) \
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[RoundModi£cations |

A Theadditionsin the MA-structurearechangedo xorsor multiplications

B Thesubley Z, is mixedwith input X > usingxor or multiplication

C Thesubley Z; is mixedwith input X ; usingxor or multiplication
Theadditionsin the MA-structurearechangedo xorsor multiplications

Table 3. A characterizatiorof mary IDEA variantswhich are susceptibleéo multiplicative dif-
ferentialcryptanalysis.

andgiven 32 right pairsonly two vaIueson(()l) will survive. Unfortunatelywheneer

Z((,l) ¢a satisEeshis constraintsowill j Z((,l) ¢a, sothis £lter will leave uswith two
choicedfor Zél) whichdiffer by afactorof j 1. Wecanrecover§ Zél) in asimilarman-
ner. Eachright pairalsoyieldsaconstraint; = 0. Obserethatr = Zfll) ¢(e©Z§1) ©c).
After recovering8 Z(()l) , we cancompute§ e. Thuswe cancomputethe correctvalueof
eore®© ¢ . Hencewe canusethis conditionto £lter possiblevaluesfor (Z ;1’ ; Zfll) ) and

given32right pairsonly two valueswill survive. If we guesshewrongvaluefor Z((,l)
we will performthis £lteringwith intermediatevaluee © ¢ , andhencewill compute

Zél) © ¢ insteadof Zél) . As before the£lter canonly determiniff) upto afactorof

§ 1. We now guessthe correctvalue of Zfll) andrecover Zil) and§ Zél) in amanner
similar to the recorery of Z§1) and§Z 21) . We thenguessthe correctvalue of Zél) ,

andrecover § Z((,Z) the sameway we reco/eredzc(,l) . We £nishby makingguessesor

§ Zél) , 8 z§1> ,and§ Z(()Z) andusingtrial encryptionsto recover Zf) andverify our

guesses.

RecoveringZ{® andz{", dominategheanalysisime, requiring2 ¢232 ¢32 v/, 238
trials. Eachtrial involvesoneroundof IDEA-X, sothework requiredis equivalentto
about23® IDEA-X encryptionsA generougstimateof therestof thework easilygives
awork factorof 226 IDEA-X encryptions.

Many othervariantsof IDEA arealsovulnerableto multiplicative differential at-
tacks.Table 3 characterizes large classof weakIDEA variantsby shaving the min-
imum changesecessaryo IDEA to renderit vulnerable.TheselDEA variantshave
threedifferentroundfunctions,A, B, andC. The outputfunction, D, is exactly asin
theoriginal IDEA cipher Theciphercanbeary numberof rounds,andcanbegin with
A, B, or C, but mustcycle throughthe roundsin the orderA; B ; C. Theroundfunc-
tionsarealmostidenticalto theIDEA roundfunctions exceptthatsomeof theadditions
have beenchangedo xors or multiplications.Eachof the speciEedadditionsmay be
replacedwith eitheranxor or a multiply, independenof the otheradditions.The other
additionsin theciphermayalsobereplacedput thisisn't necessary

This classof weak IDEA variantsgeneralizesour resultson IDEA-X: it is only
necessaryo remove half the additionsfrom the cipherto renderit vulnerableto multi-
plicative differentialattacks Fromthis we concludehatmultiplicative differentialscan
beapplicableavento somecipherswith threeincompatiblegroupoperations.
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Cipher RoundsProbability Pairs Rightpairs
[Expected][Actual]

Nimbus 5 205 10° 31250 31245
xmx (standardsersion) 8 1 10° 10° 10°
xmx (challengeversion) 4 2018 108 153 562
IDEA-X 4 2116 108 15259 1537
MultiSwap all 218 10° 390625 390532

Table 4. Experimentalerif£cationof differential probabilities.We usereduced-roundsariants
of thexmx challengecipherandIDEA-X to make themeasuremerfeasible.

8 Experimental VeriEcation

We performedseveral experimentgo verify our claims.We £rsttestedthe differential
probabilitiesderived in this paper;Table4 summarizeshe results.With the exception
of thexmx challengecipher all the measurementagreewith thetheory

Theexperimentsshawv thatthedifferentialj 1 survives4 roundsof xmx with much
higherprobabilitythanexpected Part of thisdiscrepang canbeexplainedby observing
that a randomly chosenweak key may allow mary j 1 $ ¢ correspondencesor
differentchoicesof ¢ , increasinghe probabilityof the 1 differential.We did further
experimentdo verify thatthis wasindeedthe sourceof the discrepang, andwereable
to predictthe experimentallyobsened probability for a given key to within a factorof
4 (for 4 rounds).We leave it asan openquestionto explain the remainingerror. Since
the differentialactuallysurvivesfour roundswith probability about2i ', we estimate
thatthexmx challengeciphercanbe distinguishedisingonly 22% choserplaintexts.

We next verifedthe claim, madein Section5, thatapproximately2i @ keys for the
xmx challengecipherareweak.Recallthatakey sisweakif s : ¢ " = si 1A ¢" =
0. Thesecomprise4 bit constraintson s and 4 bit constraintson si L. It is not clear
thatthiswill besatisfedy 2i & keys, sowe testedl® randomlygeneratedeys, from
whichwe expectedo £nd3906weakkeys. Theactualnumberof weakkeys was3886,
conf£rmingour analysis.

Next weimplementedhechosen-plainte key recoveryattackon IDEA-X. In order
to make thedatarequirement$easible we only attaclked4 roundsof IDEA-X, andonly
ranl10trials. TheIDEA-X experimentgequiredanaverageof 124right pairsto recover
the key, about4 timesasmary right pairsaswe predictedin Section7. Observingthe
attackin actionrevealsthat frequentlya small numberof right pairs—around30 or
40—aresufEcientto eliminateall but 2 or 3 candidatesor a particularsubley. A more
efEcientattackwould simply try eachcandidateanapproactwe did notimplement.

We implementedthe known-plaintext attackon MultiSwap, but sincethis attack
involvesrepeatingthe sameattackon the two halvesof the cipher we only attacled
the latter half. The attackworked as describedn Section6; however, on sometrials
thereweretoo few right pairsto performthe analysis Nonetheless70 out of 100runs
using 222 known plaintexts were ableto successfullyrecover the key. Increasingthe
numberof plaintexts to 5000000increasedhe succesgate to 99%. Recall that the
attackrequiredguessinghe correctvalueof k1, from alist sortedby likelihood.The
averagepositionof thecorrectky; in thislist was2.
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9 Conclusion

In this papemwe have de£nedhe conceptof a multiplicative differential.We described
several particulardifferentialsandanalyzechow they interactwith standardperations
usedin cryptograply suchasxor andbit permutationsWe thenusedthesedifferentials
to cryptanalyzewo existing ciphersandvariantsof IDEA.

Our resultsdemonstratehat the modularmultiplication operationby itself is in-
sufEcientto preventdifferentialattacks Further multiplicative differentialscanbe sur
prisingly resilientin the presencef incompatiblegroupoperationsTherefore multi-
plication needsto be carefully combinedwith othergroupoperationgo destry these
differentialpropertiesWe arehopefulthatthis papemwill helpfurthertheunderstanding
of how to usethe multiply operatorto build securecryptographialgorithms.
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