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Abstract. We design, implement, and evaluate a zero knowledge succinct non-
interactive argument (SNARG) for Rank-1 Constraint Satisfaction (R1CS), a
widely-deployed NP language undergoing standardization. Our SNARG has a
transparent setup, is plausibly post-quantum secure, and uses lightweight cryptog-
raphy. A proof attesting to the satisfiability of n constraints has size O(log® n); it
can be produced with O(n logn) field operations and verified with O(n). At 128
bits of security, proofs are less than 250 kB even for several million constraints,
more than 10X shorter than prior SNARGs with similar features.

A key ingredient of our construction is a new Interactive Oracle Proof (I0P)
for solving a univariate analogue of the classical sumcheck problem [LFKN92],
originally studied for multivariate polynomials. Our protocol verifies the sum of
entries of a Reed—Solomon codeword over any subgroup of a field.

We also provide 1ibiop, a library for writing IOP-based arguments, in which
a toolchain of transformations enables programmers to write new arguments by
writing simple IOP sub-components. We have used this library to specify our
construction and prior ones, and plan to open-source it.

Keywords: zero knowledge; interactive oracle proofs; succinct arguments; sum-
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1 Introduction

A zero knowledge proof is a protocol that enables one party (the prover) to convince
another (the verifier) that a statement is true without revealing any information beyond
the fact that the statement is true. Since their introduction [49], zero knowledge proofs
have become fundamental tools not only in the theory of cryptography but also, more
recently, in the design of real-world systems with strong privacy properties.

For example, zero knowledge proofs are the core technology in Zcash [18, 1], a
popular cryptocurrency that preserves a user’s payment privacy. While in Bitcoin [65]
users broadcast their private payment details in the clear on the public blockchain (so
other participants can check the validity of the payment), users in Zcash broadcast
encrypted transaction details and prove, in zero knowledge, the validity of the payments
without disclosing what the payments are.

Many applications, including the aforementioned, require that proofs are succinct,
namely, that proofs scale sublinearly in the size of the witness for the statement, or
perhaps even in the size of the computation performed to check the statement. This strong
efficiency requirement cannot be achieved with statistical soundness (under standard
complexity assumptions) [47], and thus one must consider proof systems that are merely
computationally sound, known as argument systems [34]. Many applications further
require that a proof consists of a single non-interactive message that can be verified
by anyone; such proofs are cheap to communicate and can be stored for later use (e.g.,
on a public ledger). Constructions that satisfy these properties are known as (publicly
verifiable) succinct non-interactive arguments (SNARGs) [46].

In this work we present Aurora, a zero knowledge SNARG for (an extension of)
arithmetic circuit satisfiability whose argument size is polylogarithmic in the circuit size.
Aurora also has attractive features: it uses a transparent setup, is plausibly post-quantum
secure, and only makes black-box use of fast symmetric cryptography (any cryptographic
hash function modeled as a random oracle).

Our work makes an exponential asymptotic improvement in argument size over
Ligero [4], a recent zero knowledge SNARG with similar features but where proofs
scale as the square root of the circuit size. For example, Aurora’s proofs are 20 x smaller
than Ligero’s for circuits with a million gates (which already suffices for representative
applications such as Zcash).

Our work also complements and improves on Stark [13], a recent zero knowledge
SNARG that targets computations expressed as bounded halting problems on random
access machines. While Stark was designed for a different computation model, we can
still study its efficiency when applied to arithmetic circuits. In this case Aurora’s prover
is faster by a logarithmic factor (in the circuit size) and Aurora’s proofs are concretely
much shorter, e.g., 15X smaller for circuits with a million gates.

The efficiency features of Aurora stem from a new Interactive Oracle Proof (IOP) that
solves a univariate analogue of the celebrated sumcheck problem [61], in which query
complexity is logarithmic in the degree of the polynomial being summed. This is an
exponential improvement over the original multi-variate protocol, where communication
complexity is (at least) linear in the degree of the polynomial. We believe this protocol
and its analysis are of independent interest.



1.1 The need for a transparent setup

The first succinct argument is due to Kilian [57], who showed how to use collision-
resistant hashing to compile any Probabilistically Checkable Proof (PCP) [9, 43, 6, 5] into
a corresponding interactive argument. Micali then showed how a similar construction,
in the random oracle model, yields succinct non-interactive arguments (SNARGs) [63].
Subsequent work [55] noted that if the underlying PCP is zero knowledge then so is the
SNARG. Unfortunately, PCPs remain very expensive, and this approach has not led to
SNARGs with good concrete efficiency.

In light of this, a different approach was initially used to achieve SNARG im-
plementations with good concrete efficiency [67, 19]. This approach, pioneered in
[50, 45, 60, 29], relied on combining certain linearly homomorphic encodings with
lightweight information-theoretic tools known as linear PCPs [54, 29, 71]; this approach
was refined and optimized in several works [23, 22, 40, 51, 30, 52]. These constructions
underlie widely-used open-source libraries [70] and deployed systems [1], and their
main feature is that proofs are very short (a few hundred bytes) and very cheap to verify
(a few milliseconds).

Unfortunately, the foregoing approach suffers from a severe limitation, namely,
the need for a central party to generate system parameters for the argument system.
Essentially, this party must run a probabilistic algorithm, publish its output, and “forget”
the secret randomness used to generate it. This party must be trustworthy because
knowing these secrets allows forging proofs for false assertions. While this may sound
like an inconvenience, it is a colossal challenge to real-world deployments. When using
cryptographic proofs in distributed systems, relying on a central party negates the benefits
of distributed trust and, even though it is invoked only once in a system’s life, a party
trusted by all users typically does not exist!

The responsibility for generating parameters can in principle be shared across mul-
tiple parties via techniques that leverage secure multi-party computation [20, 32, 33].
This was the approach taken for the launch of Zcash [2], but it also demonstrated how
unwieldy such an approach is, involving a costly and logistically difficult real-world
multi-party “ceremony”. Successfully running such a multi-party protocol was a singular
feat, and systems without such expensive setup are decidedly preferable.

Some setup is unavoidable because if SNARGs without any setup existed then so
would sub-exponential algorithms for SAT [81]. Nevertheless, one could still aim for a
“transparent setup”, namely one that consists of public randomness, because in practice
it is cheaper to realize. Recent efforts have thus focused on designing SNARGs with
transparent setup (see discussion in Section 1.4).

1.2 Our goal

The goal of this paper is to obtain transparent SNARGs that satisfy the following
desiderata.

— Post-quantum security. Practitioners, and even standards bodies [66], have a strong
interest in cryptographic primitives that are plausibly secure against efficient quantum
adversaries. This is motivated by the desire to ensure long-term security of deployed
systems and protocols.



— Concrete efficiency. We seek argument systems that not only exhibit good asymptotics
(in argument size and prover/verifier time) but also demonstrably offer good efficiency
via a prototype.

The second bullet warrants additional context. Most argument systems support an NP-
complete problem, so they are in principle equivalent under polynomial-time reductions.
Yet, whether such protocols can be efficiently used in practice actually depends on:
(a) the particular NP-complete problem “supported” by the protocol; (b) the concrete
efficiency of the protocol relative to this problem. This creates a complex tradeoff.

Simple NP-complete problems, like boolean circuit satisfaction, facilitate simple
argument systems; but reducing the statements we wish to prove to boolean circuits is
often expensive. On the other hand, one can design argument systems for rich problems
(e.g., an abstract computer) for which it is cheap to express the desired statements; but
such argument systems may use expensive tools to support these rich problems.

Our goal is concretely-efficient argument systems for rank-1 constraint satisfaction
(R1CS), which is the following natural NP-complete problem: given a vector v € F* and
three matrices A, B, C' € F"*" can one augment v to z € F" such that Azo Bz = C'2?
(We use “o” to denote the entry-wise product.)

We choose R1CS because it strikes an attractive balance: it generalizes circuits by
allowing “native” field arithmetic and having no fan-in/fan-out restrictions, but it is
simple enough that one can design efficient argument systems for it. Moreover, R1CS
has demonstrated strong empirical value: it underlies real-world systems [1] and there
are compilers that reduce program executions to it (see [80] and references therein). This
has led to efforts to standardize R1CS formats across academia and industry [3].

1.3 Our contributions

In this work we study Interactive Oracle Proofs (I0Ps) [21, 69], a notion of “multi-round
PCPs” that has recently received much attention [17, 15, 12, 14, 13, 25]. These types
of interactive proofs can be compiled into non-interactive arguments in the random
oracle model [21], and in particular can be used to construct transparent SNARGS.
Building on this approach, we present several contributions: (1) an IOP protocol for
R1CS with attractive efficiency features; (2) the design, implementation, and evaluation
of a transparent SNARG for R1CS, based on our IOP protocol; (3) a generic library for
writing IOP-based non-interactive arguments. We now describe each contribution.

(1) IOP for R1CS. We construct a zero knowledge IOP protocol for rank-1 constraint
satisfaction (R1CS) with linear proof length and logarithmic query complexity.

Given an RICS instance C = (A4, B,C) with A, B,C € F™*", we denote by
N = £2(m + n) the total number of non-zero entries in the three matrices and by |C| the
number of bits required to represent these; note that |C| = ©(N log |F|). One can view
N as the number of “arithmetic gates” in the R1CS instance.

Theorem 1 (informal). There is an O(log N)-round IOP protocol for RICS with
proof length O(N) over alphabet F and query complexity O(log N). The prover uses
O(N log N) field operations, while the verifier uses O(N) field operations. The IOP
protocol is public coin and is a zero knowledge proof.



The core of our result is a solution to a univariate analogue of the classical sumcheck
problem [61]. Our protocol (including zero knowledge and soundness error reduction) is
relatively simple: it is specified in a single page (see Fig. 12 in Section 6), given a low-
degree test as a subroutine. The low degree test that we use is a recent highly-efficient
IOP for testing proximity to the Reed—Solomon code [14].

(2) SNARG for RI1CS. We design, implement, and evaluate Aurora, a zero knowledge
SNARG of knowledge (zkSNARK) for R1CS with several notable features: (a) it only
makes black-box use of fast symmetric cryptography (any cryptographic hash function
modeled as a random oracle); (b) it has a transparent setup (users merely need to “agree”
on which cryptographic hash function to use); (c) it is plausibly post-quantum secure
(there are no known efficient quantum attacks against this construction). These features
follow from the fact that Aurora is obtained by applying the transformation of [21] to
our IOP for R1CS. This transformation preserves both zero knowledge and proof of
knowledge of the underlying IOP.

In terms of asymptotics, given an R1CS instance C over F with [NV gates (and here
taking for simplicity I to have size 2°(*) where \ is the security parameter), Aurora
provides proofs of length O (log® N); these can be produced in time Oy (N log N) and
checked in time O, (N).

For example, setting our implementation to a security level of 128 bits over a 192-bit
finite field, proofs range from 50 kB to 250 kB for instances of up to millions of gates;
producing proofs takes on the order of several minutes and checking proofs on the order
of several seconds. (See Section 4 for details.)

Overall, as indicated in Fig. 2, we achieve the smallest argument size among (plau-
sibly) post-quantum non-interactive arguments for circuits, by more than an order of
magnitude. Other approaches achieve smaller argument sizes by relying on (public-key)
cryptography that is insecure against quantum adversaries.

(3) 1ibiop: alibrary for non-interactive arguments. We provide 1ibiop, a code-
base that enables the design and implementation of non-interactive arguments based on
IOPs. The codebase uses the C++ language and has three main components: (1) a library
for writing IOP protocols; (2) a realization of [21]’s transformation, mapping any IOP
written with our library to a corresponding non-interactive argument; (3) a portfolio of
IOP protocols, including Ligero [4], Stark [13], and ours.

We plan to open-source 1 ibiop under a permissive software license for the com-
munity, so that others may benefit from its portfolio of IOP-based arguments, and may
even write new IOPs tailored to new applications. We believe that our library will serve
as a powerful tool in meeting the increasing demand by practitioners for transparent
non-interactive arguments.

1.4 Prior implementations of transparent SNARGs

We summarize prior work that has designed and implemented transparent SNARGs; see
Fig. 2.4

* We omit a discussion of prior works without implementations, or that study non-transparent
SNARGS; we refer the reader to the survey of Walfish and Blumberg [80] for an overview of



Based on asymmetric cryptography. Bulletproofs [31, 35] proves the satisfaction of
an N-gate arithmetic circuit via a recursive use of a low-communication protocol for
inner products, achieving a proof with O(log N) group elements. Hyrax [79] proves
the satisfaction of a layered arithmetic circuit of depth D and width W via proofs of
O(Dlog W) group elements; the construction applies the Cramer—Damgérd transforma-
tion [41] to doubly-efficient Interactive Proofs [48, 39]. Both approaches use Pedersen
commitments, and so are vulnerable to quantum attacks. Also, in both approaches the
verifier performs many expensive cryptographic operations: in the former, the verifier
uses O(NN) group exponentiations; in the latter, the verifier’s group exponentiations are
linear in the circuit’s witness size. (Hyrax allows fewer group exponentiations but with
longer proofs; see [79].)

Based on symmetric cryptography. The “original” SNARG construction of Micali
[63, 55] has advantages beyond transparency. First, it is unconditionally secure given a
random oracle, which can be instantiated with extremely fast symmetric cryptography.”
Second, it is plausibly post-quantum secure, in that there are no known efficient quantum
attacks. But the construction relies on PCPs, which remain expensive.

IOPs are “multi-round PCPs” that can also be compiled into non-interactive argu-
ments in the random oracle model [21]. This compilation retains the foregoing advantages
(transparency, lightweight cryptography, and plausible post-quantum security) and, in
addition, facilitates greater efficiency, as IOPs have superior efficiency compared to
PCPs [17, 15, 12, 14, 13].

In this work we follow the above approach, by constructing a SNARG based on
a new IOP protocol. Two recent works have also taken the same approach, but with
different underlying IOP protocols, which have led to different features. We provide both
of these works as part of our library (Section 5), and experimentally compare them with
our protocol (Section 4). The discussion below is a qualitative comparison.

— Ligero [4] is a non-interactive argument that proves the satisfiability of an N-gate
circuit via proofs of size O(v/N) that can be verified in O(N) cryptographic opera-
tions. As summarized in Fig. 1, the IOP underlying Ligero achieves the same oracle
proof length, prover time, and verifier time as our IOP. However, we reduce query
complexity from O(v/N) to O(log N), which is an exponential improvement, at the
expense of increasing round complexity from 2 to O(log N). The arguments that we
obtain are still non-interactive, but our smaller query complexity translates into shorter
proofs (see Fig. 2).

— Stark [13] is a non-interactive argument for bounded halting problems on a random
access machine. Given a program P and a time bound 7, it proves that P accepts
within 7T’ steps on a certain abstract computer (when given suitable nondeterministic
advice) via succinct proofs of size polylog(T'). Moreover, verification is also succinct:

sublinear argument systems. We also note that recent work [11] has used lattice cryptography
to achieve sublinear zero knowledge arguments that are plausibly post-quantum secure, which
raises the exciting question of whether these recent protocols can lead to efficient implementa-
tions.

5 Some cryptographic hash functions, such as BLAKE2, can process almost 1 gibibyte per second
[8].



checking a proof takes time only | P| + polylog(T'), which is polynomial in the size of
the statement and much better than “naive verification” which takes time 2(|P| + T).
The main difference between Stark and Aurora is the computational models that they
support. While Stark supports uniform computations specified by a program and a
time bound, Aurora supports non-uniform computations specified by an explicit circuit
(or constraint system). Despite this difference, we can compare the cost of Stark and
Aurora with respect to the explicit circuit model, since one can reduce a given /N-gate
circuit (or N-constraint system) to a corresponding bounded halting problem with
|P|,T = O(N).

In this case, Stark’s verification time is the same as Aurora’s, O(N); this is best
possible because just reading an N-gate circuit takes time {2(N). But Stark’s prover
is a logarithmic factor more expensive because it uses a switching network to verify
a program’s accesses to memory. Stark’s prover uses an IOP with oracles of size
O(N log N), leading to an arithmetic complexity of O(N log? N). (See Figs. 1 and 2.)
Both Stark and Aurora have argument size O(log2 N), but additional costs in Stark
(e.g., due to switching networks) result in Stark proofs being one order of magnitude
larger than Aurora proofs. That said, we view Stark and Aurora as complement-
ing each other: Stark offers savings in verification time for succinctly represented
programs, while Aurora offers savings in argument size for explicitly represented
circuits.

2 Techniques

Our main technical contribution is a linear-length logarithmic-query IOP for R1CS
(Theorem 1), which we use to design, implement, and evaluate a transparent SNARG
for R1CS. Below we summarize the main ideas behind our protocol, and postpone to
Sections 4 and 5 discussions of our system. In Section 2.1, we describe our approach
to obtain the IOP for R1CS; this approach leads us to solve the univariate sumcheck
problem, as discussed in Section 2.2; finally, in Section 2.3, we explain how we achieve
zero knowledge. In Section 2.4 we conclude with a wider perspective on the techniques
used in this paper.

2.1 Our interactive oracle proof for R1CS

The R1CS relation consists of instance-witness pairs ((4, B, C,v), w), where A, B, C
are matrices and v, w are vectors over a finite field F, such that (Az) o (Bz) = Cz for
z := (1,v,w) and “o” denotes the entry-wise product.® For example, R1CS captures
arithmetic circuit satisfaction: A, B, C represent the circuit’s gates, v the circuit’s public
input, and w the circuit’s private input and wire values.’

® Throughout, we assume that F is “friendly” to FFT algorithms, i.e., F is a binary field or its
multiplicative group is smooth.

7 The reader may be familiar with a standard arithmetization of circuit satisfaction (used, e.g.,
in the inner PCP of [5]). Given an arithmetic circuit with m gates and n wires, each addition
gate x; < x; + x is mapped to the linear constraint x; = x; + z and each product gate



protocol| round |proof length| query prover time |verifier time
type |complexity| (field elts) |complexity| (field ops) | (field ops)
Ligero| IPCP { 2 O(N) O(VN) [O(NlogN)| O(N)
Stark | IOP | O(log N) [O(Nlog N)| O(log N) [O(NlogZ N)|  O(N)
Aurora| IOP | O(log N) O(N) O(log N) | O(N log N) O(N)

Fig. 1: Asymptotic comparison of the information-theoretic proof systems underlying Ligero,
Stark, and Aurora, when applied to an /NV-gate arithmetic circuit.
1 An IPCP [56] is a PCP oracle that is checked via an Interactive Proof; it is a special case of an

IOP.
post argument size verifier |non-interactivity
name setup (quantum? |asymptotic N =10°%| time |technology
[50][45] [60][29]... | various |private no O (1) 128 B|Ox (k) T|linear PCP + linear encoding
[83] ZK-vSQL |private no Ox(dlog N) N/A| Ox(N) |apply [41]-transform to doubly-
efficient IP [48, 39]
[79] Hyrax |public no Ox(dlog N) | 50kB| Ox(N) |as above (but using a different
polynomial commitment)
[31][35] Bulletproofs| public no Ox(log N) 1.5kB| Ox (V) |recursive inner product argument
[4] Ligero | public yes Ox(V/'N) 4.0 MB| Ox(N) |apply [21]-transform to IPCP
[13] Stark public yes Ox(log® N) 3.2MB| Ox(N) |apply [21]-transform to IOP
this work Aurora | public yes Ox(log? N) 220kB| O (N) |apply [21]-transform to IOP

Fig. 2: Comparison of some non-interactive zero knowledge arguments for proving statements
of the form “there exists a secret w such that C(x,w) = 17 for a given arithmetic circuit C of
N gates (and depth d) and public input = of size k. The table is grouped by “technology”, and
for simplicity assumes that the circuit’s underlying field has size 200 where A is the security
parameter. Approximate argument sizes are given for N = 10° gates over a cryptographically-
large field, and a security level of 128 bits; some argument sizes may differ from those reported in
the cited works because size had to be re-computed for the security level and /N used here; also,
[83] reports no implementation.
1 Given a per-circuit preprocessing step.
I A tradeoff between argument size and verifier time is possible; see [79].



We describe the high-level structure of our IOP protocol for R1CS, which has linear
proof length and logarithmic query complexity. The protocol tests satisfaction by relying
on two building blocks, one for testing the entry-wise vector product and the other for
testing the linear transformations induced by the matrices A, B, C'. Informally, we thus
consider protocols for the following two problems.

— Rowcheck: given vectors z,y, z € F™™, test whether x o y = z, where “o” denotes
entry-wise product.

— Lincheck: given vectors x € F™,y € F™ and a matrix M € F"*"™, test whether
= My.

One can immediately obtain an IOP for R1ICS when given IOPs for the rowcheck
and lincheck problems. The prover first sends four oracles to the verifier: the satisfying
assignment z and its linear transformations y4 := Az, yp := Bz,yc := Cz. Then the
prover and verifier engage in four IOPs in parallel:

— An IOP for the lincheck problem to check that “y4 = Az”. Likewise for yp and y¢.
— An IOP for the rowcheck problem to check that “y4 o yp = y¢o.

Finally, the verifier checks that z is consistent with the public input v. Clearly, there exist
Z,YA,YB, Yo that yield valid rowcheck and lincheck instances if and only if (A, B, C, v)
is a satisfiable RICS instance.

The foregoing reduces the goal to designing IOPs for the rowcheck and lincheck
problems.

As stated, however, the rowcheck and lincheck problems only admit “trivial” proto-
cols in which the verifier queries all entries of the vectors in order to check the required
properties. In order to allow for sublinear query complexity, we need the vectors z, y, z
to be encoded via some error-correcting code. We use the Reed—Solomon (RS) code
because it ensures constant distance with constant rate while at the same time it enjoys
efficient IOPs of Proximity [14].

Given an evaluation domain L C T and rate parameter p € [0, 1], RS [L, p] is the set
of all codewords f: L — F that are evaluations of polynomials of degree less than p|L|.
Then, the encoding of a vector v € F with S C F and |S| < p|L| is 9|z, € FL where ©
is the unique polynomial of degree |.S| — 1 such that ©|s = v. Given this encoding, we
consider “encoded” variants of the rowcheck and lincheck problems.

— Univariate rowcheck: given a subset H C F and codewords f,g,h € RS[L,p),
check that f(a) - §(a) — h(a) = 0 for all a € H. (This is a special case of the
definition that we use later.)

— Univariate lincheck: given subsets Hy, Hy C F, codewords f,g € RS[L, p], and a
matrix M € FH1*H2 check that f(a) = > ver, Map - g(b) foralla € Hy.

Given IOPs for the above problems, we can now get an IOP protocol for R1CS
roughly as before. Rather than sending z, Az, Bz, C'z, the prover sends their encod-
ings f., fa., Bz, fc-. The prover and verifier then engage in rowcheck and lincheck
protocols as before, but with respect to these encodings.

x; < x; - T} is mapped to the quadratic constraint x; = x; - . The resulting system of

equations can be written as A - ((1,z) ® (1, z)) = b for suitable A € F™* (+D? and b € F™.
However, this reduction results in a quadratic blowup in the instance size. There is an alternative
reduction due to [62, 45] that avoids this.

10



For these encoded variants, we achieve IOP protocols with linear proof length
and logarithmic query complexity, as required. We obtain a protocol for rowcheck via
standard techniques from the probabilistic checking literature [27]. As for lincheck, we
do not use any routing and instead use a technique (dating back at least to [9]) to reduce
the given testing problem to a sumcheck instance. However, since we are not working
with multivariate polynomials, we cannot rely on the usual (multivariate) sumcheck
protocol. Instead, we present a novel protocol that realizes a univariate analogue of the
classical sumcheck protocol, and use it as the testing “core” of our IOP protocol for
RI1CS. We discuss univariate sumcheck next.

Remark 1. The verifier receives as input an explicit (non-uniform) description of the set
of constraints, namely, the matrices A, B, C. In particular, the verifier runs in time that
is at least linear in the number of non-zero entries in these matrices (if we consider a
sparse-matrix representation for example).

2.2 A sumcheck protocol for univariate polynomials

A key ingredient in our IOP protocol is a univariate analogue of the classical (mul-
tivariate) sumcheck protocol [61]. Recall that the classical sumcheck protocol is an
IP for claims of the form “) ... f(a) = 07, where f is a given polynomial in
F[Xy,...,Xm] of individual degree d and H is a subset of F. In this protocol, the veri-
fier runs in time poly(m, d, log |F|) and accesses f at a single (random) location. The
sumcheck protocol plays a fundamental role in computational complexity (it underlies
celebrated results such as IP = PSPACE [72] and MIP = NEXP [10]) and in efficient
proof protocols [48, 39, 75, 73, 74, 76, 77, 82, 83, 79].

We work with univariate polynomials instead, and need a univariate analogue of the
sumcheck protocol (see previous subsection): how can a prover convince the verifier
that Y.y f(a) = 07 for a given polynomial f € F[X] of degree d and subset
H C F? Designing a “univariate sumcheck” is not straightforward because univariate
polynomials (the Reed—Solomon code) do not have the tensor structure used by the
sumcheck protocol for multivariate polynomials (the Reed—Muller code). In particular,
the sumcheck protocol has m rounds, each of which reduces a sumcheck problem to a
simpler sumcheck problem with one variable fewer. When there is only one variable,
however, it is not clear to what simpler problems one can reduce.

Using different ideas, we design a natural protocol for univariate sumcheck in the
cases where H is an additive or multiplicative coset in FF (i.e., a coset of an additive or
multiplicative subgroup of I).

Theorem 2 (informal). The univariate sumcheck protocol over additive or multiplica-
tive cosets has a O(log d)-round IOP with proof complexity O(d) over alphabet F and
query complexity O(log d). The IOP prover uses O(dlog |H|) field operations and the
IOP verifier uses O(log d + log® |H|) field operations.

We now provide the main ideas behind the protocol, when H is an additive coset in
F.

Suppose for a moment that the degree d of f is less than |H| (we remove this
restriction later). A theorem of Byott and Chapman [36] states that the sum of f over

11



(an additive coset) H is zero if and only if the coefficient of X H|=1 iy f is zero. In
particular, ) . f(a) is zero if and only if f has degree less than |H| — 1. Thus, the
univariate sumcheck problem over H when d < |H| is equivalent to low-degree testing.

The foregoing suggests a natural approach: test that f has degree less than |H| — 1.
Without any help from the prover, the verifier would need at least | H| queries to f to
conduct such a test, which is as expensive as querying all of H. However, the prover can
help by engaging with the verifier in an IOP of Proximity for the Reed—Solomon code.
For this we rely on the recent construction of Ben-Sasson et al. [14], which has proof
length O(d) and query complexity O(logd).

In our setting, however, we need to also handle the case where the degree d of f is
larger than | H|. For this case, we observe that we can split any polynomial f into two
polynomials g and h such that f(z) = g(x) + [[,c g (z — @) - h(x) with deg(g) < |H]|
and deg(h) < d — |H|; in particular, f and g agree on H, and thus so do their sums on
H. This observation suggests the following extension to the prior approach: the prover
sends ¢ (as an oracle) to the verifier, and then the verifier performs the prior protocol
with g in place of f. Of course, a cheating prover may send a polynomial g that has
nothing to do with f, and so the verifier must also ensure that ¢ is consistent with f.
To facilitate this, we actually have the prover send & rather than g; the verifier can then
“query” g(z) as f(z) — [[oep (7 — ) - h(x); the prover then shows that f, g, h are all
of the correct degrees.

A similar reasoning works when H is a multiplicative coset in F. It remains an
interesting open problem to establish whether the foregoing can be extended to any
subset H in F.

2.3 Efficient zero knowledge from algebraic techniques

The ideas discussed thus far yield an IOP protocol for R1CS with linear proof length
and logarithmic query complexity. However these by themselves do not provide zero
knowledge.

We achieve zero knowledge by leveraging recent algebraic techniques [17]. Infor-
mally, we adapt these techniques to achieve efficient zero knowledge variants of key
sub-protocols, including the univariate sumcheck protocol and low-degree testing, and
combine these to achieve a zero knowledge IOP protocol for R1CS.

We summarize the basic intuition for how we achieve zero knowledge in our proto-
cols.

First, we use bounded independence. Informally, rather than encoding a vector
z € P by the unique polynomial of degree || — 1 that matches z on H, we instead
sample uniformly at random a polynomial of degree, say, |H| 4+ 9 conditioned on
matching z on H. Any set of 10 evaluations of such a polynomial are independently
and uniformly distributed in IF (and thus reveal no information about 2), provided these
evaluations are outside of H. To ensure this latter condition, we choose the evaluation
domain L of Reed—Solomon codewords to be disjoint from H. Thus, for example, if
is a linear space (an additive subgroup of F) then we choose L to be an affine subspace (a
coset of some additive subgroup), since the underlying machinery for low-degree testing
(e.g., [14]) requires codewords to be evaluated over algebraically-structured domains.
All of our protocols are robust to these variations.
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Bounded independence alone does not suffice, though. For example, in the sumcheck
protocol, consider the case where the input vector z € F¥ is all zeroes. The prover
samples a random polynomial f of degree |H| + 9, such that f(a) = 0 forall a € H,
and sends its evaluation f over L disjoint from H to the verifier. As discussed, any ten
queries to f result in ten independent and uniformly random elements in F. Observe,
however, that when we run the sumcheck protocol on f, the polynomial g (the remainder
of f when divided by [ | (z — «)) is the zero polynomial: all randomness is removed
by the division.

To remedy this, we use self-reducibility to reduce a sumcheck claim about the
polynomial f to a sumcheck claim about a random polynomial. The prover first sends a
random Reed-Solomon codeword r, along with the value 3 := > ; r(a). The verifier
sends a random challenge p € F. Then the prover and verifier engage in the univariate
sumcheck protocol with respect to the new claim Y, pf(a) +7(a) = 7. Since r is
uniformly random, p f 4+ is uniformly random for any p, and thus the sumcheck protocol
is performed on a random polynomial, which ensures zero knowledge. Soundness is
ensured by the fact that if f does not sum to 0 on H then the new claim is true with
probability 1/|F| over the choice of p.

acH

2.4 Perspective on our techniques

A linear-length logarithmic-query IOP for a “circuit-like” NP-complete relation like
RICS (Theorem 1) may come as a surprise. We wish to shed some light on our IOP
construction by connecting the ideas behind it to prior ideas in the probabilistic checking
literature, and use these connections to motivate our construction.

A significant cost in all known PCP constructions with good proof length is using
routing networks to reduce combinatorial objects (circuits, machines, and so on) to
structured algebraic ones;® routing also plays a major role in many IOPs [17, 15, 12, 13].
While it is plausible that one could adapt routing techniques to route the constraints of an
RICS instance (similarly to [68]), such an approach would likely incur logarithmic-factor
overheads, precluding linear-size IOPs.

A recent work [16] achieves linear-length constant-query IOPs for boolean circuit
satisfaction without routing the input circuit. Unfortunately, [ 16] relies on other expensive
tools, such as algebraic-geometry (AG) codes and quasilinear-size PCPs of proximity
[27]; moreover, it is not zero knowledge. Informally, [16] tests arbitrary (unstructured)
constraints by invoking a sumcheck protocol [61] on a O(1)-wise tensor product of AG
codes; this latter is then locally tested via tools in [26, 27].

One may conjecture that, to achieve an IOP for R1CS like ours, it would suffice to
merely replace the AG codes in [16] with the Reed—Solomon code, since both codes have
constant rate. But taking a tensor product exponentially deteriorates rate, and testing
proximity to that tensor product would be expensive.

8 Polishchuk and Spielman [68] reduce boolean circuit satisfaction to a trivariate algebraic
coloring problem with “low-degree” neighbor relations, by routing the circuit’s wires over an
arithmetized routing network. Ben-Sasson and Sudan [27] reduce nondeterministic machine
computations to a univariate algebraic satisfaction problem by routing the machine’s memory
accesses over another arithmetized routing network. Routing is again a crucial component in
the linear-size sublinear-query PCPs of [24].
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An alternative approach is to solve a sumcheck problem directly on the Reed—
Solomon code. Existing protocols are not of much use here: the multivariate sumcheck
protocol relies on a tensor structure that is not available in the Reed—Solomon code, and
recent IOP implementations either use routing [12, 13] or achieve only sublinear query
complexity [4].

Instead, we design a completely new IOP for a sumcheck problem on the Reed—
Solomon code. We then combine this solution with ideas from [16] (to avoid routing)
and from [17] (to achieve zero knowledge) to obtain our linear-length logarithmic-
query IOP for R1CS. Along the way, we rely on recent efficient proximity tests for the
Reed-Solomon code [14].

3 Roadmap

In Section 4 we evaluate Aurora, and compare it to other IOP-based SNARGs. In
Section 5 we describe the implementation. In Section 6 we present the underlying IOP
for R1CS. Fig. 3 summarizes the structure of this protocol. For details of this construction,
including proofs of theorems, we refer the reader to the full version.

Throughout, we focus on the case where all relevant domains are additive cosets
(affine subspaces) in . The case where domains are multiplicative cosets is similar, with
only minor modifications. Moreover, while for convenience we limit our discussions to
establishing soundness, all protocols described in this paper are easily seen to satisfy the
stronger notion of proof of knowledge. Informally, this is because we prove soundness
by showing that oracles sent by convincing provers can be decoded to valid witnesses.

TIOP for R1CS (Section 6)

RS-encoded IOP for R1CS

RICS

Rowcheck —
IOP of Proximity for
—_— Reed-Solomon code
—31  Sumcheck (e.g. [14D)

Lincheck |[T—=3]

Fig. 3: Structure of our IOP for R1CS in terms of key sub-protocols.

4 Evaluation
In Section 4.1 we evaluate the performance of Aurora. Then, in Section 4.2 we compare

Aurora with Ligero [4] and Stark [13], two other I[OP-based SNARGSs. Our experiments
not only demonstrate that Aurora’s performance matches the theoretical predictions
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implied by the protocol but also that Aurora achieves the smallest argument size of any
I0P-based SNARG, by more than an order of magnitude.

That said, there is still a sizable gap between the argument sizes of IOP-based
SNARGS and other SNARGs that use public-key cryptographic assumptions vulnerable
to quantum adversaries; see Fig. 2 for how argument sizes vary across these. It remains
an exciting open problem to close this gap.

Experiments ran on a machine with an Intel Xeon W-2155 3.30GHz 10-core proces-
sor and 64GB of RAM.

4.1 Performance of Aurora

We consider Aurora at the standard security level of 128 bits, over the binary field Fo1o2.
We report data on key efficiency measures of a SNARG: the time to generate a proof
(running time of the prover), the length of a proof, and the time to check a proof (running
time of the verifier). We also indicate how much of each cost is due to the IOP protocol,
and how much is due to the BCS transformation [21].

In Aurora, all of these quantities depend on the number of constraints m in an R1CS

instance.” Our experiments report how these quantities change as we vary m over the
range {210 211 . 220}
Prover running time. In Fig. 4 we plot the running time of the prover, as absolute cost
(top graph) and as relative cost when compared to native execution (bottom graph). For
RICS, native execution is the time that it takes to check that an assignment satisfies the
constraint system. The plot confirms the quasilinear complexity of the prover; proving
times range from fractions of a second to several minutes. Proving time is dominated by
the cost of running the underlying IOP prover.

Argument size. In Fig. 5 we plot argument size, as absolute cost (top graph) and as
relative cost when compared to native witness size (bottom graph). For R1CS, native
witness size is the number of bytes required to represent an assignment to the constraint
system. The plot shows that compression (argument size is smaller than native witness
size) occurs for m > 4000. The plot also shows that argument size ranges from 50 kB
to 250 kB, and is dominated by the cryptographic digests to authenticate query answers.
Verifier running time. In Fig. 6 we plot the running time of the verifier, as absolute
cost (top graph) and as relative cost when compared to native execution (bottom graph).
The plot shows that verification times range from milliseconds to seconds, and confirms
that our implementation incurs a constant multiplicative overhead over native execution.

4.2 Comparison of Ligero, Stark, and Aurora

In Figs. 7 to 9 we compare costs (proving time, argument size, and verification time) on
R1CS instances for three IOP-based SNARGs: Ligero [4], Stark [13], and Aurora (this
work). As in Section 4.1, we plot costs as the number of constraints m increases (and

® The number of variables n also affects performance, but it is usually close to m and so we take
n /~ m in our experiments. The number of inputs £ in an R1CS instance is at most n, and in
typical applications it is much smaller than n, so we do not focus on it.
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with n = m variables as explained in Footnote 9); we also set security to the standard
level of 128 bits and use the binary field Fo102.

Comparison of Ligero and Aurora. Ligero natively supports RICS so a comparison
with Aurora is straightforward. Fig. 8 shows that argument size in Aurora is much smaller
than in Ligero, even for a relatively small number of constraints. The gap between the
two grows bigger as the number of constraints increases, as Aurora’s argument size is
polylogarithmic while Ligero’s is only sublinear (an exponential gap).

Comparison of Stark and Aurora. Stark does not natively support the NP-complete
relation R1CS but instead natively supports an NEXP-complete relation known as
Algebraic Placement and Routing (APR). These two relations are quite different,and
so to achieve a meaningful comparison, we consider an APR instance that simulates a
given RICS instance. We thus plot the costs of Stark on a hand-optimized APR instance
that simulates R1CS instances. Relying on the reductions described in [13], we wrote
an APR instance that realizes a simple abstract computer that checks that a variable
assignment satisfies each one of the rank-1 constraints in a given R1CS instance.

Fig. 8 shows that argument size in Aurora is much smaller than in Stark, even if
both share the same asymptotic growth. This is due to the fact that R1CS and APR
target different computation models (explicit circuits vs. uniform computations), so Stark
incurs significant overheads when used for R1CS. Fig. 9 shows that verification time in
Stark grows linearly with the number of constraints (like Ligero and Aurora); indeed,
the verifier must read the description of the statement being proved, which is the entire
constraint system.
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5 1libiop: alibrary for IOP-based non-interactive arguments

We provide 1ibiop, a codebase that enables the design and implementation of IOP-
based non-interactive arguments. The codebase uses the C++ language and has three
main components: (1) a library for writing IOP protocols; (2) a realization of the [21]
transformation, mapping any IOP written with our library to a corresponding non-
interactive argument; (3) a portfolio of IOP protocols, including our new IOP protocol
for R1CS and IOP protocols from [4] and [13]. We discuss each of these components in
turn.

5.1 Library for IOP protocols

We provide a library that enables a programmer to write IOP protocols. Informally, the
programmer provides a blueprint of the IOP by specifying, for each round, the number
and sizes of oracle messages (and non-oracle messages) sent by the prover, as well as the
number of random bytes subsequently sent by the verifier. For the prover, the programmer
specifies how each message is to be computed. For the verifier, the programmer specifies
how oracle queries are generated and, also, how the verifier’s decision is computed based
on its random choices and information received from the prover. Notable features of our
library include:

— Support for writing new IOPs by using other IOPs as sub-protocols. This includes
juxtaposing or interleaving selected rounds of these sub-protocols. This latter feature
not only facilitates reducing round complexity in complex IOP constructions but
also makes it possible to take advantage of optimizations such as column hashing
(discussed in Section 5.2) when constructing a non-interactive argument.

— A realization of the transformation described in the full version, which constructs
an IOP by combining an ‘encoded’ IOP and a low-degree test. This is a powerful
paradigm (it applies to essentially all published IOP protocols) that reduces the task of
writing an IOP to merely providing suitable choices of these two simpler ingredients.

5.2 BCS transformation

We realize the transformation of [21], by providing code that maps any IOP written in
our library into a corresponding non-interactive argument (which consists of a prover
algorithm and a verifier algorithm).

We use BLAKE2b [8] to instantiate the random oracle in the [21] transformation (our
code allows to conveniently specify alternative instantiations). This hash function is an
improvement to BLAKE (a finalist in the SHA-3 competition) [7], and its performance
on all recent x86 platforms is competitive with the most performant (and often hardware-
accelerated) hash functions [42]. Moreover, BLAKE2b can be configured to output
digests of any length between 1 and 64 bytes (between 8 and 512 bits in multiples of
8). When aiming for a security level of X bits, we only need the hash function to output
digests of 2\ bits, and our code automatically sets this length.

Our code incorporates additional optimizations that, while simple, are generic and
effective.
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One is column hashing, which informally works as follows. In many IOP protocols
(essentially all published ones, including Ligero [4] and Stark [13]), the prover sends
multiple oracles over the same domain in the same round, and the verifier accesses all
of them at the same index in the domain. The prover can then build a Merkle tree over
columns consisting of corresponding entries of the oracles, rather than building separate
Merkle trees for each or a single Merkle tree over their concatenation. This reduces a non-
interactive proof’s length, because the proof only has to contain a single authentication
path for the desired column, rather than authentication paths corresponding to the indices
across all the oracles.

Another optimization is path pruning. When providing multiple authentication
paths relative to the same root (in the non-interactive argument), some digests become
redundant and can thus be omitted. For example, if one considers the authentication paths
for all leaves in a particular sub-tree, then one can simple provide the authentication
path for the root of the sub-tree. A simple way to view this optimization is to provide the
smallest number of digests to authenticate a set of leaves.

5.3 Portfolio of IOP protocols and sub-components
We use our library to realize several IOP protocols:

— Aurora: our IOP protocol for R1CS (specifically, the one provided in Fig. 12 in
Section 6).

— Ligero: an adaptation of the IOP protocol in [4] to R1ICS. While the protocol(s)
in [4] are designed for (boolean or arithmetic) circuit satisfiability, the same ideas
can be adapted to support R1CS af no extra cost. This simplifies comparisons with
R1CS-based arguments, and confers additional expressivity.

— Stark: the IOP protocol in [13] for Algebraic Placement and Routing (APR), a
language that is a “succinct” analogue of algebraic satisfaction problems such as
RICS. (See [13] for details.)

Each of the above IOPs is obtained by specifying an encoded IOP and a low-degree test.
As explained in Sections 5.1 and 5.2, our library compiles these into an IOP protocol, and
the latter into a non-interactive argument. This toolchain enables specifying protocols
with few lines of code (see Fig. 10), and also enhances code auditability.

The IOP protocols above benefit from several algebraic components that our library
also provides.

— Finite field arithmetic. We support prime and binary fields. Our prime field arithmetic
uses Montgomery representation [64]. Our binary field arithmetic uses the carryless
multiplication instructions [53]; these are ubiquitous in x86 CPUs and, being used in
AES-GCM computations, are highly optimized.

— FFT algorithms. The choice of FFT algorithm depends on whether the R1CS instance
(and thus the rest of the protocol) is defined over a prime or binary field. In the former
case, we use the radix-2 FFT (whose evaluation domain is a multiplicative coset of
order 2¢ for some a) [38]. In the latter case, we use an additive FFT (whose evaluation
domain is an affine subspace of the binary field) [37, 44, 28, 59, 58]. We also provide
the respective inverse FFTs, and variants for cosets of the base domains.
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Remark 2. Known techniques can be used to reduce given programs or general machine
computations to low-level representations such as R1CS and APR (see, e.g., [23, 78, 13]).
Such techniques have been compared in prior work, and our library does not focus on
these.

encoded IOP |lines of | [low-degree|lines of
protocol code test code
Stark 321 FRI 416
Ligero 1281 direct 212

Aurora 1165

Fig. 10: Lines of code to express various sub-components in our library.

6 Aurora: an IOP for rank-one constraint satisfaction (R1CS)

We describe the IOP for R1CS that comprises the main technical contribution of this
paper, and also underlies the SNARG for R1CS that we have designed and built (more
about this in Section 5).

For the discussions below, we introduce notation about the low-degree test in [14],
known as “Fast Reed—Solomon IOPP” (FRI): given a subspace L of a binary field F
and rate p € (0, 1), we denote by ™ (F, L) and e;*'(L, p, §) the soundness error of
the interactive and query phases in FRI (respectively) when testing proximity of a J-far
function to RS [L, p].

We first provide a “barebones” statement with constant soundness error and no zero
knowledge.

Theorem 3. There is an IOP for the RICS relation over binary fields T that, given an
RICS instance having n variables and m constraints, letting p € (0,1) be a constant
and L be any subspace of F such that 2max(m,n + 1) < p|L|, has the following
parameters:

alphabet X =F

number of rounds k = O(log |L|)

proof length p =(5+3)IL]

query complexity qr = O(log |L|)

randomness (ri,rq) = (O (log |L| log |F|),O0(log|L]))
soundness error  (i,eq) = ( ﬁ e "(F,L),eq " (L, p, 5))

(ILI log(n +m) + [|A|| + |[B|| + [[C]]) + 17 - FFT(F, |L|)
O([All + [IBI + [|C][ + 7 +m +log |L])

prover time tp
verifier time tv

where 0 1= min(%, %, 1—p).

Next, we provide a statement that additionally has parameters for controlling the
soundness error, is zero knowledge, and includes other (whitebox) optimizations; the
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proof is analogous except that we use zero knowledge components. The resulting IOP
protocol, fully specified in Fig. 12, underlies our SNARG for R1CS (see Section 5).

Theorem 4. There is an IOP for the RICS relation over binary fields T that, given an
RICS instance having n variables and m constraints, letting p € (0, 1) be a constant
and L be any subspace of F such that 2 max(m,n + 1) + 2
against b queries and has the following parameters:

alphabet X =F
number of rounds k = O(log |L|)
proof length p = (442X + MATR/3)|L|

O( AFRIAFRIIOg|L|)
)\)\'+)\FRIlog|L| ) log [F|), O(A§™ log |L|))

= (Of
FRI
("fﬁl (N 4 e, LT e (L, p, o)
Ai -
=\

query complexity qr

randomness (i, rq)
)\FRI

soundness error (gi,eq)

(O(L| - (log(n + m) + [[ A + | B + | CI]) + 18 - FFT(F, |L])) + O(NA™|L])
i O(IAN + IBIl + [IC[l +n + m + log |L|) + O(MAT™ Ag ™ log | L])

prover time tp
verifier time ty

12p1

5 L1 — p). Setting b > q, ensures honest-verifier zero knowl-

where § := min(=—=2
edge.

Given an RICS instance (F, k,n,m, A, B,C,v), we fix subspaces Hy,Hy C F
such that |[H;| = m and |H3| = n + 1 (padding to the nearest power of 2 if necessary)
with H; C Hs or Hy, C Hjy, and a sufficiently large affine subspace L C [ such that
LN (H UHy) =@. Welett:=|Hy U Hs| = max(m,n + 1). Fig. 11 below gives
polynomials and codewords used in Fig. 12. We also define £ := ZaEHlqu at=1,

polynomial degree values that define the polynomial
~ '@ forac H,
Pa t—1 Pala) =
0 fOI'aG(HlLJHz)\H1
Pt b1 [pon () = § Zeem Map 7@ forb e Hy
0 fOI’bE(Hl UHQ)\HQ
codeword code polynomial that defines the codeword

fw RS [L C ‘ frrb] random polynomial f,, of degree less than n — k -+ b such that,
wWy)—k = fa,0)(0)
0]

forall b € Ha with k < v(b) < n, fu(b) =

farz RS [L, m—*b} random polynomial fa of degree less than m + b such that,
foralla € Hl,fAz( ZbeHz ab * Zy(b) = (Mz)a

Fig. 11: Polynomials and codewords used in the IOP protocol given in Fig. 12.
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reduction from R1CS to sumcheck
Sample (as in Fig. 11):

- waRS |:.L7 ’"—li"'rb:| f’lU?fAZ’fBZ7fCZ
I T w
= fasi o for €RS[L. 57 o7 e B o,
repeat for i = 1, ..., \i in parallel:
Sample r; < RS [L 2”[’*1] lincheck
v > L]
for univariate sumcheck below, Ty Hi
and compute F -
i = ZaeHluH2 ri(a) i, 8i Qi < I, 8 <
: qi,1 ‘= fAz 'pai - fz 'pa,i :
| |
| . |
i virtual oracles = ) o (B)
I for lincheck @iz 1= Bz Py = Ja-pas !
| |
| qi,3 :fcz'pai—fz'Pt(xci) |
| |
L e e e e e e e e e e e e e e e e e — = 1
Compute: amortized zero knowledge univariate sumcheck
t—1 t+b
gi € RS {L, —} ,hi € RS {L, —}
|L| IL|
3
SUA(X) + Y sidis(X) hi
j=1
:§¢(X)+§7lpi-Xt71 Foralla € L, g;(a) :=
+ Ziyomy (X) - hi(X) 3
T ri(a) + Y si50(a)
j=1
T
— Zm,uH,(a) - hi(a)
0 low-degree test
r. 77{13'% «~ RS [L, 2t‘z‘2b] "
r f T TE;:]LD)T’ MR | TI(_JDIT
fAz .
fB- Y1, YN YUYy — FHN
sz
II:= |(faz - fBz — fcz)/Zm, —
1Ty RS proximity test: 1 Y
yrrea DA i i=1, S A
has...:ho = FRI(y! 1T + r{3y) !
gi;---59N
b)—(t— Aj
i (X(2t+2 )— (¢t 1)92')2':1 |

Fig. 12: Diagram of the zero knowledge IOP for R1CS that proves Theorem 4.
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