Tightly Secure CCA-Secure Encryption
without Pairings

Romain Gay'*, Dennis Hofheinz?**, Eike Kiltz3* **, and Hoeteck Wee®:

! ENS, Paris, France
rgay,wee@di.ens.fr

2 Ruhr-Universitit Bochum, Bochum, Germany
eike.kiltz@rub.de

3 Karlsruhe Institute of Technology, Karlsruhe, Germany
Dennis.Hofheinz@kit.edu

Abstract. We present the first CCA-secure public-key encryption scheme
based on DDH where the security loss is independent of the number of
challenge ciphertexts and the number of decryption queries. Our con-
struction extends also to the standard k-Lin assumption in pairing-free
groups, whereas all prior constructions starting with Hofheinz and Jager
(Crypto '12) rely on the use of pairings. Moreover, our construction im-
proves upon the concrete efficiency of existing schemes, reducing the ci-
phertext overhead by about half (to only 3 group elements under DDH),
in addition to eliminating the use of pairings.

We also show how to use our techniques in the NIZK setting. Specifically,
we construct the first tightly simulation-sound designated-verifier NIZK
for linear languages without pairings. Using pairings, we can turn our
construction into a highly optimized publicly verifiable NIZK with tight
simulation-soundness.

1 Introduction

The most basic security guarantee we require of a public key encryption scheme
is that of semantic security against chosen-plaintext attacks (CPA) [15]: it is
infeasible to learn anything about the plaintext from the ciphertext. On the other
hand, there is a general consensus within the cryptographic research community
that in virtually every practical application, we require semantic security against
adaptive chosen-ciphertext attacks (CCA) [32, 13], wherein an adversary is given
access to decryptions of ciphertexts of her choice.
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In this work, we focus on the issue of security reduction and security loss in
the construction of CPA and CCA-secure public-key encryption from the DDH
assumption. Suppose we have such a scheme along with a security reduction
showing that attacking the scheme in time ¢ with success probability € implies
breaking the DDH assumption in time roughly ¢ with success probability €/L;
we refer to L as the security loss. In general, L would depend on the security
parameter A\ as well as the number of challenge ciphertexts Qenc and the number
decryption queries Qgec, and we say that we have a tight security reduction if L
depends only on the security parameter and is independent of both Qenc and Qgec.
Note that for typical settings of parameters (e.g., A = 80 and Qenc, Qdec ~ 2%°,
or even Qenc, Qgec ~ 230 in truly large settings), A is much smaller than Qene and
Qdec~

In the simpler setting of CPA-secure encryption, the ElGamal encryption
scheme already has a tight security reduction to the DDH assumption [29, 6],
thanks to random self-reducibility of DDH with a tight security reduction. In
the case of CCA-secure encryption, the best result is still the seminal Cramer-
Shoup encryption scheme [11], which achieves security loss Qenc.* This raises the
following open problem:

Does there exist a CCA-secure encryption scheme with a tight security
reduction to the DDH assumption?

Hotheinz and Jager [17] gave an affirmative answer to this problem under stronger
(and pairing-related) assumptions, notably the 2-Lin assumptions in bilinear
groups, albeit with large ciphertexts and secret keys; a series of follow-up works
[24, 26, 5, 16] leveraged techniques introduced in the context of tightly-secure IBE
[10,7,19] to reduce the size of ciphertext and secret keys to a relatively small
constant. However, all of these works rely crucially on the use of pairings, and
seem to shed little insight on constructions under the standard DDH assump-
tion; in fact, a pessimist may interpret the recent works as strong indication that
the use of pairings is likely to be necessary for tightly CCA-secure encryption.
We may then restate the open problem as eliminating the use of pairings in
these prior CCA-secure encryption schemes while still preserving a tight secu-
rity reduction. From a theoretical stand-point, this is important because an af-
firmative answer would yield tightly CCA-secure encryption under qualitatively
weaker assumptions, and in addition, shed insight into the broader question of
whether tight security comes at the cost of qualitative stronger assumptions.
Eliminating the use of pairings is also important in practice as it allows us
to instantiate the underlying assumption over a much larger class of groups that
admit more efficient group operations and more compact representations, and
also avoid the use of expensive pairing operations. Similarly, tight reductions
matter in practice because as L increases, we should increase the size of the
underlying groups in order to compensate for the security loss, which in turn
increases the running time of the implementation. Note that the impact on

4 We ignore contributions to the security loss that depend only on a statistical security
parameter.



performance is quite substantial, as exponentiation in a r-bit group takes time
roughly O(r?).

1.1 Owur Results

We settle the main open problem affirmatively: we construct a tightly CCA-
secure encryption scheme from the DDH assumption without pairings. Moreover,
our construction improves upon the concrete efficiency of existing schemes, re-
ducing the ciphertext overhead by about half, in addition to eliminating the use
of pairings. We refer to Figure 2 for a comparison with prior works.

Overview of our construction. Fix an additively written group G of order q. We
rely on implicit representation notation [14] for group elements: for a fixed gen-
erator P of G and for a matrix M € Z7**, we define [M] := MP € G"** where
multiplication is done component-wise. We rely on the Dp-MDDH Assumption
[14], which stipulates that given [M] drawn from a matrix distribution Dy over
ngH)Xk, [Mx] is computationally indistinguishable from a uniform vector in
G*; this is a generalization of the k-Lin Assumption.

We outline the construction under the k-Lin assumption over G, of which the
DDH assumption is a special case corresponding to k = 1.

In this overview, we will consider a weaker notion of security, namely tag-
based KEM security against plaintext check attacks (PCA) [31]. In the PCA
security experiment, the adversary gets no decryption oracle (as with CCA se-
curity), but a PCA oracle that takes as input a tag and a ciphertext/plaintext
pair and checks whether the ciphertext decrypts to the plaintext. Furthermore,
we restrict the adversary to only query the PCA oracle on tags different from
those used in the challenge ciphertexts. PCA security is strictly weaker than the
CCA security we actually strive for, but allows us to present our solution in a
clean and simple way. (We show how to obtain full CCA security separately.)

The starting point of our construction is the Cramer-Shoup KEM, in which
Enckem(pk, 7) outputs the ciphertext/plaintext pair

(v [2]) = (" M, [x" Mk, ), (1)

where k; = ko + 7k; and pk := ([M], [M"ko], [Mk;]) for M+ Z{F*F The
KEM is PCA-secure under k-Lin, with a security loss that depends on the number
of ciphertexts @ (via a hybrid argument) but independently of the number of
PCA queries [11, 1].

Following the “randomized Naor-Reingold” paradigm introduced by Chen
and Wee on tightly secure IBE [10], our starting point is (1), where we replace

k-,- = k() + Tk1 with
A
kT = ijvTj

1

j=
and pk := ([M],[M"k;3]j=1,....rp=0,1), where (71,...,7\) denotes the binary
representation of the tag 7 € {0,1}*.



Following [10], we want to analyze this construction by a sequence of games in
which we first replace [y] in the challenge ciphertexts by uniformly random group
elements via random self-reducibility of MDDH (k-Lin), and then incrementally
replace k; in both the challenge ciphertexts and in the PCA oracle by k, +
m*1RF(7), where RF is a truly random function and m* is a random element
from the kernel of M, i.e., M"m* = 0. Concretely, in Game 4, we will replace
k, with k, + m1RF;(7) where RF; is a random function on {0,1}% applied
to the i-bit prefix of 7. We proceed to outline the two main ideas needed to
carry out this transition. Looking ahead, note that once we reach Game A\, we
would have replaced k, with k, +m*RF(7), upon which security follows from a
straight-forward information-theoretic argument (and the fact that ciphertexts
and decryption queries carry pairwise different 7).

First idea. First, we show how to transition from Game i to Game i+1, under the
restriction that the adversary is only allowed to query the encryption oracle on
tags whose i + 1-st bit is 0; we show how to remove this unreasonable restriction
later. Here, we rely on an information-theoretic argument similar to that of
Cramer and Shoup to increase the entropy from RF; to RF;; ;. This is in contrast
to prior works which rely on a computational argument; note that the latter
requires encoding secret keys as group elements and thus a pairing to carry out
decryption.

More precisely, we pick a random function RF, on {0,1}, and implicitly
define RF; 1, as follows:

RFZ'(T) if Ti+1 = 0

RF;1 (1) =
+1(7) {RF;(T) if 70y = 1

Observe all of the challenge ciphertexts leak no information about RF; or kiti1
since they all correspond to tags whose i + 1-st bit is 0. To handle a PCA query
(7, y], [#]), we proceed via a case analysis:

— if 7341 = 0, then k; + RF;;1(7) = k; + RF;(7) and the PCA oracle returns
the same value in both Games 7 and 7 + 1.
— if 7,41 = 1 and y lies in the span of M, we have

ym*t =0=y (k;, + m"RF;(7)) = y" (k, + m"RF;;;(7)),

and again the PCA oracle returns the same value in both Games ¢ and i+ 1.

— if 7341 = 1 and y lies outside the span of M, then y'k;;1,; is uniformly
random given M, M'k;1,1. (Here, we crucially use that the adversary does
not query encryptions with 7,47 = 1, which ensures that the challenge ci-
phertexts do not leak additional information about k; 1 1.) This means that
y' k, is uniformly random from the adversary’s view-point, and therefore the
PCA oracle will reject with high probability in both Games ¢ and i + 1. (At
this point, we crucially rely on the fact that the PCA oracle only outputs a
single check bit and not all of k. + RF(7).)

Via a hybrid argument, we may deduce that the distinguishing advantage be-
tween Games ¢ and ¢+ 1 is at most @Q/q where @ is the number of PCA queries.



Second idea. Next, we remove the restriction on the encryption queries using
an idea of Hotheinz, Koch and Striecks [19] for tightly-secure IBE in the multi-
ciphertext setting, and its instantiation in prime-order groups [16]. The idea is to
create two “independent copies” of (m™, RF;); we use one to handle encryption
queries on tags whose ¢ + 1-st bit is 0, and the other to handle those whose

i + 1-st bit is 1. We call these two copies (Mg, RFEO)) and (M7, RFEU), where
MM =M"Mj =0.

Concretely, we replace M < ZékH)Xk with M Zg’”k. We decompose
ng into the span of the respective matrices M, Mg, M, and we will also decom-
pose the span of M+ € ng“k into that of M, M7. Similarly, we decompose

M-RF;(7) into MERFEO)(T) + MTRFE”(T). We then refine the prior transition

basis for span(MJ‘) M; M7

-

basis for ng M Mo M,

Fig. 1. Solid lines mean orthogonal, that is: M'M{ = MIM§ = 0 = M'M; =
M, M.

from Games 7 to 7 + 1 as follows:

— Game 7.0 (= Game i): pick y + Zg’k for ciphertexts, and replace k, with
k, + M;RF” (1) + M;RF" (7);

Game i.1: replace y < ng with y < span(M, M., );

— Game i.2: replace RFEO)(T) with RFl(-S_)1 (1);

Game 1.3: replace RFEl)(T) with RF§21(T);

Game i.4 (= Game i + 1): replace y <— span(M, M, ) with y < Z3*.

For the transition from Game i.0 to Game 4.1, we rely on the fact that the
uniform distributions over ng and span(M, M., ) encoded in the group are
computationally indistinguishable, even given a random basis for span(M*) (in
the clear). This extends to the setting with multiple samples, with a tight re-
duction to the Dp-MDDH Assumption independent of the number of samples.

For the transition from Game i.1 to .2, we rely on an information-theoretic
argument like the one we just outlined, replacing span(M) with span(M, M) and
M-+ with M} in the case analysis. In particular, we will exploit the fact that
if y lies outside span(M, M), then y'k;;; 1 is uniformly random even given
M, MK; 11,1, M;,Mik; ;1. The transition from Game .2 to .3 is completely
analogous.

From PCA to CCA. Using standard techniques from [11,23,21, 8, 4], we could
transform our basic tag-based PCA-secure scheme into a “full-fledged” CCA-



secure encryption scheme by adding another hash proof system (or an authenti-
cated symmetric encryption scheme) and a one-time signature scheme. However,
this would incur an additional overhead of several group elements in the cipher-
text. Instead, we show how to directly modify our tag-based PCA-secure scheme
to obtain a more efficient CCA-secure scheme with the minimal additional over-
head of a single symmetric-key authenticated encryption. In particular, the over-
all ciphertext overhead in our tightly CCA-secure encryption scheme is merely
one group element more than that for the best known non-tight schemes [23,
18].

To encrypt a message M in the CCA-secure encryption scheme, we will (i)
pick a random y as in the tag-based PCA scheme, (ii) derive a tag 7 from Yy,
(iii) encrypt M using a one-time authenticated encryption under the KEM key
[y"k;]. The naive approach is to derive the tag 7 by hashing [y] € G3*, as in
[23]. However, this creates a circularity in Game ¢.1 where the distribution of
[y] depends on the tag. Instead, we will derive the tag 7 by hashing [y] € G*,
where y € Z’; are the top k entries of y € ng. We then modify Mg, M; so that
the top k rows of both matrices are zero, which avoids the circularity issue. In
the proof of security, we will also rely on the fact that for any yg,y; € ng, if
Yo = ¥; and yo € span(M), then either yo = y; or y; ¢ span(M). This allows
us to deduce that if the adversary queries the CCA oracle on a ciphertext which
shares the same tag as some challenge ciphertext, then the CCA oracle will reject
with overwhelming probability.

Alternative view-point. Our construction can also be viewed as applying the
BCHK IBE—PKE transform [8] to the scheme from [19], and then writing the
exponents of the secret keys in the clear, thereby avoiding the pairing. This means
that we can no longer apply a computational assumption and the randomized
Naor-Reingold argument to the secret key space. Indeed, we replace this with
an information-theoretic Cramer-Shoup-like argument as outlined above.

Prior approaches. Several approaches to construct tightly CCA-secure PKE
schemes exist: first, the schemes of [17,2, 3,25, 24, 26] construct a tightly secure
NIZK scheme from a tightly secure signature scheme, and then use the tightly
secure NIZK in a CCA-secure PKE scheme following the Naor-Yung double
encryption paradigm [30, 13]. Since these approaches build on the public veri-
fiability of the used NIZK scheme (in order to faithfully simulate a decryption
oracle), their reliance on a pairing seems inherent.

Next, the works of [10,7,19,5,16] used a (Naor-Reingold-based) MAC in-
stead of a signature scheme to design tightly secure IBE schemes. Those IBE
schemes can then be converted (using the BCHK transformation [8]) into tightly
CCA-secure PKE schemes. However, the derived PKE schemes still rely on pair-
ings, since the original IBE schemes do (and the BCHK does not remove the
reliance on pairings).

In contrast, our approach directly fuses a Naor-Reingold-like randomization
argument with the encryption process. We are able to do so since we substitute
a computational randomization argument (as used in the latter line of works)



with an information-theoretic one, as described above. Hence, we can apply that
argument to erponents rather than group elements. This enables us to trade
pairing operations for exponentiations in our scheme.

Efficiency comparison with non-tightly secure schemes. We finally mention that
our DDH-based scheme compares favorably even with the most efficient (non-
tightly) CCA-secure DDH-based encryption schemes [23,18]. To make things
concrete, assume A = 80 and a setting with Qenc = Qgec = 23°. The best known
reductions for the schemes of [23,18] lose a factor of Qene = 230, whereas our
scheme loses a factor of about 4\ < 2. Hence, the group size for [23, 18] should
be at least 22(80+30) — 9220 compared to 22/ (80+9) = 2178 i our case. Thus, the
ciphertext overhead (ignoring the symmetric encryption part) in our scheme is
3 - 178 = 534 bits, which is close to 2 - 220 = 440 bits with [23, 18].°

Perhaps even more interestingly, we can compare computational efficiency
of encryption in this scenario. For simplicitly, we only count exponentiations
and assume a naive square-and-multiply-based exponentiation with no further
multi-exponentiation optimizations.® Encryption in [23, 18] takes about 3.5 expo-
nentiations (where we count an exponentiation with a (A+1logy(Qenc + Qdec))-bit
hash value” as 0.5 exponentiations). In our scheme, we have about 4.67 expo-
nentiations, where we count the computation of [M"k,] — which consists of 2A
multiplications — as 0.67 exponentiations.) Since exponentiation (under our as-
sumptions) takes time cubic in the bitlength, we get that encryption with our
scheme is actually about 29% less expensive than with [23, 18].

However, of course we should also note that public and secret key in our
scheme are significantly larger (e.g., 4A + 3 = 323 group elements in pk) than
with [23,18] (4 group elements in pk).

Eaxtension: NIZK arguments. We also obtain tightly simulation-sound non-inter-
active zero-knowledge (NIZK) arguments from our encryption scheme in a semi-
generic way.

Let wus start with any designated-verifier quasi-adaptive NIZK
(short: DVQANIZK) argument system II for a given language. Recall that in
a designated-verifier NIZK, proofs can only be verified with a secret verifica-
tion key, and soundness only holds against adversaries who do not know that
key. Furthermore, quasi-adaptivity means that the language has to be fixed at
setup time of the scheme. Let IIpkg be the variant of IT in which proofs are
encrypted using a CCA-secure PKE scheme PKE. Public and secret key of PKE

® In this calculation, we do not consider the symmetric authenticated encryption of
the actual plaintext (and a corresponding MAC value), which is the same with [23,
18] and our scheme.

5 Here, optimizations would improve the schemes of [23,18] and ours similarly, since
the schemes are very similar.

" It is possible to prove the security of [23, 18] using a target-collision-resistant hash
function, such that || = A. However, in the multi-user setting, a hybrid argument
is required, such that the output size of the hash function will have to be increased
to at least |7] = A + 1ogy(Qenc + Qdec)-



Reference |pk| |ct| — |m| security loss assumption pairing

CS98 [11] o) 3 0Q) DDH 1o
KD04, HKO7 [23,18] O(1) 2 0(Q) DDH no
HJ12 [17] o(1) o) o) 2-Lin yes
LPJY15 [24,26)  O(N) A7 O\ 2-Lin ves
AHY15 [5] O\ 12 o) 2 Lin yes
GCDCT15 [16] O(X) 10 (resp. 6k + 4) o) SXDH (resp. k-Lin)  yes
Ours §4 O(\) 3 (resp. 3k) O(\) DDH (resp. k-Lin) no

Fig. 2. Comparison amongst CCA-secure encryption schemes, where Q is the number of ciphertexts,
|pk| denotes the size (i.e the number of groups elements, or exponent of group elements) of the public
key, and |ct| — |m| denotes the ciphertext overhead, ignoring smaller contributions from symmetric-
key encryption. We omit [19] from this table since we only focus on prime-order groups here.

are of course made part of CRS and verification key, respectively. Observe that
IIpke enjoys simulation-soundness, assuming that simulated proofs are simply
encryptions of random plaintexts. Indeed, the CCA security of PKE guarantees
that authentic IIpkg-proofs can be substituted with simulated ones, while being
able to verify (using a decryption oracle) a purported ITpke-proof generated by
an adversary. Furthermore, if PKE is tightly secure, then so is Ilpke.

When using a hash proof system for IT and our encryption scheme for PKE,
this immediately yields a tightly simulation-sound DVQANIZK for linear lan-
guages (i.e., languages of the form {[Mx] | x € Z} for some matrix M € Zj**
with ¢ < n) that does not require pairings. We stress that our DVQANIZK is
tightly secure in a setting with many simulated proofs and many adversarial
verification queries.

Using the semi-generic transformation of [22], we can then derive a tightly
simulation-sound QANIZK proof system (with public verification), that how-
ever relies on pairings. We note that the transformation of [22] only requires a
DVQANIZK that is secure against a single adversarial verification query, since
the pairing enables the public verifiability of proofs. Hence, we can first optimize
and trim down our DVQANIZK (such that only a single adversarial verification
query is supported), and then apply the transformation. This yields a QANIZK
with particularly compact proofs. See Figure 3 for a comparison with relevant
existing proof systems.

Roadmap. We recall some notation and basic definitions (including those con-
cerning our algebraic setting and for tightly secure encryption) in Section 2.
Section 3 presents our basic PCA-secure encryption scheme and represents the
core of our results. In Section 4, we present our optimized CCA-secure PKE
scheme. Our NIZK-related applications are presented in the full version of this

paper.



Reference type |crs| |7 sec. loss assumption pairing

CCS09 [9] NIZK o) 2n 4 6t + 52 O(Qsim)  2-Lin yes
HI12 [17] NIZK o(1) =500  O(1)  2-Lin yes
LPJY14 [25] QANIZK  O(n+\) 20 O(Qsm) 2-Lin ves
KW15 [22] QANIZK O(kn) 2k+2  O(Qsim)  k-Lin yes
LPJY15 [27] QANIZK  O(n+ ) 42 O(\)  2Lin yes
Ours (full version) DVQANIZK  O(t + k) 3k+1 o) k-Lin no

Ours (full version) QANIZK O(k*X\+kn) 2k+1 o) E-Lin yes

Fig. 3. (DV)QANIZK schemes for subspaces of G™ of dimension ¢ < n. |crs| and |7| denote the
size (in group elements) of the CRS and of proofs. Qsm is the number of simulated proofs in the
simulation-soundness experiment. The scheme from [22] (as well as our own schemes) can also be
generalized to matrix assumptions [14], at the cost of a larger CRS.

2 Preliminaries

2.1 Notations

If x € B", then |x| denotes the length n of the vector. Further, = <— B denotes
the process of sampling an element z from set B uniformly at random. For any bit
string 7 € {0,1}*, we denote by 7; the i’th bit of 7. We denote by A the security
parameter, and by negl(-) any negligible function of A. For all matrix A € ngk
with £ > k, A € Z];Xk denotes the upper square matrix of A and A € Zf;_’“k
denotes the lower £ — k rows of A. With span(A) := {Ar | r € ZF} C Z{, we
denote the span of A.

2.2 Collision resistant hashing

A hash function generator is a PPT algorithm H that, on input 1* , outputs an
efficiently computable function H : {0,1}* — {0,1}*.

Definition 1 (Collision Resistance). We say that a hash function generator
H outputs collision-resistant functions H if for all PPT adversaries A,

H < 7—[(1)‘),

Adv5(A) :=Pr |z # 2’ AH(z) = H(z') (z,2')  A(*,H)

= negl(\).

2.3 Prime-order groups

Let GGen be a probabilistic polynomial time (PPT) algorithm that on input 1*
returns a description G = (G, ¢, P) of an additive cyclic group G of order ¢ for
a A\-bit prime g, whose generator is P.

We use implicit representation of group elements as introduced in [14]. For
a € Zg, define [a] = aP € G as the implicit representation of a in G. More gener-
ally, for a matrix A = (a;;) € Z7*™ we define [A] as the implicit representation

of A in G:
a]_lP almP

A] = e G
ap1 P ... apm P



We will always use this implicit notation of elements in G, i.e., we let [a] € G
be an element in G. Note that from [a] € G it is generally hard to compute the
value a (discrete logarithm problem in G). Obviously, given [a],[b] € G and a
scalar x € Z,, one can efficiently compute [az| € G and [a + b] € G.

2.4 Matrix Diffie-Hellman Assumption

We recall the definitions of the Matrix Decision Diffie-Hellman (MDDH) As-
sumption [14].
Definition 2 (Matrix Distribution). Let k,¢ € N, with £ > k. We call Dy,

a matriz distribution if it outputs matrices in Zng of full rank k in polynomial
time. We write Dy, := D41k

Without loss of generality, we assume the first k rows of A <5 Dy form an
invertible matrix. The D, ;-Matrix Diffie-Hellman problem is to distinguish the
two distributions ([A],[Aw]) and ([A],[u]) where A < Dy, W < Zi and
u g Zg.

Definition 3 (D, i-Matrix Diffie-Hellman Assumption D, ;-MDDH). Let
Dy be a matriz distribution. We say that the Dy -Matriz Diffie-Hellman (Dg -
MDDH ) Assumption holds relative to GGen if for all PPT adversaries A,

Adv%li(:},IGGen (A) =
| Pr[A(G, [A], [Aw]) = 1] — Pr[A(G, [A], [u]) = 1] = negl()),
where the probability is over G <y GGen(1?), A < Dy i, W ¢ Z’;,u x Zg.

For each k > 1, [14] specifies distributions Ly, SCk, Cr (and others) over
Z,(JkH)Xk such that the corresponding Dy-MDDH assumptions are generically
secure in bilinear groups and form a hierarchy of increasingly weaker assump-
tions. L-MDDH is the well known k-Linear Assumption k-Lin with 1-Lin = DDH.

In this work we are mostly interested in the uniform matrix distribution Uy j.

Definition 4 (Uniform distribution). Let ¢,k € N, with £ > k. We denote
by Up i, the uniform distribution over all full-rank ¢ x k matrices over Zq. Let
Uy = U411 k-

Lemma 1 (U,-MDDH < U, ,-MDDH). Let ¢,k € N, with £ > k. For any PPT
adversary A, there exists an adversary B (and vice versa) such that T(B) ~ T(A)
and Advggd,s,%Gen (A) = Advﬁg%}éen (B) .

)

Proof. This follows from the simple fact that a U, ,-MDDH instance ([A], [z])
can be transformed into an U-MDDH instance ([A’] = [TA],[2'] = [Tz]) for a
random (k+1) x £ matrix T. If z = Aw, then 2 = TAw = A’w; if z is uniform,
so is z'. Similarly, a U,-MDDH instance ([A’], [2z']) can be transformed into an
Uy ,-MDDH instance ([A] = [T'A], [z] = [T'2']) for a random ¢ x (k+ 1) matrix
T. g

Among all possible matrix distributions Dy j, the uniform matrix distribution
U}, is the hardest possible instance, so in particular k-Lin = U-MDDH.

10



Lemma 2 (D ;-MDDH = U;~-MDDH, [14]). Let D, j, be a matriz distribution.
For any PPT adversary A, there exists an adversary B such that T(B) ~ T(A)
and Adv%ii%}GGen (A) = Advgﬁ,{é}(l}en (B)

Let Q@ > 1. For W < ZF¥Q U « Z.*?, we consider the Q-fold Dy -
MDDH Assumption which consists in distinguishing the distributions ([A], [AW])
from ([A], [U]). That is, a challenge for the Q-fold D, ,-MDDH Assumption con-
sists of ) independent challenges of the Dy ,-MDDH Assumption (with the same
A but different randomness w). In [14] it is shown that the two problems are
equivalent, where (for @ > ¢ — k) the reduction loses a factor ¢ — k. In combina-

tion with Lemma 1 we obtain the following tighter version for the special case
of 'Dg_’k = Z/[z’k.

Lemma 3 (Random self-reducibility of U/, ,-MDDH, [14]). Let £, k,Q € N
with £ > k. For any PPT adversary A, there exists an adversary B such that
T(B) ~ T(A) + Q - poly(\) with poly()) independent of T(A), and

1

-mddh m
Advl(?le,k,GGen (A) S Advuzc,llil,hGGen (B) + (]*71

where Advyy "6 (B) = | Pr[B(G, [A], [AW]) = 1]—Pr[B(G, [A],[U]) = 1]| and
the probability is over G <y GGen(1*), A <y Up 1, W < Z];XQ, U <+ ZgXQ.

2.5 Public-Key Encryption

Definition 5 (PKE). A Public-Key Encryption (PKE) consists of three PPT
algorithms PKE = (Parampgg, Genpkg, Encpke, Decpke) -

— The probabilistic key generation algorithm Genpke(1)) generates a pair of
public and secret keys (pk,sk).

— The probabilistic encryption algorithm Encpke(pk, M) returns a ciphertext
ct.

— The deterministic decryption algorithm Decpke(pk, sk, ct) returns a message
M or L, where L is a special rejection symbol.

We define the following properties:

Perfect correctness. For all A, we have

Pr [DecPKE(pk,sk, ct) =M ¢t <y Encere(pk, M)

(pk7sk) r GenpKE(l’\);} 1

Multi-ciphertext CCA security [6]. For any adversary A, we define

AdvpE (A) =

Pr[b:b'

Y e ATRDEO0 B0 (1] 179

where:

11



— Setup sets Cenc := 0, samples (pk,sk) < Genkem (1) and b < {0,1},
and returns pk. Setup must be called once at the beginning of the game.
— DecO(ct) returns Decpke(pk, sk, ct) if ct & Cenc, L otherwise.
— If My and M, are two messages of equal length, EncO(My, M;) returns
Encpke(pk, My) and sets Cenc := Cenc U {ct}.
We say PKE is IND-CCA secure if for all PPT adversaries A, the advantage
Advind=@(A) is a negligible function of .

2.6 Key-Encapsulation Mechanism

Definition 6 (Tag-based KEM). A tag-based Key-Encapsulation Mechanism
(KEM) consists of three PPT algorithms KEM = (Genkgm, Enckem, Deckem) -

— The probabilistic key generation algorithm Genkem(1)) generates a pair of
public and secret keys (pk,sk).

— The probabilistic encryption algorithm Enckem(pk,T) returns a pair (K, C)
where K is a uniformly distributed symmetric key in IC and C' is a ciphertext,
with respect to the tag T € T.

— The deterministic decryption algorithm Deckem(pk, sk, T, C) returns a key
Kek.

We define the following properties:

Perfect correctness. For all A\, for all tags 7 € T, we have

o (pk, Sk) R GenKEM(l)‘);
Pr {D“KEM(F’“ ko7, 0) = K ‘ (K. C) ¢ Enckem(pk, 7)
Multi-ciphertext PCA security [31]. For any adversary A, we define

Advi}f(\CEiI;/rl)ca(A) — Y ASetup,DecO(~,-,-),Enc0(~)(1)\):| _ 1/2‘

Pr[b:b'

where:

— Setup sets Tone = Tdec := 0, samples (pk,sk) < Genkem(1*), picks b <
{0,1}, and returns pk. Setup is called once at the beginning of the game.

— The decryption oracle DecO(T, C, I?) computes K := Deckem(pk, sk, 7, C').
It returns 1 if K=KArT & Tenc, 0 otherwise. Then it sets Tgec :=
Tdec U {T}.

— EncO(7) computes (K,C) <y Enckem(pk, 7), sets Ko := K and K; <
K. If 7 & Tdgec U Tenc, it returns (C, Kyp), and sets Tenc := Tenc U {7};
otherwise it returns L.

We say KEM is IND-PCA secure if for all PPT adversaries A, the advantage

Adv:QCEi,:,’fca(A) is a negligible function of \.

12



2.7 Authenticated Encryption

Definition 7 (AE [18]). An authenticated symmetric encryption (AE) with
message-space M and key-space K consists of two polynomial-time deterministic
algorithms (Encag, Decag):

— The encryption algorithm Encag(K, M) generates C, encryption of the mes-
sage M with the secret key K.
— The decryption algorithm Decag (K, C), returns a message M or L.

We require that the algorithms satisfy the following properties:
Perfect correctness. For all A\, for all K € K and M € M, we have
Decae (K, Encae (K, M)) = M.
One-time Privacy and Authenticity. For any PPT adversary A,
AdviE" (A)

K 5 K;b <+ {0,1}
I . Aot—EncO(-,~),ot—DecO(-)(1)\,,C) - 1/2

Pr [b’ =b

is negligible, where ot-EncO(My, My), on input two messages My and M,
of the same length, Encag(K, My), and ot-DecO(¢) returns Decag(K, ¢) if
b =0, L otherwise. A is allowed at most one call to each oracle ot-EncO
and ot-DecQO, and the query to ot-DecO must be different from the output of
ot-EncO. A is also given the description of the key-space KC as input.

3 Multi-ciphertext PCA-secure KEM

In this section we describe a tag-based Key Encapsulation Mechanism KEMpca
that is IND-PCA-secure (see Definition 6).

For simplicity, we use the matrix distribution U3y, in our scheme in Fig-
ure 4, and prove it secure under the Ui-MDDH Assumption (< Usy ,-MDDH
Assumption, by Lemma 1), which in turn admits a tight reduction to the stan-
dard k-Lin Assumption. However, using a matrix distribution Dsy , with more
compact representation yields a more efficient scheme, secure under the Dsy, 5-
MDDH Assumption (see Remark 1).

3.1 Our construction

Remark 1 (On the use of the Up-MDDH Assumption). In our scheme, we use
a matrix distribution Usy j for the matrix M, therefore proving security under
the Usp ,~-MDDH Assumption < U-MDDH Assumption (see Lemma 2). This
is for simplicity of presentation. However, for efficiency, one may want to use
an assumption with a more compact representation, such as the CZs; ,-MDDH
Assumption [28] with representation size 2k instead of 3k? for Usy k.

13



Geanm(l)‘): EnCKgm(pk, T):
G < GGen(17); M <y Usk r < Zy; C:=[r'M']
k1,07 e ,k)\11 <R ng k-r = ZX kj,Tj

i=1
ok = (. M, (M'k 4]}, K= [ M k]
( IS]S)"OSESI) Return (C, K) € G x G

SISAVSPS

Return (pk, sk
(b ) Deckem (pk, sk, 7, C):

k= Z;\:l kjﬂ'j
Return K :=C - k.

Fig. 4. KEMpca, an IND-PCA-secure KEM under the Ux-MDDH Assumption, with
tag-space T = {0, 1}A. Here, GGen is a prime-order group generator (see Section 2.3).

3.2 Security proof

Theorem 1. The tag-based Key Encapsulation Mechanism KEMpca defined in
Figure 4 has perfect correctness. Moreover, if the Up-MDDH Assumption holds
in G, KEMpca is IND-PCA secure. Namely, for any adversary A, there exists
an adversary B such that T(B) ~ T(A) 4+ (Qdec + Qenc) - poly(N) and

Advigiie, (A) < (40 + 1) - AdVEGeen (B) + (Quec + Qenc) - 27,

where Qenc, Qdec are the number of times A queries EncO, DecO, respectively,
and poly()) is independent of T(A).

Proof of Theorem 1. Perfect correctness follows readily from the fact that for all
reZf and C =r"M, for all k € Z3F:

" (M'k) =C k.

We now prove the IND-PCA security of KEMpca. We proceed via a series of
games described in Figure 6 and 7 and we use Adv; to denote the advantage
of A in game G;. We also give a high-level picture of the proof in Figure 5,
summarizing the sequence of games.

Lemma 4 (Gg to Gy). There exists an adversary By such that T(By) ~ T(A)+
(Qenc + Qdec) : poly()\) and

m 1
|Advy — Advy| < Adv}* G, (Bo) + =T
where Qenc, Qdec are the number of times A queries EncO, DecO, respectively,
and poly(}) is independent of T(A).

Here, we use the MDDH assumption to “tightly” switch the distribution of
all the challenge ciphertexts.
Proof of Lemma 4. To go from Gg to G1, we switch the distribution of the vectors
[y] sampled by EncO, using the Qenc-fold Usy ,-MDDH Assumption on [M] (see
Definition 4 and Lemma 3).

14
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r-.- - "
Setup: Go,Gl, EncO(7): o EOLLS'E’,G?'EJ
k. - . 3k
7;nc = 7-dec = @7 b —r {0’ 1} r <—x Zq7 Yy = MI‘7 ‘L}i <7_7R7Z747J
G <= GGen(l)‘); M < Usk,k Ko:=[y" -Kk;]; Ki +=x G
If 7 ¢ Tdec U Tenc, return (C := [y], Kb),
M+ —r Usk, 2k s.t. M Mt=0 and set .7;nc = Tenc U {T}
Pick random RF; : {0, 1}1' — ng Otherwise, return L.
o, Bt e Zg" DecO(r,C i= [y}, K):  Go,G1,Gas
For all 7 € {0, 1}*, k- := 377 Ky, Ki=[y K]
= + i if K = enc
ki =k, +| M RF;(7);) Return 4 © it K .K/\T ¢ Te
Return 0 otherwise
pk = (g7 [M]7 ([MTkj’B])lgng,ogﬁgJ 7tdiec = 7::]ec @] {T}

Fig. 6. Games Go,G1,Gz2; (for 1 < ¢ < )) for the proof of multi-ciphertext PCA
security of KEMpca in Figure 4. For all 0 < ¢ < X\, RF; : {0, 1}i — ng is a random
function, and for all 7 € T, 7; denotes the i-bit prefix of 7. In each procedure, the
components inside a solid (dotted) frame are only present in the games marked by a

solid (dotted) frame.

We build an adversary Bj, against the Qenc-fold Usy r-MDDH Assumption,
such that T(B]) ~ T(A) 4+ (Qenc + Qdec) - poly(A) with poly(A) independent of
T(A), and

|Advo — Advy| < Adv o "EE (B)).

This implies the lemma by Lemma 3 (self-reducibility of Usy -MDDH), and
Lemma 1 (Usy -MDDH < U,-MDDH).

Upon receiving a challenge (G, [M] € G**** [H] := [hy]...|hg, | € G3#*@ex)
for the Qenc-fold Usy, r-MDDH Assumption, B picks b <—¢ {0,1}, ki o,..., ka1 <=
ng, and simulates Setup, DecO as described in Figure 6. To simulate EncO on its
J’th query, for j =1,..., Qenc, By sets [y] := [h;], and computes K}, as described
in Figure 6. a

Lemma 5 (G; to Gayg). |Adv; — Advao| =0.

Proof of Lemma 5. We show that the two games are statistically equivalent. To
go from Gj to Gg,, we change the distribution of ky g < ng for # =0,1, to
ki 5 + M1RFq(e), where ki g < ng, RFg(g) +n Z(Qlk, and M <, Usy 2 such
that MM~ = 0. Note that the extra term M~»RFy(¢) does not appear in pk,
since M" (k1 5 + M1RFq(e)) = Mk 5. O

Lemma 6 (Ga; to Go;y1). For all 0 < i < X\ — 1, there exists an adversary
Ba.; such that T(Ba,;) ~ T(A) + (Qenc + Qdec) - poly(X) and

4Qdec+2k+ 4 ?
q—1

|AdV2,i — AdVQ,i+1| <4- Advlrfll,i%}&en (Bgz) +
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where Qenc, Qdec are the number of times A queries EncO, DecO, respectively,
and poly(X) is independent of T(A).

Proof of Lemma 6. To go from G ; to Ga 11, we introduce intermediate games
Go.i1, Gojo and Go; 3, defined in Figure 7. We prove that these games are
indistinguishable in Lemma 7, 8, 9, and 10.

Lemma 7 (Ga; to Go,1). For all 0 < i < X\ — 1, there exists an adversary
Bs.;o such that T(Bai0) = T(A) + (Qenc + Qudec) - poly(A) and

m 2
[Advy; — Advya| <2- Ad"u:i,%hcen(BZi.O) T q—1’

where Qenc, Qdec are the number of times A queries EncO, DecO, respectively,
and poly()) is independent of T(A).

Here, we use the MDDH Assumption to “tightly” switch the distribution of
all the challenge ciphertexts. We proceed in two steps, first, by changing the
distribution of all the ciphertexts with a tag 7 such that 7,41 = 0, and then,
for those with a tag 7 such that 7,41 = 1. We use the MDDH Assumption with
respect to an independent matrix for each step.

Proof of Lemma 7. To go from G ; to Go 1, we switch the distribution of the
vectors [y] sampled by EncO, using the Qenc-fold Usy x1-MDDH Assumption.

We introduce an intermediate game Go ;o where EncO(7) is computed as
in Go ;1 if ;41 = 0, and as in Gg; if 7,41 = 1. Setup, DecO are as in Gg ;1.
We build adversaries B ; , and BY ; ; such that T(B5, ) ~ T(BY,,) =~ T(A) +
(Qenc + Qdec) - poly(N) with poly(\) independent of T(A), and

Claim 1: |[Advy; — Adva, | < Advggf;jglgjnh(B;,i,o).
Claim 2: |AdV2.i_0 — Advg_i_l‘ < Advl%;:;r’n(;d((;ie}; (6/2/10)

This implies the lemma by Lemma 3 (self-reducibility of Uy x-MDDH), and
Lemma 1 (Usy x-MDDH < U,-MDDH).

Let us prove Claim 1. Upon receiving a challenge (G,[My] € G3*** [H] :=
[hy|...|hg,.] € G3**@ec) for the Qenc-fold Usy, ,-MDDH Assumption with re-
spect to Mg g Usg ., B ; o does as follows:

Setup: B, o picks M <y Usk ., kio,...,kx1 <& ng, and computes pk as
described in Figure 7. For each 7 queried to EncO or DecO, it computes
on the fly RF;(7;) and k! := k, + MJ‘RFi(T|i), where k, := Z;\:1 Kjr,
RF; : {0,1}¢ — ng is a random function, and 7}; denotes the i-bit prefix of
7 (see Figure 7). Note that B}, , can compute efficiently M+ from M.

EncO: To simulate the oracle EncO(7) on its j'th query, for j = 1,..., Qenc,

B, , , computes [y] as follows:

if 101 =0:r <+ ZZ; [y] := [Mr + hj]
if 71 =1:[y] < G3*
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,,,,,,,,,,,,,, J
Tenc = Tdec = @; b < {07 1}
g <R GGen(l)‘), M ¢ Z/{Bk,k
MJ' <R Z/{3k72k s.t. MTMJ‘ =0
,,,,,,,,,,,, 5

I

:
1 Mo, M1 ¢ Usg i

Mg, M7 < Usk, i s.t.
span(M™) = span(M{, M)
M'M; = MIM; =0
M'M; = MM} =0

Pick random RF; : {0, 1}" — 72~
Pick RF(Y, : {0,1}+! — ZF
and RFY 1 0,1} — Zk

|

Pick RF{Y,, RF®), : {0, 1} — zk.
Ki0,. ., ka1 ¢n Z3F
For all 7 € {0,1}*, k, := Z;zl k.-
K, :=k, + M'RF;(;)
K. := k, + M{RF'Y, (7541)
+MiRF( (7);)

K. =k + M§RF(D, (17:41)
+MIRF, (71641)

Return

pki= (G, IM], (IMTk;00) < < 0 e )

-
| |

G2.7L7\ G2.i41,7 G2.i‘3
L

4
|

]

IfTi+1 =0:
'r —r Zlq“;ro —r Z’;;y = Mr + Mporg
=1
I < Z];;n i ZZ;y = Mr + Mir:

r
! !
! !
!
|
|
|
|

|
|
L

,,,,,,,,,,,,,,,,,,,,,,,,, J
Ko:=[y' -K];
Ki <= G

If 7 ¢ Tdec U Tenc, return ([y], K3) and set
Tenc := Tenc U {T}

Otherwise, return L.

DecO(r, [y], K):
K :=[y'K]

1if K=KAT & Tenc
0 otherwise

7::1ec = 7:iec @] {7—}

G2,i>G2.i.17G2,i.27G2.i.3

Return

Fig. 7. Games Gaz; (for 0 < i < X),G2.4.1, G2.4.2 and Ga;.3 (for 0 <4 < XA —1) for the

proof of Lemma 6. For all 0 < i < A, RF; :

{0,1}" — z2* RF? RFM . {0,1} — zk

are random functions, and for all 7 € 7, we denote by 7; the i-bit prefix of 7. In each
procedure, the components inside a solid (dotted, gray) frame are only present in the
games marked by a solid (dotted, gray) frame.
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This way, B ; o simulates EncO as in Gg ;.0 when [h;] := [Morg] with rg <4
ZY, and as in Gy; when [h;] <5 G3*.
DecO: Finally, B ; , simulates DecO as described in Figure 7.

Therefore, |Advsy; — Adva;o| < Adv%;;%d(;del;( b i0)-

To prove Claim 2, we build an adversary B, , against the Qenc-fold Usy i-
MDDH Assumption with respect to a matrix My <y Usy ,, independent from
My, similarly than Bj , . O

Lemma 8 (Gg.i_l to GQ_Z'.Q). For all 0 S 1 S A — 1,

2C?dec + 2k

|Advsy; 1 — Adva,a| < .

where Qgec 18 the number of times A queries DecO.

Here, we use a variant of the Cramer-Shoup information-theoretic argument
to move from RF; to RF;;1, thereby increasing the entropy of k! computed by
Setup. For the sake of readability, we proceed in two steps: in Lemma 8, we move
from RF; to an hybrid between RF; and RF;;;, and in Lemma 9, we move to
RF;41.

Proof of Lemma 8. In Ga_; 2, we decompose span(M™) into two subspaces span (M)
and span(M7), and we increase the entropy of the components of k! which lie
in span(Mg). To argue that Go;1 and Go ;2 are statistically close, we use a
Cramer-Shoup argument [11].

Let us first explain how the matrices M and M7 are sampled. Note that
with probability at least 1 — % over the random coins of Setup, (M||Mj||M;)

forms a basis of ng . Therefore, we have
span(M*) = Ker(M") = Ker((M|M;)") & Ker((M|M,)").

We pick uniformly Mj and Mj in Z3*** that gencrate Ker((M|M;)") and
Ker((M||M,)"), respectively (see Figure 1.1). This way, for all 7 € {0,1}*, we

can write
M-RF;(7;) == MgRF{” (1),) + M;RF{) (7)),

where RFZ(-O), RFl(-l) :{0,1}* — Z% are independent random functions.
We define RFZ(g_)1 : 0,1} — ZF as follows:

0 .
REO), (r1r) = 4 RF (1) if 7it1 = 0
i+1\T|i+ RE© (70) + RF/EO)(T\i) TR

where RF''") . {0,1}* — Z% is a random function independent from RFZ(-O). This

i
way, RFZ(S_)1 is a random function.
We show that the outputs of EncO and DecO are statistically close in Ga ;.1

and G ;2. We decompose the proof in two cases (delimited with B): the queries
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with a tag 7 € {0,1}* such that 7;,1 = 0, and the queries with a tag 7 such that
Ti+1 = 1.

Queries with 7,41 = 0:

The only difference between Go;1 and Gg;o is that Setup computes k. using
the random function RFEO) in Go 4.1, whereas it uses the random function RFEg_)l

in Go; 2 (see Figure 7). Therefore, by definition of RFE?F)I, for all 7 € {0, 1}* such
that 7,11 = 0, k. is the same in Gg;1 and Gz .2, and the outputs of EncO and
DecO are identically distributed. B

Queries with 7, = 1:

Observe that for all y € span(M, M;) and all 7 € {0,1}* such that 7;,1 = 1,

Ga.i2

v (ke + MERFO (1) + MIRF (1) + | MGRF () )

=y (kr + MGRF () + M’{RFEU(Tu')) + |y MGRF (1)

=0
Ga.i1

—y (kT + MGRF (7)) + M’{RFE”(W))

where the second equality uses the fact that MM = M]Mj = 0 and thus
y'Mj =0.
This means that:

— the output of EncO on any input 7 such that 7,41 = 1 is identically dis-
tributed in Go ;.1 and Gao ; o; R

— the output of DecO on any input (7,[y], K) where 7,1 = 1, and y €
span(M, M; ) is the same in Gg; 1 and Ga ;0.

Henceforth, we focus on the ill-formed queries to DecO, namely those corre-
sponding to 7,41 = 1, and y ¢ span(M, M;). We introduce intermediate games
Ga.41.5, and G/2‘i.1‘j for j =0,...,Qgec, defined as follows:

— Gg.i.1.5: DecO is as in Go ;.1 except that for the first j times it is queried, it
outputs 0 to any ill-formed query. EncO is as in Gg ;2.

— Gj; 1 DecO as in Gg; 2 except that for the first j times it is queried, it
outputs 0 to any ill-formed query. EncO is as in Gg ;..

We show that:
= ~ ~ ~ f— /
G201 =G241.0 s G211 Rs -+ s G2.01.Quee = G2.4.1.0u
/ ~ / ~ ~ ! = )
20100 s G2.i1.Quee—1 Fs -+ - Fs Gai1.0 = G2
where we denote statistical closeness with ~, and statistical equality with =.

It suffices to show that for all j =0, ..., Qgec — 1:
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Claim 1: in Gg;1 5, if the j 4+ 1-st query is ill-formed, then DecO outputs 0
with overwhelming probability 1 — 1/¢ (this implies Go ;1. ~s Ga.i1.j+1,
with statistical difference 1/¢);

Claim 2: in G}, ;, if the j + 1-st query is ill-formed, then DecO outputs 0
with overwhelming probability 1 — 1/¢ (this implies G5, ; ; ~s G5, 141,
with statistical difference 1/q)

where the probabilities are taken over the random coins of Setup. R

Let us prove Claim 1. Recall that in Go ; 1 5, on its j+1-st query, DecO(r, [y], K)
computes K := [y'k’], where k. := (k, + ME‘;RFEO)(TH) + M]“RFZ(»l)(TH)) (see
Figure 7). We prove that if (7, [y], K) is ill-formed, then K is completely hidden
from A, up to its j + 1-st query to DecO. The reason is that the vector k;11,1
in sk contains some entropy that is hidden from .A. This entropy is “released”
on the j + 1-st query to DecO if it is ill-formed. More formally, we use the fact
that the vector ki 1,1 <= ng is identically distributed as k;41,1 + M{w, where
Ki1,1 ¢r Z3F, and w < ZF. We show that w is completely hidden from A, up
to its j + 1-st query to DecO.

— The public key pk does not leak any information about w, since

M (ki1,1 + ) =Mk,

This is because M" M = 0.
— The outputs of EncO also hide w.

e For 7 such that 7,41 = 0, k] is independent of k;11 1, and therefore, so
does EncO(7).
e For 7 such that 7,41 = 1, and for any y € span(M, M), we have:

y (K + | Miw ) = y'k] 2)

since MM = M]M{ = 0, which implies y"'M{ = 0.
— The first j outputs of DecO also hide w.

e For 7 such that 7,41 = 0, k. is independent of k;11 1, and therefore, so
does DecO([y], 7, K).

e For 7 such that 7,11 = 1 and y € span(M, M, ), the fact that DecO(r, [y], K)
is independent of w follows readily from Equation (2).

e For 7 such that 7,41 = 1 and y ¢ span(M, M), that is, for an ill-formed
query, DecO outputs 0, independently of w, by definition of Ga..1.;.

This proves that w is uniformly random from A’s viewpoint.

~

Finally, because the j + 1-st query (7, [y], K) is ill-formed, we have 7,41 = 1,
and y ¢ span(M, M, ), which implies that y" M # 0. Therefore, the value

K =[y" (k. + Mgw)] = [y'k’ + y" Mg w]
#0
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computed by DecO is uniformly random over G from A’s viewpoint. Thus, with
probability 1 — 1/q over K < G, we have K # K, and DecO(r, [y], K) = 0.
We prove Claim 2 similarly, arguing than in G5, ; ;, the value K := [y"k7],
where K. := (k,+MRF\, (7j:41)+M;RF" (1},)), computed by DecO(7, [y}, K)
on its j + 1-st query, is completely hidden from A, up to its j + 1-st query to
DecO, if (7, [y], K) is ill-formed. The argument goes exactly as for Claim 1. B O

Lemma 9 (Go;2 to Go;3). Forall0<i<A—1,

2ngec
q b
where Qgec s the number of times A queries DecO.

|Advsy;o — Adva 3| <

Proof of Lemma 9. In Gg;3, we use the same decomposition span(M~*) =
span(M{, M7) as that in Gg ;2. The entropy of the components of k. that lie in
span(M7) increases from G ;2 to Ga ;3. To argue that these two games are sta-
tistically close, we use a Cramer-Shoup argument [11], exactly as for Lemma 8.

We define RFE&{O, 1} — ZF as follows:

b (Tli) + RF/,EI)(TM) if Ti+1 = 0
! (Tll) if Ti+1 = 1

where RF’Z(-I) :{0,1}" — Z’; is a random function independent from RFEl). This
way, RFEB1 is a random function.

We show that the outputs of EncO and DecO are statistically close in Go ;1
and Go ;2. We decompose the proof in two cases (delimited with B): the queries
with a tag 7 € {0,1}* such that 7;,; = 0, and the queries with tag 7 such that
Ti+1 = 1.

Queries with 7, = 1:
The only difference between Go ;2 and Go ;.3 is that Setup computes k. using
the random function RFEl) in Go .2, whereas it uses the random function RFE}‘_)I

in Ga ;.3 (see Figure 7). Therefore, by definition of RFSr)l, for all 7 € {0, 1}* such

that 7,11 = 1, k! is the same in Gg ;2 and Gz, 3, and the outputs of EncO and

DecO are identically distributed. B

Queries with 7,7 = 0:

Observe that for all y € span(M, My) and all 7 € {0,1}* such that 7;,; = 0,
Ga.i3

¥ (ke + MGRF (7441) + MIRF (7:) + | MIRF Y (71,)|)

* * * 1
=y (kT + MORFE’% (Tjig1) + My RFEI)(TM)) + yTMlRF/z(- )(Tli)

=0
Ga.i.2

=y (ks + MRF, (1) + MGRFD (7))
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where the second equality uses the fact MM} = MjMj = 0, which implies
y'Mj =0.
This means that:

— the output of EncO on any input 7 such that 7,417 = 0 is identically dis-
tributed in Go ;5 and Gg ; 3; R

— the output of DecO on any input (7,[y], K) where 7,41 = 0, and y €
span(M, My) is the same in Gg ;2 and Go ;3.

Henceforth, we focus on the ill-formed queries to DecO, namely those corre-
sponding to 7,41 = 0, and y ¢ span(M, My). The rest of the proof goes similarly
than the proof of Lemma 8. See the latter for further details. l O

Lemma 10 (Ga;3 to Gao,q1). For all 0 <i < X\ —1, there exists an adversary
Bg,ibg such that T(BQl?,) ~ T(-A) + (Qenc + Qdec) . poly()\) and

m 2

|Advsy;s — Adva 1| <2- Aqu,i((ighGen(Bz.i.:s) + -1

where Qenc, Qdec are the number of times A queries EncO, DecO, respectively,
and poly()) is independent of T(A).

Here, we use the MDDH Assumption to “tightly” switch the distribution of
all the challenge ciphertexts, as for Lemma 7. We proceed in two steps, first, by
changing the distribution of all the ciphertexts with a tag 7 such that 7,41 = 0,
and then, the distribution of those with a tag 7 such that 7,41 = 1, using the
MDDH Assumption with respect to an independent matrix for each step.
Proof of Lemma 10. To go from Ga ; 3 to Ga;41, we switch the distribution of the
vectors [y] sampled by EncO, using the Qenc-fold Usy, ,-MDDH Assumption. This
transition is symmetric to the transition between Go; and Go ;.1 (see the proof
of Lemma 7 for further details). Finally, we use the fact that for all 7 € {0,1}*,

MRF, (7;) + M{RF{Y, (7:41) is identically distributed to MLRF;1(7}:41),

i+1
where RF; 11 : {0,1}7"! — Z2¥ is a random function. This is because (Mg, Mj)
is a basis of span(M™). O

The proof of Lemma 6 follows readily from Lemma 7, 8, 9, and 10. a

Lemma 11 (Gz). Advgy ) < %.

Proof of Lemma 11. We show that the joint distribution of all the values K
computed by EncO is statistically close to uniform over G®<. Recall that on
input 7, EncO(7) computes

Ko := [y (k; + M"RF(7))],

where RFy : {0,1}* — Z2¥ is a random function, and y < Z3* (see Figure 6).
We make use of the following properties:
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Property 1: all the tags 7 queried to EncO, such that EncO(7) # L, are dis-
tinct.

Property 2: the outputs of DecO are independent of {RF(7) : 7 € Tenc }- This is
because for all queries (7, [y], K) to DecO such that 7 € Tene, DecO(r, [y], K) =
0, independently of RF(7), by definition of G ).

Property 3: with probability at least 1 — % over the random coins of EncO,

all the vectors y sampled by EncO are such that y' M+ # 0.

We deduce that the joint distribution of all the values RF)(7) computed by

EncO is uniformly random over (ng)Qe"c (from Property 1), independent of the
outputs of DecO (from Property 2). Finally, from Property 3, we get that the
joint distribution of all the values Ky computed by EncO is statistically close to
uniform over G%<, since:

Ko :=[y" (k; + MRF\(7)) = [y'k, + y"ML RF,(7)].
N——

#0 w.h.p.
This means that the values Ky and K; are statistically close, and therefore,
Adv; < QT O
Finally, Theorem 1 follows readily from Lemmas 4, 5, 6, and 11. a

4 Multi-ciphertext CCA-secure Public Key Encryption
scheme

4.1 Our construction

We now describe the optimized IND-CCA-secure PKE scheme. Compared to
the PCA-secure KEM from Section 3, we add an authenticated (symmetric)
encryption scheme (Encag, Decag), and set the KEM tag 7 as the hash value
of a suitable part of the KEM ciphertext (as explained in the introduction). A
formal definition with highlighted differences to our PCA-secure KEM appears
in Figure 8.

We prove the security under the Up-MDDH Assumption, which admits a tight
reduction to the standard k-Lin Assumption.

Theorem 2. The Public Key Encryption scheme PKEcca defined in Figure 8
has perfect correctness, if the underlying Authenticated Encryption scheme AE
has perfect correctness. Moreover, if the U,-MDDH Assumption holds in G, AE
has one-time privacy and authenticity, and H generates collision resistant hash
functions, then PKEcca is IND-CCA secure. Namely, for any adversary A, there
exist adversaries B, B', B" such that T(B) = T(B') = T(B") ~ T(A) + (Qdec +
Qenc) - poly(A) and

AdVEES (A) < (4 +1) - Adv ' Ce.(B)
+ ((4X + 2)Qaec + Qenc + QencQuec) - AdVAT™(B')  (3)
+ AdV% (BN) + Qenc(Qenc + Qdec) : 2700\)’
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GenpKE(l)‘): EnCpKE(pk, M):
G ¢ GGen(1*); H < H(1M); M 4 Usp i, |t < ZF; y := Mr

Kigs... ks o Z3F T = H(W)\])

pk = g, [M]7 Ha [MTk',ﬁ] ) kr o= Zj:l kj,Tj
( ( J )1§J§A,0§ﬁ51) K = [rT . MTkT]

¢ := Encae(K, M)

Return ([y], ¢)

sk := (kLB)lSjS)\,OSBSI
Return (pk, sk)

Decpke(pk, sk, ([y], ¢)):

7 = H(]); k- := Z;‘:l kjrj
K = [kaT]

Return Decag (K, @).

Fig. 8. PKEcca, an IND-CCA-secure PKE. We color in blue the differences with
KEMpca, the IND-PCA-secure KEM in Figure 4. Here, GGen is a prime-order group
generator (see Section 2.3) , and AE := (Encag, Decag) is an Authenticated Encryption
scheme with key-space K := G (see Definition 7).

where Qenc, Qdec are the number of times A queries EncO, DecO, respectively,
and poly(X) is independent of T(A).

We note that the Qenc and Qqec factors in (3) are only related to AE. Hence,
when using a statistically secure (one-time) authenticated encryption scheme,
the corresponding terms in (3) become exponentially small.

Remark 2 (Extension to the multi-user CCA security). We only provide an anal-
ysis in the multi-ciphertext (but single-user) setting. However, we remark (with-
out proof) that our analysis generalizes to the multi-user, multi-ciphertext sce-
nario, similar to [6,17,19]. Indeed, all computational steps (not counting the
steps related to the AE scheme) modify all ciphertexts simultaneously, relying
for this on the re-randomizability of the Up-MDDH Assumption relative to a
fixed matrix M. The same modifications can be made to many PKEcca simulta-
neously by using that the Ui-MDDH Assumption is also re-randomizable across
many matrices M;. (A similar property for the DDH, DLIN, and bilinear DDH
assumptions is used in [6], [17], and [19], respectively.)

We defer the proof of Theorem 2 to the full version of this paper.
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