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Abstract. The iterated Even-Mansour cipher is a construction of a
block cipher from r public permutations Pi,..., P, which abstracts in
a generic way the structure of key-alternating ciphers. The indistin-
guishability of this construction from a truly random permutation by
an adversary with oracle access to the inner permutations Pi,..., P,
has been investigated in a series of recent papers. This construction has
also been shown to be (fully) indifferentiable from an ideal cipher for
a sufficient number of rounds (five or twelve depending on the assump-
tions on the key-schedule). In this paper, we extend this line of work
by considering the resistance of the iterated Even-Mansour cipher to
xor-induced related-key attacks (i.e., related-key attacks where the ad-
versary is allowed to xor any constant of its choice to the secret key) and
to chosen-key attacks. For xor-induced related-key attacks, we first pro-
vide a distinguishing attack for two rounds, assuming the key-schedule is
linear. We then prove that for a linear key-schedule, three rounds yield
a cipher which is secure against xor-induced related-key attacks up to
O(2%) queries of the adversary, whereas for a nonlinear key-schedule, one
round is sufficient to obtain a similar security bound. We also show that
the iterated Even-Mansour cipher with four rounds offers some form of
provable resistance to chosen-key attacks, which is the minimal number
of rounds to achieve this property. The main technical tool that we use
to prove this result is sequential indifferentiability, a weakened variant of
(full) indifferentiability introduced by Mandal et al. (TCC 2010).
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1 Introduction

BACKGROUND. The Even-Mansour construction, and its generalization, the iter-
ated Even-Mansour (IEM for short) construction, is a very simple way to define
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a block cipher from a set of r public permutations Py, ..., P. of {0,1}". Given
a plaintext x € {0,1}", the ciphertext y is computed as

y=k, ®Pp(ky_1 ®Pr_1(--- Po(k1 ® Pi(ko @ x))---)),

where the n-bit round keys ko,...,k, are either independent or derived from
a master key k through key derivation functions (yo,...,7,). It abstracts in a
generic way the high-level structure of most key-alternating ciphers such as AES.
The nonexistence of generic attacks (i.e., attacks that are possible independently
of a particular instantiation of the permutations P, ..., P,.) against this con-
struction can be studied in the Random Permutation Model, where the P;’s are
modeled as public random permutations to which the adversary is only given
black-box (oracle) access.

The security of this construction in the traditional (single-key) indistin-
guishability framework (in other words, its pseudorandomness) has been ex-
tensively studied, starting with the seminal work of Even and Mansour for r = 1
round [16]. For an arbitrary number r of rounds, the case where all round keys
are independent is by now well understood [8, 32, 23, 11], and a tight security
bound of @(27#1) queries has been established [11]. Chen et al. [10] also consid-
ered, for r = 2, the more complex case where the round keys are derived from
an n-bit master key (as well as the case where the two inner permutations P;
and P, are identical), and showed that a O(2%")-security bound still holds in
that case.

On the other hand, two recent papers [1, 24] explored a very strong security
property of this construction, namely (full) indifferentiability from an ideal ci-
pher (where “full” indifferentiability refers to the notion of Maurer et al. [27]),
which roughly ensures that the construction “behaves” in some well-defined sense
as an ideal cipher, i.e., a block cipher drawn at random from the set of all block
ciphers of some given block- and key-length. Andreeva et al. [1] showed that this
property is achieved by the 5-round IEM cipher, assuming the key derivation
function is modeled as a random oracle, while Lampe and Seurin [24] showed
this for the 12-round IEM cipher, lifting the cryptographic requirement on the
key derivation (namely, their result holds for the trivial key-schedule, i.e., when
all round keys are equal to the n-bit master key).

In this paper, we complete the picture of the security of the IEM construc-
tion by considering security notions that lie between mere pseudorandomness
and full indifferentiability from an ideal cipher, namely security against xor-
induced related-key attacks (XRKA for short), i.e., related-key attacks where
the adversary is allowed to xor any constant of its choice to the secret key, and
against chosen-key attacks (CKA for short).

RELATED-KEY ATTACKS. We start by considering XRKAs, which are important
for at least two reasons. First, they arise naturally in a number of contexts, such
as the {8 and 9 protocols of the 3GPP standard [20]. Second, from a theoretical
point of view, they are the simplest kind of attacks to have the completeness
property [18], namely, for any keys k, k" € {0,1}", there exists A € {0,1}" such



that k & A = k. In order to study the resistance of the r-round IEM cipher to
XRKAs, we use the traditional indistinguishability-based model of Bellare and
Kohno [4], albeit adapted to the Random Permutation Model. This means that
the adversary has access to r + 1 oracles: a related key oracle which takes as
input an offset A € {0,1}" and a plaintext € {0,1}" (or a ciphertext y €
{0,1}™), and r permutation oracles that we denote P = (P4, ..., P.). The goal
of the adversary is to distinguish two worlds: the “real” world, where on input
(A, x), the related key oracle returns EMkp@A(x), where EM® is the iterated Even-
Mansour construction instantiated with permutations P and k € {0,1}" is a
random key, and the “ideal” world, where the related key oracle returns Epga ()
for a random block cipher E independent from P. We start by describing a
very efficient distinguishing XRKA on the 2-round IEM construction whenever
the key derivation functions v; are linear (with respect to xor).! This somehow
comes as a surprise since Bogdanov et al. [8] had previously conjectured that two
rounds should be sufficient to prevent “certain types” of related-key attacks.?
Motivated by this finding, we then consider what is the minimal number of
rounds required to achieve provable security against XRKAs.? We first show
that for the trivial key-schedule (all round keys are equal to the n-bit master
key), the 3-round IEM cipher is secure against XRKAs up to O(2%) queries
of the adversary. We conjecture that this bound is tight, but we were unable
to find a matching attack (we also conjecture that a matching attack must be
adaptive and make two-sided queries to the related-key oracle). If one is willing
to use a cryptographically strong key-schedule, we show that a similar security
bound is already attained with one round, assuming the key derivation functions
are nonlinear (i.e., they have a small maximal differential probability). In this
latter case, we note that our security bound is matched by a standard (i.e., non
related-key) attack, namely Daemen’s attack [13].

CHOSEN-KEY ATTACKS. We then turn our attention to an even stronger adver-
sarial setting, namely chosen-key attacks [22, 6]. In this model, the adversary is
given a block cipher, and its goal is, very informally, to exhibit some non-random
behavior of the cipher, for keys and plaintext/ciphertext pairs of its choice. Rig-
orously formalizing what a non-random behavior means without ending with

! Usually, in the case of standard (single-key) attacks, a distinguishing attack immedi-
ately gives rise to a key-recovery attack with similar complexity. This does not seem
to be the case here, and we do not know whether our distinguishing XRKA can be
converted into a key-recovery XRKA of similar complexity.

The authors of [8] did not formulate any precise conjecture, but they mention that
the best related-key attack they are aware of for two rounds and identical round
keys is a key-recovery attack requiring @(2%) queries (see Appendix C.3 of the full
version of their paper). Our own attack does not really improve on Bogdanov et
al.’s one since it is a distinguishing attack, yet it implies that two rounds cannot be
deemed secure against XRKAs.

We only consider the case where all round keys are derived from the same n-bit
master key k. Indeed, it is not hard to see that when round keys are independent,
there are trivial XRKAs [8].



an unachievable definition turns out to be elusive for similar reasons that it is
hard to rigorously define what collision resistance means for a single hash func-
tion [9, 31].# Luckily, working in the Random Permutation Model allows us to
escape those complications since it is somehow equivalent to considering a large
class of ciphers consisting of all key-alternating ciphers of a given block-length
and with a given key-schedule (rather than a single fully specified one, say, AES-
128). In this setting, we are able to rigorously define resistance to CKAs thanks
to the notion of correlation intractability first introduced by Canetti et al. [9] in
the context of hash functions.

The most convenient way we are aware of to prove that a block cipher con-
struction is correlation intractable is to use a weakened variant of “full” indif-
ferentiability [27], named sequential indifferentiability (seq-indifferentiability for
short), introduced by Mandal et al. [26] to prove that the 6-round Feistel con-
struction is correlation intractable. In a nutshell, a block cipher construction C¥
based on an underlying ideal primitive F is (fully) indifferentiable from an ideal
cipher if there exists a simulator S such that the two systems (CF', F), where F
is random, and (F,S¥), where E is an ideal (random) cipher, are indistinguish-
able by any (polynomially bounded) adversary D. The distinguisher can query
its two oracles as it wishes, and in the ideal world (E,SF), the simulator is not
aware of the queries made by D directly to E. Seg-indifferentiability is defined
as full indifferentiability, except that the distinguisher is restricted to only query
its right oracle in a first phase (F or S¥), and then only its left oracle (C*" or E).
Seg-indifferentiability is closely related to the notion of public indifferentiabil-
ity [14, 34], where in the ideal world the simulator gets to know all the queries of
the distinguisher to the ideal primitive (i.e., the ideal cipher E in our context).
We first give a “composition” theorem which relates seq-indifferentiability and
correlation intractability (a similar one was already proved in [26], but here we
explicitly relate the various parameters since it is important for concrete secu-
rity statements). Then, we prove that the 4-round IEM cipher, with the trivial
key-schedule, is seg-indifferentiable from an ideal cipher (by a previous attack
by Lampe and Seurin [24], this is also the minimal number of rounds to ob-
tain this property). This implies by our composition theorem that the 4-round
IEM cipher is correlation intractable, and hence offers some form of resistance to
CKAs, but we warn that due to the quadratic query complexity of our simulator,
the provable guarantee one obtains is not as tight as one might wish.

A NOTE oN KNOWN-KEY ATTACKS. Known-key attacks refer, informally, to
the setting where the adversary is given a block cipher £ and a random key
k, and must exhibit some non-random behavior of the permutation Ej [22]. In
order to capture this security property, Andreeva et al. [2] have introduced the
notion of known-key indifferentiability (KK-indifferentiability), and they have
proved that the 1-round Even-Mansour cipher is KK-indifferentiable from an
ideal cipher. This might seem surprising at first sight since KK As seem stronger

4 For example, the fact that for any fixed block cipher E, Eo(0) has some fixed, non-
random value may be seen as a non-random behavior, yet arguably a harmless one.



than RKAs, yet the 1-round Even-Mansour cipher withstands the former but
not the latter. We argue however that this is due to the fact that the KK-
indifferentiability notion of [2] is slightly too restrictive because it involves one
single random key. We defer the details to Appendix B.

Table 1. Summary of provable security results for the iterated Even-Mansour cipher
EM[n, r,~] (with independent inner permutations). The trivial key-schedule means that
all round keys are equal to the n-bit master key.

) Sim. complexity
Sec. notion |# rounds| Key sched. |Sec. bound Ref.
(query / time)
r>1 | independent 2741 — [11]
Single-key 1 trivial 2% — (16, 15]
2 trivial 2% — [10]
XOR 3 trivial 2% — this paper
Related-Key 1 nonlinear 2% — this paper
Chosen-Ke n
Y 4 trivial 21 7/ ¢ this paper
(Seq-indiff.)
Full indiff. 5 random oracle 21? ¢ /¢ [1]
12 trivial 212 q* / q° [24]

RELATED WORK. Provable security against RKAs was already considered in
previous work. However, this was either for weak classes of RKAs (in particular,
lacking the completeness property) [4, 25], or for inefficient number-theoretic
constructions [3]. Our own results seem to be the first that hold both for a
natural class of RKAs and for a practically-oriented construction. For provable
security against CKAs, the only previous work we are aware of is [26], which
considered the 6-round Feistel construction.

In a concurrent and independent work, Farshim and Procter [17] also analyze
the related-key security of the iterated Even-Mansour cipher. One of their main
results (Corollary 3) is very similar to Theorem 2 in this paper; their bound
is slightly worse than ours, but their analysis is more general and applies to
other families of related-key deriving functions than the xor-induced family. They
also consider chosen-plaintext (related-key) attacks, whereas we directly consider
chosen-plaintext and ciphertext attacks.

OPEN PROBLEMS. Regarding related-key security, it seems natural to conjecture

that four rounds and the trivial key-schedule on one hand, or two rounds and
2n

a nonlinear key-schedule on the other hand, should deliver a O(2% )-security



bound. If true, this should be provable by combining the techniques of [10] and
the techniques of this paper. Regarding chosen-key security, an interesting open
problem would be to find a construction of a block cipher from some underlying
primitive (e.g., a random oracle or a small set of random permutations) which
is seq-indifferentiable from an ideal cipher with a linear simulator complexity
(indeed, by our composition theorem, this would imply an optimal resistance to
CKAs). A first step in this direction was taken by Kiltz et al. [21] in the context
of digital signatures.

ORGANIZATION. We set the notation and give some useful definitions in Sec-
tion 2. We then consider the security of the IEM cipher against RKAs in Section 3
and against CKAs in Section 4. Some proofs are omitted for reasons of space
and can be found in the full version of the paper [12].

2 Preliminaries

GENERAL NOTATION. In all the following, we fix an integer n > 1 and de-
note N = 2". The set of all permutations on {0,1}" will be denoted P,. A
block cipher with key space {0,1}" and message space {0,1}" is a mapping
E :{0,1}" x {0,1}"™ — {0,1}" such that for any key k € {0,1}", z — E(k,x)
is a permutation. We interchangeably use the notations E(k,z) and Ej(x). We
denote BC(k,n) the set of all block ciphers with key space {0,1}" and message
space {0,1}"™. For integers 1 < s < ¢, we will write (t), =t(t—1)---(t —s+1)
and (t)o = 1 by convention. For a function f : {0,1}™ — {0,1}", let

8(f) = peliax {z € {0,1}": f(z ®a)® f(z) = b}

Note that 0(f) is a measure of the nonlinearity of f. A permutation f of {0,1}"
is said almost perfect nonlinear [28] if 6(f) = 2.

THE ITERATED EVEN-MANSOUR CIPHER. Fix integers n,r > 1. Let v =
(v0,---»7r) be a (r 4+ 1)-tuple of permutations of {0,1}". The r-round iter-
ated Even-Mansour construction EM[n,r,~] specifies, from any r-tuple P =
(P1,...,P.) of permutations of {0,1}", a block cipher with n-bit keys and n-bit
messages, simply denoted EM” in all the following (parameters [n,r,~] will al-
ways be clear from the context), which maps a plaintext = € {0,1}" and a key
k € {0,1}" to the ciphertext defined by (see Figure 1):

EMP(k, 2) = 7(k) © Pr(ye-1(K) © P (- Pa(m (k) ® Py(ro(k) @ 2)) -+ ).

The pseudorandomness of the IEM cipher was mostly studied for the case of
independent round keys [8, 23, 11], with the notable exception of [10]. In this
paper, we focus on the case where the round keys are derived from an n-bit
master key.



Y0 Al Vr
T D P D Py P, D Y

Fig. 1. The r-round iterated Even-Mansour cipher.

RELATED-KEY ORACLE. Let E € BC(k,n) be a block cipher, and fix a key
k € {0,1}". We define the xor-restricted related-key oracle RK[E}], which takes
as input an “offset” A € {0,1}" and a plaintext « € {0,1}", and returns
RK[EL](A, z) := Exga(z). The oracle can be queried backward, which we denote

RK[E] 1A, y) == Ej A (y).

3 Resistance to Related-Key Attacks

3.1 Security Definitions

To formalize related-key attacks against the r-round IEM cipher, we extend in a
straightforward way the classical Bellare-Kohno model [4] to the case where the
adversary has access to additional oracles. Formally, we consider a xor-restricted
related-key adversary D which has access to r+1 oracles, a related-key oracle and
r permutation oracles, and must distinguish between the following two worlds:

— the “real” world, where it interacts with (RK[EM} ], P) where P = (Py, ...,
P,) is a tuple of random permutations and k is a randomly drawn key;

— the “ideal” world where it interacts with (RK[E}], P) where P = (Py, ..., P,)
is a tuple of random permutations, E is an ideal cipher independent from
P, and k a randomly drawn key.

The distinguisher is adaptive, and can make two-sided queries to each oracle. As
usual, we assume that it is computationally unbounded, deterministic, and never
makes pointless queries. Note that in the ideal world, the key k is meaningless,
and the related-key oracle RK[FE}] simply implements an independent random
permutation for each offset A € {0,1}".
The distinguishing advantage of D is defined as
Adv(D) = |Pr [DRK[EME 1P _ 1} _Pr [DRK[EmP _ 1}

)

where the first probability is taken over the random choice of k and P, and the
second probability is taken over the random choice of F, k, and P.

For ¢, g, non-negative integers, we define the insecurity of the iterated Even-
Mansour cipher against xor-restricted related-key attacks as

Adv’éﬁ[f:ffﬁ] (Ges qp) = max Adv(D),



where the maximum is taken over all distinguishers making exactly g. queries to
the related-key oracle and exactly g, queries to each inner permutation oracle.

TRANSCRIPT. We summarize the information gathered by the distinguisher in
what we call the query transcript (Qg, Qp,,...,9p,), defined as follows. The
tuple

QE = ((Alaxlay1)7 ey (Aqeaxqeque))

summarizes the queries to the related-key oracle, and means that the j-th query
was either a forward query (A4;,z;) and the answer y;, or a backward query
(4;,y;) and the answer x;. Similarly, the tuple

Qpi = ((ui,h vi,l)v ceey (ui,quiﬂp))

summarizes the queries to the i-th inner permutation P;, and means that the
Jj-th query was either a forward query u;; and the answer v; ;, or a backward
query v; ; and the answer wu; ;. (Recall that the distinguisher is deterministic,
so that there is a one-to-one mapping between this directionless representation
and the raw transcript of the interaction of the distinguisher with the oracles).
A query transcript is said attainable if the probability to obtain it in the ideal
world is non-zero (hence, the set of attainable query transcripts depends on the
distinguisher). To simplify the security proof (in particular, the definition of bad
transcripts), we reveal to the distinguisher the key k at the end of its query
phase (this is without loss of generality since D is free to ignore this additional
information to compute its output bit). Formally, we append k to the query
transcript (Qg, Qp,, ..., Qp,.), obtaining what we will simply call the transcript
T=(9QF,9p,,--.,9p,, k) of the attack. A transcript 7 is said attainable if the
corresponding query transcript is attainable. We denote 7 the set of attainable
transcripts. In all the following, we denote T}, resp. Tiq, the probability dis-
tribution of the transcript 7 induced by the real world, resp. the ideal world
(note that these two probability distributions depend on the distinguisher). By
extension, we use the same notation to denote a random variable distributed
according to each distribution.

ADDITIONAL NOTATION. Given a block cipher E € BC(n,n), a key k € {0,1}",
and a related-key oracle query transcript Qp, we say that (E, k) extends Qg,
written (E, k) b Qp, if Exga(x) =y for each (A, x,y) € Q. Similarly, given a
permutation P and a permutation query transcript Qp, we say that P extends
Qp, written P Qp, if P(u) = v for each (u,v) € Qp. It is easy to see that
for any attainable transcript 7 = (Qg, Qp,, ..., Qp,, k), the interaction of the
distinguisher with oracles (RK[E%], P1, ..., P.) produces 7 iff (E,k) F Qg and
P FQp fori=1,...,r

THE H-COEFFICIENTS TECHNIQUE. We use the H-coefficients technique [29],
which relies on the following lemma. See e.g. [11, 10] for a proof.



Lemma 1. Fiz a distinguisher D. Let T = Tgo0d U Toaa be a partition of the set
of attainable transcripts. Assume that there exists €1 such that for any T € Tgood,

one has®
Pr[T e = 7]

PI"[Tid = 7']
and that there exists o such that Pr[Tiq € Toad] < €2. Then Adv(D) < g1 + 2.

21—51a

3.2 The Linear Key-Schedule Case

In this section, we consider xor-induced related-key attacks against the IEM
cipher with independent permutations and a linear key-schedule. We give attacks
for up to two rounds, and then prove a O(2% )-security bound for three rounds.

A SIMPLE ATTACK ON ONE ROUND. We start with a very simple attack for one
round. Given a permutation P on {0,1}" and two linear permutations g,y :
{0,1}™ — {0,1}", consider the 1-round Even-Mansour cipher which maps a key
k € {0,1}"™ and a plaintext = € {0,1}" to the ciphertext defined as

EM” (k,z) = 11(k) ® P(vo(k) & ).

Consider the distinguisher which simply queries the related-key oracle on two
inputs (0,z) and (A,z @ v9(4)), where A # 0, getting respective answers y
and y’, and checks whether 4/ = y @ v;(A). This holds with probability 1 in
the real world, but only with probability 1/N in the ideal world, so that the
distinguishing advantage of this adversary is negligibly close to one.

AN ATTACK ON TwO ROUNDS. We then show a more intricate distinguishing
attack for two rounds (and, again, a linear key-schedule). This attack does not
require to query the internal permutation oracles, and makes only four queries to
the related-key oracle. It can be seen as a very efficient boomerang related-key
attack [5]. Formally, we prove the following theorem.

Theorem 1. Let v = (y0,71,72) be a linear key-schedule. Then

1
AdvERTS 1(4,0) > 1 — ¥

Proof. We denote generically (RK, (P;, P2)) the oracles to which the adversary
has access. Counsider the following distinguisher (see Figure 2 for a diagram of
the attack):

(1) choose arbitrary values z1, A; € {0,1}", and query y; := RK(Ay,x1);

(2) choose an arbitrary value Ay € {0,1}™\ {A1}, compute z3 := 21 (A2 &
Ay), and query yo := RK(Aq, 23);

(3) choose an arbitrary As € {0,1}™\{A1, Az}, compute ys := y1 D2 (A1 B As),
and query z3 := RK™!(As, y3);

® Recall that for an attainable transcript, one has Pr[Tiq = 7] > 0.



(4) compute Ay = A3 ® Ay @ Ay and yy := y2 ® 12(Ay ® Ay), and query
24 1= RK™'(Ag, ya);
(5) if x4 = x5 ® Y0 (A3 D Ay), output 1, else output 0.

When the distinguisher is interacting with the ideal world (RK[E], (Py, P2)),
where FE is an ideal cipher independent from P; and Ps, the value x4 is uni-
formly random and independent from z3, Az, and A, (indeed the offsets A;
for i = 1,2,3,4 are pairwise distinct, so that y4 is the first query to the ran-
dom permutation corresponding to offset A4). Hence, the probability that the
distinguisher returns 1 in the ideal case is 27".

Now we show that when the distinguisher is interacting with the real world,
i.e., with (RK[EMkPl’PQ], (P, P)), it always returns 1, independently of k, Py,
and P,. Noting that, by definition, zo = x1 ® v9(A2 @ A;), we denote uy the
common value

def
up = 1 &0 (kD A1) =22 ® (k& Ay),

and we denote v1 = P;(u1). We also denote

us =v1 & (kd A) (1)
Vg = P2(U2)
uy = v1 © 7 (k® Ag) (2)

Ué = PQ(U%)
Hence, one has
Y1 =1v2 ®2(k @A) (3)
Yo = vh B Y2 (k B Asg). (4)
Since y3 = y1 @ 12(A1 @ As), we can see, using (3), that
Y3 ©72(k ® A3) = y1 ® 72(k © A1) = va.
Define
v] = us ®y1(k ® A3) (5)
uy = P (vy).
This implies that
x3 =u) ®v(k® As). (6)
Since Yy = ya D y2(A2 & Ay), we see by (4) that
Ys ® 12k ® Ay) = y2 ® 2(k ® Az) = vy,
Moreover, since Ay = Az d Ay & Ay, we have

uy ®y1(k® Ay) = uhy ®y1(k® A2) By (A & As)

=v1 DYk DB A1) ®y1(kD As) by (2)

10
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Fig. 2. A related-key attack on the iterated Even-Mansour cipher with two rounds and
a linear key-schedule.

This finally implies by (6) that
zq=uy DY (k® As) = 23D 0 (A3 D Ay),

which concludes the proof. a

SECURITY PROOF FOR THREE ROUNDS. We consider the 3-round IEM cipher
with the trivial key schedule (the result can be straightforwardly extended to
the general case where the key derivation functions (v, .. .,7s) are any permuta-
tions). Given three permutations Py, Ps, P5 on {0,1}", we denote EMP1P2 s the
3-round IEM cipher which maps a key k € {0,1}" and a plaintext « € {0,1}"
to the ciphertext defined as

EMPP2 P (B 2) = k@ Py(k @ Py(k @ Py (k@ x))).
We prove the following result.

Theorem 2. Let q.,q, be positive integers, N = 2", and I be the trivial key-
schedule. Then
6geqy | 4q:

N +N'

Adv)lécl\)/llr[i(;l] (QEa Qp) <
Proof. The proof follows from Lemma 1, and Lemmas 2 and 3 proven below. O
Following the H-coefficient technique, we start by defining bad transcripts.

Definition 1. Let 7 = (Qg, Qp,, Op,, Op,, k) be an attainable transcript. We
say that T is bad if

k € BadK = U BadK;

1<i<2

11



where:

k € BadK; & there exists (A, x,y) € Qp and (u1,v1) € Qp, such that

ko A=2xDu;
k € BadKy & there exists (A, xz,y) € Qp and (us,v3) € Qp, such that
ko A= y D vs.

Otherwise, T is said good. We denote Tpaq the set of bad transcripts, and Tgooa =
T \ Toad the set of good transcripts.

First, we upper bound the probability to get a bad transcript in the ideal
world.

Lemma 2.

2¢c
Pr[Tiq € Toad] < (]qu'

Proof. Since we are in the ideal case, the key k is drawn uniformly at ran-
dom at the end of the query phase. Hence, we only need to upper bound
the number of possible bad values for k for every attainable query transcripts
(Qr, 9Qp,, Qp,, Qp,). Fix any query transcript (Qg, Qp,, Qp,, Qp,). Then, for
every (A, z,y) € Qp and every (u1,v1) € Qp,, there is exactly one key k such
that k = 2 & A & uy. Hence, |BadK;| < gegp. Similarly, |BadKs| < g.q,. Hence,
fori=1,2,

Pr[k < {0,1}" : k € BadK;] < qj\‘;”.

The result follows. a

We then consider good transcripts in the following lemma.

Lemma 3. For any good transcript T € Tgood, one has

Pr [Ty = 7] o1 4qeqp 4q?
PrTa=7] — N N~

Proof. If Tgooa = 0, there is nothing to prove. Otherwise, fix a good transcript
T = (Qg,9p,,9p,, Qp,, k). Let m denote the number of different offsets A
appearing in Q and ¢; the number of queries using the i-th offset (ordering the
offsets arbitrarily). Note that g. = Z;il ¢;- In the ideal world, one simply has

Pr[Tiq = 7] = Pr[k’ <5 {0,1}" : k' = k] x Pr[P; g Pp: P, - Qp,,i = 1,2, 3]
x Pr[E <4 BC(n,n) : (E,k) - QF]
NS S 1 _ (7)
N ((N)g,)?* TLZi(N)g,

Now we have to lower bound the probability

1
Pr[Tre:T]:prr PI,P27P3<_$P’I’L:

(EMPI’Pz’PB,k’) FOrAPF Qpﬁi = 1,2,3:|.
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Let

Up ={u1 €{0,1}" : (u1,v1) € Qp, }, Vi ={v1 € {0,1}" : (u1,v1) € Qp, },
U = {UQ € {0’ l}n : (UJQ?’UQ) € sz}v Vo= {1)2 € {Ov 1}n : (u27v2) € QP2}7
Us = {us € {0,1}" : (us,v3) € Qp,}, Va3 ={vs€{0,1}": (us,v3) € Qp,}

denote the domains and ranges of Qp,, Qp,, and Qp, respectively. For v} €
{0,1}™, let X (uj) = {(A,z,y) € Op : 2Dk DA =u}}, and let U] = {u] €
{0,1}™ : X (u}) # 0}. Similarly, for v} € {0,1}", let Y (v}) = {(4,z,y) € QF :
y®kd A =05}, and let V{ = {v§ € {0,1}" : Y (v}) # 0}. Note that by definition
of a good transcript, one has Uy NU] = 0 and V3 N V5 = 0. Let also o = |U{]
and S = |V{|. For clarity, we denote

U{ = {ull,lﬂ ce 7u,1,a}

VSI = {Ué,la s 7'01/3,[5}

using an arbitrary order. Note that

[e% 6
e = Z X (uh )| = Z CHIE (®)

It is now sufficient for our result to lower bound the number of possible tuple
of values (v} 1,...,v] ,) and (u3 1, ..., u3 ) such that, conditioned on Py (u} ;) =
viﬂv for 1 <i < a and Pg(’ué’j> = vé,j for 1 < 7 < 3, the event E,fl’Pz’P3 F Of is
equivalent to g. “new” equations on P, (i.e., distinct from equations imposed by
P, + Qp,). More precisely, let N1 be the number of tuples of pairwise distinct
values (v} 1,...,v] ,) such that, for every i = 1,..., a:

. # v for every v; € V7,

(i) v

(ii) vy, # kS A uy for every (A, z,y) € X(uy;), ug € Uy,
/
1

(iii) o], # Avy ;@A for every (A, z,y) € X(uy), 1 < j < i1, (4,2 y) €
X(ul’j).
Then
o i—1
N =TT N =g =i+ 1= (Xl )l (g + 31X (0 )D)
i=1 j=1
>INV —ap — e = 1X ()l (ap + 4c)) by (8)
=1

Similarly, let N3 be the number of tuples of pairwise distinct values (uj;,. ..
uy 5) such that, for every i = 1,...,

3

(i) u3,; # us for every ug € Us,
(ii") uy,; #k® AD vy for every (A, z,y) € Y(v5,), va € Va,
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(iii") wy,; # A®uy ;@A for every (A, z,y) € Y(vy,;), 1 <j <i—1, (A" 2",y) €
Y (vg ;).

Then

i—1
N =gy =i+ 1= V(05 + D IV (05,))

N3 >
2 j=1
>

B8
11
B8
TV~ — e — 1Y (05)1(ap + ) by (8).

—

2

For every possible choice of (v 1,...,v] ,) and (uj ..., u3 5) satisfying these
conditions, P; will be fixed on exactly g, points, P, on ¢,+¢. points and P; on
@p + B points. In more details, assume Ny - N3 > 0, fix any tuples (v] q,...,] ,)
and (ujq,...,u3 5) satisfying these conditions, and let Evy be the event that
Py(u) ;) = vy, for 1 <4 < o and Evz be the event that P3(uj ;) = vj; for
1 < j < . Then by conditions (i) and (i’) we have

1

PI‘ [EVl A\ (Pl l_ QPI)] = W
gpTo
1

Pr [EV3 74\ (Pg = QP3)] = m
ap

Fix now P, and Pj satisfying Evy and Evs. For each (A, z,y) € Qg, let u) and
v be respectively the corresponding input and output to P for this query, viz.,
uy = vy ; @k ® A for i such that z @k © A = v} ;, and vy = uz ; Gk D A for j
such that y@ kB A = ng ;- Then, the g. values ub are all outside Us by condition
(ii), and pairwise distinct by condition (iii), and similarly the g. values v} are all
outside V5 by condition (ii’), and pairwise distinct by condition (iii’). It follows
that

Pr [(EMPP2Ps 1y - Qp A (Py - Qp,)|Evi A (PL - Qp,) AEvs A (Ps + QPS)]
o
(N)gyta.

Hence, summing over the at least V7 - N3 possible pairs of tuples, we obtain

N - N3

Pr|lie=171] > .
T =72 )y e Mgyra Vaprs

)
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This last inequality is also trivially true if Ny - N3 = 0. Using (7) and (9), one
has

Pr [T = 7] Ni-N3-N-(N); T2 (N)g,

>
Pr [ﬂd = 7—] 7N : (N)qPJFOl : (N)Qp"l‘QG ' (N)q;)"l'B
NN - T (N)gs

TN =ap)a (N —aplg. - (N —ap)p

S Ni-Ns-(N)g,

(N - Q;D)a (N — qP)qe (N — qP)fS
Ny - N3

= Noa+8 -

Finally, one has, since a < g,

Ny ITmy (N =gy — e — [X (4] ) (g + 40))

Ne ~a
- I
Zl_gqﬁqﬁIXgivil,Z)I(qurqe)
21_%]\%—?\?—(qp+qe)gw
=1 Q%irqp B 2;\1; by (8).

The same lower bound holds for % Hence

Pr[Tie = 7] - (1 2¢eqp % 2
Pr(Ta=7] — N N

 4geqy  4q?

>1 .
- N N

3.3 The Nonlinear Key-Schedule Case

In this section, we show that when the key-schedule is nonlinear, one round
is sufficient to achieve a O(2% )-security bound against xor-induced related-key
attacks.

Given a permutation P on {0,1}" and two permutations vp,v1 : {0,1}" —
{0,1}™, we denote EM? the 1-round Even-Mansour cipher which maps a key
k € {0,1}" and a plaintext « € {0,1}" to the ciphertext defined as

EMT (k,z) = y1(k) ® P(yo(k) ® z).
We prove the following result.

Theorem 3. Let q.,q, be positive integers, N = 2", and v = (yo,71). Then

Xor-rka 2q€q (6(70) + 6(’71))(13
AdvEM[nl,{l,’y] <QE7QLD) S Np + 2N :
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In particular, if vo and v, are almost perfect nonlinear permutations, then

24eqp + 2¢?

xor-rka
AdVEM[n,l,'y] (qe? q}?) < N

Proof. Deferred to the full version of the paper [12] for reasons of space. O

4 Resistance to Chosen-Key Attacks and Sequential
Indifferentiability

4.1 Formalizing Chosen-Key Attacks in Idealized Models

In this section, we see a block cipher E € BC(k,n) as a primitive which takes as
input a triple a = (0, k, z), where 6 € {4, —} indicates whether this is a direct
(plaintext) or inverse (ciphertext) query, k € {0,1}" is the key, and z € {0,1}"
is the plaintext/ciphertext (depending on §), and returns the corresponding ci-
phertext/plaintext (again, depending on ¢) z’ € {0,1}™. This allows the block
cipher to be described as having a single interface rather than two interfaces
E and E~!. In the following, we denote Dom = {+,—} x {0,1}" x {0,1}" and
Rng = {0, 1}" respectively the domain and the range of E. For an integer m > 1,
an m-ary relation R is simply a subset R C Dom™ x Rng™.

It is well-known that it is impossible to rigorously define a notion of resis-
tance to chosen-key attacks for block ciphers in the standard model (i.e., for
block ciphers not relying on an underlying ideal primitive) without running into
impossibility results similar to the one of [9] about random oracles. However, it
is possible to avoid such pitfalls in idealized models, as we explain now.

For this, we introduce the concept of evasive relation which, informally,
refers to a relation such that it is hard for an algorithm with oracle access
to an ideal cipher F to come with a tuple of inputs (aq,...,q,) such that
(a1, ... am), (E(aq), ..., E(an))) satisfies this relation.

Definition 2 (Evasive Relation). An m-ary relation R is said (q,¢<)-evasive
(with respect to an ideal cipher) if for any oracle Turing machine M making at
most q oracle queries, one has

Pr |E g BC(k,n), (a1, ..., am) « MF .

(a1, .oy om), (B(o),..., Elam))) € R| <¢,

where the probability is taken over the random draw of E and the random coins

of M.

Ezxample 1. Consider the problem of finding a preimage of zero for a compression
function f(k,z) := E(k,x) @ « built from a block cipher FE in Davies-Meyer
mode, i.e., finding a pair (k,z) such that F(k,z) @ = 0. This corresponds to
the unary relation R = {((+,k,x),y) € Dom x Rng : « ® y = 0}. A celebrated
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result by Winternitz [33], generalized by Black et al. [7], says that this relation
is (g, O(q/2™))-evasive with respect to an ideal cipher. Similarly, the collision
resistance of the Davies-Meyer mode [7] can be recast as a binary (g, O(¢?/2"))-
evasive relation for the underlying block cipher.

Definition 3 (Correlation Intractable Block Cipher). Let C be a block
cipher construction using (in a black-box way) an underlying primitive F', and
let R be an m-ary relation. C¥' is said to be (q,e)-correlation intractable with
respect to R if for any oracle Turing machine M making at most q oracle queries,
one has

Pr(ai,...,om) — ME((aq, .. o), (CF(an),...,CF (o)) € R] <e,

where the probability is taken over the random draw of F (in some well-under-
stood set) and the random coins of M.

Informally, a block cipher construction C* can be deemed resistant to chosen-
key attacks if for any (g,¢)-evasive relation R, C¥ is (q’,e’)-correlation in-
tractable with respect to R with ¢’ ~ ¢ and &’ ~ e. Note that our definitions
above are information-theoretic, since later we will be able to prove information-
theoretic security for the 4-round IEM cipher. There is no obstacle in providing
corresponding computational definitions by taking the running time of the algo-
rithms into account.

4.2 Sequential Indifferentiability

We define here the notion of sequential indifferentiability (seg-indifferentiability
for short), introduced by [26], which is a weakened variant of (full) indifferen-
tiability as introduced by [27], and then explain how it is related to correlation
intractability. We use the definition of sequential indifferentiability given in [26],
tailored to the case of block ciphers.

We start with some definitions. Let C be a block cipher construction using in
a black-box way an underlying primitive F'. Let D be a distinguisher accessing
a pair of oracles that we denote generically (E, F), which can be either the
construction together with the underlying primitive F, i.e., (C¥', F), or (E,SF)
where E is an ideal cipher and S is an oracle Turing machine with oracle access
to E called a simulator. We will refer informally to E as the left oracle and
F' as the right oracle. A distinguisher is said to be sequential if after its first
query to its left (construction/ideal cipher) oracle, it does not query its right
(primitive/simulator) oracle any more. Hence, such a distinguisher works in two
phases: first it queries only its right oracle, and then only its left oracle (see
Figure 3). We define the total oracle query cost of D as the total number of
queries received by F' (from D or C) when D interacts with (C¥', F). In particular,
if C makes ¢ queries to F' to answer any query it receives, and if D makes ¢,
queries to its left oracle and gy queries to its right oracle, then the total oracle
query cost of D is at most g5 + cge.
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Fig. 3. The sequential indifferentiability notion. The numbers next to query arrows
indicate in which order the distinguisher accesses both oracles. After its first query to
the left oracle, the distinguisher cannot query the right oracle any more.

Definition 4 (Seg-indifferentiability). Let ¢,0,t € N and € € RT. A block
cipher construction C with black-box access to an ideal primitive F is said to
be (q,0,t,¢)-seq-indifferentiable from an ideal cipher if there exists an oracle
algorithm S such that for any sequential distinguisher D of total oracle query
cost at most q, S makes at most o oracle queries, runs in time at most t, and
one has

‘Pr {DEvSE — 1} —Pr {DCFvF — 1} ’ <e,

where the first probability is taken over the random draw of the ideal cipher E
and the random coins of S, and the second probability is taken over the random
draw of F (from some well understood set).

Note that this definition is information-theoretic (the distinguisher might be
computationally unbounded), and demands the existence of a universal simu-
lator (this is sometimes called strong indifferentiability; when the simulator is
allowed to depend on the distinguisher, this is called weak indifferentiability).

The usefulness of seq-indifferentiability in the context of CKAs comes from
the following theorem (the proof is essentially similar to the proof of [26, Theo-
rem 3], but we make the relation between the various parameters explicit).

Theorem 4. Let C be a block cipher construction using (in a black-box way) an
underlying primitive F such that C makes at most ¢ queries to F on any input.
Assume that CT' is (q+cm, 0, t, €)-seq-indifferentiable from an ideal cipher. Then
for any m-ary relation R, if R is (o0 + m,er)-evasive with respect to an ideal
cipher, then C¥' is (q,& + er)-correlation intractable with respect to R.

Proof. Assume that there exists an m-ary relation R which is (0 4+m, eg )-evasive
but such that CF" is not (g, e+¢ex )-correlation intractable with respect to R. Then
there exists an oracle machine M making at most ¢ oracle queries such that M¥
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outputs with probability &’ > ex + € a sequence (o, ..., ay,) such that
((a1,...,am), (CF(an),...,CF (am))) € R.

Consider the following sequential distinguisher D accessing a pair of oracles
(E, F): it runs M, answering M’s oracle queries with its own oracle F, until
M returns a tuple (aq, ..., ;). D then makes oracle queries E(ay), ..., E(amn)
and checks® whether

(a1, yam), (BE(ar),...,E(am))) € R.

If this is the case it returns 1, otherwise it returns 0. Note that the total oracle
query cost of D is at most g + cm.

When the distinguisher is interacting with (C¥', F), the probability that it
returns 1 is exactly ¢ > er + €. On the other hand, when it interacts with
(E,ST), then the union of D and S is an oracle machine with oracle access to
E making at most o + m oracle queries, so that, by definition of a (o + m,eg)-
evasive relation, D outputs 1 with probability at most ex. Hence, the advantage
of the distinguisher is &’ — eg > &, which contradicts the (¢ + em, o, €)-seq-
indifferentiability of C. ad

INTERPRETATION. Assuming ¢ and m are constants which are negligible com-
pared with ¢ and o, Theorem 4 can be paraphrased as follows: if C is (¢, 0,t,¢)-
seq-indifferentiable from an ideal cipher, and if a relation R cannot be found with
probability better than ex with ¢ queries to an ideal cipher, then R cannot be
found for C¥" with probability better than £ 4+ with ¢ queries to F. (Note that
the running time of the simulator is irrelevant here since we used an information-
theoretic definition of correlation intractability.) Hence, seq-indifferentiability
measures how much easier it is to find some relation R for a block cipher con-
struction C¥" than for an ideal cipher. In a sense, Theorem 4 can be seen as the
analogue in the case of sequential indifferentiability of the composition theorem
of [27, 30] for full indifferentiability.

If one is only concerned with asymptotic security, then seq-indifferentiability
implies correlation intractability in the following sense. Let (C'),en be a block
cipher construction family indexed by a security parameter n. We simply say
that CI' is seq-indifferentiable from an ideal cipher if for any ¢ € poly(n), CI
is (g, 0,t,¢)-seq-indifferentiable from an ideal cipher with o, € poly(n) and
¢ € negl(n). We simply say that C is correlation intractable if for any (g, ¢)-
evasive relation R (with respect to an ideal cipher) where ¢ € poly(n) and
e € negl(n), CI is (¢/,&')-correlation intractable with respect to R for some
¢’ € poly(n) and €' € negl(n). Then a direct corollary of Theorem 4 is that if
CI' is (asymptotically) seq-indifferentiable from an ideal cipher, then it is also
(asymptotically) correlation intractable.

5 Note that we are working in the information-theoretic framework, so that the running
time of D is irrelevant. In the computational framework, one should take into account
the time necessary to recognize relation R.
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However, if we adopt the “concrete” security viewpoint, then the exact seq-
indifferentiability parameters are important to quantify how well exactly the
construction withstands chosen-key attacks. Consider Example 1 of preimage
resistance of the Davies-Meyer compression function, which can be phrased as a
(g, O(q/2™))-evasive relation R for the underlying (ideal) cipher. Assume that a
block cipher construction C¥ is (¢, 0, t, €)-seq-indifferentiable from an ideal cipher
with, e.g., 0 = O(¢?) and € = O(¢?/2"). Then Theorem 4 implies that C¥ is
(q,0(g?/2™))-correlation intractable with respect to R, or in other words, that
the Davies-Meyer compression function based on C¥ is (¢, O(¢?/2"))-preimage
resistant (in the ideal-F model). Hence, the quadratic query complexity of the
simulator implies a security loss for correlation intractability. This motivates to
look for block cipher constructions that are (g, o, t, )-seq-indifferentiable from
an ideal cipher with o = O(q) and € = O(q/2"), which we leave for future work.

4.3 Proof of Sequential Indifferentiability for Four Rounds

Four ROUNDS ARE NECESSARY. We first recall that Lampe and Seurin gave an
attack against full indifferentiability of the 3-round TEM cipher [24] (a different
attack has been independently described by Andreeva et al. [1]). A closer look at
their attack shows that their distinguisher is in fact sequential (we refer to [24]
for a detailed description of the attack for reasons of space), so that the 3-round
IEM cipher cannot even be seg-indifferentiable from an ideal cipher. Hence, at
least four rounds are necessary (and, as we will see now, sufficient) to achieve
seq-indifferentiability from an ideal cipher.

MaAIN RESULT. We now state and prove the main result of this section regarding
the seqg-indifferentiability of the 4-round IEM cipher. The proof essentially fol-
lows the same lines as the proof of full indifferentiability of [24] for twelve rounds,
but is quite simpler since the simulator does not recurse when completing chains.

Theorem 5. Let N = 2". For any integer q such that ¢> < N/4, the 4-round
IEM construction (with independent permutations and identical round keys) is
(q,0,t,¢)-seqg-indifferentiable from an ideal cipher with n-bit blocks and n-bit
keys, with

68¢*

oc=¢* t=0(), and = N

Remark 1. It was shown in [26] that for stateless ideal primitives (i.e., prim-
itives whose answers do not depend on the order of the queries it receives),
seq-indifferentiability implies public indifferentiability [34, 14], a variant of in-
differentiability where the simulator gets to know all queries of the distinguisher
to E. Since an ideal cipher is stateless, Theorem 5 implies that the 4-round IEM
construction is also publicly indifferentiable from an ideal cipher.

In order to prove this theorem, we will first define a simulator S, then prove
that it runs in polynomial time and makes a polynomial number of queries
(Lemma 4), and finally prove that the two systems ¥, = (E,S¥) and Y3 =
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Fig. 4. The 4-round iterated Even-Mansour cipher with independent permutations and
identical round keys. The detection and adaptations zones used by the simulator for
proving seg-indifferentiability from an ideal cipher are also depicted.

(EM”, P) are indistinguishable, using an intermediate system X5 that we will
describe later (Lemmas 6 and 7).

INFORMAL DESCRIPTION OF THE SIMULATOR AND NOTATION. We start with
an informal description of the simulator (a formal description in pseudocode is
given in Appendix A). The simulator offers an interface Query(i, J, w) to the dis-
tinguisher for querying the internal permutations, where ¢ € {1,...,4} names
the permutation, § € {+, —} indicates whether this a direct or inverse query,
and w € {0,1}"™ is the actual value queried. For each i = 1,...,4, the simulator
internally maintains a table II; mapping entries (§,w) € {+, —} x {0,1}" to val-
ues w' € {0,1}", initially undefined for all entries. We denote II;", resp. II;, the
(time-dependent) sets of strings w € {0, 1}™ such that IT;(+, w), resp. II;(—, w),
is defined. When the simulator receives a query (4, J, w), it looks in table IT; to see
whether the corresponding answer IT, (4, w) is already defined. When this is the
case, it outputs the answer and waits for the next query. Otherwise, it randomly
draws an answer w’ € {0,1}" and defines IT;(d,w) := w’ as well as the answer to
the opposite query IT; (8, w’) := w. In order to handily describe how the answer w’
is drawn, we make the randomness used by the simulator explicit through a tuple
of random permutations P = (Py,..., Py). As for the ideal cipher F, we formally
let each P; have a single interface, namely P; := {+, —} x {0,1}" — {0,1}", and
for any u,v € {0,1}", P;(+,u) = v & P;(—,v) = u. We assume that the tuple
(Py,...,Py) is drawn uniformly at random at the beginning of the experiment,
but we note that S could equivalently lazily sample these permutations through-
out its execution. Then w’ is simply defined by the simulator as w’ := P;(4, w).
(For reasons that will become clear later, this is not equivalent to drawing w’
uniformly from {0,1}" \ IT?, see Remark 2.)

After this random choice of the answer w’, and before returning it to the
distinguisher, the simulator takes additional steps to ensure consistency with
the ideal cipher E by running a chain completion mechanism. Namely, if the
distinguisher called Query(i,d,w) with ¢ = 2 or 3, the simulator completes all
newly created “chains” (vg,us), where vy € IT, and ug € ng by executing a
procedure CompleteChain(vg,us, ), where ¢ indicates where the chain will be
“adapted”. For example, assume that the distinguisher called Query(2,+,us)
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and that the answer randomly chosen by the simulator was v (or the backward
counterpart, namely the distinguisher called Query(2, —, v9) and the answer ran-
domly chosen by the simulator was us). Then for each us € H;' , the simulator
computes the corresponding key k := vo @ us, and evaluates the IEM construc-
tion backward, letting ug := ITo(—,v2) and vy := ug ® k, and forward, letting
v3 := II3(4, u3), ug := v3 Dk, vg := 4(+,uyq) (setting this value at random in
case it was not in Ily), y := vg ® k,  := E(—,k,y) (hence making a query to
E to “wrap around”), and wu; := x @ k, until the corresponding input/output
values (u1,v1) for the first permutation are defined. It then “adapts” (rather
than setting randomly) table II; by calling procedure ForceVal(uy, v, 1) which
sets ITy (+,u1) := vy and II;(—,v1) := uy in order to ensure consistency of the
simulated IEM construction with E. (A crucial point of the proof will be to show
that this does not cause an overwrite, i.e., that these two values are undefined
before the adaptation occurs.) In case the query was to Query(3,-,-), the behav-
ior of the simulator is symmetric, namely adaptation of the chain takes place in
table Ily.
In all the following, we define the size of each table II; as

|11;] = max{|II]"|, |11 |}.
(Note that as long as no value is overwritten in the tables, [II;}| = |11, |.)

Remark 2. As already noted, we could have easily described an equivalent sim-
ulator that lazily samples the random permutations (P, ..., Py) throughout its
execution. However, we remark that this is not equivalent to replacing line (6)
of the formal description of the simulator in Appendix A by w’ «—¢ {0,1}"\ IT?
for i = 1 and i = 4 since the simulator sometimes adapts the value of these
tables, so that the tables II; and the permutations P; will differ in general on
the adapted entries.

COMPLEXITY OF THE SIMULATOR. We start by proving that the simulator runs
in polynomial time and makes a polynomial number of queries to the ideal cipher.
More precisely, we have the following lemma.

Lemma 4. Consider an execution of the simulator S¥ where the simulator re-
cetves at most q queries in total. Then:

(i) the size of IIs and II3 is at most q, and the size of II; and Il4 is at most
¢ +q;

(ii) the simulator evecutes CompleteChain at most q> times, makes at most ¢>
queries to E, and runs in time O(q?).

Proof. The size of I, resp. Il3, can only increase by one when the distin-
guisher makes a direct call to Query(2, §, w), resp. Query(3,d,w), so that the size
of Ils and I3 is at most gq. Procedure CompleteChain is called once for each
pair (vo,us) € II; x II3, hence at most ¢* times in total. Since the simulator
makes exactly one query to E per execution of CompleteChain, the total num-
ber of queries made by the simulator to E is at most ¢2. The size of II;, resp.
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Fig. 5. Systems used in the seq-indifferentiability proof.

Iy, can only increase by one when the distinguisher calls Query(1,d, w), resp.
Query(4, 0, w), or when CompleteChain is called, hence the size of IT; and 1, is at
most g2 + ¢. Clearly, the simulator running time is dominated by the executions
of CompleteChain, hence the simulator runs in time O(g?). O

INTERMEDIATE SYSTEM. In all the following, we consider some fixed distin-
guisher D, and assume that it is deterministic (this is wlog since we consider
computationally unbounded distinguishers). We will denote S(E, P) rather than
S(P)¥ the simulator with oracle access to the ideal cipher E and using random
permutations P as source of randomness. In order to prove the indistinguishabil-
ity of the two systems (E,S(E, P)) and (EM” | P), we will use an intermediate
system.” Let ¥, be the “ideal” world where the distinguisher interacts with
(E,S(E, P)). Note that all the randomness of system X is captured by the pair
(E, P). Let also X3 be the “real” world where the distinguisher interacts with
(EM| P). All the randomness of system Y3 is captured by P. In the intermediate
system Y, the distinguisher interacts with (EMS") S(E, P)) (see Figure 5).
In words, the right oracle is the simulator S(E, P) with oracle access to an ideal
cipher F as in X, but now the left oracle is the 4-round IEM construction with
oracle access to S(E, P) (rather than random permutations). As for Xy, all the
randomness of system Xy is captured by (F, P).

" We warn that this intermediate system is different from the one used in [24] to prove
full indifferentiability of the 12-round IEM cipher, namely (EM?, S(EMT, P)). It is
in fact analogue to the one used by [26] to prove the seg-indifferentiability of the
6-round Feistel construction.
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TRANSITION FROM X TO X5 AND GOoOD EXECUTIONS. We first consider the
transition from the first to the second system.

Definition 5. A pair (E, P) is said good if the simulator never overwrites an
entry of its tables IT; during an execution of D>*>F:F)  Otherwise the pair is said
bad.

An overwrite may happen either during a random assignment (line (8) of the
formal description of the simulator in Appendix A), or when adapting a chain
(lines (48) and (49)). Note that whether a pair (E, P) is good or not depends on
the distinguisher D. We first upper bound the probability that a random pair
(E, P) is bad.

Lemma 5. Consider a distinguisher D of total oracle query cost at most q,

with ¢ < N/4. Then a uniformly random pair (E, P), where E <g BC(n,n)
4

and P <g (P,)*, is bad (with respect to D) with probability at most %.

Proof. First, note that the total number of queries received by the simulator in
Y5 (either from D or from the construction EM) is exactly the total oracle query
cost ¢ of the distinguisher. Since entries in Iy and [I3 are never adapted, they
can never be overwritten either. Hence, we only need to consider the probability
of an overwrite in II; or Il4. Let BadRand be the event that an overwrite occurs
during a random assignment (i.e., at line (8)) and BadAdapt be the event that
an overwrite occurs when adapting a chain (vg, ug) (i.e., at line (48) or (49)).
We first consider the probability of BadRand. Consider a random assignment
in I1;, for i = 1 or 4, namely IT;(,w) := w’, IT;(§,w’') := w, with w’ randomly
defined as w’ := P;(§,w). By Lemma 4 (i), there are at most ¢*> + ¢ random
assignments in I1; and II4, so that w’ is uniformly random in a set of size at
least N — (¢ + q). Moreover, this random assignment cannot overwrite a value
that was previously added during a random assignment, but only a value that
was added by ForceVal (i.e., when adapting a chain), and by Lemma 4 (i¢) there
are at most ¢2 such values. Hence, the probability that w’ is equal to one of the
at Il'leSt q® values previously added in table II; by a call to ForceVal is at most

ﬁ. Summing over the at most ¢? + ¢ random assignments in I7; and IIy,
we get
Pr [BadRand] < 2(¢? 4 ¢) x ¢ 8 (10)
- N—-g¢2—q~ N

We now consider the probability of BadAdapt, conditioned on BadRand not
happening. Let BadAdapt; be the event that a value is overwritten by the i-th
call to ForceVal. We will upper bound the probability

Pr [BadAdapt,|-BadRand A =BadAdapt;,j = 1,...,i —1].

Consider the i-th execution of CompleteChain(vg,us,¥), and assume that event
BadRand does not occur and BadAdaptj does not occur for 1 < j < i — 1.
This means that no value was overwritten before this i-th call to CompleteChain.
For concreteness, suppose that this chain completion was triggered by a call to
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Query(2,-,-) from the distinguisher, so that ¢ = 1 (the reasoning is symmet-
ric for a call to Query(3,-,-) for which £ = 4). The simulator will eventually
call ForceVal(u,v1,1), and we must show that with high probability, the values
ITy(+,u1) and II;(—, vy ) are undefined previously to this call. We first consider
the case of v;. This value is defined by the simulator by setting k := vy @ ug
and vy := us @B k, hence v; = us ® v2 P us. Independently of the direction of the
query of the distinguisher, and since there are at most ¢ random assignments
in II, the value ug ® vo comes at random from a set of size at least N — ¢ (if
the distinguisher called Query(2,+,us) then vy is random, whereas if it called
Query(2, —,v2) then wus is random). Hence, the probability that vy is equal to
one of the at most ¢? + ¢ values already in IT; is at most ?VQ—J_F;J. We now argue
that IT;(+,uq) is also undefined with high probability. For this, we show that
the query E(—,k,y) made by the simulator to wrap around when evaluating
the IEM construction forward is fresh, i.e., it never made this query before nor
received y as answer to a previous query E(+, k,x). Assume that this does not
hold. Then this means that such a query previously occurred when completing
another chain (v}, us). But since we assumed that no value was overwritten in
the tables before this call to CompleteChain(vs, us, 1), it can easily be seen that
this implies that (v}, u%) = (ve,us), which cannot be since the simulator com-
pletes any chain at most once by construction. This implies that the value x
returned by E comes at random from a set of size at least N — ¢ (since by
Lemma 4 the simulator makes at most ¢ queries to E), so that u; := x @ k is
equal to one of the at most ¢? + ¢ values already in table II; with probability
at most ;{,2:;12. Hence, summing over the at most g2 calls to CompleteChain, we
obtain

q2
Pr [BadAdapt|-BadRand] < ZPr [BadAdapt,|
i=1

—BadRand A —=BadAdapt;,j =1,...,i— 1]

2 2 4
< (LHa, ey B (11)
N—-q N-—q

Combining (10) and (11) yields the result. O

Lemma 6. For any distinguisher D of total oracle query cost at most q, one

has
16¢*

N )
where both probabilities are taken over E < BC(n,n), P +g (P,)*.

[Pr [D=EP) 1] —pr [DR(E0) — ]| <

Proof. Deferred to the full version of the paper [12] for reasons of space. ad
TRANSITION FROM Y5 TO Y3 AND RANDOMNESS MAPPING. We now consider

the transition from the second to the third system, using a randomness mapping
argument similar to the one of [19, 24]. For this, we define a map A mapping pairs
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(E, P) either to the special symbol L when (E, P) is bad, or to a tuple of partial
permutations P’ = (Py,..., P;) when (F, P) is good. A partial permutation is
a function P : {+,—} x {0,1}" — {0,1}™ U {*} such that for all u,v € {0,1}",
Pl/(+,u) =v # *x < P/(—,v) = u # *.

The map A is defined for good pairs (E, P) as follows: run D>2(E:P)  and
consider the tables II; of the simulator at the end of the execution; then fill all
undefined entries of the II;’s with the special symbol *. The result is exactly
A(E, P). Since for a good pair (F, P), the simulator never overwrites an entry
in its tables, it follows that A(E, P) is a tuple of partial permutations as just
defined above. We say that a tuple of partial permutations P’ = (Pj,..., P;)
is good if it has a good preimage by A. We say that a tuple of permutations
P = (Py,...,P,) extends a tuple of partial permutations P’ = (Pj,..., P}),
denoted P+ P’, if for each 1 < ¢ < 4, P; and Pl’ agree on all entries such that
P/ (6, w) # *.

Lemma 7. For any distinguisher D of total oracle query cost at most q, one
has

52¢*

N )
where the first probability is taken over E <g BC(n,n), P <+ (P,)*, and the
second over P <g (Pp)*.

‘Pr (D= 1] — pr [D™() 1” <

Proof. Deferred to the full version of the paper [12] for reasons of space. a

CONCLUDING. The proof of Theorem 5 directly follows by combining Lemmas 4,
6, and 7. As a corollary, we obtain from Theorem 4 that for any (g2, €)-evasive
relation R, the 4-round IEM cipher is (q,e + O(q*/2"))-correlation intractable
with respect to R. Using again Example 1, the Davies-Meyer compression func-
tion based on the 4-round IEM cipher is (g, O(g*/2"))-preimage resistant in the
Random Permutation Model. This is quite a weak security guarantee, and as
already explained, this motivates the search for a block cipher construction (po-
tentially the ITEM cipher with a sufficient number of rounds) which is (g, o, ¢, ¢)-
seq-indifferentiable from an ideal cipher with o = O(q) and € = O(¢/2").
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A Formal Description of the Simulator

Simulator S(P):
Variables:

tables IIq,..

., 114, initially empty

public procedure Query(i, 4, w):

if (0,w) ¢ II; then

w' = P;(d, w)
II;(6,w) == w'
IL;(6,w') :==w

\\ may overwrite an entry

\\ complete newly created chains (vq, us) if any

if 1 =2 then

if 6 = + then vy := v’ else vy 1= w

forall us € ng do
CompleteChain (v, us, 1)
else if ¢ = 3 then

if 0 = + then us := w else u3 = w'

forall v, € II; do
CompleteChain(vs, us, 4)
return II;(d, w)

private procedure CompleteChain(vsy, us, £):

U1

Uy

k:= vy D us
case { = 1:
\\ evaluate the chain bw. up to
Ug = HQ(—7'U2)
v i=us Dk
\\ evaluate the chain fw. up to
vg 1= II3(+, u3)
Uy i =v3 Dk
vy = Query(4, +, us)
y:=v,Dk
€T = E(_7 ka y)
ui=xdk

private procedure ForceVal(u;, v;,1):
ITi(+, i) = v
ITi(—,vi) = wy

\\ adapt the chain
ForceVal(uy, vy, 1)
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case ( = 4:

\\ evaluate the chain fw. up to
(o

V3 1= H3(+, ud)

Uy :=v3 Dk

\\ evaluate the chain bw. up to
Vg

Ug 1= HQ(*,'UQ)

V] = Uy P k

uy := Query(1, —, v1)

ri=u Dk

y:=E(+,k,x)

vy =YDk

\\ adapt the chain
ForceVal(ug, v4,4)

\\ may overwrite an entry
\\ may overwrite an entry



B Known-Key Attacks

Andreeva et al. [2], in an attempt to formalize known-key attacks, have intro-
duced the notion of known-key indifferentiability (KK-indifferentiability), and
shown that the l-round Even-Mansour cipher is KK-indifferentiable from an
ideal cipher. KK-indifferentiability for a block cipher construction C¥ is defined
in a similar way as (full) indifferentiability, except that a random key k is drawn
at the beginning of the security experiment, and the distinguisher is restricted
to querying the construction C¥" in the real world or the ideal cipher E in the
ideal world with the key k. Moreover, in the ideal world, the simulator is given
the key k as input.

We argue however that the notion of [2] is slightly too restrictive to fully
capture known-key attacks, because their definition involves only one single ran-
dom key. If one tries to consider attacks with larger key arity, then the 1-round
Even-Mansour cipher is not secure against known-key attacks. Consider the fol-
lowing simple example of a known-key attack against the 1-round Even-Mansour
cipher (with identical round keys) involving two random keys. The adversary re-
ceives two random keys k # k’. It picks an arbitrary z € {0,1}" and defines
¥ =x®k®k'. Let y = EML (z) and 3 = EML (2). Then one can easily check
that z ® 2’ = y @ y’. Yet for an ideal cipher E, given two random keys k # k',
finding two pairs (z,y) and (2/,y’) such that Ex(x) = y, Ep(2') = ¢/, and
Tz ®z' =y @y can be shown to be hard: more precisely, an adversary making
at most ¢ queries to F finds such pairs with probability O(S—Z). In other words,
for the 1-round EM construction, the adversary can very easily find a binary
relation which is (g, O(g—i))—evasive with respect to an ideal cipher and involves
the two “challenge” keys k, k'.

It is straightforward to extend the KK-indifferentiability definition given
by [2] to handle larger key arity, by restricting the distinguisher to query its
left oracle (C¥'/E) on a set of at most m keys ky, ..., k,, randomly drawn at the
beginning of the experiment. Then, for m > 1, the 1-round IEM cipher is not
KK-indifferentiable from an ideal cipher under this definition, as shown by the
attack outlined above.

Similarly, one could easily modify the definition of correlation intractability
(cf. Definition 3) in order to better capture the known-key setting, by simply
drawing m’ random keys ki, ..., kn given as input to M, and imposing to M
that its output (aq,...,q,,) only involves the “challenge” keys k1, ..., kp.

We leave the study of these new notions to future work.
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