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Abstract. We consider the problem of computing the intersection of
private datasets of two parties, where the datasets contain lists of ele-
ments taken from a large domain. This problem has many applications
for online collaboration. We presert proto cols, based on the use of ho-
momorphic encryption and balanced hashing, for both semi-honestand
malicious environments. For lists of length k, we obtain O(k) communi-
cation overheadand O(k In In k) computation. The proto col for the semi-
honest environment is securein the standard model, while the proto col
for the malicious environment is securein the random oracle model. We
also consider the problem of approximating the size of the intersection,
show a linear lower-bound for the communication overhead of solving
this problem, and provide a suitable secure protocol. Lastly, we inves-
tigate other variants of the matching problem, including extending the
proto col to the multi-part y setting as well as considering the problem of
approximate matching.

1 Intro duction

This work considersseeral two-party set-intersection problemsand presens
corresponding secureprotocols. Our protocols enabletwo parties that ead hold
a setof inputs { drawn from a large domain { to jointly calculate the intersection
of their inputs, without leaking any additional information. The set-intersection
primitiv e is quite usefulasit is extensively usedin computations over databases,
e.g, for data mining where the data is vertically partitioned between parties
(namely, eath party hasdierent attributes referring to the samesubjects).

One could envision the usageof e cien t set-intersection protocols for online
recommendation services,online dating services,medical databases,and many
other applications. We are already beginning to seethe deployment of suc
applications using either trusted third parties or plain insecurecommunication.

Contributions.  We study private two-party computation of set intersection,
which we also denote as private matching (PM):

{ Protocolsfor computing private matching, basedon homomorphic encryp-
tion and balancedallocations: (i) a protocol secureagainst semi-honestad-
versaries;and (ii) a protocol, in the random oracle model, secureagainst
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malicious adversaries* Their overhead for input lists of length k is O(k)
communication and O(k InIn k) computation, with small constart factors.
Theseprotocols are more e cien t than previous solutions to this problem.

{ Variants of the private matching protocol that (i) compute the intersection
size (i) decidewhether the intersection sizeis greater than a threshold, or
(iii) compute someother function of the intersection set.

{ We considerprivate approximation protocolsfor the intersection size(similar
to the private approximation of the Hamming distance by [10]). A simple
reduction from the communication lower-bound on disjointness shows that
this problem cannot have a sublinear worst-case communication overhead.
We showv a sampling-based private approximation protocol that achieves
instance-optimal communication.

{ We extend the protocol for set intersection to a multi-part y setting.

{ We introducethe problem of secureapproximate (or \fuzzy") matching and
seard, and we presert protocolsfor seweral simple instances.

2 Background and Related Work

Priv ate equalit y tests (PET). A simpler form of private matching is where
ead of the two datasets has a single elemert from a domain of sizeN. A cir-
cuit computing this function has O(log N) gates, and therefore can be securely
evaluated with this overhead. Specialized protocols for this function were also
suggestedin [9,18,17], and they essetially have the sameoverhead.A solution
in [3] provides fairnessin addition to security.

A circuit-based solution for computing PM of datasets of length k requires
O(k? logN) communication and O(k logN) oblivious transfers. Another trivial
construction comparesall combinations of items from the two datasetsusing k?
instantiations of a PET protocol (which itself hasO(log N ) overhead). The com-
putation of this comparison can be reducedto O(k logN), while retaining the
O(k?logN) communication overhead [18]. There are additional constructions
that solve the private matching problem at the cost of only O(k) exponerti-
ations [12,8]. However, these constructions were only analyzed in the random
oracle model, against semi-honestparties.

Disjoin tness and set intersection. Protocols for computing (or deciding)
the intersection of two sets have been researdied both in the general context
of communication complexity and in the context of secureprotocols. Much at-
tention has beengiven to evaluating the communication complexity of the dis-
jointnessproblem, where the two parties in the protocol hold subsetsa and b of

have an empty intersection. It is well known that R (Disj) = (N) [14,22]. An
immediate implication is that computing ja\ b requires (N) communication.
Therefore, even without taking privacy into consideration, the communication
complexity of private matching is at least proportional to the input size.

4 For malicious clients, we presert a protocol that is securein the standard model.



Onemay try and get around the high communication complexity of comput-
ing the intersection sizeby approximating it. In the context of secureprotocols,
this may lead to a sublinear private approximation protocol for intersection size®
If one settlesfor an approximation up to additive error N (for constart ), it is
easyto seethat very e cien t protocolsexist, namely O(log N) bits in the private
randomnessmodel [16, Example 5.5]. However, if we require multiplicative er-
ror (e.g, an (; )-approximation), we show a simple reduction from disjointness
that provesthat alower-bound of (N) communication bits is necessarnyfor any
such approximation protocol. SeeSection 6 for details.

3 Preliminaries

3.1 Priv ate matc hing (PM)

A priv ate matc hing (PM) schemeis a two-party protocol between a client
(chooser) Cand a server (sender) S. Cs input is a set of inputs of sizekc, drawn
from somedomain of sizeN ; S's input is a set of sizeks drawn from the same
domain. At the conclusion of the protocol, C learns which specic inputs are

Y = fyg;:i0¥ 9, Clearns X \ Y fxuj9v;xy = wg  PM(X;Y).

PM Varian ts. Somevariants of the private matching protocol include the fol-
lowing. (i) Private cardinality matching (PMc) allows C to learn how many
inputs it shareswith S. That is, C learns jX \ Yj: jPMj PMc (X;Y). (ii)
Private threshold matching (PM;) provides C with the answer to the decisional
problemwhether jX \ Yj is greater than somepre-speci ed threshold t. That is,
1  PM(X;Y) if PMc > t and 0 otherwise. (iii) Generalizing PMc and PM¢,
one could de ne arbitrary private-matching protocolsthat are simple functions
of the intersection set, i.e., basedon the output of PM or PMc.

Priv ate Matc hing and Oblivious Transfer. We shov a simple reduction
from oblivious transfer (OT) to private matching. The OT protocol we design
is a 1-out-of-2 bit-transfer protocol in the semi-honestcase.The sender'sinput
contains two bits by; by. The chooser'sinput isabit . At the end of the protocol
the chooserlearnsb and nothing else,while the senderlearns nothing.

First, the parties generatetheir respective PM inputs: The sendergenerates
a list of two strings, f Ojby; 1jb;g, and the chooser generatesthe list f jO; jlg.
Then, they run the PM protocol, at the end of which the chooserlearns jb . It
follows by the results of Impagliazzo and Rudich [13] that there is no black-box
reduction of private matching from one-way functions.

Sincethe reduction is usedto show an impossibility result, it is su cien t to
show it for the simplestform of OT, aswe did above. We note that if oneactually
wants to build an OT protocol from a PM primitiv e, it is possibleto directly
construct a 1-out-of-N bit transfer protocol. In addition, the PM-Semi-Honest
protocol we describe supports OT of strings.

5 Informally , a private approximation is an approximation that doesnot leak informa-
tion that is not computable given the exact value. Seethe de nition in [10].



3.2 Adv ersary models

This paper considersboth semi-honestand malicious adversaries.Due to space
constraints, we only provide the intuition and informal de nitions of thesemod-
els. The readeris referred to [11] for the full de nitions.

Semi-honest adversaries. In this model, both parties are assumedto act
according to their prescribed actions in the protocol. The security de nition is
straightforward, particularly asin our casewhere only one party (C) learns an
output. We follow [18] and divide the requiremerts into (i) protecting the client
and (ii) protecting the sender.

The client's security { indistinguishability : Giventhat the server S gets
no output from the protocol, the de nition of Cs privacy requiressimply that the
sener cannot distinguish betweencasesin which the client hasdi erent inputs.
The server's security { comparison to the ideal model: The de nition
ensuregthat the client doesnot get more or di erent information than the output
of the function. This is formalized by consideringan ideal implementation where
a trusted third party (TTP) getsthe inputs of the two parties and outputs the
de ned function. We require that in the real implementation of the protocol|
that is, one without a TTP|the client C does not learn di erent information
than in the ideal implemertation.

Malicious adversaries. In this model, an adversary may behave arbitrarily .
In particular, we cannot hope to avoid parties (i) refusing to participate in the
protocol, (i) substituting aninput with an arbitrary value, and (iii) prematurely
aborting the protocol. The standard security de nition (see,e.g., [11]) captures
both the correctnessand privacy issuesof the protocol and is limited to the case
in which only one party obtains an output. Informally, the de nition is based
on a comparisonto the ideal model with a TTP, wherea corrupt party may give
arbitrary input to the TTP. The de nition alsois limited to the casewhere at
least one of the parties is honest: if C (resp. S) is honest, then for any strategy
that S (resp. C) can play in the real execution, there is a strategy that it could
play in the ideal model, such that the real execution is computationally indis-
tinguishable from execution in the ideal model. We note that main challengein
ensuring security is enforcing the protocol's correctness,rather than its privacy.

3.3 Cryptographic  primitiv es { Homomorphic encryption schemes

Our constructions use a semartically-secure public-key encryption schemethat
presenesthe group homomorphism of addition and allows multiplication by a
constart. This property is obtained by Paillier's cryptosystem [20] and subse-
quert constructions [21,7]. That is, it supports the following operations that can
be performed without knowledge of the private key: (i) Given two encryptions
Endm3) and Endm;), wecane cien tly compute Endmi + my). (ii) Givensome
constant ¢ belongingto the samegroup, we can compute Eng.cm). We will use
the following corollary of these two properties: Given encryptions of the coef-



valuey, it is possibleto compute an encryption of P (y).®

4 The Semi-Honest Case

4.1 Priv ate Matc hing for set intersection (PM)

The protocol follows the following basic structure. C de nes a polynomial P
whoseroots are her inputs:

Xc
PY)=(x1 y)(X2 Y):iii(Xke Y)= uy
u=0
Shesendsto S homomorphic encryptions of the coe cien ts of this polynomial.
S usesthe homomorphic properties of the encryption system to evaluate the
polynomial at eac of his inputs. He then multiplies ead result by a freshrandom
number r to get an intermediate result, and he addsto it an encryption of the
value of his input, i.e., S computes Endr P(y) + y). Therefore, for ead of
the elemers in the intersection of the two parties' inputs, the result of this
computation is the value of the corresponding elemen, whereasfor all other
valuesthe result is random.” SeeProtocol PM-Semi-Honest®

u

4.2 Ecien tly evaluating the polynomial

As the computational overhead of exponertiations dominates that of other op-
erations, we evaluate the computational overhead of the protocol by courting
exponertiations. Equivalently, we count the number of multiplications of the
homomorphically-encrypted values by constarts (in Step 2(a)), as these multi-
plications are actually implemented as exponertiations.

Given the encrypted Cog cien ts Enq ) of a polynomial P, a naive compu-

tation of EnqP (y)) asEnq 520 y! ) resultsin an overheadof O(kc) exponen-
tiations, and hencein a total of O(kcks) exponertiations for PM-Semi-Honest

The computational overheadcan be reducedby noting that the input domain
is typically much smaller than the modulus used by the encryption scheme.

5 We neglect technicalities that are neededto make sure the resulting ciphertext hides
the sequenceof homomorphic operations that led to it. This may be achieved, e.g.,
by multiplying the result by a random encryption of 1.

" This construction can be considereda generalization of the oblivious transfer proto-

cols of [19,1,17]. In those, a client retrieving item i sendsto the server a predicate

which is 0 if and only if i = j wherej 2 [N].

It is sucient for Step 3 of the protocol that C is able to decide whether some

ciphertext corresponds to x 2 X (i.e., decryption is not necessary). This weaker

property is of use if, for example, one usesthe EI Gamal encryption scheme and
encades an elemert x by g* (to allow the homomorphic properties under addition).

This may prevent rP(y) + y from being recovered in the decryption process,yet

it is easy for C to decide whether rP(y) + y = x. The Paillier [20] homomorphic

encryption scheme recoversrP(y) + y.



Proto col PM-Semi-Honest

Input: Csinput isasetX = fxi1;:::;Xk.0, S'sinput isasetY = fyi;:::;yks 0.
The elemerts in the input setsare taken from a domain of size N.

1. Cperforms the following:

(@) Shechoosesthe secret-key parameters for a semartically-secure homomor-
phic encryption scheme, and publishesits public keysand parameters. The
plaintexts are in a eld that contains represertations of the N elemerts
of the input domain, but is exponertially larger.

(b) She uses interpolation to compute the coe cien ts of the polynomial
P(y)= k& uy" of degreekc with roots fxi;:::;Xk.0.

(c) She encrypts ead of the (kc + 1) coe cien ts by the semartically-secure
homomorphic encryption scheme and sendsto S the resulting set of ci-
phertexts, fEnc( o);:::;End( k.)0.

2. S performs the following for everyy 2 Y,

(@) He usesthe homomorphic properties to evaluate the encrypted polynomial
at y. That is, he computes Enc(P (y)) = End( 550 uY"). SeeSection 4.2.

(b) He choosesa random value r and computes EngrP (y) + y). (One can
also encrypt someadditional payload data py by computing Enc(rP (y) +
(yjpy)). Cobtains py i y isin the intersection.)

He randomly permutes this set of ks ciphertexts and sendsthe result back to

the client C.

3. Cdecrypts all ks ciphertexts received. Shelocally outputs all valuesx 2 X for

which there is a corresponding decrypted value .

Hence one may encade the values x, y as numbers in the smaller domain. In
addition, Horner's rule can be usedto evaluate the polynomial more e cien tly
by eliminating large exponerts. This yields a signi cant (large constart factor)
reduction in the overhead.

We achieve a more signi cant reduction of the overhead by allowing the
client to use multiple low-degreepolynomials and then allocating input values
to polynomials by hashing. This results in reducing the computational overhead
to O(kc + ks InIn k¢) exponertiations. Details follow.

Exp onents from a small domain. Let be the security parameter of the
encryption scheme (e.g, is the modulus size). A typical choiceis = 1024
or larger. Yet, the input sets are usually of size 2 and may be mapped
into a small domain|of length n 2log(max(kc;ks)) bitsjusing pairwise-
independert hashing, which inducesonly a small collision probability. The server
should compute EndP (y)), wherey is n bits long.

Using Horner's rule. Wegetour rst overheadreduction by applying Horner's
rule: P(y) = o+ 1y+ oy2+ + . yke is evaluated \from the inside out"
as o+ y(1+y(2+y( 3+ Y(k 1+Y k) )) One multiplies ead
intermediate result by a short y, compared with y' in the naive evaluation,
which results in k¢ short exponertiations.

When using the \text book" algorithm for computing exponertiations, the
computational overheadis linear in the length of the exponert. Therefore,Horner's
rule improvesthis overheadby a factor of =n (which is about 50 for k¢; ks



1000). The gain is substartial evenwhen ne-tunes exponertiation algorithmsj|
such as Montgomery's method or Karatsuba's techniquejare used.

Using hashing for bucket allo cation. The protocol's main computational
overhead results from the server computing polynomials of degreekc. We now
reducethe degreeof thesepolynomials. For that, we de ne a processthat throws
the client's elemerts into B bins, suc that ead bin contains at mostM elemens.

The client now de nes a polynomial of degreeM for eat bin: All items
mapped to the bin by somefunction h are de ned to be roots of the polynomial.
In addition, the client addsthe root x = 0 to the polynomial, with multiplicit y
which setsthe total degreeof the polynomial to M. That is, if h maps " items
to the bin, the client rst de nes a polynomial whoseroots are these ™ items,
and then multiplies it by xM . (We assumethat 0 is not a valid input.) The
processresults in B polynomials, all of them of degreeM , that have a total of
kc non-zeroroots.

Csendsto S the encrypted coe cien ts of the polynomials, and the mapping
from elemerts to bins.® For everyy 2 Y, S nds the bins into which y could be
mapped and evaluates the polynomial of those bins. He proceedsas before and
responds to C with the encryptions rP(y) + y for every possiblebin allocation
for all y.

Thro wing elements into bins { balanced allo cations. We take the map-
ping from elemeris to bins to be a random hash function h with a range of size
B, chosenby the client. Our goalis to reduceM , the upper bound on the number
of items in a bin. It is well known that if the hash function h maps ead item
to a random bin, then with,high probability (over the selectionof h), eac bin
contains at mostkc=B+ O(" (kc=B) logB + logB) elemeris. A better allocation
is obtained using the balancedallocation hashingby Azar et al. [2]. The function
h now choosestwo distinct bins for ead item, and the item is mapped into the
bin which is less occupied at the time of placemer. In the resulting protocol,
the sernver usesh to locate the two bins into which y might have been mapped,
evaluates both polynomials, and returns the two answersto C.

Theorem 1.1 of [2] shawvsthat the maximum load of a bin is now exponertially
smaller: with 1 o(1) probability, the maximum number of items mapped to a
binisM = (1+ 0(1))InInB=In2+ (kc=B). Setting B = kc=InIn k¢, we get
M = O(In In k¢).

A note on correctness and on constants. One may worry about the case
that Cis unlucky in her choice of h such that more than M items are mapped to
somebin. The bound of [2] only guaranteesthat this happenswith probability
o(1). Howewer, Broder and Mitzenmacher [4] have shown that asymptotically,
when we map n items into n bins, the number of bins with i or more items
falls approximately like 2 26 . This meansthat a bound of M = 5 su ces with
probability 10 58, Furthermore, if the hashing searhesfor the emptiest in three
bins, then M = 3 suces with probability of about 10 33. The authors also

® For our purp osesiit is su cien t that the mapping is selectedpseudo-randomly, either
jointly or by either party.



provide experimental results that con rm the asymptotic bound for the caseof
n = 32, 000. We concludethat we can bound InIn k¢ by a small constart in our
estimates of the overhead. Simple experimentation can provide ner bounds.

E ciency . The communication overhead, and the computation overhead of
the client, are equalto the total number of coe cien ts of the polynomials. This
number, given by B M, is O(kc) if B = ke=InInkc. If k224, then using
B = k¢ bins implies that the communication overheadis at most 4 times that
of the protocol that doesnot usehashing.

The server computes, for ead item in his input, M exponertiations with a
small exponert, and one exponertiation with a full-length exponert (for com-
puting r P(y)). Expressingthis overheadin terms of full-length exponertiations
yields an overhead of O(ks + kg!™!ke ) for B = ke=Inlnke. In practice, the
overhead of the exponertiations with a small exponert has little e ect on the
total overhead,which is dominated by ks full-length exponertiations.

4.3 Securit y of PM-Semi-Honest
We state the claims of security for PM in the semi-honestmodel.

Lemma 1 (Correctness). Protocol PM-Semi-Honestevaluatesthe PM func-
tion with high prokability.

(The proof is basedon the fact that the client receivesan encryption of y for
y 2 X \ Y, and an encryption of a random value otherwise.)

Lemma 2 (Cs priv acy is preserv ed). If the encryption schemeis semanti-
cally secure, then the views of S for any two inputs of C are indistinguishable.

(The proof usesthe fact that the only information that S receives consists of
semarically-secure encryptions.)

Lemma 3 (S's priv acy is preserv ed). For every client C that operates in
the real model, there is a client C operating in the ideal model, suchthat for every
input Y of S, the views of the parties C; S in the ideal model is indistinguishable
from the views of C ;S in the real model.

(The proof de nes a polynomial whose coe cien ts are the plaintexts of the
encryptions sert by C to S. The k¢ roots of this polynomial are the inputs that
C sendsto the trusted third party in the ideal implementation.)

Securit y of the hashing-based proto col. Informally, the hashing-basedoro-
tocol presenesCs privacy since (i) S still receives semartically-secure encryp-
tions, and (ii) the keyis chosenindependertly of Cs input. Thus, neither the key
nor h reveal any information about X to S. The protocol presenesS's privacy
sincethe total number of non-zeroroots of the polynomials is kc.



4.4 Variant: Priv ate Matc hing for set cardinalit y (PM )

In a protocol for private cardinality matching, C should learn the cardinality of
X \ Y, but not the actual elemens of this set. S needsonly slightly change
his behavior from that in Protocol PM-Semi-Honestto enablethis functionality.
Instead of encading y in Step 2(b), S now only encades some\special" string,
such as a string of O's, i.e., S computes EnqrP(y) + 0"). In Step 3 of the
protocol, C counts the number of ciphertexts received from S that decrypt to
the string 0" and locally outputs this number c. The proof of security for this
protocol trivially follows from that of PM-Semi-Honest

4.5 Variants: Priv ate Matc hing for cardinalit y threshold (PM ) and
other functions

In a protocol for private threshold matching, C should only learn whether ¢ =
X\ Yj>t. Toenablethis functionality, we changePM-Semi-Honestasfollows.
(@) In Step 2(b), S encadesrandom numbersinstead of y in PM (or 0* in PM¢).
That is, he computesEndrP (y) + ry), for randomry. (ii) Following the basicPM
protocol, Cand S engagen a securecircuit evaluation protocol. The circuit takes
asinput ks valuesfrom ead party: Cs input is the ordered set of plaintexts she
recoversin Step 3 of the PM protocol. S's input is the list of random payloads he
choosesin Step 2(b), in the sameorder he sendsthem. The circuit rst computes
the equality of theseinputs bit-by-bit, which requiresks ° gates,where Cis a
statistical security parameter. Then, the circuit computesa threshold function
on the results of the ks comparisons.

Hence,the threshold protocol hasthe initial overheadof a PM protocol plus
the overhead of a securecircuit evaluation protocol. Note, however, that the
overheadof circuit evaluation is not basedon the input domain of sizeN . Rather,
it rst needsto compute equality on the input setof sizeks, then compute some
simple function of the size of the intersection set In fact, this protocol can be
usedto compute any function of the intersection set, e.g., ched if ¢ within some
range, not merely the threshold problem.

5 Security against Malicious Parties

We describe modi cations to our PM protocol in order to provide security in the
malicious adversary model. Our protocolsare basedon protocol PM-Semi-Honest
optimized with the balancedallocation hashing.

We rst deal with malicious clients and then with malicious seners. Finally,
we combine thesetwo protocolsto achieve a protocol in which either party may
behave adversarially. We take this non-standard approach as: (i) It provides
conceptualclarity asto the security concernsfor ead party; (i) Theseprotocols
may prove useful in varying trust situations, e.g, one might trust a serer but
not the myriad clients; and (iii) The client protocol is securein the standard
model, while the server protocol is analyzedin the random oracle model.



Proto col PM-Malicious-Client

Input: Chasinput X of sizekc, and S hasinput Y of sizeks, as before.

1. Cperforms the following:

(@) Shechoosesa key for a pseudo-randomfunction that realizesthe balanced
allocation hash function h, and she sendsit to S.

(b) She choosesa key s for a pseudo-random function F and gives eac item
X in herinput X a new pseudo-idertit y, Fs(G(x)), where G is a collision-
resistant hash function.

(c) For ead of her polynomials, C rst setsroots to the pseudo-idertities of
such inputs that were mapped to the corresponding bin. Then, she adds
a su cien t number of 0 roots to set the polynomial's degreeto M.

(d) Sherepeats Steps(b),(c) for L times to generateL copies,using adierent
key s for F in ead iteration.

2. S asksCto open L=2 of the copies.

3. C opensthe encryptions of the coe cien ts of the polynomials for these L=2
copiesto S, but does not reveal the assaiated keys s. Additionally , C sends
the keys s usedin the unopenedL=2 copies.

4. S veri es that the eact opened copy contains kc roots. If this veri cation fails,
S halts. Otherwise, S usesthe additional L=2 keys he receives, along with
the hash function G, to generate the pseudo-idertities of his inputs. He runs
the protocol for each of the polynomials. However, for an input y, rather than
encading y asthe payload for each polynomial, he encodesL=2 random values
whose exclusive-or is y.

5. Creceivesthe results, organized as a list of ks sets of size L=2. She decrypts
them, computes the exclusive-or of each set, and comparesit to her input.

5.1 Malicious clients

To ensuresecurity against a malicious client C, it must be shown that for any
possibleclient behavior in the real model, there is an input of sizek¢ that the
client provides to the TTP in the ideal model, such that his view in the real
protocol is e cien tly simulatable from his view in the ideal model.

We rst describe a simple solution for the implementation that doesnot use
hashing. We showed in Lemma 3 that if a valuey is not a root of the polynomial
sert by the client, the client cannot distinguish whether this item is in the
sener's input. Thus, we have to take care of the possibility that C sendsthe
encryption of a polynomial with more than k¢ roots. This can only happenif all
the encrypted coe cien ts are zero (P's degreeis indeterminate). We therefore
modify the protocol to require that at least one coe cien t is non-zero{ in Step
1(b) of Protocol PM-Semi-Honest C generatesthe coe cien ts of P with ¢ set
to 1, then sendsencryptions of the other coe cien ts to S.

In the protocol that useshashing, C sendsencryptions of the coe cien ts of
B polynomials (one per bin), ead of degreeM . The server must ensure that
the total number of roots (di eren t than 0) of these polynomials is kc. For that
we use a cut-and-choosemethod, as shown in Protocol PM-Malicious-Cli  ent .
With overhead L times that of the original protocol, we get error probability
that is exponertially small in L.



Proof. (sketch) In our given cut-and-choose protocol, note that C learns about
anitem i it isaroot of all the L=2 copiesevaluated by S. Therefore, to learn
about more than k¢ items, she must have L=2 copiessud that ead has more
than k¢ roots. The probability that all such polynomials are not chedked by S
is exponertially small in L. This argumert can be usedto show that, for every
adversarial C whose successprobability is not exponertially small, there is a
corresponding Cin the ideal model whoseinput cortains at most k¢ items. 10

5.2 Malicious servers

Proto col PM-Semi-Honestof Section 4 enablesa malicious sener to attack the
protocol correctness?! He can play tricks like encrypting the valuer (P (y) +
P(y%) + y®in Step 2(b), sothat Cconcludesthat y®is in the intersection set
both y and y®are X . This behavior doesnot correspond to the de nition of PM
in the ideal model. Intuitiv ely, this problem arisesfrom S using two \inputs" in
the protocol execution for input y|a value for the polynomial evaluation, and
a value usedas a payload|whereas S hasa singleinput in the ideal model.*?

We show how to modify Protocol PM-Semi-Honestto gain security against
malicious serners. The protocol basedon balanced allocations may be modi ed
similarly. Intuitiv ely, we force the serverto run accordingto its prescribed proce-
dure. Our construction, PM-Malicious-Serv er, is in the random oracle model.

The sener's privacy is presened as in PM-Semi-Honest The pair (e;h) is
indistinguishable from random whenewer P (y) 6 0. The following lemma shows
that the client security is preserned under malicious sener behavior.

Lemma 4 (Securit y for the client). For everyserverS that operatesin the
real model, there is a server S operating in the ideal model, suchthat the views
of the parties C; S in the ideal model is computationally indistinguishable from
the viewsof C;S in the real model.

Proof. (sketch) We describe how S works.

1. S generatesa secret-lkey/public-k ey pair for the homomorphic encryption
scheme, choosesa random polynomial P (y) of degreekc and givesS his
encrypted coe cien ts. Note that S doesnot distinguish the encryption of
P (y) from the encryption of any other degreekc polynomial.

2. Srecordsall the calls S makesto the random oraclesH1; H,. Let S be the
set of input valuesto H, and ¥ be the setof y input valuesto H.

10 In the proof, the pseudo-randomfunction F hides from S the identities of the values
corresponding to the roots of the opened polynomials. The collision-resistant hash
function G prevents C from setting a root to which S maps two probable inputs.

11 He cannot aect Cs privacy as all the information C sendsis encrypted via a
semartically-secure encryption scheme.

12 Actually , the number of \inputs" is much higher, as S needsto be consistert in using
the samey for all the steps of the polynomial-evaluation procedure.



Proto col PM-Malicious-Server

Input: Chasinput X of sizekc, and S hasinput Y of sizeks, as before.
Random Ora cles: Hi;H».

1. Cperforms the following:

(@) Shechoosesa secret-key/public-k ey pair for the homomorphic encryption
scheme, and sendsthe public-key to S.

(b) Shegeneratesthe coe cien ts of a degreekc polynomial P whoseroots are
the valuesin X. Shesendsto S the encrypted coe cien ts of P.

2. S performs the following for everyy 2 Y,

(@) He choosesa random s and computesr = Hi(s). We user to \deran-
domize" the rest of S's computation for y, and we assumethat it is of
su cien t length.

(b) He usesthe homomorphic properties of the encryption schemeto compute
(e;h)  (Encr® P(y)+ s);H2(r®y)). In this computation, r is parsedto
supply r%r%and all the randomnessneededin the computation.

S randomly permutes this set of ks pairs and sendsit to C.

3. Cdecrypts all the ks pairs shereceived. She performs the following operations

for every pair (e;h),

(@) Shedecrypts e to get 8 and computes = H1(8).

(b) Shechedkswhether, for somex 2 X, the pair (e;h) is consistert with x and
8. That is, whether the server yields (e;h) using her encrypted coe cien ts
ony x and randomnesst. If so, sheputs x in the intersection set.

3. For every output pair (e;h) of S , S chedks whether it agreeswith somes 2 8
and ¢ 2 ¥. We call such a pair a consistert pair. That is, S cheds that (i) e
is a ciphertext resulting from applying the serer's prescribed computation
using the encrypted coe cien ts, the value ¢, and randomnessr? and (ii)
h = Hy(r%y), where r%r%and the randomnessin the computation are
determined by H(8). If such consistencydoesoccur, S setsy = ¢, otherwise
it setsy =7?.

4. S sendsthe valuesy it computedto the TTP, and S outputs the sameoutput
asS in the real model.

It is easy giventhe view of S , to decidewhether a pair is consistent. As S
cannot distinguish the input fed to it by S from the input it receivesfrom Cin
the real execution, we get that S 's distributions on consistert and inconsistert
pairs, whenrun by the simulator and in the real execution, are indistinguishable.

Whenewer (e;h) forms an inconsistert pair, giving an invalid symbol ? as
input to the TTP doesnot aect its outcome. Let (e;h) be a consistert pair,
and let y be the value that is usedin its construction. In the real execution,
y 2 X would result in adding y to the intersection set, and this similarly would
happenin the simulation. The evert that, in the real execution,an elemert x 6 y
would be addedto the intersection set occurs with negligible probabilit y.

We getthat the views of the parties C; S in the ideal model is computationally
indistinguishable from the views of C;S in the real model, as required.



5.3 Handling both malicious clients and servers

We briey describe how to combine these two schemesyield a PM protocol
fully securein the malicious model. We leave the detailed description to the full
version of this paper.

C generatesB bins as before; for eat bin B;, shegeneratesa polynomial of
degreeM with P(z) = 0, wherez 2 B; if it is (1) mappedto B; by our hashing
scheme (for z = Fs(G(x)) for x 2 X)) or (2) added as neededto yield M items.
The latter should be set outside the range of Fs. For ead polynomial, C prepares
L copiesand sendstheir commitments to S.

Next, S opensthe encryptions of L=2 copiesand veri es them. If veri cation
succeedsS opensthe Fs usedin the other L=2 copies.He choosesa random s,
splits it into L=2 shares,and then acts asin PM-Malicious-Ser ver, albeit using
the random sharesas payload, H1(s) asrandomness,and appending H(r%y).

Finally, Creceiwesa list of the unopenedL=2 copies.For ead, shecomputes
candidatesfor s's sharesand recoverss from them. Sheusesa proceduresimilar
to PM-Malicious-Se rv er to ched the consistencyof the theseL=2 shares.

6 Appro ximating Intersection

In this section,wefocuson a problem related to private matching: setintersection
and its approximation. Assume C and S hold strings X and Y respectively,
wherejXj= jYj= N. Dene Intersect (X;Y) = jfi:X; = Ygj. Equivalertly,
Intersect (X;Y) is the scalar product of X;Y. Let 0 < ; be constarts. An
(; )-approximation protocol for intersection yields, on inputs X;Y, a value »
suchthat Prj(l ) <~<(1+ )] 1 where = jX\ Yj. The probability
is taken over the randomnessusedin the protocol.

A lower bound. Let 0< N. It is easyto seethat an (; )-approximation
may be usedfor distinguishing the casesX \ Y| and jX \ Yj 1+ )2
as(with probability 1 ) its output is lessthan (1+ ) in the former caseand
greaterthan (1+ ) in the latter.

A protocol that distinguishesjX \ Yj andjX\ Yj (1+ ) may beused
for deciding disjointness,asde ned in Section2. Giveninputs a; b of length m for
Disj , Csetsherinput to be X = 1 ja@ * *) (i.e., onesfollowedby (2 + 2)
copiesof a). Similarly, S setsY = 1 jb? * 9 . The length of these new inputs
isN = jXj=jYj= + (2 + 2) m bits. Note that if a;b are disjoint, then
X\ Yj= ;otherwise,jX \ Y] (1+ )2. Hence,for constart , it follows that
the randomized communication complexity of distinguishing the two casesis at
least (m) = (N=). By setting to a constart, we get that the randomized
communication complexity of an (; ) approximation for Intersect is (N).

A priv ate appro ximation proto col for intersection. We describe a proto-
col for the semi-honestcase.Informally, a protocol realizesa private approxima-
tion to a function f (X;Y) if it computesan approximation to f (X;Y) and does
not leak any information that is not e cien tly computable from f (X;Y). This



Proto col Private-Sample -B

Input: Cand S hold N -bit strings X;Y, respectively.

1. C picks a random mask m¢ 2r fO0; 1g and shift amount rc 2r [N]. She com-
putes the N -bit string X°= (X rc) mc (i.e., she shifts X cyclicly rc
positions and XORs every location in the resulting string with m¢). Similarly,
S picks ms: rs and computes Y%= (Y << rs) ms.

2. Cand S invoke two " -OT protocols where C retrieves sc = Y2 and S
retrievesss = X/ .

3. Ccomputes Too = B(Mc;Ss); Tor = B(mc;ss 1);Tio = B(Mc 1;ss); T11 =
B (mc 1;Ss 1).

4. Cand S invoke a ‘1‘ -OT protocol where S retrieves Tmgsg. S sendsTmg s
back to C.

is formulated by the requiremert that ead party should be able to simulate her
view given her input and f (X;Y). We refer the reader to [10] for the formal
de nition.

Our building block { protocol Private-Sample -B { is a simple generalization
of the private sampler of [10]. Private-Sample -B samplesa random location *
and cheds if a predicate B holdson (X-;Y-). The location " is sharedby Cand S
as” = rc+rs (mod N), with ead party holding one of the random sharesrc; rs
at the end of Step 1. Step 2 results in C and S holding random sharesof X =
mc Ss andY- = mgs sc. Finally, both partieslearnB(m¢c  sc;ms Sg) =
B(X:;Y).

It is easyto seethat the views of C and S in Protocol Private-Sample -B
are simulatable givenv = jfi : B(Xi;Yy)gj. It follows that any approximation
basedon the outcome of the protocol is a private approximation for v.

The communication costsof Private-Sample -B are dominated by the cost of
N

the ’\i -OT protocol in use.Naor and Pinkas[19] shoved how to combinea ', -
OT protocol with any computational PIR scheme,under the DDH assumption.
Combining this result with PIR scheme of Cachin et al. [5] (or of Kiayias and
Yung [15]) resultsin  polylog(N) communication, for security parameter

Our protocol Intersect-Approx  repeatedly invokesPrivate-Sample -B with
B(; )= 7 ,foramaximum of M invocations. We call an invocation positive
if it concludeswith B evaluated as1.If T invocationsoccurint < M rounds, the
protocol outputs T=t and halts. Otherwise (after M invocations) the protocol
outputs 0 and halts.

The random variable t is the sum of T independert geometric random vari-
ables.Hence,E[t] = T=pand Var[t]F T(1 p)=p?, where p = v=N. Using the
Chebyshevinequality, wegetthat Pr jt T=p T=p T% ( %)2
—-.Let = —, taking T = % ensuresthat, if T positive invocations occur,
then the protocol's output is within (1 ){ and (1+ ), exceptfor =2 prob-
ability. To complete the protocol, wesetM = N(In + 1) sothat if v & 0, the
probability of not having T positive invocations is at most =2.



Note that the number of rounds in protocol Intersect-Appro  x is not xed,
and dependson the exact intersection sizev. The protocol is optimal in the sense
that it matchesthe lower-bound for distinguishing inputs with intersection size
k from inputs with intersection sizek(1+ ) in an expected O(N=k) invocations
of Private-Sample -B.

Caveat. As the number of rounds in our protocol is a function of its outcome,
an obsener that only counts the number of rounds in the protocol, or the time
it takesto run it, may estimate its outcome. The problem is inherent in our
security de nitions|b oth for semi-honestand malicious parties|as they only
take into accourt the parties that \formally" participate in the protocol (unlik e,
e.g, in universalcomposability [6]). In particular, thesede nitions allow for any
information that is learned by all the participating parties to be sert in the
clear. While it may be that creating securechannelsfor the protocol (e.g, using
encryption) preverts this leakagein many casesthis is not a su cien t measure
in generalnor speci cally for our protocol (as one must hide the communication
length of Intersect-Approx ).

7 The Multi-P arty Case

We brie y discusscomputing the intersectionin a multi-part y ernvironment. As-

the intersection of all n lists. We only sketch a protocol for semi-honestpar-
ties, starting with a basic protocol that is securewith respect to client parties

nomial encaing their input, asfor Protocol PM-Semi-Honestin the two-party
case.Each client usesher own public key and sendsthe encrypted polynomials
to Py, which we refer to asthe leader. This naming of parties as clients and the
leader is done for conceptual clarity.

For eadh item y in his list, leader P, prepares(n 1) random sharesthat
XOR to y. He then evaluatesthe (n 1) polynomials he received, encading the
Ith share of y asthe payload of the evaluation of the Ith polynomial. Finally,
he publishesa shu ed list of (n 1)-tuples. Each tuple contains the encryptions
that the leader obtained while evaluating the polynomials on input y, for every
y in his input set. Note that every tuple cortains exactly one entry encrypted
with the key of client P, for1 | n 1.

To obtain the outcome, ead client P, decrypts the entries that are encrypted
with her public key and publishesthem. If XOR-ing the decrypted valuesresults
in y, then y is in the intersection.

Ac hieving securit y with respect to semi-honest parties. This strawman
approach is awed. The leader P, generatesthe sharesthat the clients decrypt.
Hence,he may recognize for valuesy in his setbut not in the intersection, which
clients also hold y: theseclients, and only theseclients, would publish the right



shares.We can x this problem by letting ead client generatek setsof random
sharesthat XOR to zero (one set for eadh of the leader's inputs). Then, ead
client encrypts one sharefrom ead setto every other client. Finally, the clients
publish the XOR of the original sharefrom the leaderwith the new sharesfrom
other clients. If y is in the intersection set, then the XOR of all published values
for eadh of the leader's k inputs is still y, otherwise it looks random to any
coalition. More concretely, the protocol for semi-honestparties is as follows.

1. A client party P;, for 1 i n 1, operatesasin the two-party case.She
generatesa polynomial Q; of degreek encaling her inputs, and generatesho-
momorphic encryptions of the coe cien ts (with her own public key) P; also
choosesk setsof n 1 random numbers, call thesefs' 10005 Sjn lgJ -1 - We
can view this asa matrix with k rowsand (n 1) columns: Each column cor-
respondsto the valuesgivento party P;; ead row correspondsto the random
numbers generatedfor one of the leader'sinputs. This matmi_ |s chosensud1
that the XOR of eadh row sumsto zero,i.e., forj =1:::k; |_; sj' = 0.
For ead column |, she encrypts the corresponding sharesusmg the public
key of client P;. Shesendsall her encrypted data to a public bulletin board
(or just to the leaderwho acts in such a capacity).

2. For each item y in his list X, (the rows), IEaderPn prepares(n 1) random
shares y; (one for eadh column), where . 11 1 =Y. Then, for ead of
the k elemens of the matrix column represening client P\, he computesthe
encryption of (ry; Qi(y) + i) using P's public key and a fresh random
number ry; . In total, the leader generatesk tuples of (n 1) items ead. He
randomly permutes the order of the tuples and publishesthe resulting data.

3. Each client P, decrypts the n entries that are encrypted with her public
key: namely, the Ith column generatedby P, (of k elemers) and the (n 1)
Ith columns generatedby clients (ead also of k elemernis). P, computesthe
XOR of eath row in the resulting matrix: (|} si;)  ji - Shepublishes
thesek results.

4. Each P; chesif the XOR of the (n 1) published results for ead row is equal

to avaluey in her input: If this is the case, [ (" [Lish) i =V,

and sheconcludesthat y is in the intersection.

Intuitiv ely, the values output by ead client (Step 3) appear random to the
leader, so he cannot di eren tiate betweenthe output from clients with y in their
input and those without, as he could in the strawman proposal.

Note that the communication involvestwo rounds in which Py;:::P, 1 sub-
mit data, and a round where P, submits data. This is preferable to protocols
consisting of many rounds with n? communication. The computation overhead
of P, can be improved by using the hashing-to-bins method of Section4.2.

8 Fuzzy Matc hing and Fuzzy Search

In many applications, databaseertries are not always accurate or full (e.g, due
to errors, omissions,or inconsistert spellings of names).In thesecases,t would



be usefulto have a private matching algorithm that reports a match even if two
ertries are only similar.
We let ead database entry be a list of T attributes, and consider X =

tributes. Onevariant is fuzzy seard, wherethe client speci es a list of attributes
and asksfor all the databaseertries that agreewith at leastt of the attributes.
This may be achieved by a simple modi cation of our basic PM-Semi-Honest
protocol, by letting the sener reply with the encryptionsof r; P;i(yi)+ s;, where

seardh scheme may be used to compare two \databases" ead cortaining just
one element comprised of many attributes.

The protocol may be modi ed to privately compute fuzzy matching in larger
databases,e.g, when a match is announcedif ertries agreeon t out of T at-
tributes. In this section, we presert a scheme, in the semi-honestmodel, that
considersa simple form of this fuzzy private matching problem.

Let P1; P2; P3 be polynomials, such that P; is usedto encade the jth elemert of
the three tuple, Xi‘ ,forl i kc. Foralli, let Cchoosea newrandom value R;
and setR; = P1(X) = P2(X?2) = P2(X?). In general, the degreeof ead such
polynomial is k¢, and therefore, two non-equalpolynomials can match in at most
kc positions. C sends(Py; P2; P3) to S as encrypted coe cien ts, as earlier. The
sener S, for every three-tuple Y; in his databaseof sizeks, respondsto Cin a
manner similar to Protocol PM-Semi-Honest He computesthe encrypted values
r(PL(YY)  PaY2)+ Y, rAPL(Y,2) Ps(Y2)+ Vi, andr%Py(Y,)) Ps(Y)+ Y.
If two elemeris in Y, are the sameas those in X, the client receivesY; in one
of the ertries.

We leave as open problems the designof more e cien t fuzzy matching pro-
tocols (without incurring a | factor in the communication complexity) and of

t
protocols securein the malicious model.
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