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Abstract. We generalizethe Weil descent construction of the GHS at-
tack to arbitrary Artin-Sc hreier extensions. We give a formula for the
characteristic polynomial of Frobenius of the obtained curvesand prove
that the large cyclic factor of the input elliptic curve is not contained in
the kernel of the composition of the conorm and norm maps. As an ap-
plication we almost square the number of elliptic curveswhich succumb
to the basic GHS attack, thereby weakening curves over F,iss further.
We also discussother possibleextensionsor variations of the GHS attack
and conclude that they are not likely to yield further improvemerns.

1 Intro duction

The Weil descen technique, proposedby Frey [7], provides a way of mapping
the discrete logarithm problem on an elliptic curve (ECDLP) over a large nite
“eld Fq to adiscretelogarithm problem on a higher dimensional abelian variety
de ned over the small nite eld Fq. One can then study possiblefurther con-
structions of sud abelian varieties and the hardnessof the discrete logarithm
problem thereon.

This was subsequetly done by Galbraith and Smart [11] and Gaudry, Hess
and Smart [12], in ewven characteristic (i.e. for g a power of 2). The construc-
tion of [12] yields a very excient algorithm to reduce the ECDLP to the dis-
crete logarithm in the divisor classgroup of a hyperelliptic curve over Fq. Since
subexponertial algorithms exist for the discretelogarithm problem in high gerus
hyperelliptic curves,this givesa possiblemethod of attack againstthe ECDLP.
We refer to the method of [12] asthe GHS attack.

Menezesand Qu [20] analyzed the GHS attack in somedetail and demon-
strated that it did not apply to the casewheng= 2 and n is prime. Sincethis is
the common casein real world applications, the work of Menezesand Qu means
that the GHS attack doesnot apply to most deployed systems.However, there
are a few deplayed elliptic curve systemswhich usethe “elds F,iss and Foiss [16].
Hence there is considerableinterest as to whether the GHS attack makes all
curvesover these elds vulnerable. In [22] Smart examinedthe GHS attack for
elliptic curveswith respectto the “eld extensionFjss =F,a: and concludedthat
sud a technique was unlikely to work for any curve de ned over Fiss .

Jacobson, Menezesand Stein [17] also examined the “eld Fjiss , this time
using the GHS attack down to the subeld Fos. They concluded that suc a
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strategy could be used in practice to attack around 233 isomorphism classes
of elliptic curves de'ned over F,iss . Since there are about 2'°¢ isomorphism
classesof elliptic curvesde ned over Fass , the probability that the GHS attack

is applicable to a randomly chosenone is negligible. A further very detailed

analysisfor many other “elds wascarried out by Maurer, Menezesand Teske [18].

They identi ed all extension elds F,n, where 160- n - 600, for which there

should exist a cryptographically interesting elliptic curve over Fon such that the

GHS attack is more excient for that curve than for any other cryptographically

interesting elliptic curve over F,n . Ciet, Quisquater and Sica [5] discussedthe

security of "elds of the form F,.« whered is a Sophie-Germainprime.

Galbraith, Hessand Smart [10]extendedthe GHS attack to isogery classesf
elliptic curves.The ideais to ched whether a given elliptic curve is isogenousto
an elliptic curve for which the basic GHS attack is e®ective. Then one computes
the isogery and reducesthe ECDLP to that curve. This greatly increasedthe
number of elliptic curveswhich succunb to the GHS attack.

The GHS attack has also been generalizedto hyperelliptic curves, in even
characteristic by Galbraith [9] and odd characteristic by Diem [6].

In this paper we extend the GHS attack for elliptic curvesin characteristic
two even further, almost squaring the number of curves for which the basic
GHS attack of [12] was previously applicable. In order to do so we generalize
the construction of [12] and [9] to arbitrary Artin-Schreier extensions,and this
enablesusto utilize di®erert Artin-Schreier equationsthan have beenpreviously
considered.These new results are then combined with the technique of [10].

For example, for the “eld extension Fiss =F»s, among the 2% isomorphism
classesof curvesthere are around 2% which are vulnerable to attack under the
extendedmethod of [10]. Using the new construction we obtain that around 2123
additional isomorphism classesshould now be attackable.

On the other hand it should be noted that the curvesproduced by our gen-
eralized construction, although they have the same generaas in [12], are no
longer hyperelliptic. As a consequencesolving the discrete logarithm problem in
the divisor classgroup of these curvesis much more complicated and in general
slower by a factor polynomial in the gerus. The preciseexciency and practical
implications have yet to be determined.

In the paper we further give a formula for the characteristic polynomial of
Frobenius of the constructed curvesand discussconditions under which the dis-
crete logarithm problem is presened when mapped to the corresponding divisor
classgroup by the conorm-norm homomorphism. In even characteristic special
versionsof these results have beenpresered in [13], and similar statemerts for
the conorm-norm homomorphismhave beenindependertly obtained by Diem [6].
We additionally discussa number of other possible variations of the construc-
tion, and concludethat they are not likely to yield any further improvemerts.
We also addressthe algorithmic issuesof computing the "nal curvesand solving
the discrete logarithm on them.

The results of this paper show that curves de ned over "elds of composite
extensiondegreeover F,, especially 155, may be more susceptibleto Weil descem
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attacks than suggestedby previous methods. Our techniques do howewver not
posea threat for prime extensiondegreesin small characteristic or prime “elds
in large characteristic.

The remainder of the paper is organizedas follows. In section 2 we describe
the technique of Weil descen using Artin-Schreier extensions.In section 3 we
specializeto elliptic curvesand even characteristic, and generalizethe construc-
tion of [12]. In section4 we combine theseresults with the method of [10] thereby
obtaining our new construction. In section5 we investigate various possibly more
e®ecti\e extensionsand variations, and in section6 we addressalgorithmic issues
of computing the "nal curvesand solving the discrete logarithm problem. Due
to lack of spacesomeproofshad to be omitted but will appearin the full version
of the paper.

2 Weil Descent with Artin-Sc hreier Extensions

In this sectionwe brie°y describe Artin-Schreier extensions,de ned below, and
explain how the discretelogarithm in the divisor classgroup of an Artin-Schreier
curve of small gerus over a large nite "eld can be related to an equivalent
discrete logarithm problem in the divisor classgroup of a curve of larger gerus
but de ned over a smaller nite “eld.

Let pbeaprime,q= p', k= Fgand K = Fq . We abbreviate F = K (x) and
let f 2 F bearational function. A simple Artin-Schreier extension, denoted by
E; , isgivenby adjoining to F aroot of the polynomial yPj yij f 2 F[y]. Examples
of such extensionsare the function "elds of elliptic curvesin characteristic two
and three.

The Artin-Schreier operator is denotedby } (y) = yPi y. Wethen alsowrite
F(Gi(f) for Ef and}(F) = ffP fjf 2 Fg. More generally we will use
the following construction and theorem which is a special version of [21, p. 279,
Theorem 3.3]:

Theorem 1 LetE be a xed semrableclosure of F.iFor eveyy additive sulgroup
¢ - Fwith}(F)p ¢ pF thereisaeld C=F }il(¢) withFpCpuF
obtained by adjoining all roots of all polynomialsyPj yi dford2 ¢ in F to F.
Given this, the map i ¢
¢ 77C=F}ile)

de nes a 1-1 correspndene between such additive sulgroups ¢ and akelian ex-
tensions C=F in F of expnent p.

We intend to apply this construction only for very special ¢ which we in-
troduce in a momert. By a Frobenius automorphism with respect to K=k of a
function eld over K we mean an automorphism of order n = [K : k] of that
function "eld which extends the Frobenius automorphism of K =k. Raising the
coezxcients of a rational function in F = K (x) to the g-th power yields for ex-
ample a Frobenius automorphism of F with respect to K=k, which we denote
by %
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Forf 2 F wpdene ¢ := fdPj d+ P it i%(f)jd2 Fand,; 2 Fyg:
Also, let m; = i”;() ,itbwith | = 1 be the unique polynomial of smallest
degreein Fp[t] sud that i"lo LiA(f)=dPi d forisomed 2F.

In the following we considerthe eld C = F }i 1(¢¢) which exists by
Theorem 1. One can show that it has degreep®9(™:) over F.

Given Es and K =k, the basic idea of Weil descem with Artin-Schreier ex-
tensionsis to derive certain conditions under which C admits a Frobenius auto-
morphism with respect to K =k extending % One then forms the xed "eld C, of
that automorphism, which is the function "eld of a curve de ned over k and has
the samegerus as C. The discrete logarithm problem is mapped from C°(E;)
to A°(Cy), the divisor classgroups of degreezero divisors of Er and Co, using
the composition of the conorm map Conc-g, and the norm map N¢-¢c,. There
are thus three main questions:

1. Under which conditions does ¥ extend to a Frobenius automorphism of C
with respect to K =k?

2. What is the gerus of C?

3. Is the discrete logarithm problem presened under the conorm-norm map?

In the full version of the paper we answer these questions for general Artin-

Sdreier extensionsin every characteristic. For the sake of simplicity and since
it is the most interesting casewe restrict to elliptic curvesin characteristic two
in this paper. We only note the following theorem, wheregc and ge, denotethe
gerus of C and E; respectively.

i ¢
Theorem 2 Assumedegm;), 2, ¢+ \ K p }(F) and that F'}i L(f;34f))
has genusgreater than 1. The genusof C then satis es

ge, pP9MI)i 24 1. go - gg, Cn(p®9M)§ 1)=(pj 1):

The cofactor n in the upper bound can be dropped if f has¥zinvariant poles.
The theorem meansthat any attack using an Artin-Schreier construction fails
if deg(my) is too large sincethe gerus of C is exponertial in degm;). A lower
bound for deg(my ) is given by the smallestdegreeof a non-linear factor in Fy][t]
of the polynomial t" j 12 Fy[t]. For prime valuesof n this is usually too big. We
remark that the conditions of the theorem are not restrictive in our situation.
If one of them is not satis ed the discrete logarithm problem would in practice
not be presened when mapped to Cy.

3 Generalizing the basic GHS Attac k

The Artin-Schreier construction of [12] appliesto the casewhereE; is the func-
tion "eld of an elliptic curve and F is the rational function "eld, over a "nite
“eld of characteristic two. We now describe a generalization of this construction,
along the lines of the previous section.
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Letp=2andf = °=x+ ®+ x for °;®, 2 K with °~ 6 0. Wede ne ¢
and C asin section 2. Also, we de ne the polynomials m. and m- for ° and
asms for f in section2. Then

e .
lcm(m-; m-) if ®= d?+ d for somed 2 K 3)
Icm(m-;m-;t+ 1) otherwise.
We remark that ®= d? + d for somed 2 K is equivalert to Tr =, (®) = 0.
The following two theoremsanswer the rst two questionsstated above.

Theorem 4 The Frolenius automorphism ¥ 0f F with respect to K =k extends
to a Frobenius automorphism of C with respect to K =k if and only if at least one
of the conditions Trg -, (®) = 0, Trk = (°) 6 0 or Trc=( ) 6 O holds.

If at least one of the conditions of the Theorem is satis ed, then C=F is
necessarilyregular (that is, K is algebraically closedin C).

Theorem 5 If C=F is regular then the genusof C = F(} i 1(¢)) is given by

Oc = 2deg(m¢) ;. pdeg(my )i deg(m-) . pdeg(my)i deg(m-) 4 1.

Before we proceedto answer the third question stated above we pauseto
explain how the results of [12], except for the hyperellipticit y, can be recovered
from these two theorems. In [12] the special case® = 1 is consideredwhere
C=F is necessarilyregular. Let m = deg(m; ). For the existenceof the Frobenius
automorphism with respect to K =k we note that Trx -(°) © n mod 2 holds and
that Trx = (") 6 0 is equivalent to (t + 1)" jm- whereu = 2'2(")_ This shows
that the condition (2) in Lemma 6 of [18] is necessaryand suzcient and that
condition (y) of [12]is suzcient for the existenceof the Frobeniusautomorphism.
For the gerus of C we obtain 2mi 1 2mi dea(m) + 1 Depending on whether
(t+ 1)jm- or not this givesm i degim-) = Oormj degm-) = 1 and hencea
gerusof 2Mi 1 or 2Mi 1 1 asin [12]. In addition we now obtain the following
more precisestatemert.

Corollary 6 Let° 2 k. The genusof C is 2™i 1j 1if and only if Tre=ru()=0
where u = 2V2(",

We contin ue the discussionand addressthe above third question. We assume
that the conditions of Theorem 4 are ful'lled sothat ¥ extendsto a Frobenius
automorphism of C with respect to K =k, again denotedby % For h 2 ¢ with
h = c=x+ a+ bxdene s(h) = minfs, 1j¥(c) = cand ¥ (b) = bg. Then 3"
is the smallestpower of ¥which yields an automorphism of E},. This meansthat
Ep is the constart eld extension of an elliptic curve de ned over Fgsn). For
example, if n=s(h) is odd then E, = E,; where i = c=x+ Trg =F, (a) + bx 2

Fgsm (X). Let us denote by E}, the "xed eld of %" in Ej.

s(h)
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Theorem 7 For the homomorphismA, : A%(E,) ! A%(Co) given by Ne=c, *
Conc-g, we haveunder the conditions of Theorem 4 that

NLL_ (0) 1 ker(Ay) p NLI__ (QO(Ey)[2%9(m)i 1):

We are of coursemainly interested in the caseh = f. The theorem means
in words, that if Ey is not de ned by a sub eld curve, that is s(h) = n, then
the kernel of the conorm-norm homomorphism contains only elemens of order
dividing 29e9(m)i 1 Sincethe discrete logarithm problem on E; livesin a cyclic
group of large prime order it is presened under the conorm-norm homomor-
phism. On the other hand, if E; is de ned by a sub eld curve, then the kernel
of the conorm-norm homomorphism doescortain the large prime factor and the
discrete logarithm problem is not presened. Note that by applying a suitable
changeof variablesx 7! ,x the method can be madeto work for subeld curves
newvertheless.

Interestingly, Co is in a senseuniversalin that it presenesdiscretelogarithms
in large prime subgroupsfor all E,, and h 2 ¢ ; with s(h) = n. We alsoremark
that if the conditions of Theorem 4 are not ful'lled, then ¥may still be extended
to C but not as a Frobenius automorphism with respect to K=k. Theorem 7
remains true for this casewith Ej} necessarilya rational function “eld, so that
the discretelogarithm problem is not presened (seethe full versionof the paper).

We Tnish the generaldiscussionwith a formula for the characteristic poly-
nomial of Frobenius of Cy over k. Let S be a set of elemeris h = c=x+ a+ bx
in ¢ sud that hy 6 %(hy) for all hy;h, 2 S, hy 6 h,andO- i - nj 1,
and suc that for every hy 2 ¢+ there existsanh, 2 Sand0- i nj 1with
h; = %(hy). Let us write Az (t) and Ac,(t) for the characteristic polynomials

of Frobenius of E}, and Cy (note the di®erert constart “elds).

Theorem 8 Under the conditions of Theorem 4 we havethat

) 2
Ac,()= A, (ttM):
h2s

4  Applications

A represettativ e for eac isomorphism class of ordinary elliptic curves de ned
over K with p= 2isgivenby Y2+ XY = X3+ ® 2+~ with ~ 2 K and
®2 f0;! gwhere! 2 Fou for u= 2"2(") jsa xed elemen with Trg,, =, (! ) = 1.
The assaiated Artin-Schreier equationis y? + y = 1=x+ ®+ ~ 172x, obtained by
the transformation Y = y=x+ 2, X = 1=x and multiplication by x?. The same
normalization of ® is also possiblefor the more general Artin-Sc hreier equations
y?>+y=°=x+ ®+ x of section 3.

It was the equation y? + y = 1=x+ ®+ ~2x which has beenusedin [12]
to perform the Weil descen. Howewer, since (ax + b)=(cx + d) for a;b;c;d 2 K
with adj bc 6 0 is also a generator of F we could also make a substitution
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x 7! (ax + b)=(cx + d) and apply the results of the previous sectionsto f =

(cx+ d)=(ax + b) + ®+ ~72(ax + b)=(cx + d). Sincewe aim at getting as small
values of m = deg(m;) as possible, becauseof Theorem 2, we require that f

has ¥zinvariant poles.But this impliesb= ,a andd = *c for ,; * 2 k. Hence
(ax+ b)=(cx+ d) = (a=9(x+ ,)=(x+1). As (x+ , )=(x+ 1) is ¥invariant we can
substitute x for this. Writing ° = a=cwe obtain f = 1=°x) + ®+ ~*2°x and
this is precisely of the form consideredin section 3. A similar reasoningholds if
a=0orc=0.

The question now is whether for = 2 K there is a ° 2 K sud that the
polynomial lem(m=- ; m-1-2. ) has small degreein comparisonwith n. If we nd
such a ° we can apply the results of section 3 and reducethe discrete logarithm
problem on E to that in the divisor classgroup of a higher gerus curve de ned
over k. The only algorithm known sofar to 'nd suc a ° is by computing all °
such that m;-. hassmall degreeand then individually cheding whether m-i-z-
also has small degree.

On the other hand we can choose®;°, 2 K sud that lcm(m-,;m-,) has
small degreein comparisonwith n and de ne = °,=°;. Heuristically we expect
that the map (°1;°2) 7! °»=°; is almost injective for the °;;°, under consider-
ation, and this is also con rmed by examples.It follows that we almost square
the number of elliptic curveswhich can be attacked by the basic GHS attack.

We now want to combine our results with the results of [10]. Assume for
simplicity that r;n are odd and n is prime sothat ® 2 F, according to the
above. Over F, we have the factorization into irreducible polynomials t" + 1 =
(t + 1)h; ¢¢chs and deg(h;) = d such that n = sd+ 1. In this situation the st
non-trivial m satisesd - m - d+ 1, yielding m¢ = h; or m; = (t + 1)h; by
equation (3). Due to our generalization we do not necessarilyhave m = d+ 1
asin [10,12], and in fact we are now concerrating on m = d. The number of
elliptic curvesde ned by an Artin-Schreier equation asin section 3 with ® 2 F,
andd- m - d+ 1is approximately equal to 2sg??*? whereasthe number of
elliptic curvesamongthesewith m = d (implies ® = 0) is approximately equal
to s¢??. As in [10] we expect nr but no more of theseto lie in the sameisogery
class.

If m=dwehavem; = me = m—, (t+ 1) -m-m- and ® = 0. It follows
that Tr=x(°) = Trk=( ) = 0 and by Theorem 4 the Weil descemn technique
doeswork becauseTrg -, (®) = 0and °;  arenot in a sub eld of K sincen is
prime. The resulting gerus then satis esgc = 2¢ i 1 by Theorem 5. Note that
in [10,12] it is always the casethat m = d+ 1 but deglm-) = 1, sothat the
gerus is of similar size,namely 2¢; 1 or 29. Back to the casem = d we obsene
that if ® = 0 then the group order of the elliptic curve is congruert to 0 modulo
4 and if ® = 1 then it is congruert to 2 modulo 4 (see[2, p. 38]). This means
that curveswith ® = 0 represen half of about all 29"? isogery classesTaking
this into accourt we obtain from [10]that a proportion of minf 1; sq?9=(q"=2nr)g
of all elliptic curvesover K with ® = 0 leadsto curvesof gerus 29 1 de ned
over k with equivalent discretelogarithm problem. Givena random elliptic curve
with ® = 0 we can nd the assaiated elliptic curve, from which suc a curve of
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gerus 29 | 1 can be computed, in running time N + O(g"=**") and probability
minf 1; N=q"=2g, where N - sc??=(nr).

The casen = 31 and r = 5is particularly interesting sincethere is an IPsec
curve [16] with ® = 0 de ned over Fuss . This casehasd = 5, s = 6 and thus
yields gerus 31 which are feasible parameters according to [17]. The heuristic
probability that a random elliptic curve gives rise to a curve of gerus 31 is
approximately 21 52 with the method in [10], whereasnow we obtain

sqP=(q"?nr) v, 2i 32

The only algorithm known sofar to 'nd the elliptic curvesfrom which the
corresponding higher gerus curve are computed requiresthe order of sg?4=(nr) Y4
2*5 many operations in Foiss (q'=* ¥ 2%8 here). This is not so excient, but still
much faster than the Pollard methods on the original curves. One can however
additionally arguethat the security of elliptic curvesover Foiss doesnow at least
partially depend on the ditcult y of the problem of nding sud higher gerus
curves, and this problem has not beenstudied in detail yet.

5 Further Variations and Observ ations

It is of interest whether there are further variations or extensionsof the GHS at-
tack which would lead to smaller genera.In this sectionwe investigate a number
of such variations.

5.1 Subelds and Automorphisms

A possibility of improving the construction in section 2 and section 3 would be
to considersub elds L of Co and useAs.. = N¢,- +A; with A; from Theorem7
to map the discrete logarithm problem from C°(E¢) to A°(L). If the kernel of
A, is small enoughthis would lead to a very substartial improvemert, because
the gerus of sub elds is usually much smaller.

To approad this question we rst considerintermediate elds of the exten-
sion Cp=Fg. But in this casethe kernel of Af;L would contain the large prime
factor, as shavn in the full version of the paper, henceA;.. and intermediate
“elds of Cyp=Fy are not of any use.

We could still seart for other subelds L of Cy which do not contain Fq
and yield a small kernel of A;, . One way of obtaining sud sub elds could
be via the "xed "elds of automorphism groups of C containing the Frobenius
automorphism. Indeed, if we had automorphisms %2 Aut (F=K) with #4¢ ;) p
¢ ¢ it should be possibleto extend Y2to C in a similar way as it was done
with %4 under not too restrictiv e conditions. However, we have not found sud
automorphisms for non-sub eld curves. This doesnot rule out the existenceof
usefulsub elds L but it appearsunlikely that such sub elds exist except maybe
in very rare cases.
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Although automorphisms of Co=Fy may not be usefulto nd suitable sub-
“elds L asindicated above, they could be of useto speedup the discrete loga-
rithm computation in Cy. We are given 29€9(M1) gutomorphismsin G(C=F). As
shown in the full version of the paper, no automorphism in G(C=F) restricts to
an automorphism of Cq, exceptwhen Cq is hyperelliptic, in which casewe only
obtain the hyperelliptic involution. It is still possiblethat Cy hasautomorphisms,
but again we expect this to happen only in very rare cases.

5.2 lterativ e Descent

Assumen = nin,. Instead of performing one descen from K to k we could
considerdescending rst to Fq: and then to k. The problem hereis that Cy is
in generalnot an Artin-Sc hreier extensionof degree2 anymore soour techniques
would not apply immediately. If we howewver start with an elliptic curve asin
section 4 and consider an assaiated Artin-Schreier equation with © 2 Fg, we
do have that Cy is hyperelliptic, or in other words that it is an Artin-Schreier
extension of degree2. This way we get the following interesting result.

Assuming the generic casesa descem from K to k leadsto a hyperelliptic
curve of gerus of about 2" * whereasa descen from K to Fqn: givesa gerus
of about 2":i 1. Using Theorem 2 the descem from Fq: to k nally results in
a curve of gerus about (2"z j 1)2M:i 1. 2M*n2i 1 Thysif ny ¥ n, this nal
curve has subexponertial gerus ¥ 2% " instead of exponertial gerus ¥ 2".

Let us look at the non generic casesfor n = 155,n; = 5, n, = 31. The
smallest non-trivial descem from F,iss to F, leadsto a gerus of about 220, On
the other hand there are descets from Fuss to Fos which result in gerus 2° 1.
Assuming the genericcasem = 5 for the descem from F,s to F, then givesa
gerus lessthan or equalto (2% 1)2.

While theoretically interesting it doesnot appear that theseresults have any
practical implications.

5.3 Descent from Extensions

If the descem from Fq to Fq does not yield a small enough gerus one could
apply a change of variable to obtain a de ning equation of Er de ned over an
extension eld Fg and descendto Fg, thereby possibly yielding a smaller gerus
over another small base eld for somesuitable ¢ and r.

At least for prime n this approac will however not give an improvemen.
To seethis we note that for any n the degreesof the irreducible factors in Fp|[t]
of t" i 1 corresponding to primitiv e nth-ro ots of unity equal the multiplicativ e
order m of p modulo n. This m is the smallest value of degm;) which can
occur for an elliptic curve over Fgn which is not already de ned over a sub eld.
For prime n this m is usually very big. Let m be the multiplicativ e order of p
modulo r. The gerusfor a descen by r is then approximately at leastp™. Thus,
if njrthen m , m and the gerus can only be bigger than before. If otherwise
n - then nj[Fq : Fp] becausen is prime and thus F4 is too big.
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For composite n there may be improvemerns possible. Again, there are de-
scerts from Fyiss to F» which yield gerus approximately 22°, whereasthe corre-
sponding descets from F,iss to Fys yield gerus about 2° while Fs is still fairly
small.

5.4 Other Comp osita

The "eld composita in section 2 and section 3 depend on the choice of the
base eld F = K (x) within the function "eld E;. We want to investigate what
happensif other or no sub elds are used, in the caseof elliptic function elds
E; in characteristic two.

If K(x1) and K (x,) are any two rational sub elds of index 2 of the elliptic
function "eld E; then there is an automorphism ¢o 2 Aut (Ef =K) induced by a
point translation map P 7! P + Q sud that ¢o(K (X1)) = K (x2). Namely, we
may assumethat x; and x, are x-coordinates of Weierstrassmodels. Then Q is
the point wherex, hasits pole. We concludethat E; =K (x1) and E; =K (x3) are
isomorphic and henceit doesnot matter which rational sub eld of index two is
taken in section 2 and section 3.

The methods of section2 and section3 do not apply readily to other sub elds
of E; . We make a few commeris on what can be expected in terms of arbitrary
“eld composita.

Elliptic subelds ascommonbase elds F are not of any use.The extensions
E¢ =F are abelian and unrami ed soany compositum C will be unrami ed over
F as well. This however meansthat C has gerus 1 and is again an elliptic
function "eld. The corresponding elliptic curvesare all isogenous.Should there
be a Frobeniusautomorphism on C then this would meanthat the elliptic curve
corresponding to Es is isogenougo an elliptic curve de ned over the small nite
“eld k. Other aspects of isogenouselliptic curveshave beenexploited in [10].

All other subelds F must be rational of index , 3, and suc "elds will
indeedleadto alternativ e constructions. In order to estimate the resulting gerus
we remark that essetially the lower bound in Theorem 2 remainsvalid in more
generalsituations: Similar to section 2 assumewe are given C with a Frobenius
automorphism ¥with respectto K =k and an elliptic function "eld E with E p C
such that C = E(¥E) ¢¢¢(34"i *E) for m - n minimal. If E(¥E) doesnot have
gerus, 2thenit hasgerus1andE (¥E)=E aswell asE (¥£)=%E areunrami ed.
This yields an unrami ed pyramid of “elds. It followsthat C is unrami ed over
E and is hence elliptic, which reducesus to the uninteresting case discussed
above. Soassumethat E(¥E) hasgerus, 2. Using the Riemann-Hurwitz gerus
formula we obtain that the gerus of C is then boundedby gc , [C:E(¥E)]+ 1
and [C : E(¥E)], 2™Mi 2. If the "elds YAE are linearly disjoint over a common
baseeld F with ¥F p F weevenhave [C : E(¥E)], [E :F]™i 2. The gerusis
thus exponertial in m.

The main objective is henceagain to minimize m in comparisonwith n. A
possiblegeneralizationof the Artin-Sc hreier construction could beto useadditive
polynomials over a common rational base eld F. This would lead to values of
m similar asin section 3 but could apply in more or additional cases.Howewer,
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as F would have index 2° in E for s, 2 the gerus bound would rather be
gc , 25(Mi 2 + 1, much larger than the construction of section 3.

Theoretically there could alsobe completely di®erert constructions of C given
E and its conjugated elds. To be e®ectie they would needto achieve a good
\compression" rate, i.e. small value of m, becauseof the above lower bound for
the gerus. We do not know whether such constructions exist.

5.5 The GHS Attac k in Characteristic Three

Weil descem with Artin-Schreier extensionscan also be carried out for elliptic
curvesin characteristic three. Here Artin-Schreier equationswhich de ne elliptic
curveshave to be of the form y3 | y = ax? + bwith a;b2 K. We thus expect
to map the discrete logarithm problem to curvesof gerus £ (39€9(M1)) with f =
ay? + b. We remark that if a = 1 we would again obtain an Artin-Schreier
extension of degree3.

Elliptic curvesde ned in this way are always supersingular and admit subex-
ponertial attacks via the MOV and FR reductions anyway [8,19] (with subex-
ponertial parameter 1=3 instead of 1=2). We would expect these attacks to be
more excient than the GHS attack. Of course,analogousremarkshold for elliptic
curvesin even characteristic.

We remark that the main use of elliptic curvesin characteristic three ap-
pearsto bein identit y basedcryptography [3]. For exciency reasonsone usually
considerssupersingular curves. An alternative Weil descen construction for or-
dinary elliptic curvesin characteristic three is described in [1].

6 Algorithmic Issues

Sofar our main objective wasto investigate whether there exist curves of suz-
ciently small gerus to whosedivisor classgroup the discrete logarithm problem
could be faithfully transferred. In this section we brie°y discusshow to obtain
explicit models for the resulting curves of section 2 and section 3 and how to
perform an index calculus method for solving the discrete logarithm problem.
Note that the curveswe are considering are no longer necessarilyhyperelliptic.
Also, the most expensiwe step will be the solving the discrete logarithm and not
the computation of the "nal curve and mapping the discrete logarithm.

6.1 Explicit Mo dels and mapping the discrete Logarithm

We rst exhibit an explicit model for C. Let m = deg(m; ). Note that the classes
of %(f) for0- i - mj 1form an F,-basisof ¢ ¢ =}(F). From Theorem 1 it
follows that C is obtained by adjoining oneroot of every yPi yi %(f)to F.In

Flyo;:::;¥m; 1] generatedby the polynomialsy? i vy i %A(f) for0- i- mj 1.
We write ¥; for the imagesof the y; in C and abbreviate ¥ = ¥q.
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Assumethat ¥iextendsto a Frobenius automorphism of C with respect to
K =k, again denoted by % After possiblyreplacingy; by y; + 1 FIOV somel; 2 Fp
we havethat 3(¥;) = ¥i+1 for0O- i < mj 1and3/(§;m, 1) = Vi -0 ,.y. holds,
where theb,i 2 Fp are the coezxcients of ms = {io .itt and v 2 F satis'es
wi v=" 1 %(f). Suc v will be determined up to addition of an elemen
in F,, and usually only one of the p choicesof v will be the correct choice so
that ¥hasorder n on C. We obtain an explicit represenation of the operation
of %on C.

The "eld Cq is the xed t]e_,Jd of %in C. Let Fg = k(x) be the xed "eld of
Y%in F = K(x). Dene y = “' %(1 ¥), where! is a normal basis elemen
of K over Fy. Then Cy = Fo(y) becausey 2 Cy and C = F(y), which in
turn holds becausey has [C : F] di®erent conjugatesunder G(C=F). To see
the last statemert let ¢ 2 G(C=F) and obsene that %% ! 2 G(C=F). De ne

()= i Y2 Fp. Themap ¢ 7! (, (¥4 'é%))o. i- n; 1 IS injective because
the right hand side values deﬁgrmme ¢ on all conjugates ¥4(¥). Then a short
calculation shaws ¢(y) = y+ [, L94(1), (%4 1¢34). Since? is a normal basis
element we can conclude that y has indeed [C : F] di®erent conjugates. By
computing the characteristic polynomial of y¥ over F in C we thus obtain a
de ning polynomial for Cq in Fol[t].

The discrete logarithm can be mapped from E¢ to Cy using the conorm map
Conc-g, followed by the norm map Nc-c,. We give a very rough description of
how this canbe accomplished.lt is bestto work with suitable subrings(Dedekind
domains) Rg, , Rc and R¢, and ideals in theserings suc that the ideal class
groupsare similar enoughto the divisor classgroups (preservingthe large prime
factor for example). The conorm of a given ideal in Rg, then becomesthe ideal
generatedin R¢ by the givenideal included in R¢ . Using generaltechniqueswe
can compute a represenation ¥ = h(y) with h 2 FJ[t]. For the norm ideal we
then form the product of the conjugatedidealsin R¢ using % Substituting h(y)
for ¥ and somefurther stepsyield generatorsof the norm ideal in Rc,.

6.2 Index Calculus

Index calculus methods are employed for solving the discrete logarithm in the
multiplicativ e group of "nite "elds or the divisor class group of hyperelliptic
curves. They also apply to the divisor classgroup of generalcurves. We outline
someof the main issuesin our situation.

The basic obsenation is that every divisor classof Cy of degreegc, can be
represened by an e®ective divisor of the samedegree.Sud a divisor decomposes
uniquely into a sum of placesof certain degreesand multiplicities just like the
caseof rational integersand prime factorizations, and smoothnessprobabilities
hold. Computing these divisor class represenativ es can be done by reduction
techniquesas described in [14], and this leadsalsoto a way of computing in the
divisor classgroup of Cy which generalizesthe Cantor method for hyperelliptic
curves.We remark that for hyperelliptic curvesaddition takesO(gC ) operations
in k whereasfor a generalCgy addition takesO(gC ) operationsin k, and is hence
considerably slower.
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The number of e®ectie divisors of degreelessthan or equalto gc, cortaining
placesof degreelessthan or equalto d can usually be expressedas someexplicit
proportion of géco . For example,forgc, ! 1 and g xed we havethat this num-
ber of smooth divisors is approximately at least g%o exp(i (gc,=d) log(gc,=d))
forg2 - d- g& and 0 < ¢ < ¢ < 1 xed. From our formula for the
Eharacteristic polynomial of Frobenius of Cp in Theorem 8 we seethat gc, =

n2s S(h) by taking degrees,and then for the cardinality of the divisor class
group # A%Co) = oo *,,<(1+ O(q S(M=2)) by evaluating at 1. For every
h 2 S we have that s(h) jn, and the number of h 2 S with s(h) s for givensjn
is lessthan or equalto p°. If the n@mbqjofdivisors ofnisO(log(gc,)) andq, p?
it follows that # Q%(Co) = 0 ~ . = = s(1+ O(p' M) = O(qfoo g ) for
someconstart ¢ > 1, and we expect this to be essetially true for g = p be-
causeof possiblealternating signs of the trace terms. Dividing the number of
smooth divisors by the classnumber it is hencereasonableto expect that a pro-
portion of exp(i (1+ 0(1))(9c,=0) log(gc,=d)) of all divisor classesf degreegc,
will be represenable by a smooth divisor, thus leading to the usual smoothness
probability. This would allow for an in gc, subexponertial running time with
parameter 1=2 for solving the discretelogarithm. Fore more details on computing
discrete logarithms for general curvessee[15].
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