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Abstract. We propose a novel distinguishing attack on the shrinking
generator with known feedback polynomial for the generating LFSR. The
attack can e.g. reliably distinguish a shrinking generator with a weight
4 polynomial of degreeas large as 10000, using 232 output bits. As the
feedback polynomial of an arbitrary LFSR is known to have a polynomial
multiple of low weight, our distinguisher applies to arbitrary shrunken
LFSR's of moderate length. The analysis can also be used to predict the
distribution of blocks in the generated keystream.

1 In tro duction

The shrinking generator(SG) is a well known pseudorandom generatorproposed
in 1993 by Coppersmith, Krawczyk and Mansour [3]. It is intended for use in
stream cipher applications and is of interest by its conceptual simplicit y: It
combinesonly two linear feedback shift registers(LFSR's) in a simple way. Thus
far, it has resistedagainst e±cient cryptanalysis.

In this paper, a practical distinguishing attack on the (SG) is proposed.The
attack exploits a newly detected non-randomnessin the distribution of output
blocks in the generatedkeystream.

Recall that the (SG) [3] usestwo independent binary LFSRs, say A and S,
as basic components. The pseudo random bits are produced by shrinking the
output sequenceof the generating LFSR A under the control of the selecting
LFSR S as follows: The output bit of LFSR A is taken if the current output bit
of LFSR S is 1, otherwise it is discarded. It is recommendedin [3] that besides
the initial states also the feedback polynomials be de¯ned by the secretkey. We
would like to stress that the present attack is not applicable to a (SG) with
unknown feedback polynomial for the generating LFSR.

There have been known several approaches for attacking the (SG): A ba-
sic divide-and-conquer attack, which requires an exhaustive search through all
possible initial states and feedback polynomials of S, [3]. On the other hand,
a correlation attack targeting LFSR A is proposedin [6] and is experimentally
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analyzed in [16]. It requires exhaustive search through all initial states and all
possiblefeedback polynomials of LFSR A. In [12], a reducedcomplexity correla-
tion attack basedon searching for speci¯c subsequencesof the output sequence
has beengiven, where the complexity and required keystream length are expo-
nential in the length of LFSR A.

It has beenshown in [7,8], that the output sequencehas a detectable linear
statistical weaknessif the feedback polynomial of the generating LFSR A has
very low weight and moderate degree,or is known to have polynomial multiples
with this property.

For our attack we assumethe feedback connectionof the generatingLFSR A
to be known, whereasthe selectingsequencecan be any random sequencewith
independent and equally distributed bit probabilities.

To describe our approach, denoteby a-stream the output sequencegenerated
by LFSR A and by z-stream the output sequencegeneratedby the (SG). The bits
in the a-stream are denoted an ; n ¸ 0 and the bits in the z-stream are denoted
zi ; i ¸ 0. Rather than singlebits, we considerbit strings (blocks) in the a-stream
and comparethem with suitable strings in the z-stream.

Considera block of odd length, centered at the position of an in the a-stream.
If this block is xor-ed with similar blocks (of equal length) centered at all other
tap positions (including the feedback position) in the LFSR-recursion, the sum
is (trivially) the all-zero block. For blocks of odd length, the majorit y bit is set
1 if the number of ones is larger than the number of zeroes, and 0 otherwise.
Then a key observation is that the majorit y bits of such blocks ful¯ll the linear
recursion of LFSR A more often than random.

Through the shrinking process,the exact positions of the undiscarded a-
stream bits in the z-stream get lost. However, the deletion rate is 1/2, and we
can guessaveragedshrunken tap positions by halving the distancesof the tap
positions in the a-stream.

The main idea of our attack is to considersamplesin the z-streamwhere the
blocks near the shrunken tap positions are all imbalanced(a block is imbalanced
if it has a di®erent number of onesthan zeroes). The bits in these blocks have
with high probabilit y beengeneratedby bits in the neighborhood of the original
tap positions. If a z-block (i.e., a block in the z-stream) with high imbalance
is found, the probabilit y that the corresponding a-block is imbalanced, is quite
high. By estimating the imbalancein the blocks in the a-stream using the mea-
sured imbalancein the blocks in the z-stream, we can estimate the majorit y bit
of the a-blocks.

If these estimated majorit y bits ful¯ll the linear recursion of LFSR A more
often than random, we can distinguish the z-streamgeneratedby the (SG) from
a truly random sequence.This is indeed the case:Theoretical estimatesas well
as extensive experiments have shown that we are able to reliably distinguish
the (SG) from random for low-weight recursionsof LFSR A. E. g., for a weight
4 recursion of length 10000, the attack needsabout 232 output bits, and for a
weight 3 recursion of length 40000, the attack needsabout 223 output bits to
reliably distinguish the (SG). This comparesnicely with the estimatesgiven for
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an+an+n2+...+an+nW = 0

a-stream z-stream

Fig. 1. Model of the shrinking generator used in the attack.

the distinguishersasdescribed in [7,8], both of which for theseparametersneeds
about 248 output bits, and 239 output bits, respectively.

As the feedback polynomial of an arbitrary LFSR of length L is known to
have a polynomial multiple of weight 4 and length about 2L= 3, [1,9,13,17] our
distinguisher also applies to arbitrary shrunken LFSR-sequencesof moderate
length.

The paper is organized as follows. In Section 2 we present the attack. In
Section 3 we analyze the proposed attack in terms of probabilit y of success
and required length of observed keystream. Simulation results are presented in
Section 4, and some concluding remarks are given in Section 5. Finally, the
technical details are presented in Appendix A.

2 Description of the attac k

For the description of the attack, we assumea (SG) with a weight W feed-
back polynomial generating the an sequence.SeeFig. 1. The known recurrence
equation is given by

an + an + n 2 + an + n 3 + : : : + an + n W = 0; n ¸ 0: (1)

We do not distinguish the feedback position from the other tap positions, sofor a
certain bit an , the tap positions are n; n+ n2; n+ n3; : : : ; n+ nW . Now, considera
bit string (block) surrounding a position an in the a-stream. If we xor this block
with the blocks (of equal length) surrounding the other positions in the LFSR
recurrenceequation, an + n 2 ; : : : ; an + n W , the sum (trivially) is the all-zero block.
If we choosethe consideredblock length to be odd, each of the W blocks must
have a unique majority bit. The majorit y bit is 1 if the number of onesin the
block is larger than the number of zeros,and vice versa.The main observation
is, that the majorit y bits of such blocks ful¯ll the linear recurrenceequation of
the LFSR, with a probabilit y larger than 1=2. First we formally intro duce the
intuitiv e notion of imbalance.

De¯nition 1. The imbalance of a block B , I mb(B ), is de¯ned as

number of 1's in B ¡ number of 0's in B

Furthermore, a block B is said to be imbalanced if I mb(B ) 6= 0.
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The general idea is to search for imbalanced blocks in the z-stream at po-
sitions zi 1 ; zi 1 + n 2 =2; : : : ; zi 1 + n W =2. These positions are called the shrunken tap
positions, where i 1 implicitly is the referenceposition. The bits in theseblocks
have with high probabilit y been generatedby bits in the neighborhood of the
unshrunken tap positions, an 1 ; an 1 + n 2 ; : : : ; an 1 + n W , where w.l.o.g. we assume
an 1 = zi 1 . If we ¯nd a block with high imbalance in the z-stream, then the
probabilit y that the corresponding block in the a-stream is imbalanced, is quite
high. Then we can derive good approximations of the true majorit y bits in the
a-blocks.

The attack has two phases.The ¯rst phase is a search for positions in the
output sequence,where we ¯nd imbalancedblocks centered around every of the
shrunken taps. Whenever we ¯nd such a position we say we have a hit , and
invoke the secondphase,which estimates the majorit y bits of the unshrunken
segments. We then count the number of times the xor sum of the estimated
majorit y bits equal zero, and comparewith the truly random case.

2.1 First phase

Pick a block B1 of odd length B L 1 = E + 1 centered around a referenceposition
zi 1 , where E is an even parameter to the attack. As we assumezi 1 = an 1 , the
bits in B1 comefrom bits surrounding an 1 .

The next unshrunken tap an 1 + n 2 is with high probabilit y mapped to an
interval near i 1 + n2=2. This interval sizegrows proportionally to

p
n2. The same

holds for the other taps. Thus at tap position n j ; j = 2; : : : ; W , we measureon
a block centered at position i 1 + nj =2 of length B L j ¼ B L 1 + p nj =2. The ¼
symbol denoteshere:"tak e the closestodd integer", sincewe needan odd length
for having a unique imbalance.

Next, we measurethe imbalancein each block, I mb(B j ); j = 1: : : W . When-
ever we have jI mb(B j )j > T; j = 1: : : W , whereT is an imbalancethreshold, we
have found a hit , and it is likely that the a-blocks surrounding the unshrunken
taps, also are imbalanced. If we do not ¯nd imbalanced z-blocks at the chosen
referenceposition we pick a new zi 1 and again measurethe imbalance.However,
if we have a hit in phase1, we invoke the secondphase.

2.2 Second phase

The ¯rst goal of the secondphaseis to try to estimate the bit probabilit y of the
a-blocks. First we intro duce somenotations. Let S1 be the a-block of length L a

surrounding an 1 . Similarly, we denote by Sj ; j = 2; : : : ; W the a-block of length
L a surrounding an 1 + n j . Denote by pj ; j = 1; : : : ; W the estimated probabilit y
that a bit in Sj equals1.

Sincewe assumedthat the center bit zi 1 = an 1 , we will usethe ¯rst block as
a reference.The ¯rst z-block is of length E + 1. We denote this referenceblock
length by L z = E + 1. For our considerationswe can assumethat the z-block
B1 of odd length, was produced by an odd length a-block. Thus we choosethe
a-block length as L a = 2L z ¡ 1 = 2E + 1.
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position n1+nj a-block Sj of length Laa-stream:

k=-1 position i1+nj / 2-1

k=0 position i1+nj / 2 blocks of length Lz

k=1 position i1+nj / 2+1

z-stream: 

Fig. 2. Picture of which blocks are usedin the weighting of estimating pj ; j = 2; : : : ; W .
The interval size shown here is only 3 positions.

If we measurethe imbalanceI mb(B1) in B1, and assumethat the bits which
where discarded are balanced, i.e., the L a ¡ L z = E bits not visible as output
bits are equally distributed, we have the following estimate

p1 =
number of onesin S1

L a
=

(I mb(B1) + L z )=2 + E=2
L a

(2)

=
1
2

+
I mb(B1)
4E + 2

: (3)

For the other W ¡ 1 taps we proceedin a slightly di®erent way. Sincewe are
not sure which z-block contains the most bits from Sj , we must considerseveral
z-blocks centered near zi 1 + n j =2. Thus, we pick an interval I j and calculate a
weighted averageover I j , of the bit probabilit y in Sj as

pj =
1
2

+
X

k2I j

imbj ;k

4E + 2
P(k is the best position for estimating Sj ) j = 2: : : W;

(4)
whereimbj ;k is the imbalancein the z-block of length L z surrounding zi 1 + n j =2+ k .
The expressionfor P(k is the best: : :) is discussedin Appendix A, but the aim
is to try to derive a probabilit y that the z-block at i 1 + nj =2 + k has the most
bits from Sj , and we assumethat the binomial distribution

P(k is the best position for estimating Sj ) = B in [n j ; 0:5](
nj

2
+ k) (5)

is adequate.Fig. 2 shows a picture of the blocks used in the weighting process
for a small interval of k 2 [¡ 1; 0; 1].

In (4), we have usedsimilar calculations as in (2) and the additional assump-
tion that the bit probabilit y is 0:5 if the best position, k, is outside the interval
I j .

The estimated bit probabilit y pj ; j = 1; : : : ; W also represent an estimate of
the majorit y bit for Sj . For each hit we have in phase1 of the attack, we can
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determine an estimate of the xor sum of the majorit y bits. The simplest decision
rule is to ¯rst make a hard decisionon the estimated majorit y bit m̂ j as

m̂j =

(
1 if pj ¸ 1

2

0 otherwise
; j = 1; : : : ; W; (6)

then check if the xor sum
P

j m̂j = 0 holds. By dividing the number of times the
xor sum equalszero with the number of hits we have, we can derive a measured
¯nal probabilit y that the sum of the true majorit y bits equalszero.

We can also employ a soft decision rule. It is well known [11] that a soft
decisionrule is no worsethan a hard decisionrule, so employing a soft decision
rule can only improve the attack. The hard decision rule is however simpler to
analyze,and for that reasonwe have usea hard decisionrule in the analysisand
in our simulations.

If we indeed are attacking the (SG), we expect the total probabilit y

P = 0:5 + "H ; (7)

where "H is a positive value depending on the number H of hits we get in phase
1. If we are attacking a true random sequence,we expect P = 0:5. The optimal
test to distinguishing thesecases[4] is a Maximum Likelihood (ML) test, where
we decideusing a threshold ¡ such that if P ¸ ¡ we decidethe output sequence
to be generatedfrom the (SG), otherwise we decide it is a random source.We
have summarizedthe proposedattack in Fig. 3.

3 Analysis of the prop osed attac k

Westart by consideringthe probabilit y that the majorit y bits of Sj ; j = 1; : : : ; W
ful¯ll the recurrenceequation. We will interchangeably be using imbalanceand
Hamming weight (Hw) as they measuresimilar quantities, where the Hamming
weight of a block B is the number of onesin B . For odd block length L we have
the conversion betweenimbalanceimb and Hamming weight hw as:

imb = 2hw ¡ L;

hw =
imb + L

2
:

3.1 The probabilit y of the sum of the ma jorit y bits

Assume we look at the direct output of a LFSR with W taps (including the
feedback position). Pick a referenceposition an in the a-stream, and consider
the positions an + n 2 ; : : : ; an + n W that together with an sum to zero, according to
the linear recurrenceequation of the LFSR. At each position we take a centered
block (or vector) Sj of odd length L a . The positions and the length are assumed
to be chosensuch that the blocks are non-overlapping. We aim to calculate the
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Input: even integer E , imbalance threshold T , the tap positions n j ; j =
1; : : : ; W , where n1 = 0, and a sequenceZ i ; i = 1; : : : ; N of received bits.

1. Setup variables.

B L 1 = E + 1;

B L j = closest odd integer (B L 0 +
p

n j =2); j = 2; : : : ; W;

I j = integers in [¡
p

n j =3; : : : ;
p

n j =3]; j = 2; : : : ; W

low = E =2; high = N ¡ (nW =2 +
p

nW =3 + E =2);

hits = 0; good = 0:

2. For i 1 = low to high do
(a) For all j = 1; : : : ; W , let B j be the z-block centered at i 1 + n j =2 of

length B L j .
(b) Let imb j = I mb(B j ); j = 1; : : : ; W .
(c) If 8j jimb j j > T then

i. Increasehits and set

p1 =
1
2

+
imb1

4E + 2

pj =
1
2

+
X

k 2I j

imb j ;k

4E + 2

Ã
n j

n j =2 + k

!
¡ 1

2

¢n j ; j = 2; : : : ; W;

where imb j ;k is the measured imbalance in the z-block of length
B L 1 centered at position i 1 + n j =2 + k.

ii. Make a hard decision 8j; m̂ j = 1 if pj ¸ 0:5 otherwise m̂ j = 0.
iii. if

P
j m̂ j = 0 increasegood. (

P
denotes here the xor sum.)

3. Set ¡ = 0:5 +
p

hits= (2hits ).
4. If good=hits > ¡ return Shrinking elsereturn Random .

Fig. 3. A summary of the proposedattack using a hard decision rule.

probabilit y that the majorit y bits of the segments ful¯ll the recurrenceequation
of the LFSR. We assumethe distribution of the possiblevectors at tap j ; j =
1; : : : ; W ¡ 1, only to be dependent on the Hw of the vector. The vector at the
¯nal tap is totally determined by the choicesat the W ¡ 1 previous taps since
the xor of the vectors must be the all-zero vector. Intro duce the notation

Vj (®) = P(H (Sj ) = ®); (8)

for the probabilit y that we have a vector of length L a and Hw ® at tap j ; j =
1; : : : ; W ¡ 1.

We can partition the possiblevectorsat the taps into setsof equal Hamming
weight. The probabilit y of each set is given by Vj (®). When we xor the ¯rst two
vectors, we get a new probabilit y distribution on the setsof di®erent Hamming
weight. In thesesets, the majorit y bit of the vector sum may or may not agree
with the sum of the majorit y bits of the xored vectors. So when we derive the
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L a Simulation Theory
5 0.56082 0.56054

0.56050
11 0.52254 0.522076

0.52169
17 0.51372 0.51340

0.51298
29 0.50764 0.50748

0.50727
Table 1. Simulation results versus theory for the probabilit y that the majorit y bits
sum to zero.

new distribution, we alsokeeptrack of when the sum of the constituent majorit y
bits agreewith the majorit y bit of the resulting vector. When we have xored the
W ¡ 1 vectors, we know that the ¯nal vector must agreewith the sum of the
¯rst W ¡ 1 vectors. Thus we can sum up the probabilities where the sum of the
constituent majorit y bits agreewith the majorit y bit of the resulting vector.

The technical part of the calculations can be found in Appendix A. We only
conclude the validit y of the approach by comparing the theoretical probabilit y
to a number of simulations for di®erent block length L a with W = 4. The
comparison is shown in Table 1. The number of trials in the simulations were
10 000 000.

3.2 Skewing the distributions Vj

Since in phase1 of the attack we imposethe condition that the absolute value
of the imbalancein the z-block should be greater than a certain threshold T, the
distributions Vj for the a-blocks will not be binomial, asexpectedfrom a random
source.As the probabilities P(I mb(B j ) > T) = 0:5 and P(I mb(B j ) < ¡ T) = 0:5
are equally likely, we divide the distribution Vj into two parts.

Vj (®) =
V +

j (®) + V ¡
j (®)

2
; j = 1; : : : ; W (9)

where

V +
j (®) = P(H (Sj ) = ®jI mb(B j ) > T); (10)

V ¡
j (®) = P(H (Sj ) = ®jI mb(B j ) < ¡ T); (11)

and H (Sj ) is the Hw of the a-block Sj .
We can not hope to give an exact expressionfor (10) and (11) sincethere are

too many dependenciesbetweenadjacent imb j ;k in (4). We can however derive
approximate expressions.The derivation is omitted due to spacelimitations, but
can be found in an extended version of this paper available from the authors.
Intuitiv ely, and also from the derived approximations, we note that V +

j and V ¡
j

are "mirrored" distributions in the sensethat V +
j (®) = V ¡

j (L a ¡ ®).
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3.3 An appro ximation on the required num ber of hits

First, we considerthe probabilit y that the estimated majorit y bit m̂ j is correct.
We will con¯ne us to the caseof a hard decision rule. Through simulations we
have noted that theseprobabilities are not independent. The ¯rst W ¡ 1 majorit y
bits are more often correctly predicted if all or most of the W ¡ 1 a-block are
strongly imbalanced.But then also the W 's block tends to have someimbalance
and thus gives better prediction of the majorit y bit. In the analysis we will
however assumethat they are independent.

Assume without loss of generality that m j = 1. Then we know that the
vectors of Sj are drawn (on the average) from the distribution V +

j . The proba-
bilit y Pm j that m j is correct is determined by the probabilit y massthat givesa
majorit y bit equal to 1. We have

Pm j =
L aX

®=( L a +1) =2

V +
j (®); j = 1; : : : ; W: (12)

The sameholds if we have m j = 0 becauseof the mirrored properties of V +
j and

V ¡
j .

Let mj be the true majorit y bit of the a-block Sj , and as before, let m̂ j be
the hard decision estimate as derived in the attack. We have P(m j = m̂j ) =
Pm j . We can model this as if we have a noisy observation of the true majorit y
bits, where the noise for each observation is equal to 0 with probabilit y Pm j .
Furthermore, let Pn denote the probabilit y that noise variables sum to zero.
Using the independencyassumption and the piling-up-lemma [14] we have

Pn =
1
2

+ 2W ¡ 1
WY

j =1

(Pm j ¡ 0:5): (13)

The correctnessof the estimates m̂ j ; j = 1; : : : ; W are assumedindependent
of the probabilit y P(

P
j mj = 0). Recalling (7) and intro ducing the notation

PM for the probabilit y that the true majorit y bits sum to zero, we have an
approximation of the total probabilit y P, that the estimated majorit y bits sum
to zero:

P =
1
2

+ 2(PM ¡ 0:5)(Pn ¡ 0:5) =
1
2

+ "H : (14)

Using similar arguments as in [2,5], we can state an upper bound on the
number of hits H we need in phase 1 to distinguish the (SG) from a truly
random sequenceas:

H ·
1

"2
H

: (15)

3.4 A lower bound on the exp ected num ber of hits

In phase1 of the attack, we search for positions in the z-stream where we ¯nd
W blocks B j ; j = 1; : : : ; W of length B L j ; j = 1; : : : ; W , such that we simul-
taneously have jI mb(B j )j > T. If we again make the simplifying assumption
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that the imbalance(or Hamming weight) of the blocks are independent, we can
derive a lower bound on the expectednumber of hits in phase1, given a received
sequenceof length N from the generator.

The probabilit y PB j that we have jI mb(B j )j > T for a block of length B L j

where we assumethe keystream bits from the generator to be independent and
random is given by

PB j =
B L jX

h=1+
T + B L j

2

µ
B L j

h

¶ µ
1
2

¶ B L j

+

¡ T + B L j
2 ¡ 1X

h=0

µ
B L j

h

¶ µ
1
2

¶ B L j

: (16)

The approximated joint probabilit y of ¯nding W blocks is given by PH =Q W
j =1 PB j and thus we would expect

H ¸ PH N: (17)

3.5 Parameters trade-o®s

If we choosea large value for the parameter E we will have larger blocks B j and
the probabilit y for the bit an j to be mapped inside B j increases.On the other
hand the a-blocks will also be larger, resulting in a smaller probabilit y for the
true majorit y bits summing to zero. If we only choose the lengths B L j larger
then the distribution for the smaller block which is scannedin (4) tends to be
more binomial, which givesus lessnon-randomnessto extract information from.

If we choosea high imbalance threshold T, we will get more skewed distri-
butions Vj and we will needa fewer number of hits to distinguish the sequence.
But on the other hand, the probabilit y for getting a hit in phase1 decreases,
thus requiring a longer received sequence.

4 Simulation results

In this sectionwe present somesimulation results and do a comparisonwith the
derived theoretical approximation. In the attack we have usedthe hard decision
rule and a decision threshold ¡ = 0:5 +

p
hits=(2hits ), which corresponds to

about onestandard deviation from the expectedvalue if the sequencewere truly
random. We start by attacking a weight 4 LFSR given by the linear recurrence
equation

an + an +302 + an +703 + an +1000 = 0: (18)

Using a threshold T = 3 and block size parameter E = 14, the theoretical
calculations (14) and (16) give PH = 0:02648and "H = 0:00092.Thus we would
need about H = 1="2

H ¼ 220 hits in phase 1 and N = H=PH ¼ 225 received
output bits. Running the attack with thesecon¯gurations 50 times (with random
initial state), we can distinguish the (SG) in all 50 cases.

As the degreeof the feedback polynomial increases,the attack naturally needs
a larger received sequence,and it becomesimpractical to simulate the attack.
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Tap positions Theoretic parameters N used Successesout

(excluding 0) PH " H H N in attack of 50 runs

302; 733; 1000 0:026482¡ 10:1 220:2 225:4 223 43

224 46

225 50

812; 1433; 2500 0:035862¡ 11:5 223:0 227:8 225 39

226 46

227 50

2333; 5847; 8000 0:055422¡ 13:5 227:0 231:2 228 42

229 48

230 50

3097; 6711; 100000:059892¡ 13:9 227:7 231:8 228 45

229 45

230 46
Table 2. Theoretic results and simulation results of attacking the (SG) with some
weight 4 feedback polynomials

Tap positions Theoretic parameters N used Successesout

(excluding 0) PH " H H N in attack of 50 runs

17983; 40000 0:1414 2¡ 10:2 220:3 223:1 221 36

222 46

223 50

73; 131; 219; 300 0:0068 2¡ 11:56 223:1 230:3 229 48

230 50
Table 3. Theoretic results and simulation results of attacking the (SG) with weight 3
and weight 5 feedback polynomial

Also, the approximations madein the analysistends to overestimatethe required
N , as experiments with shorter sequenceshave shown. We have summarized
some results on attacking weight 4 feedback polynomials in Table 2. We also
give two examples of attacking a (SG) with weight 3 and weight 5 feedback
polynomial in Table 3.

The computational complexity of the attack is quite modest. If we use pre-
computed tables for (5) we seethat we need to scan the input sequenceonce,
and whenever we have a hit we calculate (4). The sizeof the interval I j is pro-
portional to p nj and hencewe have the computational complexity O(N

p
nW ),

where N is the number of received output bits and nW is the last tap position
or the degreeof the feedback polynomial.
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5 Conclusions

We have proposeda practical distinguishing attack on the shrinking generator
with a low-weight feedback polynomial for the generating LFSR. The new idea
is that the majorit y bits of blocks in the LFSR stream ful¯ll the linear recursion
more often than random, and we have presented and analyzeda quite powerful
method of estimating those bits, basedon the received sequence.

We do not need to have the ¯rst segment as referencesegment. We could
also use a tap in the middle and calculate both forward and backward, thus
increasingthe probabilities of the estimates.

The proposed attack can also be used to predict the distribution of bits
in the generatedsequence.Assume we know that the generating source is the
(SG). First we calculate the bit probabilit y of the W ¡ 1 ¯rst segments. By the
theoretical calculations of the probabilit y that the majorit y bits sum to zero we
can derive the unknown distribution of the last segment.

The authors alsowould like to thank Vishal Chandra, who helped simulating
someearly ideas for an attack, and the anonymous refereesfor giving valuable
comments on how to improve the manuscript.
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App endix A

In this Appendix we have gathered some of the more technical details in the
proposedattack and the analysis of the attack.

Some details of phase 2

The interval sizein (4) is a tunable parameter to the attack and we have chosen
it to be the integers in the range [¡ p nj =3; : : : ; p nj =3]. Next we consider the
probabilit y that the z-block centered at zi 1 + n j =2+ k ; k 2 I j , is the best block
to choose. An exact mathematical expression for this notion is hard to ¯nd
becauseof the deletion process.To simplify the calculations we assumethat
this probabilit y is given by the binomial distribution, B in [n j ; 0:5](nj =2 + k).
This assumption does not take into account that the bit an 1 + n j might not be
visible (prin ted) in the z-streamat all, sinceit might be deleted.However, we can
disregardwhether the bit is printed or not sinceweareonly trying to estimate the
surrounding of an 1 + n j . Thus, the assumeddistribution is reasonablyadequate,
and we write

P(k is the best position for estimating Sj ) = P(k is best) =

B in [nj ; 0:5](
nj

2
+ k) =

µ
nj

n j

2 + k

¶ µ
1
2

¶ n j

(19)

We note that the interval I j is chosensuch that
P

k2I j
P(k is best) ¼ 0:5.

Probabilit y that the sum of the ma jorit y bits equal zero

We will assumethat the bits in the ¯rst W ¡ 1 vectors in the LFSR casecan be
approximated by the true random case.Given this assumption, the probabilit y
Vj is given by the binomial distribution

Vj (®) = B in [L a ; 0:5](®); i = 1: : : W ¡ 1: (20)
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When xoring vectors together, we will denote the distribution of vectors (for the
sum) by Qj (®). We will add a super script to this Q later, but for now on, we
say that Q1(®) = V1(®); ® = 0: : : L a , since we have not added any vectors but
the ¯rst. Q2(®) will be the probabilit y of a vector of Hw ® when we have xored
two V distributions. We also intro duce an operator to determine the majorit y
bit. Let M aj (®) denote the majorit y bit of a vector of length L a and Hw ®. We
have

M aj (®) =
½

1 if ® > (L a ¡ 1)=2;
0 otherwise.

The next lemma states what Hw's to expect, and how many of them we get,
when xoring two vectors together.

Lemma 1. Let A be a ¯xed vector of length L a and Hw ®. If we xor all possible
vectors (one at a time) of Hw ¯ with A, then the possibleHw's of the xor sum
are ° = ®¡ ¯ + 2· where max(0; ¯ ¡ ®) · · · min (L a ¡ ®; ¯ ). The number of
resulting vectors with Hw ° is given by

µ
®

¯ ¡ ·

¶µ
L a ¡ ®

·

¶
: (21)

Proof. Denote by B the set of all vectors with Hw equal to ¯ . Assume· of the
1's in B coincide with the 0's of A. This implies that ¯ ¡ · of the 1's in B
coincide with the 1's of A. The number of such vectors in B is

µ
®

¯ ¡ ·

¶µ
L a ¡ ®

·

¶
:

For the choice of · we must have 0 · ¯ ¡ · · ® or equivalently ®¡ ¯ · · · ¯ ,
sinceat least zero 1's and at most ® of the 1's can coincide. Similarly, we must
have 0 · · · L a ¡ ®, since the number of 0's in A is L a ¡ ®. Combining these
restrictions we get max(0; ® ¡ ¯ ) · · · min (L a ¡ ®; ¯ ). The resulting Hw of
the xor sum is ° = ®¡ (¯ ¡ · ) + · = ®¡ ¯ + 2· , which provesthe lemma.

Thus, if we pick one vector B of Hw ¯ uniformly at random (over the set of
vectors with Hw ¯ ) and xor with the ¯xed vector A, we have the probabilit y

P° (®; ¯ ; · ) =

µ
®

¯ ¡ ·

¶ µ
L a ¡ ®

·

¶

µ
L a

¯

¶ ; (22)

of obtaining a resulting vector of Hw ° = ® ¡ ¯ + 2· , where max(0; ¯ ¡ ®) ·
® · min (L a ¡ ®; ¯ ).

When xoring two vectors, we must keeptrack if the xor of the majorit y bits
agreeswith the majorit y bit of the sum. For instance, we can get the vector
11110by
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Vector H-weight Maj. bit
11000 2 0

©00110 2 0
11110 4 1

or by

Vector H-weight Maj. bit
11100 3 1

©00010 1 0
11110 4 1

We can determine this condition by checking if M aj (®)©M aj (¯ ) = M aj (° ),
and we will save the corresponding probabilit y massin di®erent variables,Q0

j (®)
for when the sum of the constituent majorit y bits agreeswith the majorit y bit of
the sum, and Q1

j (®) for when it doesnot. One can think of the super script as a
parit y bit for making the sum (of the constituent majorit y bits and the resulting
majorit y bit) equal to zero.

Recalling (22) and the fact that we de¯ned Q0
1(®) = V1(®); ® = 0; : : : ; L a we

have for the sum of j = 2: : : W ¡ 1 vectors:
If M aj (®) © M aj (¯ ) = M aj (° ),

Q0
j (° ) =

X

C ond (®;¯ ;· )

P° (®; ¯ ; · )Q0
j ¡ 1(®)Vj (¯ ); (23)

Q1
j (° ) =

X

C ond (®;¯ ;· )

P° (®; ¯ ; · )Q1
j ¡ 1(®)Vj (¯ ); (24)

and if M aj (®) © M aj (¯ ) 6= M aj (° ),

Q0
j (° ) =

X

C ond (®;¯ ;· )

P° (®; ¯ ; · )Q1
j ¡ 1(®)Vj (¯ ) (25)

Q1
j (° ) =

X

C ond (®;¯ ;· )

P° (®; ¯ ; · )Q0
j ¡ 1(®)Vj (¯ ); (26)

where Cond(®; ¯ ; · ) determinesthe summation conditions according to

Cond(®; ¯ ; · ) =

8
<

:

8®; ¯ ; · :
® ¡ ¯ + 2· = ° ;
max(0; ¯ ¡ ®) · · · min (L a ¡ ®; ¯ ):

(27)

In QW ¡ 1, wehave the distribution of all but the last tap position vector. If we
know that the sequencecomesfrom a LFSR, we know that the last vector must
force the total vector sum to the all-zero vector. Thus we get the probabilit y
that the xor of the majorit y bits (m j ) ful¯lls the recurrenceequation as

PM = P(
WX

j =1

mj = 0) =
L aX

®=0

Q0
W ¡ 1(®): (28)

These are the probabilities of the vectors that wil l have 0 as "ma jorit y parit y
bit", thus ful¯lling the recurrenceequation.


