CAPTCHA:
Using Hard Al Problems For Security

Luis von Ahn', Manuel Blum?, Nicholas J. Hopper, and John Langford?

1 Computer ScienceDept., Carnegie Mellon University, Pittsburgh PA 15213, USA
2 |BM T.J. Watson Researt Center, Yorktown Heights NY 10598, USA

Abstract.  We intro duce captcha , an automated test that humans can
pass, but current computer programs can't pass:any program that has
high successover a captcha can be used to solve an unsolved Arti -
cial Intelligence (Al) problem. We provide seweral novel constructions of
captcha s. Since captcha s have many applications in practical secu-
rity, our approach intro duces a new class of hard problems that can be
exploited for security purposes.Much like researd in cryptography has
had a positive impact on algorithms for factoring and discrete log, we
hope that the use of hard Al problems for security purposesallows us
to advancethe "eld of Arti cial Intelligence. We intro duce two families
of Al problems that can be used to construct captcha s and we show
that solutions to such problems can be used for steganographic commu-
nication. captcha s basedon these Al problem families, then, imply a
win-win situation: either the problems remain unsolved and there is a
way to di®erertiate humans from computers, or the problems are solved
and there is a way to communicate covertly on some channels.

1 Intro duction

A captcha is a program that can generate and grade tests that: (A) most
humanscan pass,but (B) current computer programscan't pass.Suc a program
can be usedto di®erertiate humans from computers and has many applications
for practical security, including (but not limited to):

{ Online Polls. In November 1999, slashdot.om releasedan online poll ask-
ing which was the best graduate school in computer science(a dangerous
question to ask over the web!). As is the casewith most online polls, IP
addressef voters were recordedin order to prevernt single usersfrom vot-
ing more than once. However, students at Carnegie Mellon found a way to
stu® the ballots by using programsthat voted for CMU thousands of times.
CMU's scorestarted growing rapidly. The next day, students at MIT wrote
their own voting program and the poll becamea cortest between voting
\b ots". MIT Tnished with 21,156 votes, Carnegie Mellon with 21,032and
every other school with lessthan 1,000.Can the result of any online poll be
trusted? Not unlessthe poll requiresthat only humans can vote.
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{ Free Email Services. Seeral companies(Yahoo!, Microsoft, etc.) o®erfree
email services,most of which su®erfrom a speci ¢ type of attack: \b ots"
that sign up for thousands of email accourts every minute. This situation
can be improved by requiring usersto prove they are human beforethey can
get a free email accourt. Yahoo!, for instance, usesa captcha of our design
to prevent bots from registering for accourts. Their captcha asks users
to read a distorted word sudh as the one shovn below (current computer
programs are not as good as humans at reading distorted text).

pPleny

Fig. 1. The Yahoo! captcha .

{ Search Engine Bots. Someweb sitesdon't want to be indexed by searth
engines. There is an html tag to prevent seart engine bots from reading
web pages,but the tag doesn't guararntee that bots won't read the pages;it
only seresto say \no bots, please". Searh enginebots, sincethey usually
belongto large companies,respect web pagesthat don't want to allow them
in. However, in order to truly guarantee that bots won't erter a web site,
captcha s are needed.

{ Worms and Spam. captcha salsoo®era plausible solution against email
worms and spam: only accept an email if you know there is a human be-
hind the other computer. A few companies,suc aswww.s@marrest.com are
already marketing this idea.

{ Prev enting Dictionary Attac ks. Pinkas and Sander[11] have suggested
using captcha sto prevent dictionary attacksin password systems.The idea
is simple: prevent a computer from being able to iterate through the ertire
spaceof passwords by requiring a human to type the passvords.

The goalsof this paper are to lay a solid theoretical foundation for captcha s,
to intro ducethe conceptto the cryptography community, and to presen se\eral
novel constructions.

Lazy Cryptographers Doing Al

Note that from a mechanistic point of view, there is no way to prove that a
program cannot passa test which a human can pass,sincethere is a program |

the human brain | which passeshe test. All we can do is to presert evidence
that it's hard to write a program that can passthe test. In this paper, we take
an approac familiar to cryptographers: investigate state-of-the-art algorithmic
developmerts having to do with someproblem, assumethat the adversary does
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not have algorithms for that problem that are are much better than the state-
of-the-art algorithms, and then prove a reduction between passinga test and
exceedingthe performance of state-of-the-art algorithms. In the caseof ordi-
nary cryptography, it is assumed(for example) that the adversary cannot factor
1024-bit integersin any reasonableamourt of time. In our case,we assumethat
the adversary cannot solve an Arti cial Intelligence problem with higher accu-
racy than what's currently known to the Al community. This approad, if it
achieveswidespreadadoption, has the bene cial side e®ectof inducing security
researders, as well as otherwise malicious programmers,to advancethe “eld of
Al (much like computational number theory hasbeenadvancedsincethe advert
of modern cryptography).

A captcha is a cryptographic protocol whoseunderlying hardnessas-
sumption is basel on an Al problem.

An important componert of the succesof modern cryptography is the practice
of stating, very preciselyand clearly, the assumptionsunder which cryptographic
protocols are secure.This allows the rest of the community to evaluate the as-
sumptionsand to attempt to break them. In the caseof Arti cial Intelligence,it's
rare for problems to be precisely stated, but using them for security purposes
forces protocol designersto do so. We believe that precisely stating unsolved
Al problems can acceleratethe developmert of Arti cial Intelligence: most Al
problems that have been precisely stated and publicized have evertually been
solved (take chessas an example). For this reasonit makes practical sensefor
Al problemsthat are usedfor security purposesto also be useful If the under-
lying Al problem is useful, a captcha implies a win-win situation: either the
captcha is not broken and there is a way to di®ereriate humansfrom comput-
ers, or the captcha is broken and a useful Al problem is solved. Such is not the
casefor most other cryptographic assumptions:the primary reasonalgorithms
for factoring large numbers are useful is becausefactoring has applications in
cryptanalysis.

In this paper we will presen constructions of captcha s basedon certain
Al problems and we will show that solving the captcha s implies solving the
Al problems. The Al problems we chosehave seeral applications, and we will
shaw that solutionsto them can be used,amongother things, for steganographic
communication (seeSection5).

Related Work

The "rst mention of ideasrelated to \Automated Turing Tests" seemso appear
in an unpublished manuscript by Moni Naor [10]. This excellert manuscript
contains someof the crucial notions and intuitions, but givesno proposalfor an
Automated Turing Test, nor a formal de nition. The “rst practical example of
an Automated Turing Testwasthe systemdewveloped by Altavista [8] to prevent
\b ots" from automatically registering web pages. Their system was based on
the dixcult y of reading slightly distorted charactersand worked well in practice,
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but wasonly meart to defeato®-the-shelfOptical Character Recognition (OCR)
technology. (Coates et al [5], inspired by our work, and Xu et al [14] developed
similar systemsand provided more concreteanalyses.)In 2000[1], we intro duced
the notion of a captcha aswell as seweral practical proposalsfor Automated
Turing Tests.

This paper is the rst to conduct a rigorous investigation of Automated
Turing Testsand to addressthe issue of proving that it is ditcult to write a
computer program that can passthe tests. This, in turn, leadsto a discussion
of using Al problems for security purposes,which has never appearedin the
literature. We alsointroducethe rst Automated Turing Testsnot basedon the
dixcult y of Optical Character Recognition. A related generalinterest paper [2]
has beenacceptedby Communications of the ACM. That paper reports on our
work, without formalizing the notions or providing security guarantees.

2 De nitions and Notation

Let C be a probability distribution. We use [C] to denote the support of C. If
P (¢ is a probabilistic program, wewill denoteby P, (¢ the deterministic program
that results when P usesrandom coinsr.

Let (P;V) be a pair of probabilistic interacting programs. We denote the
output of V after the interaction betweenP and V with random coinsu; and us,
assumingthis interaction terminates, by hP,,;V,,i (the subscripts are omitted
in casethe programs are deterministic). A program V is called a test if for all
P and u;;uy, the interaction betweenP,, and V,, terminates and hP,; V,,i 2
faccept;rejectg. We call V the veri er or tester and any P which interacts with
V the prover.

De nition 1. De ne the suwessof an ertity A over atest V by

Succy = Pr[pA;; Vi = accepl:
rr

We assumethat A can have precise knowledge of how V works; the only piece
of information that A can't know is r% the internal randomnessof V.

CAPTCHA

Intuitiv ely, a captcha is a test V over which most humans have successclose
to 1, and for which it is hard to write a computer program that has high suaess
over V. We will say that it is hard to write a computer program that has high
succesver V if any program that has high suacessover V can be usel to solve
a hard Al problem.

De nition 2. A test V is said to be (®, )-human exeutableif at leastan ®
portion of the human population has succesgreater than = over V.
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Notice that a statemert of the form \V is (®; )-human executable" can only
be proven empirically. Also, the successof di®erert groups of humans might
depend on their origin languageor sensorydisabilities: color-blind individuals,
for instance, might have low successon tests that require the di®erertiation of
colors.

De nition 3. An Al problemis a triple P = (S;D;f), where S is a set of
problem instances,D is a probability distribution over the problem set S, and
f : S ! f0;1g" answers the instances.Let + 2 (0;1]. We require that for an
®> 0 fraction of the humansH, Prya p[H(X) = f (X)] > %

De nition 4. An Al problem P is said to be (% ¢)-solveal if there exists a pro-
gram A, running in time at most ¢, on any input from S, sud that

NAAOERTNES

(A is said to be a (£ ¢) solution to P.) P is said to be a (£ ¢)-hard Al problem
if no current program is a (£ ¢) solution to P, and the Al community agreesit
is hard to "nd suc a solution.

De nition 5. A (®, ;" )-captcha isatestV that is (®, )-human executable,
and which hasthe following property:

There exists a (£ ¢)-hard Al problem P and a program A, such that if
B has succesgyreater than ~ over V then AB is a (¥ ¢) solution to P.
(Here AB is de ned to take into accourt B's running time too.)

We stressthat V should be a program whosecode is publicly available.

Remarks

1. The de nition of an Al problem asatriple (S;D;f) should not be inspected
with a philosophical eye. We are not trying to capture all the problemsthat
fall under the umbrella of Articial Intelligence. We want the de nition to
be easyto understand, we want someAl problemsto be captured by it, and
we want the Al community to agreethat theseare indeedhard Al problems.
More complex de nitions can be substituted for De nition 3 and the rest of
the paper remains una®ected.

2. A crucial characteristic of an Al problem is that a certain fraction of the
human population be able to solve it. Notice that we don't imposea limit
on how long it would take humansto solve the problem. All that we require
is that somehumans be able to solve it (evenif we have to assumethey will
live hundreds of yearsto do so). The caseis not the samefor captcha s.
Although our de nition says nothing about how long it should take a human
to solve a captcha , it is preferablefor humansto be able to solve captcha s
in a very short time. captcha s which take a long time for humansto solve
are probably uselesdor all practical purposes.
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Al Problems as Securit y Primitiv es

Notice that we de ne hard in terms of the consensusof a community: an Al
problem is said to be hard if the people working on it agreethat it's hard.
This notion should not be surprising to cryptographers: the security of most
modern cryptosystemsis basedon assumptionsagreedupon by the community
(e.g., we assumethat 1024-bit integers can't be factored). The concept of a
hard Al problem as a foundational assumption, of course,is more questionable
than P 6 NP, since many peoplein the Al community agreethat all hard Al
problemsare evertually goingto be solved. Howewer, hard Al problemsmay bea
more reasonableassumptionthan the hardnessof factoring, giventhe possibility
of constructing a quantum computer. Moreover, even if factoring is shaowvn to be
hard in an asymptotic sense picking a concretevalue for the security parameter
usually means making an assumption about current factoring algorithms: we
only assumethat current factoring algorithms that run in current computers
can't factor 1024-bit integers. In the sameway that Al researders believe that
all Al problemswill be solved evertually, we believe that at somepoint we will
have the computational power and algorithmic ability to factor 1024-bit integers.
(Shamir and Tromer [13], for instance, have proposeda machine that could factor
1024-bit integers;the machine would costabout ten million dollars in materials.)

An important di®erencebetween popular cryptographic primitiv es and Al
problemsis the notion of a security parameter. If we believethat an adversarycan
factor 1024-bit integers, we can use 2048-bit integersinstead. No sudh concept
exists in hard Al problems. Al problems, as we have de ned them, do not deal
with asymptotics. However, aslong as there is a small gap betweenhuman and
computer ability with respect to some problem, this problem can potentially
be used as a primitiv e for security: rather than asking the prover to solve the
problem once,we can ask it to solve the problem twice. If the prover gets good
at solving the problem twice, we can askit to solve the problem three times, etc.

There is an additional factor that simpli'es the use of hard Al problems
as security primitiv es. Most applications of captcha s require the tests to be
answered within a short time after they are presened. If a new program solves
the hard Al problemsthat are currently used,then a di®eren set of problems
can be used, and the new program cannot a®ectthe security of applications
that were run beforeit was developed. Compare this to encryption schemes:in
many applications the information that is encrypted must remain con dential
for years, and therefore the underlying problem must be hard against programs
that run for a long time, and against programs that will be dewveloped in the
future.®

We also note that not all hard Al problems can be used to construct a
captcha . In order for an Al problem to be useful for security purposes,there
needsto be an automated way to generate problem instancesalong with their
solution. The caseis similar for computational problems: not all hard computa-
tional problemsyield cryptographic primitiv es.

3 We thank one of our anonymous Eurocrypt reviewers for pointing this out.
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Who Kno ws What?

Our de nitions imply that an adversary attempting to write a program that
has high successover a captcha knows exactly how the captcha works. The
only piece of information that is hidden from the adversary is a small amount
of randomnessthat the veri er usesin ead interaction.

This choice greatly a®ectsthe nature of our de nitions and makesthe prob-
lem of creating captcha s more challenging. Imagine an Automated Turing Test
that owns a large secretbook written in English and to test an entity A it ei-
ther picks a paragraph from its secretbook or generatesa paragraph using the
best known text-generation algorithm, and then asks A whether the paragraph
makessensg(the besttext-generation algorithms cannot producean ertire para-
graph that would make senseto a human being). Such an Automated Turing
Test might be able to distinguish humans from computers (it is usually the case
that the besttext-generation algorithms and the best algorithms that try to de-
termine whether something makes senseare tightly related). However, this test
cannot be a captcha : an adversary with knowledge of the secretbook could
achieve high successagainst this test without advancing the algorithmic state
of the art. We do not allow captcha s to basetheir security in the secrecy of a
datalaseor a piece of code.

Gap Ampli cation

We stressthat any positive gap between the successof humans and current
computer programs against a captcha can be amplied to a gap arbitrarily
closeto 1 by serial repetition. The casefor parallel repetition is more complicated
and is addressedby Bellare, Impagliazzo and Naor in [3].

Let V bean (®; ;" )-captcha , andlet V" bethe test that results by repeat-
ing V m times in series(with fresh new randomnessead time) and accepting
only if the prover passesV more than k times. Then for any 2 > 0 there exist
m and k with 0 - k - m such that V" is an (® 1 2 2)-captcha . In gen-
eral, we will havem = O(1=(" i “)?In(1=?)) and sometimesmuch smaller. Since
captcha s involve human use, it is desirableto 'nd the smallest m possible.
This can be done by solving the following optimization problem:

( o w1 e n )
n?TEn 9k . I(ll )m.|’ 1| 2& I rl(li /)m|l. 2
i=k+1 i=0

Notice that amplifying a gap can roughly be thought of as increasing the
security parameter of a captcha : if the bestcomputer program now hassuccess
0:10 against a given captcha (for example), then we can ask the prover to pass
the captcha twice (in series)to reduce the best computer program's success
probability to 0:01.
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3 Two Al Problem Families

In this section we introduce two families of Al problems that can be usedto
construct captcha s. The section can be viewed as a precise statemert of the
kind of hardnessassumptionsthat our cryptographic protocolsare basedon. We
stressthat solutions to the problems will alsobe shown to be useful.

For the purposesof this paper, we de ne an image asan h £ w matrix (h
for height and w for width) whose ertries are pixels. A pixel is de ned as a
triple of integers(R;G;B), where0 - R;G;B - M for someconstart M. An
image transformation is a function that takes as input an image and outputs
another image (not necessarily of the same width and height). Examples of
imagetransformations include: turning animageinto its black-and-white version,
changingits size,etc.

Let | beadistribution onimagesand T be a distribution onimage transfor-
mations. We assumefor simplicity that if i;i°2 [ Jandi 6 i°then T(i) 6 TYi9
for any T;T°2 [T]. (Recall that [I ] denotesthe support of | .)

Problem Family (P1). Considerthe following experiment: choosean image
i A | and choosea transformation t A T; output t(i). P1, .7 consistsof writing
a program that takest(i) asinput and outputs i (we assumethat the program
has precise knowledge of T and I ). More formally, let S, .+ = ft(i) : t 2 [T]
andi 2 [l ]g, D, .t be the distribution on S, .t that results from performing
the above experiment and f; .+ : S;.1 ! [l ] besud that f, .1 (t(i)) = i. Then
PL.r = (S 7:Di;7:fii7)

Problem Family (P2). In addition to the distributions | and T, let L be a
“nite setof\labels". Let , : [I]! L compute the label of an image. The set
of problem instancesis S, .t = ft(i) : t 2 [T]andi 2 [l ]g, and the distribution

on instances D, .1 is the one induced by choosingi A | andt A T. Dene
g7, sothat g 7. (t(i)) =, (i). Then P2 7. = (S .;7;Dy;1;0 7, ) consists
of writing a program that takest(i) asinput and outputs |, (i).

Remarks

1. Note that a (¢) solution A to an instance of P1 also yields a (% ¢ + ¢9)
solution to aninstanceof P2 (where+°, +and ¢°- logj[l Jj is the time that
it takesto compute , ), speci cally, computing , (A(x)). However, this may
be unsatisfactory for small +, and we might hope to do better by restricting
to a smaller set of labels. Conversely P1 can be seenas a special case of
P2 with | the identity function and L = [l ]. Formally, problem families P 1
and P2 can be shown to be isomorphic. Nonetheless,it is useful to make a
distinction here becausein some applications it appears unnatural to talk
about labels.

2. We stressthat in all the instantiations of P1 and P2 that we consider,| ;T
and, in the caseof P2, ,, will be such that humans have no problem solving
P1 .t and P2 1, . That is, [T] is a set of transformations that humans
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can easily undo in [I ]. Additionally, it hasto be possibleto perform all the
transformations in [T] using current computer programs.

3. There is nothing speci ¢ to imagesabout theseproblem de nitions; any other
spaceof objects which humans recognizeunder reasonabletransformations
(e.g., organizedsoundssuc as music or speed, animations, et cetera) could
be substituted without changing our results.

4. It is easyto build a ( ;¢ )-solution to P1, .1, where$, = maxfPrjz [| =
i]:i 2 [I]gand ¢ is the time that it takesto describe an elemen of
[I'], by always guessingthe image with the highest probability in | . Sim-
ilarly, it is easyto build a (% ; ;¢ ; )-solution to P2 1. , where &, =
maxfPrix [, ()= .()]:i2[Ilgand . isthe time that it takesto de-
scribe a label in L. Therefore, we restrict our attention to nding solutions
to P1,,;+ wherex> # andsolutionsto P2, .7, wherex> . .

Hard Problems in P1 and P2

We believe that P1 and P2 contain sewral hard problems. For example, the
captcha shawn in Section 1 (and other captcha s basedon the dixcult y of
reading slightly distorted text) could be defeatedusing solutions to P2. To see
this, let W be a set of imagesof words in di®erent fonts. All the imagesin W
should be undistorted and contain exactly one word ead. Let | be a distri-
bution on W, let Tyy be a distribution on image transformations, and let ,
map an imageto the word that is contained in it. A solutionto P2, .7, : ,, isa
program that candefeata captcha suc asthe onethat Yahoo! uses(assuming
Tw is the sameset of transformations they use). Sothe problem of determining
the word in a distorted image is an instantiation of P2 (it can be easily seen
to be an instantiation of P1 too). Reading slightly distorted text has beenan
open problem in machine vision for quite sometime. (For a good overview of
the ditculties of reading slightly distorted text, see[12].)

But P1 and P2 are much more general, and reading slightly distorted text
is a somewhateasyinstance of theseproblems. In generalit will not be the case
that the problem is reducedto matching 262+ 10 di®erert characters (upper
and lowercaseletters plus the digits).

The hardnessof problemsin P1 and P2 mostly relieson T. In particular, it
should be computationally infeasibleto enumerate all of the elemerts of [T], since
I will normally be sudh that enumeration of [l ] is feasible. Thus we are mainly
interestedin (% ¢) solutions where ¢, ¢ j[Tj, while ¢ > j[I ]j may sometimesbe
acceptable.In addition to the sizeof the transformation set, the character of the
transformations is alsoimportant: it is necessaryto defeat many simple chedks
such as color histogram comparisons,frequency domain cheds, etc.

Sinceinstantiations of P1 and P 2 have never beenprecisely stated and pub-
lished as challengesto the Al and security communities, there is no way to
tell if they will withstand the test of time. For now we refer the reader to
www.@ptcha.net for examplesof | 's and T's which are believed to be good
candidates. Any instantiation of P1 and P2 for security purposesrequires that
the precisel and T be published and thoroughly described.
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4 Two Families of captcha s

We now describe two families of captcha swhosesecurity is basedon the hard-
nessof problemsin P1 and P2. Notice that if P1, .t is (£ ¢)-hard then P1, .7
canbeusedto construct a captcha trivially: the veri er simply givesthe prover
t(i) and asksthe prover to output i. According to our de nition, this would be
a perfectly valid captcha . Howewer, it would also be a very impractical one:
if [I'] is large, then humans would take a long time to answer. The captcha s
we presert in this section can be quickly answered by humans. The rst family
of captcha s, matcha , is somewhatimpractical, but the secondfamily, pix, is
very practical and in fact seweral instantiations of it are already in use.

41 MA TCHA

A matcha instanceis described by a triple M = (1 ;T;¢), wherel is a distri-
bution on imagesand T is a distribution on image transformations that can be
easily computed using current computer programs. matcha is a captcha with
the following property: any program that has high sucessover M = (1 ;T) can
be usel to solveP1, 1.

The matcha verier starts by choosinga transformation t A T. It then °ips
a fair unbiasedcoin. If the result is heads,it picksk A | andsets(i; j) = (k;k).
If the result is tails, it setsj A | andi A U([I ]i fjg) whereU(S) is the uniform
distribution on the setS. The matcha veri er sendsthe prover (i; t(j)) and sets
a timer to expire in time ¢; the prover responds with res 2 f0;1g. Informally,
res= 1 meansthat i = j, while res= 0 meansthat i 6 j. If the veri er's timer
expires before the prover responds, the veri er rejects. Otherwise, the veri er
makesa decisionbasedon the prover's responser es and whether i is equalto j:

{ Ifi=j andres= 1, then matcha accepts.

{ Ifi=j andres= 0, then matcha rejects.

{ Ifi 6j andres= 1, then matcha rejects.

{ Ifi &) andres= 0, then maicha plays another round.

In the last case,matcha starts over (with a fresh new set of random coins): it
°ips another fair unbiasedcoin, picks another pair of images(i; j) depending on
the outcome of the coin, etc.

Remarks

1. It is quite easyto write a computer program that has successprobability
1=2 over matcha by simply answering with res= 1. For most applications,
a distinguishing probability of 1=2 is unacceptable.In order for matcha to
be of practical use,the test hasto be repeated se\eral times.

2. Our description of matcha contains an obvious asymmetry: wheni = j,
matcha preserns the prover with (i; t(i)) fori A 1, andwheni 6 j matcha
preserns (i; t(j)), wherei is chosenuniformly from the set[l ] fjg. This
givesthe prover a simple strategy to gain advantage over M : if i seemsto
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comefrom | , guessthat t(j) is a transformation of i; otherwise guessthat it
isn't. The reasonfor the asymmetry is to make the proof of Lemma 1 easier
to follow. We note that a stronger captcha can be built by choosingi from
the distribution | restricted to the set[l ] fjo.

3. The intuition for why matcha plays another round wheni 6 j andres= 0is
that we are trying to convert high successagainst matcha into high success
in solving P1; a program that solvesP1 by comparing t(j) to every image
in [I ] will encourter that most of the imagesin [l ] are di®erent from t(j).

4. In the following Lemma we assumethat a program with high successover
M always terminates with a responsein time at most ¢. Any program which
does not satisfy this requiremert can be rewritten into one which does, by
stopping after ¢ time and sendingthe responsel, which never decreaseghe
succesrobability. We also assumethat the unit of time that matcha uses
is the sameas one computational step.

Lemma 1. Any program that hassuwessgreater than ™ overM = (1 ;T;¢) can
be usel to (£ ¢j[l ]j)-solve P11, .1, where

t,
R ET)

Proof. Let B be a program that runs in time at most ¢, and hassuccessg , ~
over M. Using B we construct a program AB that is a (% ¢j[I ]j)-solution to
P1 .r.

The input to A® will be an image, and the output will be another image.
On input j, AB will loop over the ertire databaseof imagesof M (i.e., the set
[1]), eath time feeding B the pair of images(i;j), wherei 2 [l ]. Afterwards,
AB collects all the imagesi 2 [I ] on which B returned 1 (i.e., all the imagesin
[I']that B thinks j is a transformation of). Call the set of theseimagesS. If S
is empty, then AB returns an elemen chosenuniformly from [l ]. Otherwise, it
picks an elemert ~ of S uniformly at random.

We show that AB is a (% ¢j[l ]j)-solution to P 1. Let po = Pry.; o [B, (i; t(i)) =
O] and let p1 = Prrja .ir [Br(i; t(j)) = 1]. Note that

Po, Pt (Li p)Li ¥8) _ Po+p1.
2

. P = ; = 1: 3/, =
rF;)rrO[HVIr'BrOI rejec] = 1i ¥ > 1+p

which gives¥g - 1j poandp; - 2(1i ¥). Hence:
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s=1
R I
- — Frisj=sl (2)
1i po
Et. [S]] ®)
1i po
ST @)
B
5)

I+ N LA Ye)

(2) follows by the denition of the procedure AB, (3) follows by Jensen'sin-
equality and the fact that f (x) = 1=x is concave, (4) follows because

X
EraliS]- 1+ Pr(8(it() = 1)
isj

and (5) follows by the inequalities for pg, p1 and ¥ given above. This completes
the proof.

Theorem 1. If P1 .1 is (£¢j[l l)-hard and M = (1;T;¢) is (®;, )-human

exeutable, then M is a (®, ~; (Zziijij['“”])f)-captcha .

42 PIX

An instance P2, .t. cansometimesbe usedalmost directly asa captcha . For
instance, if | is a distribution over imagescortaining a singleword and , maps
an image to the word cortained in it, then P2 ;7. can be useddirectly as a
captcha . Similarly, if all the imagesin [I ] are pictures of simple concreteobjects
and , mapsan imageto the object that is contained in the image,then P2, ;7.
can be usedasa captcha .

Formally, a pix instanceis atuple X = (I ;T;L;,; ¢). The pix veri er works
as follows. First, V drawsi A |,andt A T.V then sendsto P the message
(t(i); L), and setsa timer for ¢. P responds with a label | 2 L. V acceptsif
I =, (i) and its timer hasnot expired, and rejects otherwise.

Theorem 2. If P2 .1, is (£¢)-hard and X = (I;T;L; ,; ¢) is (® )-human
exeutable,then X is a (®; ;+)-captcha .

Various instantiations of pix arein useat major internet portals, like Yahoo!
and Hotmail. Other lesscorventional ones,like Animal-PIX , can be found at
www.@ptcha.net Animal-PIX preseris the prover with a distorted picture of a
common animal (lik e the one shawvn in Figure 2) and asksit to choosebetween
twenty di®erert possibilities (monkey, horse, cow, et cetera).
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Fig. 2. Animal-Pix

5 An Application: Robust Image-Based Steganograph y

We detail a useful application of (% ¢)-solutions to instantiations of P1 and
P2 (other than reading slightly distorted text, which was mertioned before).
We hope to corvey by this application that our problems were not chosenjust
becausethey can create captcha s but becausethey in fact have applications
related to security. Our problems also sere to illustrate that there is a need
for better Al in security as well. Areas such a Digital Rights Managemer, for
instance, could bene t from better Al: a program that can nd slightly distorted
versionsof original songsor imageson the world wide webwould be a very useful
tool for copyright owners.

There are many applications of solutionsto P 1 and P 2 that we don't mertion
here. P1, for instance, is interesting in its own right and a solution for the
instantiation when | is a distribution on imagesof works of art would bene't
museumcurators, who often have to answer questionssud as\what painting is
this a photograph of?"

Robust Image-Based Steganograph vy.

Robust Steganayraphy is concernedwith the problem of covertly communicating
message®n a public channel which is subject to modi cation by a restricted
adversary. For example, Alice may have somedistribution on imageswhich she
is allowed to draw from and sendto Bob; she may wish to communicate addi-
tional information with these pictures, in suc a way that anyone observing her
communications can not detect this additional information. The situation may
be complicated by an adversary who transforms all transmitted imagesin an
e®ort to remove any hidden information. In this section we will shov how to
use (% ¢)-solutions to instantiations of P1, .+ or P2 ;7. to implement a secure
robust steganographic protocol for image channels with distribution |, when
the adversary choosestransformations from T. Note that if we require security
for arbitrary | ; T, we will require a (£ ¢)-solution to P1 for arbitrary | ;T; if
no solution works for arbitrary (I ;T) this implies the existenceof specic | ;T
for which P 1 is still hard. Thus either our stegosystemcan be implemented by
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computersfor arbitrary image channelsor their is a (hon-constructive) hard Al
problem that can be usedto construct a captcha .

The results of this subsectioncan be seenas providing an implemertation of
the \supraliminal channel" postulated by Craver [6]. Indeed, Craver's obsena-
tion that the adversary's transformations should be restricted to those which do
not signi cantly impact human interpretation of the images(becausethe adver-
sary should not unduly burden\inno cent" corresponderts) is what leadsto the
applicability of our hard Al problems.

Steganograph y De nitions

Fix a distribution over imagesl , and a set of keysK. A steganayraphic protocol
or stegosystemfor | is a pair of excient probabilistic algorithms (SE ; SD) where
SE:KE£f0;1g! [I] andSD : K£ [I] ! f0;1g, which have the additional
property that Pr . o[SD (K;SEo(K ;%)) 6 ¥ is negligible (in ~ and jKj) for
any %2 f0;1g. We will describe a protocol for transmitting a single bit %2
f0;1g, but it is straightforward to extend our protocol and proofs by serial
composition to any messagen f0; 1g" with at most linear decreasein security.

De nition 6. A stegosystemis steganayraphically secret for | if the distribu-
tions fSE,;(K;%) : K A K;r A f0;1g°g and | are computationally indistin-
guishablefor any %2 f0; 1g.

Steganographicsecrecyensuresthat an eavesdropper cannot distinguish traf-
"¢ produced by SE from | . Alice, however, is worried about a somewhatmali-
ciousadversary who transforms the imagesshetransmits to Bob. This adversary
is restricted by the fact that he must transform the imagestransmitted between
many pairs of correspondents, and may not transform them in ways sothat they
are unrecognizableto humans, since he may not disrupt the communications
of legitimate correspnderts. Thus the adversary's actions, on seeingthe image
i, are restricted to selecting sometransformation t according to a distribution
T, and replacing i by t(i). Denote by t;.- A T the action of independertly
selecting ™ transformations accordingto T, and denoteby t;...-(i1..*) the action
of elemen-wise applying ~ transformations to ° images.

De nition 7. A stegosystem(SE; SD) is steganayraphically robust against T
if it is steganographicallysecretand

- PF [SDF(K;tlzzz‘(SEr(K;S/‘))) 6 %
ty AT 5rirOK

is negligible (in jKj and *) for any %2 f0; 1g.

Let F : KE f1;:::;7g£ L ! f0;1g be a pseudorandomfunction family.
We assumethat | : [I]! L is exciently computableand A : Sp, ! L isa
(% ¢)-solution to P2, .v. asde ned above (recall that P1 is a special caseof
P2), i.e. A operatesin time ¢ and

PriA() =, ()],
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Letc= Prij & [ (i) =, (j)].- Wereguirethat c < 1 (that is, werequire that there
is enoughvariability in the labels of the imagesto be useful for communication).
Notice that L can simply be equalto [I ] and , can be the identit y function (in
casethe imagesin [l ] have no labelsasin P1). We prove in the Appendix that
the following construction is an excient, robust stegosystemfor T .

Construction 1

Pro cedure SE: Pro cedure SD:
Input: K 2 K, %2 f0;1g Input: K 2 K,i%..2[IT
forj=1:::" do forj = 1:::1do
draw dg A 1,d; A | set¥% = Fg (j;A(Y)
if Fk (j;, (do)) = ¥athen Output: maj ority (3%4;:::;%)
seti; = do
else
setij = d;
Output: iq;ig;:::;i

Prop osition 1. Construction 1 is steganayraphically secret and robustfor | ;T .

The proof of Proposition 1 is similar in °avor to those of Hopper, Langford
and von Ahn [7] and relies on the fact that when A returns the correct solution
on received image ijo, the recovered bit %; is equal to the intended bit ¥, with
probability approximately 3 + (1 c) and otherwise % = Yawith probability
1/2; therefore the probability that the majority of the % are incorrect is negli-
gible in . For details, seethe Appendix.

Remarks

1. Better solutionsto P2, .7, imply more etcient stegosystemsif +is larger,
then * can be smaller and lessimagesneedto be transmitted to senda bit
secretively and robustly.

2. Sincewe assumethat P2, .7, (or, asit might bethe case,P1, .1) is easyfor
humans, our protocol could be implemented as a cooperative e®ort between
the human recipient and the decading procedure (without the needfor a
solution to P1, .t or P2 .r. ). Howewer, decaling ead bit of the secret
messagewill require classifying many images,so that a human would likely
fail to complete the decading well before any sizeablehidden messagecould
be extracted (this is especially true in casewe are dealing with P1, .+ and
a large set [l ]: a human would have to seart the ertire set[l ] as many as
* times for eadh transmitted bit). Thusto be practical, a (£ ¢)-solution (for
small ¢) to P1, .1 or P2 .v. will berequired.

6 Discussion and Closing Remarks

Interaction with the Al comm unit y

A primary goal of the captcha project is to serne asa challengeto the Arti cial
Intelligence community. We believe that having a well-speci ed set of goalswill
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cortribute greatly to the advancemen of the "eld. A good exampleof this process
is the recert progressin reading distorted text imagesdriven by the captcha in

useat Yahoo!. In responseto the challengeprovided by this test, Malik and Mori

[9] have deweloped a program which can passthe test with probability roughly
0:8. Despite the fact that this captcha has no formal proof that a program
which can passit can read under other distributions of image transformations,

Malik and Mori claim that their algorithm represers signi cant progressin

the generalarea of text recognition; it is encouragingto seesud progress.For

this reason,it is important that even Automated Turing Tests without formal

reductions attempt to test ability in generalproblem domains;and even though

thesetests may have speci ¢ weaknessed is alsoimportant that Al researders
attempting to passthem strive for solutions that generalize.

Other Al problem domains

The problemsde ned in this paper are both of a similar character, and deal with
the advantage of humansin sensoryprocessing.It is an open question whether
captcha s in other areascan be constructed. The construction of a captcha
basedon atext domain suc astext understanding or generationis an imp ortant
goal for the project (as captcha s basedon sensoryabilities can't be used on
sensory-impaired human beings). As mertioned earlier, the main obstacle to
designing these tests seemsto be the similar levels of program ability in text
generation and understanding.

Logic problems have also beensuggestedas a basisfor captcha s and these
preser similar dixculties, asgenerationseemgo beditcult. Onepossiblesource
of logic problemsare those proposedby Bongard [4]in the 70s;indeed[1] presents
a test basedon this problem set. However, recert progressin Al hasalsoyielded
programs which solve theseproblemswith very high succesgprobability, exceed-
ing that of humans.

Conclusion

We believe that the "elds of cryptography and arti cial intelligence have much to
contribute to oneanother. captcha srepresen a small example of this possible
symbiosis. Reductions, asthey are usedin cryptography, can be extremely useful
for the progressof algorithmic dewvelopmen. We encouragesecurity researbers
to create captcha s basedon di®erert Al problems.
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A  Pro of of Prop osition 1

Lemma 1. Construction 1 is stegangyraphically secret.

Proof. Considerfor any 1- | -

and x 2 [l ] the probability % that ij = x,

e % = Prli; = x]. The image x is returned in the jth step only under one of
the following conditions:
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1. Dg: do=x and Fg (j;, (do)) = ¥; or
2. Diidi=xandFg (j;, (do)) = 1j %

Note that these everts are mutually exclusive, so that ¥4 = Pr[Do] + Pr[D4].
Supposethat we replace Fx by a random function f : f1;:::;°g£ L ! f0;1g.
Then we have that Pr¢.q,[Do] = %Pr. [x] by independenceof f and do, and
Pri.q,[D1] = %Pr. [x], by the same reasoning. Thus %4 = Pr, [x] when Fg
is replaced by a random function. Further, for a random function the % are
all independert. Thus for any % 2 f0;1g we seethat SE(K;%) and | are
computationally indistinguishable, by the pseudorandomnes®f F.

Lemma 2. Construction 1 is steganagraphically robustfor T.

Proof. Supposewe prove a constart bound %2> % such that for all j, Pr[% =

is negligible, proving the lemma.

Consider replacing Fx for a random K with a randomly chosen function
f:fl:::;’g€ L! f0O;1gin SE;SD. We would like to assesghe probability
% = Pr[% = %. Let A; be the evert A(i) = ,(i;) and A; be the evert
A(i?) 6 , (i), and write , (d})) asl}. We have the following:

Pr [ = %= Pil% = %A IPIIA 1+ PIl% = %A 1Pr[A]] ©®)
= =Pr[% = %A ] + %(h 1) @)
= (Pr[f (j;1h) = %aor (f (j; 1)) = 1 %eand f(j;1})) = %] + 1izi

(8)

= i(%"' Pr[f(j;ljb) =1j %andf(j:ljl)z 34and |Jb6 |j1])+ :I-izi

9)

= i(%+ %(u g)+ 1T (10
1+

=5+ 2109 (11)

2 4

Here (7) follows becauseif A(ijo) =16 ,(ij) then Pre[f(j;1) = ¥ = % and
(8) follows becauseif A(i) = | (ij), then f (j; A(i{)) = %i®f (j;, (i;)) = 0; the
expressionresults from expanding the evert f (j;, (ij)) = 0 with the de nition
of ij in the encading routine.

For any constart + > 0, a Cherno®bound implies that the probability of
decding failure is negligible in = when Fx is a random function. Thus the
pseudorandomnessof Fx implies that the probability of decading failure for
Construction 1 is also negligible, proving the lemma.



