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Abstract.  We introduce the notion of certi cate-based encryption. In
this model, a certi cate { or, more generally, a signature { acts not only
as a certi cate but also as a decryption key. To decrypt a message,a
keyholder needs both its secret key and an up-to-date certi cate from
its CA (or a signature from an authorizer). Certi cate-based encryption
combines the best aspects of identit y-based encryption (implicit certi-
“cation) and public key encryption (no escrawv). We demonstrate how
certi cate-based encryption can be used to construct an excient PKI
requiring lessinfrastructure than previous proposals, including Micali's
Novomodo, Naor-Nissim and Aiello-Lo dha-Ostrovsky.

1 Intro duction

A (digital) certi cate is a signature by a trusted certi cate authority (CA)
that securely binds together seweral quartities. Typically, these quarntities in-
clude at least the name of a user U and its public key PK. Often, the CA
includes a serial number SN (to simplify its managemen of the certi cates),
as well as the certi cate's issue date D; and expiration date D,. By issuing
Sigca(U;PK;SN;D1;D3), the CA basically attests to its belief that PK is
(and will be) user U's authentic public key from the current date D; to the
future date D».

Since CAs cannot tell the future, circumstancesmay require a certi cate to
be revoked before its intended expiration date. For example, if a user acciden-
tally revealsits secretkey or an attacker actively compromisesit, the user itself
may requestrevocation of its certi cate. Alternativ ely, the user's compary may
requestrevocation if the userleavesthe compary or changesposition and is no
longer entitled to usethe key.

If a certi cate is revocable, then third parties cannot rely on that certi cate
unlessthe CA distributes certi ¢ ate status information indicating whether the
certi cate is currently valid. This certi cate status information must be fresh
{ e.g., to within a day. Moreover, it must be widely distributed (to all rely-
ing parties). Distributing large amounts of fresh certi cation information is the
\certi cate revocation problem." Solving this problem seemsto require a lot of
infrastructure, and the apparernt needfor this infrastructure is often cited as a
reasonagainst widespreadimplementation of public-key cryptography.
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1.1 Some Previous Solutions to the Certicate Revocation Problem

The most well-known { and a very inexcient { public-key infrastructure (PKI)

proposal is the certi cate revocation list (CRL). A CRL is simply a list of cer-
ti cates that have beenrevoked before their intended expiration date. The CA
issuesthis list periodically, together with its signature. Sincethe CA will likely
revoke many of its certi cates { say, 10% if they are issuedwith an intended
validity period of one year [15] { the CRL will be quite long if the CA has
many clients. Nonetheless,the complete list must be transmitted to any party
that wants to perform a certi cate status chedk. There are re nements to this
approad, such as delta CRLs that list only those certi cates that have been
revoked sincethe CA's last update, but the transmission costs, and the infras-
tructural costsnecessaryto enablethe transmission, are still quite high.

Another proposal is called the Online Certi cate Status Protocol (OCSP).
The CA responds to a certi cate status query by generating (online) a fresh
signature on the certi cate's current status. This reducestransmission coststo
a single signature per query, but it substartially increasescomputation costs. It
also decreasesecurity: if the CA is certralized, it becomeshighly vulnerable to
denial-of-service(DoS) attacks; if it is distributed and ead sener hasits own
secretkey, then compromising any server compromisesthe erntire system[15].

A much more promising line of researd, which has not received enough
attention from industry, was initiated by Micali [14], [15]. (Seealso [16], [1],
[12].) Similar to previous PKI proposals,Micali's \Novomodo” systeminvolves
a CA, one or more directories (to distribute the certi cation information), and
the users.Howewer, it achievesbetter etciency than CRLs and OCSP, without
sacri cesin security.

Micali's basic scheme (slightly oversimpli ed) is as follows. For ead client,
the CA choosesa random 160-bit value Xy and repeatedly applies a public one-
way hash function to it to obtain the 160-bit value X, where X; = H (X}, ).t
The CA includes X, in the client's certi cate: Sigca(U;PK;SN;D1;D3;Xy).
If U's certi cate is still valid on the ith day after issuance,the CA sendsthe
value of X, i to the directories; otherwise, it doesnot. In the former case,third
party T can verify that U's certi cate is still valid by querying a directory, and
then cheding that H'(Xn; i) (i times) equals X,,, the value embeddedin U's
certi cate.

The advantage of Novomodo over a CRL-based systemis that a directory's
responseto a certi cate status query is concise{ just 160 bits (if T has caced

number of certi cates that have beenrevoked. Novomodo has se\eral advantages
over OCSP. First, since hashing is computationally cheaper than signing, the
CA's computational load in Novomodo is typically much lower. Second,unlike
the distributed componerts of an OCSP CA, the directories in Novomodo need
not betrusted. Instead of producing signaturesthat arerelied on by third parties,

! For example, the one-way hash may be SHA1, and n may equal 365 if the intended
validit y period of a certi cate is one year and we want a freshnessof one day.
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the directories merely distribute hash preimagessert by the CA (which they
cannot produce on their own). Third, the lack of online computation by the
directories makes Novomodo lesssusceptibleto DoS attacks. Finally, although
OCSP already has fairly low directory-to-user communication (one constart-
length signature per query), Novomodo's is typically evenlower, sincepublic-key
signaturesare typically longer than 160 bits.

Following Micali's proposal, Naor-Nissim [16] and Aiello-Lo dha-Ostrovsky
[1] proposeddi®ereri hash-basedsystemswith di®erert computation and com-
munication tradeo®s. Essetially, both of these proposals use binary trees to
reduce the CA's computation even further, as well as to reduce CA-directory
communication.

1.2 The Problem with Third-P arty Queries

Novomodo and related proposalsare improvemerts over CRLs and OCSP. How-
ever, the infrastructural requiremerts of theseapproacescan vary dramatically,
depending on how usersusetheir keys. Supposethat users'keysare usedonly to
generateand verify signatures (never to encrypt and decrypt). In this case,we
do not needany infrastructure to deal with third-party queries{ i.e., queriesby
one party on a di®erert party's certi cate status. Why not? { becausea signer
can simply sendits proof of certi cate status to the veri er simultaneously with
its signature. In other words, when a protocol allows a client to furnish its cer-
ti cate status, no third-part y queriesare necessaryWe only needinfrastructure
that allows ead client to obtain its own proof of certi cation.

Howewer, the situation may be di®erert if usersusetheir keysfor encryption
and decryption. In this case,third party T must obtain U's certi cation status
before sendingan encrypted messagdo U. Getting this information directly from
U may not be an option in high-latency applications like email (where U might
not respond promptly), orin applications whereit is preferableto avoid the extra
round trip. Conceivably, T could obtain U's certi cate status from some other
source{ perhapsa sener atliated with U but not with the CA { but this seems
ad hoc, and it still requiresan extra round trip. Novomodo and related proposals
would addressthis situation by allowing T to make a third-part y query.

We would like to eliminate, or at least strongly disincertivize, third-part y
queriesfor sewral reasons.First, sincethird party queriescan comefrom any-
where and concernany client, every certi cate sener in the systemmust be able
to ascertain the certi cate status of ewvery client in the system. The situation
is much cleanerif third-part y queriesare eliminated. Each serer only needsto
have certi cation proofs for the clients that it serves. Moreover, these proofs
could be \pushed" to clients, and multicast might be usedto dramatically re-
ducethe CA's transmission costs.Second,third party queriesmultiply the query
processingcosts of the CA and/or its seners. For example, supposeead client
gueriesthe certi cation status of 10 other clients per day. Then, the systemmust
process1ON queries(where N is the number of clients), rather than just N (if
ead client only retrievesits own daily proof of certi cation). Third, nonclient
queries are undesirable from a businessmodel perspective: if T is not a client
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of U's CA, what incentive doesthe CA have to give T fresh certi cate status
information? Finally, there is a security consideration: if the CA must respond
to queriesfrom nonclierts, it becomesmore susceptibleto DoS attacks. In sum-
mary, eliminating third-part y queriesallows a CA to reduceits infrastructural
costs, simplify its businessmodel and enhancesecurity.

So, how can we eliminate third-part y querieswithout constraining how users
usetheir keys?We will usean approad basedon implicit certi ¢ ation 2 { i.e.,
where T, without obtaining explicit information other than U's public key and
the parametersof U's CA, can encrypt its messageto U sothat U can decrypt
only if it is currently certiied. 3 This will allow us to enjoy the infrastructural
bene ts of eliminating third-part y queries,regardlessof how usersusetheir keys.

1.3 Identit y-Based Encryption

One way to achieve implicit certi cation in the encryption context is identit y-
based encryption (IBE). Shamir [18] originated the concept of identit y-based
cryptography in 1984,describingan identit y-basedsignature schemein the same
article. Howevwer, fully practical IBE sdhemeshave beendiscoveredonly recerly.
We brie°y review IBE below.

An IBE scdheme usesa trusted third party called a Private Key Generator
(PKG). Tosetup, the PKG generatesa master secrets, and it publishescertain
system parameters params that include a public key that maskss. The PKG
may have many clients. Each client has somel D, which is simply a string that
identi es it { e.g.,the client's email address.The main algorithms in IBE are as
follows.

1. Private key generation: For a given string | D, PKG uses(s, params, |1 D)
to compute the corresponding private key d, p .

2. Encryption: Senderuses(params, | D, M) to compute C, ciphertext for M .

3. Decryption: Client uses(params, d,p, C) to recover M.

Notice that a client's public key, 1D, can be arbitrary, but standardizing
its format allows sendersto \guess" the client's public key rather than obtain it
from the client or a directory. Revocation is handled by including the D AT E (for
example) as part of I D, sothat keysexpire after one day. Notice also that the
PKG generateshe private keysof all of its clients. This hasseweral consequences.
The most important, for our purposes,is that certi ¢ ation is implicit : a client
candecrypt only if the PKG hasgivena private key to it (in e®ect,certifying the
client). Howewer, there are two negative consequencesl) private key escrow is
inherert in this system{ i.e., a PKG can easily decrypt its clients’ messagesand

2 This should not be confused with \implicit certication" in the context of self-
certied keys. In that context, T still must obtain explicit U-speci ¢ information
following eadh certi cation update.

% In someof our schemes, T must also obtain the long-lived certicate for U's public
key. (But T never needsto obtain U's freshcerti cate status information.)
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2) the PKG must sendclient private keys over secure channels making private
key distribution ditcult.

These two disadvantages of IBE, particularly escrav, may be unacceptable
for some applications, like email. Fortunately, we can get rid of both of them
without sacri cing implicit certi cation. The basic idea is simple, and is the
usual way of circumverting escrav: double encryption.

1.4 Our Results

We intro duce the notion of certi ¢ ate-basal encryption (CBE), which combines
public-key encryption (PKE) and IBE while preservingmost of the advantagesof
ead. As with PKE, ead client generatests own public-key/ secret-key pair and
requestsa certi cate from the CA. The main di®erenceis that the CA usesan
IBE schemeto generatethe certi cate. This certi cate hasall of the functionality
of acornvertional PKI certi cate { e.g.,it canbe usedexplicitly asproof of current
certi cation (even of a signature key) { but it can also be usedas a decryption
key. This added functionality gives us implicit certi cation { Alice can doubly
encrypt her messageto Bob so that Bob needsboth his personal secret key
and an up-to-date certi cate from his CA to decrypt. Implicit certi cation, in
turn, allows usto eliminate third-part y querieson certi cate status. There is no
escrav in CBE (since the CA does not know Bob's personal secret key), and
there is no secretkey distribution problem (since the CA's certi cate need not
be kept secret). We will introduce CBE more fully in Section 2, and describe a
pairing-based CBE scheme secureagainst chosen-ciphertextattack in Section 3.

By itself, ordinary CBE becomesinexcient when the CA has a large num-
ber of clients (say, 250 million) and performs frequert certi cate updates (say,
hourly). Such a CA must issueabout 225million certi cates per hour (62500per
second),assuming,asin [15], that about 10% of the CA's clients have beenre-
voked. By current standards, such a CA would needconsiderablecomputational
power.

In Sections4 and 5, we describe how to re ne basic CBE to construct an ex-
ceptionally excient PKI. The schemeof Section4 reducesthe CA's computation
through the useof subsetcovers The CA embedsa serial number in ead client's
long-lived certi cate that represetts the position of the client's leaf in a binary
tree. To recon rm the validity of a client's certi cate, the CA publishesthe cer-
ti cate / decryption key of an ancestorof the client leaf. Using this scheme, the
CA only needsto compute an averageof Rigal 10g(N=Ryta ) certi cates, where
N is the number of clients and Ry IS the total number of clients whosecer-
ti cates have beenrevoked but have not yet expired. Each certi cate is constart
length { aslittle as 160 bits { and can, if desired, also be usedas explicit proof
of certi cation. This scheme managesto achieve bandwidth-etciency basically
identical to a scheme described by Aiello, Lodha and Ostrovsky [1], but with
CBE functionality. 4

4 Other tradeo®sare worth mentioning. Unlik e ALO, the time needto verify an explicit
certi cation proof in our scheme does not grow linearly with the number of time
periods, but ALO might still be faster sinceit useshash chains.
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The stheme of Section 5 combines the use of subset covers with an incre-
mental approac. Using incremertal CBE, the CA can reduceits computation
dramatically; the CA needsto compute only Rperiod 109(N=Rperiod) certi cates
per period, where Rperioa is the number of clients whosecerti cates have been
revoked in the period.® SinceRnour ¥4 :IN=(365124) ¥, 2850,the CA only needs
to compute an average of about 13 certi cates per secondeven if updates are
hourly. Using supersingular elliptic curves,this computation is quite reasonable
{ indeed, a single 1 GHz Pertium |II PC can handle it easily { sinceead cer-
ti cate generationessetially amourts to oneelliptic curve point multiplication.
Each client consolidatesits periodic certi cates simply by adding them together,
and the consolidatedcerti cate actsasthe seconddecryption key. Of course,like
the other CBE schemes,this scheme also eliminates third-part y queries.

In Section 6, we describe various extensionsof the CBE schemes,such as
hierarchical CBE. Finally, we presert a summary.

2 Certi cate-Based Encryption

2.1 The Mo del

We now provide a formal security model for certi cate-based encryption (CBE).

The two main ertities involvedin CBE area certi er and a client. Our de nition

of CBE is somewhatsimilar to that of strongly key-insulated encryption [10], but,

among other di®erencesour model does not require a securechannel between
the two entities. (SeeAppendix D of [4] for a discussionof this securechannel
requiremert.)

De nition 1. A certi ¢ ate-updating certi ¢ ate-basel encryption schemeis a 6-
tuple of algorithms (Gengg; Genpke; Updl; Upd2; Enc Deg sud that:

1. The probabilistic IBE key generation algorithm Genge takesasinput a se-
curity parameter 1X* and (optionally) the total number of time periodst. It
returns SK,ge (the certi er's master secret)and public parametersparams
that include a public key PK g g, and the description of a string spaces.

2. The probabilistic PKE key generation algorithm Gernpge takes as input a
security parameter 12 and (optionally) the total number of time periods t.
It returns a secretkey SKpk g and public key PKpk g (the client's secret
and public keys).

3. At the start of time period i, the deterministic certi er update algorithm
Updltakesasinput SK,gg, params, i, strings2 Sand PKpk g. It returns
Cert?, which is sert to the client.

4. At the start of time period i, the deterministic client update algorithm Upd2
takesasinput params, i, Cert?, and (optionally) Cert;; ;. It returns Cert;.

5 Aiello, Lodha and Ostrovsky also describe a scheme in which the CA issues
Ryper iod 100(N=Ryper iod ) Certi cates per period, but the size of a client's explicit proof
of certi cation grows linearly with the number of time periods, whereasthe length
of the proof (a.k.a. the seconddecryption key) in our scheme tops out at logN.
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5. The probabilistic encryption algorithm Enctakes(params;i; s;PKpkg;M)
asinput, where M is a messagelt returns a ciphertext C on messageM
intended for the client to decrypt using Cert; and SKpk g (and possibly s).

6. The deterministic decryption algorithm Dectakes(params; Cert;; SKpk g ;C)
asinput in time period i. It returns either M or the special symbol ? indi-
cating failure. We require DeCcert; sk pi e s(ENGsP K g PKpke (M) = M
for the given params.

Remark 1. CBE does not necessarilyhave to be \certi cate updating,” and it
can be useful for applications other than certi cate managemen In particular,
it may be usefulin other situations where authorization or accesscortrol is an
issue.An encrypter canuseCBE to encrypt its messagesothat the keyholdercan
decrypt only after it hasobtained certain signaturesfrom oneor more authorizers
0N one or more messages.

Remark 2. It may seemstrangethat a certi cate { or, more generally, a signature
{ canbe usedasa decryption key. Howewer, asnoted by Moni Naor [6], any IBE
schemeimmediately givesa public key signature scheme as follows: We set the
signer'sprivate key to be the master key in the IBE scheme.The signersignsM

by computing the IBE decryption key d for ID = M. The veri er merely hasto
ched that d correctly decrypts messagegncryptedwith | D = M ; so,the veri er

choosesa random messageM ©, encrypts it with | D = M using the IBE scheme,
and then tries to to decrypt the resulting ciphertext with d. If the ciphertext
decrypts correctly, the signature is consideredvalid. Thus, an IBE decryption
key is also a signature (or a certi cate). This certi cate / decryption key can be
veri ed like a signature asexplicit proof of certi cation (even of signature keys),
or it can be usedasa meansfor enabling implicit certi cation in the encryption
corntext, asdescribed in the Introduction.

As should be clear from De nition 1, we model CBE essetially asa combi-
nation of PKE and IBE, wherethe client needsboth its personalsecretkey and
a certi cate / decryption key from the CA to decrypt. The string s may include
a messagethat the certi er \signs" { e.g.,the certier may sign clientinf o =
helientname; PKpk gi. (Notice that clientinf o cortains only long-livedinforma-
tion about the client; an encrypter neednot know the client's current certi cate
status.) Depending on the scheme, s may include other information, suc asthe
client's signature on its public key.

2.2 Securit y

Roughly speaking, we are primarily concernedabout two di®erert types of at-
tacks: 1) by an uncerti ed client and 2) by the certi er. Wewant CBE ciphertexts
to be secureagainst eat of theseertities, eventhough ead basically has\half"

of the secretinformation neededto decrypt. Accordingly, we de ne IND-CCA in
terms of two di®erert games.The adversary choosesone gameto play. In Game
1, the adversary essetially assumeshe role of an uncerti ed client. After prov-
ing knowledge of the secretkey corresponding to its claimed public key, it can
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make Dec and Upd1l queries.In Game 2, the adversary essetially assumesthe
role of the certi er. After proving knowledge of the master secretcorresponding
to its claimed params, it can make Dec queries. Roughly, we say that a CBE
schemeis secureif no adversary can win either game.

Game 1: The challengerruns Genge(1¥;t), and givesparams to the adversary.
The adversary then interleavescerti cation and decryption querieswith a single
challenge query. These queriesare answered as follows:

{ On certication query (i; s;PKpke;SKpke), the challenger chedks that
s 2 S and that SKpk g is the secretkey corresponding to PKpk g . If s0,it
runs Updl and returns Cert?; elseit returns ? .

{ On decryption query (i; s;PKpk e; SKpk e;C), the challenger cheds that
s2 S andthat SKpk g is the secretkey corresponding to PKpk . If s0,it
generatesCert; and outputs DeCcert, sk p« e s(C); €lseit returns ?.

{ On challengequery (i%s%PKZ3, :SK 3y g:Mo; M), the challenger cheds
that s°2 S and that SK 3 ¢ is the secretkey corresponding to PK 3, .
If so,it choosesrandom bit b and returns C%= Engo.sop k e PKO, o (Mp);
elseit returns ?.

Evertually, the adversary outputs a guessh® 2 f0; 1g. The adversary wins the
gameif B’= band (i%s%PK 3, ¢;CY wasnot the subject of a valid decryption
query after the challenge,and (i%s%PK 3, ) was not the subject of any valid
certi cation query. The adversary'sadvantage is de ned to be the absolutevalue
of the di®erencebetween1/2 and its probability of winning.

Game 2: The challengerruns Gerpke (1%2;t), and givesPK pk £ to the adversary.
The adversary then interleavesdecryption querieswith a single challengequery.
These queriesare answered as follows:

{ On decryption query (i; s;params;SKgg;C), the challenger chedks that
s 2 S and that SK,gg is the secretkey correspnding to params. If so, it
generatesCert; and outputs DecCcert; sk p e s(C); €lseit returns ?.

{ On challenge query (i%s% params® SK % = ; Mo; M 1), the challenger cheds
that s°2 S and that SK %3 ¢ is the secretkey corresponding to params® If
so,it choosesrandom bit band returns C%= Engo.sop ¢ o . PKpke (Mp); else
it returns ?.

The adversary guesses2 f0; 1g and wins if B®= band (i% s params® C% was
not the subject of a valid decryption query after the challenge. The adversary's
advantage is de ned as above.

De nition 2. A certi cate-up dating certi cate-based encryption schemeis se-
cure against adaptive chosenciphertext attack (IND-CBE-CCA if no PPT adver-
sary has non-negligible advantage in either Game 1 or Game 2.

Remark 3. We require the adversary to reveal its secretkey to the challenger,
becausethe challenger cannot, in geneal, otherwise be able to decrypt. By
placing constraints on the PKE and IBE schemesused, it may be possibleto
eliminate this requiremert.
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Remark 4. In the sequel,we narrow our focus to pairing-based CBE schemes.
In this context (and in the random oracle model), we construct CBE scdhemes
secureagainst adaptive chosenciphertext attack, where the parties do not need
to reveal their secretkeys.

3 A CBE Scheme Based on Boneh-F ranklin

Roughly speaking, a CBE schemeis created by combining a PKE sdheme and
an IBE scteme. Since Boneh and Franklin's IBE sdeme [6] is currently the
most practical, we explicitly describe a CBE schemethat usesit. This scheme
addslittle online overheadto Boneh-Fanklin: encryption complexity is increased
slightly, but decryption complexity and ciphertext length are the same as in
Boneh-Fanklin.

3.1 Review of Pairings

Boneh-Fanklin usesa bilinear map calleda\pairing." Typically, the pairing used
is a modi ed Weil or Tate pairing on a supersingular elliptic curve or abelian
variety. However, we describe pairings and the related mathematics in a more
generalformat here.

Let G; and G, be two cyclic groups of somelarge prime order g. We write
G; additively and G, multiplicativ ely.
Admissible pairings: Wewill call & an admissiblepairing if €: G1£ G; ! G
is a map with the following properties:

1. Bilinear: &@Q;bR) = &Q;R)? for all Q;R 2 G; and all a;b2 Z.

2. Non-degenerate:®(Q;R) 6 1 for someQ;R 2 G;.

3. Computable: There is an excient algorithm to compute &Q;R) for any
Q;R 2 G;.

Notice that & is also symmetric { i.e., & Q;R) = &R; Q) for all Q;R 2 G; {
sinceé is bilinear and G is a cyclic group.

Bilinear Dite-Hellman (BDH) Parameter Generator: Asin [6], we say
that a randomized algorithm | G is a BDH parameter generator if | G takesa
security parameterk > 0, runs in time polynomial in k, and outputs the descrip-
tion of two groups G; and G, of the sameprime order g and the description of
an admissiblepairing €: G £ Gy ! G».

The security of the pairing-based schemesin this paper are based on the
dizcult y of the following problem:

BDH Problem: Givenarandomly chosenP 2 G4, aswell asaP, bP, and cP
(for unknown randomly chosena;b;c 2 Z=cZ), compute &P; P)20¢,

For the BDH problem to be hard, G; and G, must be chosensothat there is
no known algorithm for exciently solving the Dize-Hellman problem in either
G, or G,. Note that if the BDH problem is hard for a pairing &, then it follows
that & is non-degenerate.
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BDH Assumption: Asin [6], if | Gis a BDH parameter generator, the advan-
tage Adv, g(B) that an algorithm B hasin solving the BDH problem is de ned
to be the probability that the algorithm B outputs &(P; P)2*° when the inputs
to the algorithm are G1; G,; & P; aP; bP,cP where (G;;G»;8) is | Gs output for
large enoughsecurity parameterk, P is a random generatorof G, and a;b;c are
random elemens of Z=¢Z. The BDH assumptionis that Adv, g(B) is negligible
for all excient algorithms B.

3.2 BasicCBE and FullCBE

As mertioned previously, IBE enablessignaturesto be usedas decryption keys.
For example,in Boneh-Fanklin, a BLS signature [8] is usedas a decryption key.
Similarly, in \BasicCBE", we will usea two-signerBGLS aggregatesignature [7]
as a decryption key. (See[7] for details on the aggregatesignature scheme.) Let
k be the security parameter given to the setup algorithm, and let | G be a BDH
parameter generator.

Setup: The CA:

1. runs | Goninput k to generategroups G;; G, of someprime order g and an
admissiblepairing & G1 £ G, ! Gg;

2. picks an arbitrary generatorP 2 Gg;

3. picks a random secretsc 2 Z=¢¢Z and setsQ = scP;

4. choosescryptographic hash functions H; : f0;1g° ! G; and H, : G, !
f0; 19" for somen.

The system parameters are params = (G1;Gy;é,P;Q;H1;H,). The message
spaceis M = f0;1g". The CA's secretis sc 2 Z=(¢Z.

The CA usesits parametersand its secretto issuecerti cates. Assumethat
Bob's secretkey/ public key pair is (sg ; Sg P), wheresg P is computed according
to the parametersissuedby the CA. Bob obtains a certi cate from his CA as
follows.

Certi cation:

1. Bob sendsB obsinf o to the CA, which includes his public key sg P and any
necessaryadditional identifying information, sud as his name.

2. The CA veri es Bob's information;

3. If satis ed, the CA computesPg = H;1(scP;i; Bobsinfo) 2 G; in period i.

4. The CA then computesCertg = scPg and sendsthis certi cate to Bob.

Before performing decryptions, Bob also signs B obsinf o, producing sg P2
where P9 = Hi(Bobsinf o). Now, notice that Sgop = ScPs + SgPg is a two-
personaggregatesignature, asde ned in [7]. Bob will usethis aggregatesignature
as his decryption key!

Encryption:  To encrypt M 2 M using B obinf o, Alice doesthe following:

H1(Bobsinfo) 2 G;.
H1(Q;i; Bobsinfo) 2 G;.

1. Computes P§
2. Computes Pg



282 Craig Gentry

3. Choosesa randomr 2 Z=Z.
4. Setsthe ciphertext to be:

C = [rP;M ©Hy(g")] whereg = &(sc P;Pg)é&(sg P;P2) 2 Ga:

Notice that the length of the ciphertext is the sameasin Boneh-Fanklin. Al-
ice can reduce her computation through precomputation { e.g., &(sg P; PJ) can
likely be precomputed, sinceit is long-lived.

Decryption:  To decrypt [U; V], Bob computes:
M =V ©H2(&U; Sgop)):

Notice that Bob's online decryption time is the sameasin Boneh-Fanklin.

BasicCBE is a one-way encryption scheme.lIt canbe madesecure(in the ran-
dom oracle model) against adaptive chosen-ciphertextby, for example,using the
Fujisaki-Okamoto transform in a manner similar to [6]. The transformed scheme,
which we call \FullCBE", usestwo additional cryptographic hash functions H3
and H,4, and a semariically securesymmetric encryption schemeE:

Encryption:  To encrypt M 2 M using B obinf o, Alice doesthe following:

1. ComputesPg = Hi(Bobsinfo) 2 G;.

2. ComputesPg = H1(Q;i; Bobsinfo) 2 G;.
3. Choosesrandom %2 f0; 1g".

4. Setsr = H3(%M).

5. Setsthe ciphertext to be:

C = [rP; %O Hy(d"); En,(M)] whereg = &(scP;Pg)é(sg P; Pé’) 2 Go:

Decryption:  To decrypt [U; V; W], Bob

1. Computes %= V © H,(&(U; Sg op)).

2. ComputesM = E,i*j(%)(W).

3. Setsr = H3(¥; M) and rejects the ciphertext if U 6 rP.
4. Outputs M asthe plaintext.

We can prove that FullCBE is securein the random oracle model against
adaptive chosen-ciphertext attack in two (quite di®erern) ways { by showing
such an attack implies 1) an existertial forgery attack on the aggregatesignature
scheme, or 2) an adaptive chosen-ciphertextattack on BasicPub™ (a public key
encryption schemede ned in [6]and in Appendix A). We usethe latter approad.

Lemma 1. Let A be a IND-CCA adversarythat has advantage? against Full-
CBE. Supmsethat A makesat most gc certi ¢ ation queriesand ¢p decryption
queries. Then, there is an IND-CCA adversaryB with running time O(time (A))

that has advantageat least m against BasicPubV .

Our proof, given in Appendix A, is similar to Boneh and Franklin's proof of
Lemma 4.6 in [6]. Just like an IBE adversary is allowed to chooseits identity
adaptively, a CBE adversary is allowed to chooseits information (including its
public key) adaptively. When combined with Theorem 4.5 and Lemma 4.3 of [6],
our Lemma 1 givesa reduction from the BDH problem to FullCBE, with time
and advantage bounds asin Theorem 4.4 of [6].
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4 Using Subset Covers to Reduce CA Computation

Using BasicCBE (or FullCBE), a CA that hasN (currently valid) clients must
compute N certi cates per period. BasicCBE may therefore becomeimpractical
whenN is large and updatesare frequert { e.g.,a CA with 225million (currently
valid) clients that performshourly updates must compute 225million certi cates
per hour (62500 per second)on average.In this section, we shav how to reduce
the CA's computation using subsetcovers

4.1 The General Approac h

Unlikein BasicCBE, we assumethat the CA distributes along-lived certi cate to
ead client, which it periodically recon rms (if appropriate). Before encrypting
to Bob, Alice must obtain and verify Bob's long-lived certi cate. This assump-
tion costsuslittle, sinceAlice likely can obtain Bob's long-lived certi cate when
sheobtains Bob's public key. (Recall that the main benet of CBE is that Alice
doesnot have to obtain freshcerti cate status information; obtaining long-lived
information is a simpler problem.) We will not concernourseleswith what cer-
ti cation schemeis usedto generatethe long-lived certi cates, but we note that
producing long-lived certi cates should not add much to the CA's computational
burden, sincetheir production is amortized over a long time (assuming clients
do not, say, sign-up\all at once.")

The CA arrangesits N < 2™ clients asleavesin an m-level binary tree by
embedding a unique m-bit serial number (SN) in ead client's long-lived certi -
cate. For ead time period, ead tree node (including interior nodes) corresponds
to an\identity," and the CA computesead node's decryption key according to
an IBE scheme. Speci cally, in time period i, the node corresponding to the
(k - m)-bit SN b; ¢¢¢h, may be mapped to h; b, ¢¢¢hi. The node's assaiated
decryption key is the IBE decryption key for h; by ¢¢¢hyi.

We call h; by ¢¢¢hi for 0 - k - m the ancestors of h; b; ¢¢¢b,i. In time
period i, the CA "'nds a cover of the non-revoked clients { i.e., a set S of nodes,
sudh that ead of the N j R non-revoked clients has an ancestorin S, but none
of the R revoked clients does. Such a cover, consisting of at most R log(N=R)
nodes, can be found using the \Complete Subtree Method" described in [17].
The CA then publishes the decryption keys for each node in S; we call these
decryption keysrecon rmation certi ¢ ates

Now, assumethat Alice hasobtained and veri ed Bob's long-lived certi cate,
and therefore knows his public key and his SN. To encrypt to Bob, Alice doesnot
need Bob's recon rmation certi cate. Instead, she encrypts her messagem + 1
times, using (Bob's public key and) ead of the m+ 1 identities of Bob's ancestors
in the tree. If the CA has published a recon rmation certi cate corresponding
to one of Bob's ancestors,Bob will be able to decrypt one of Alice's ciphertexts.

In summary, this scheme combines PKE and IBE just like BasicCBE, but
it imposesa structure on the identities that permits excient inclusion and ex-
clusion (p la broadcast encryption). Though the complexity of encryption and
the length of the ciphertext is increased,the CA computes only Rlog(N=R)
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recon rmation certi cates, rather than N j R (in BasicCBE). Assuming that
long-lived certi cates expire 1 year after creation and that the yearly revocation
rate is 10% (i.e., R = :1N) asin [15] and [16], the CA's computation is reduced
by a factor of about 3.

4.2 A Pairing-Based CBE Scheme Using Subset Covers

The generalapproad above, while simple, createsdi+culties in proving security
against chosen-ciphertext attacks, since the same messageis being encrypted
under di®erent keys. Below, we brie°y presen a variant of BasicCBE using
subset covers, which deviates slightly from the generalapproad. As above, we
assumethat Bob has already obtained his long-lived certi cate, which cortains
the serial number by ¢¢¢h,, .

Certi cation: The CA setsup asin BasicCBE and alsousesHs : f0;1g° ! G
to map time periods to points. At the start of period i, the CA choosesrandom
X 2 Z=c¢Z and nds a cover S of the non-revoked clients (using the Complete
Subtree Method). Bob's recon rmation certi cate (if it exists) has the form
Si = sc T + xPg together with xP, whereT; = Hs(Q;i), Px = H1i(by ¢¢¢h) and
b, ¢¢Ch, 2 S is an ancestorof b; ¢¢chy, .

Encryption:  Alice has already veri ed Bob's initial certi cate, and therefore
knows Bobsinfo. Alice choosesrandom r 2 Z=¢¢Z. She sendsthe ciphertext

Decryption:  Bob computesM =V © HA%).

Encryption involvesm + 1 point multiplications, but decryption involvesonly
two pairing computations. Bob's recon rmation certi cate is concise:just two
elemens of G;. (Actually, sincexP is commonto all clients, we may say Bob's
proof consistsof just one elemen of G;.) Elements of G; may be quite short {
e.g., [8] proposesusing an elliptic curve over F3zor (about 154 bits) for the BLS
signature scheme.

We note again that this schemeassumeghat the client hasalready obtained
a long-lived certi cate. Thus, a Game 1 adversary cannot chooseits public key
with complete freedom;it must chooseone of the N keysinitially certied (and
collude with the secretkey holder). As with BasicCBE, the Fujisaki-Okamoto
transform can be used to achieve CCA2 security. We remark, howewer, that
gCCAZ2 security [2] may be consideredpreferable, becauseCCA2 security would
technically require Bob to con rm that rP; = U; for every i, evenwhenk ¢ m.
We discussthe chosen-ciphertext security of this scheme in detail in the full
version of the paper.

5 Incremen tal CBE Using Subset Covers

Intuitiv ely, it seemslike the CA's computation should be lessfor periods when
few new revocations have occurred. However, this is not the casewith the scheme
of Section 4: if updates are hourly, the CA must compute about R log(N=R)
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recon rmation certi cates per hour (where R is the total number of revoked
clients), even for hours when no client's certi cate status has changed. In this

section, we describe how to achieve \incremental CBE," wherethe CA's hourly

computation is roughly proportional to the number of revocations that occurred
during that hour. Speci cally, the CA computes at most Ryour 10g(N=Rhoyr )

certi cates per hour, where Ryoyr is the number of revocations during the pre-
vious hour. Assuming a 10% yearly revocation rate, a CA with 250 million

clients performing hourly updates only needsto compute about 13 recon rma-

tion certi cates per second,a dramatic improvemen over BasicCBE. (We discuss
incremertal CBE's performancecharacteristics in more detail in Section5.3.)

5.1 Basic Incremen tal CBE

As will becomeclearer from the detailed description below, this schemeis es-
sertially basedon two insights. First, as noted above and in [1], the CA can
dramatically reduceits periodic computation by only revoking those clients that
have becomeinvalid in the past period. This strategy, however, has a price: a
client cannot be consideredcurrently certi ed (and must not be able to decrypt)
unlessit has an unbroken chain of periodic recon rmation certi cates for every
period from the creation of its long-lived certi cate to the presen. At rst, this
seemsto suggestthat encryption and decryption complexity must be (at least)
proportional to the number of time periods that have passed.Fortunately, using
pairings, this is not the case:the secondinsight is an etcient way for ead client
to consolidateits periodic certi cates into a single decryption key (consisting of
logN + 1 elemerns of G;), sud that the encryption and decryption complexity
and the ciphertext length are about logN times that of BasicCBE, regardlessof
how may periods have transpired sincethe client's initial certi cation.

We assumeBob has obtained a long-lived certi cate containing his m-bit
serial number by ¢¢¢h,, and the period tg in which he was initially certi ed.

Certi cation:  The CA setsup asin BasicCBE and alsousesHs : f0;1g° ! G;
to map time periods to points. At the start of period i, the CA choosesrandom
x 2 Z=¢Z and "nds a cover S of the clients not revoked during period ij 1 (using
the Complete Subtree Method). Bob's recon rmation certi cate (if it exists) has
the form S = sc(Ti i Ti; 1) + xPk together with xP, where Ty = Hs5(Q;i),
Pk = Hi(by ¢eehy) and by ¢¢thy, 2 S is an ancestorof by ¢¢ehy, .

Consolidation:  If the CA hascontinually recon rmed Bob's key from its initial

certi cation to the start of period i, we want it to be the casethat Bob can
compute a consolidated certi cate of the form

Si = sc(Tii Teo)+ Xi1Pot 608 Xym P with Qi = x; P for 1. j - m;

for somex;; 2 Z=qZ, 1- j - m, where P; = Hi(l ¢¢¢h ). Assumehe hasa
consolidated certi cate with the correct form at the start of period i j 1:

Sii1=sc(Tij1i Tio) *+ Xi; 1;1P1 + 0€¢+ Xi; 1:m Pm with Qj; 1 = Xi; 1 P
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Upon receiving S? and xP, Bob computes his new consolidated certi cate as
follows: S = Sii 1+ Sio, Qi;j = Qii 1] fOI’j 6 k, and Qi;k = Qii 1kt xP.

Encryption:  Alice has already veri ed Bob's initial certi cate, and therefore
knows B obsinf 0. Alice choosesrandom r 2 Z=¢Z. Shesendsthe ciphertext C =

- - QUP:Si+ss Pg)
Decryption:  Bob computesM = V © H( ™ e(rP, ;QS )).
Remark 5. If the CA givesBob (say) Sc Ti, + Xt, Pm With Qty:m = X, P (for some
Xt, 2 Z=¢Z) at the time of initial certi cation, and Bob consolidatesthis with his
periodic certi cates, then \j T;," neednot be included in the Encryption step.
However, the CA may prefer not to constrain how it handlesinitial certi cation.

5.2 Security

In the full version of the paper, we prove (in the random oracle model, under the
Bilinear Dite-Hellman Assumption, and using the Fujisaki-Okamoto transform)
that Bob needsan unbroken chain of recon rmation certi cates { from the time
of his initial certi cation to the presern { to decrypt. We could prove the scheme
secureagainst Game 2 adversariesusing similar techniques.

Here, in lieu of proof, we provide somerough intuitiv e justi cation for incre-
mental CBE's security. S; contains atime componert of the form s¢ (T;i T¢,) and
an identit y componert of the form x1P; + X,P, + ¢¢¢+ X, Py, . If Bob tries to con-
solidate his certi cates without his recon rmation certi cate for day z,to < z -
i, the result will havethe form sc(Tij Tz+ Tz; 10 Ttp)+ XaP1+ XoP2+ €66 X Pry .
In other words, the time componert of S; will havethe incorrect form. If Bob tries
to substitute someoneelse'sday z recon rmation point sc(T; i Tz 1) + X{P2,
where P? does not correspond to one of Bob's ancestors,the result will have
the form sc (Ti i Ti,) + X1P1 + X2P2 + €0¢+ X Py + X2P2. In other words, the
identit y componert of S; will have the incorrect form.

5.3 Performance Characteristics

Likethe other CBE sthemes,incremertal CBE enjoys all the infrastructural ben-
e ts of eliminating third-part y queries.Also, the CA's computation is minimal; it
computesonly 13 recon rmation certi cates per second.Since ead recon rma-
tion certi cate is essetially equivalent (computation-wise) to a BLS signature,
which requiresonly 3.57 msto compute on a Pertium |1l 1 GHz [3], a single PC
can easily handle the computation.

Distributing the recon rmation certi cates can be handled in a variety of
ways. SinceCBE eliminatesthird-part y queries,oneinteresting alternativ eto the
usual directories-basedapproad is to \push" certi cates directly to the clients
they certify { i.e., the CA sendsead client its recon rmation certi cate rather
than waiting for the client's query. This would eliminate queriesaltogether.® If

5 In practice, the CA would probably allow some queries, both by clients and third-
parties. However, CBE allows a CA to discourage queries { e.g., by using fees{ so
that the number of queriesis reducedto a desired level.
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the CA usesseprate transmissionsfor each client, the CA's required bandwidth
is (320 bits per cert)=2(225 million certs per hour)/(3600 secondsper hour) = 20
mbits/sec. This "gure is a lower bound; it does not include overhead such as
padket headers.Suc a large transmissionmay needto be delegatedto a number
of seners.

Theoretically, however, if the CA pushesits certi cates, it can dramatically
reduce its bandwidth requiremerts by using multicast. Recall that a recon r-
mation certi cate for node by ¢¢¢th, appliesto all of by ¢¢¢h's descendars. So,
if the CA setsup multicast addressfor ead interior node, the CA's expected
bandwidth requiremerts are very low { only about (160 bits per cert)a(13 certs
per second)¥a 2.1 kbits/sec. (The certi cates are 160 bits in this case,sincexP ,
the other 160-bit value, can be sert to all clients via one multicast). Even if the
CA setsup multicast addressesonly for high-level nodes (closeto the root), it
can signi cantly reduceits bandwidth requiremerts.

For users,incremertal CBE is somewhatexpensive computationally: encryp-
tion and decryption costabout m = diogN e times that of Boneh-Franklin. This
may make the schemeimpractical for someapplications in the very near future.
It may not be a problem for other applications, like email, where fast online
computation is not such a concern.We expect that, in the future, computational
considerationswill becomelessimportant relativeto network considerations(lik e
the latency causedby the (xed) speedof light), making CBE's advantagesmore
prominent. If desired,however, one can shift someuser computation bad to the
CA by \fattening" the binary tree (so that ead node has more children), or
having the CA maintain seweral trees concurrertly, as described in [1].

The total length of a client's consolidated certi cate, which can be used
as explicit proof of certi cation (even of signature keys), never grows beyond
160(m + 1) bits. Even though CBE was not originally intended to improve the
e+ciency of explicit certi cation, we note that explicit proofs in incremertal
CBE are more compact than in Aiello-Lodha-Ostrovsky's incremertal scheme
[1], where the length grows linearly with the number of time periods.

6 Extensions and Generalizations

6.1 High-Gran ularit y CBE

Supposea onehour time granularity is insuzcient; we want certi cate revocation
to be practically instantaneous.One option is for Alice to encrypt usingi + 1 as
the time period during period i. The drawbadk is that Bob, after receiving Alice's
messagemay needto wait an hour to decrypt it. Another option, calledthe SEM
architecture, is described in [5]. In SEM, revocation is instantaneous, and so is
Bob's ability to decrypt, but he must interact with a\security mediator" for eath
messagedecryption. Below, we brie°y describe a \high-granularity” version of
CBE, whererevocation is practically instantaneous{ say, within 1 second{ but
where Bob's interaction with the CA grows not with the number of messagese
decrypts, but rather with the number of his \sessions."
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In our scheme,the CA usesa recert forward-secureencryption (FSE) scheme
[9], but in reverse{ i.e., the CA relabels the time periods sud that given the
FSE decryption key for period i, onecan compute the decryption key for period j
if j < i, but notif j > i.” Bob may download suc a certi cate a few times daily,
depending on how often he cheds his messagesand useit to decrypt messages
from multiple previoustime periods. As in [9], the sizeof this certi cate is merely
logarithmic in the number of periods for which messagegan be decrypted; thus,
we can make revocation highly granular without sacri cing much exciency. Also,
this scheme can be combined with (say) incremertal CBE: the CA performs
hourly updates asin incremertal CBE, but employs a subtree of 3600 seconds
for clients that requesthigh-granularity certi cates.

6.2 Hierarc hical CBE

Though our previous stchemeshave used only one CA, adapting CBE to a hi-
erarchy of CAs is fairly straightforward. Perhapsthe more obvious approad is
simply to combine a HIBE schemeand a PKE scheme, much as CBE combines
IBE and PKE. However, using this approad, encryption and decryption com-
plexity, aswell asciphertext length, are all about t times that of Boneh-Fankilin,
wheret is the level of the recipient in the hierarchy. Instead, we usethe BGLS
aggregatesignature scheme. The encryption complexity of this scheme s still
proportional to t, but the decryption complexity and ciphertext length are iden-
tical to Boneh-Fanklin. SupposeBob is at level t, that his public key is s;P,
and that the CAs above him have public keyss;P for 0- j - tj 1.

Certi cation ~ of CAs: CA; certies s;+1 P as CAj.1's public key by pro-
ducing a signature of the form s; Pj+1, where Pj,1 = H(s;P; CAj+1inf 0) and
CAj+1inf oincludess;j+1 P.

Certi cation  of Bob: Similarly, Bob's parent CA producesa certi cate of the
form s;; 1P¢, where Py = Hi(st; 1P; Bobsinf 0) and B obsinf o includes s;P.
Aggregation:  Bob signshis key to produces;P2 and \aggregates" this signa-
ture witB the certi cates in his chain simply by adding them together: Sagg =
siPg + jt:l sji 1P} -

Encryption:  We assumeAlice knows Bobsinf oand CA;inf ofor0- j - tj 1.
Alice choosesrandog?] r 2 Z=¢Z and sendsC = [rP;V], whereV = M © H,(g")
andg= &PgS;stP) ., &P;;sj 1P).

Decryption:  Bob computesM = V © Hx(&(rP; Sagg)).

Remark 6. To handle revocation, we can embed time periods in the various
certi cates above. However, Alice must know the certi cation \schedules" of all
of Bob's ancestral CAs, which may make implementation ditcult in practice.

Remark 7. We note that the secondschemeis useful outside of the PKI setting.
It provides a generalway for making a keyholder's decryption ability cortingent
on that keyholder's acquisition of multiple signatures/ authorizations.

" We omit the details of our scheme, since we would largely be rehashing [9].
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6.3 Other Generalizations

It is interesting that even \exotic" pairing-based signatures can typically be
used as decryption keys. For example, Alice can make Bob's ability to decrypt
corntingent on his possessiorof a BGLS ring signature [7].

Ring Signing: The signeris given public keysfQ; = s;P;:::;Qn = snPg,

sk for somel- k- n, and messageM © It computesPy o = H1(M 9, chooses
random aiFZ Z=Z for i & k, and sends¥= h¥;:::;%i to Bob, where ¥% =

si'Puoi  gxaQi and % = aQ fori 6 k.

Ring Encryption: We assumethat Alice knows Bob's public key sg P, the

Ring Decryption:  Giventhe cipi‘tsrtext [U;Ug;:::; Uy V], Bob computesM =
V © Hy(h), whereh = &U;sg PY) ~ 1, &U;; %).

7 Summary

We described the notion of certi cate-based encryption, and demonstrated how
it streamlines PKI. The key idea is that certi cate-based encryption enables
implicit certi cation without the problemsof IBE, and that implicit certi cation
allows us to eliminate third-part y querieson certi cate status, thereby reducing
infrastructural requiremerts. We alsodescribed an incremental CBE scdhemethat
reducesthe CA's computation and bandwidth requiremerts to exceptionally low
levels, even though the scheme does not use hash chains or trees like previous
PKI proposals.
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A Proof of Lemma 1

First, we describe BasicPub™ , a public key cryptosystem that usesthe Fujisaki-
Okamoto transform to achieve chosen-ciphertext security under the BDH As-
sumption. Let k be the security parameter given to the setup algorithm, and let
| G be a BDH parameter generator.

Setup: The keyholder:

1. runs | Goninput k to generategroups G;; G, of someprime order g and an
admissiblepairing & G £ G ! Gg;

picks arbitrary generatorsP;P; 2 Gy;

picks a random secretsc 2 Z=¢Z and setsQ = scP;

choosescryptographic hashfunctions H, : G, ! f0;1g".

useshash functions Hz and H4 and semarically secureencryption stcheme
E, asspeci ed in Fujisaki-Okamoto.

arwbd

The public key is Kpuy = (G1;G2;€n; P;P1;Q; Ha Ha Ha E), and the secret
key is sc P1. The messagespaceis M = f0; 1g".

Encryption:  Toencrypt M 2 M , the encrypter:
1. Choosesrandom %42 f0; 1g".
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2. Setsr = H3(%M).
3. Setsthe ciphertext to be:

C=[rP;%OH(d");En,@3(M)] whereg = &Q;P,):

Decryption:  To decrypt [U;V; W], Bob

1. Computes %= V © H,(&(U;sc P1)).

2. ComputesM = E,i*j(%)(W).

3. Setsr = H3(¥% M) and rejects the ciphertext if U 6 rP.
4. Outputs M asthe plaintext.

Now, we shav how to construct an adversary B that usesA to gain advantage
2=g(1+ o + Op) against BasicPub™ . The gamebetweenthe challenger and the
adversary B starts with the challenger ‘rst generating a random public key by
running the key generation algorithm of BasicPub™ . The result is a public key
Kpuw = (G1;G2;€,n; P;P1;Q; Hy Ha  Hy  E) and a private key sc Py, where G
and G, have order g and Q = sc P for sc 2 Z=¢Z. The challenger givesK p,p to
B. Now, B interacts with A asfollows.

Setup: B givesA the FUllCBE params = (G1;G2;én;P;Q;H1;Hy; Hs; Hy E),
where H; is a random oracle cortrolled by B.

Hi-queries: A canmake an Hi-query at any time. There are two typesof H-
queries.A Type-1query (to compute Pg in FUllCBE) is of the form (i; ; s; P; w;)
{ where one may view i; asa time period, s;P asthe public key that A wants
certi ed, and w; as other information that may be in a certi cate (such asa
name). A Type-2 query (to compute PJ in FullCBE) is of the form (siPiw;).
The query is parsed before processing.For consistency B maintains an H ;-list
logging its Hi-query responses.This list is initially empty. B respondsto A's
H1-query asfollows:

1. If A made the same H-query previously, as indicated by the Hj-list, B
responds the sameway asit did before.
2. If it isa Type-2query:
(a) B generatesrandom by 2 Z=¢Z and sets Pjoz b Q.
(b) B addstuple (sjP;w;;hy) to the H1-list, and returns P]-O to A.
3. If it is a Type-1query:
(a) B runs a Type-2query on (s; P;w;) to recover by .
(b) B generatesa random coin; 2 f0; 1g sothat Pr[coin = 0]= * for +to be
determined later.
(c) B generatesrandom ¢; 2 Z=¢Z. If coin; = O, it setsP; = ¢ P; else, it
setsP; = G P1i bsP.
(d) B addstuple (ij;sj P;w;; ¢ ;coin;) to the Hi-list, and returns P; to A.

Note that PjO and P; are uniform in G, and independert of A's view asrequired.

Phase 1 { Certication Queries: B respondsto A's certi cation query
(ij;w; ;s P) asfollows:
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1. B runs the Hi-query responsealgorithm on (i;;w;;sjP) to recover ¢; and
coin; . If coin; = 1, B terminates. The attack on BasicPub failed.
2. Otherwise, coin; = 0. B givesA its certi cate: scP; = ¢ Q.

Phase 1 { Decryption Queries: Let (ij;sjP;w;;Cj) be a decryption query
issuedby A, whereC; = (U;j;V;;W;). B responds as follows.

1. B runs the H1-query responsealgorithm on (ij ; w; ; s; P) to recover by, ¢ and
coin;.

2. Supposecoin; = 0. Then, B computes the decryption key scP; + s Pj0 =
¢ Q+ b(sjP), and usesit to decrypt C;.

3. Suppose coin; = 1. Then, B sets C® = (g U;V;W). B relays C? to the
challenger, and relays the challenger'sresponseback to A.

Recallthat the challenger'sprivate key is sc P1. Now, notice that &(cj U; sc P1) =
&(rP;cscP1) = &rP;sc(cP1i bsjP)+ shQ) = e(rP;scP; + s Pjo), where
scPj + s P]-O is the FullCBE decryption key. Thus, the challenger provides the
correct decryption of C;.

Challenge: OnceA decidesthat Phasel is over, it requestsa challengecipher-
text on (i;; s, P;w;) for messageM or M. B responds as follows:

1. B relays My and M; to the challenger as the messagegshat it wants to be
challengedon. The challengersendsB a BasicPub™ ciphertext C = [U;V; W]
such that C is an encryption My, x 2 f0; 1g.

2. B runs the Hq-query responsealgorithm on (i,;s,P;w,) to recover ¢, and
coin,. If coin, = 0, B terminates. The attack on BasicPub" failed.

3. Otherwise, coin, = 1. B givesA its challengeciphertext: C°%= [cji tu; v w.

Notice that &(¢/ *U;scP; + 5P = &(cl *U; ¢ scP1) = &U;scP1), wherescPy
it the challenger'sdecryption key. Thus, the challengeciphertext is an encryption
of My in FUllCBE asrequired.

Phase 2 { Certi cation Queries: B respondsasin Phasel.

Phase 2 { Decryption Queries: B respondsasin Phasel, exceptit termi-
nates if the decryption query to be relayed to the challengeris equalto C.

Guess: A guessex’for x. B alsousesx? asits guess.

Claim: If algorithm B doesnot abort during the simulation, then algorithm
A's view is identical to its view in the real attack. Furthermore, if B does not
abort then Pr[M = M9, 2. The probability is over the random bits usedby A,
B and the challenger.

Pro of of Claim: All responsesto Hi-queriesare asin the real attack since
ead responseis uniformly and independertly distributed in G;. All responsesto
certi cation and decryption queriesare valid. Finally, the challenge ciphertext
COgivento A is the FUllCBE encryption of My under the the public key (and
other information) chosenby A. Therefore, by the de nition of algorithm A, it
will output x°= x with probability at least 2.

Probabilit y: It remainsto calculate the probability that B aborts during sim-
ulation. This analysisis identical to that in [6], and is therefore omitted.
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Remark 8. The above provesFullCBE secure(in the random oraclemodel, under
the BDH Assumption) against an adaptive chosenciphertext attack by a Game
1 adversary. The proof for Game 2 adversariesis similar and therefore omitted.

Remark 9. Recall that, in Section 2, we required a Game 1 adversary to reveal
its personalsecretkey in its queries.Howewer, this doesnot occur above; rather
than revealing s;, A \pro vesits knowledge" of s; through its ability to compute
Sj PJ-O. Sincethe adversary doesnot needto reveal its secretkey, the proof above
is slightly stronger than required. That is, BasicCBE conforms to Section 2's
security model, even though clients do not actually reveal their personal secret
keysto the CA, which, indeed, would defeatthe purposeof CBE.



