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Abstract.  The recertly proposeduniversally composable(UC) security
framework, for analyzing security of cryptographic protocols, provides
very strong security guarantees. In particular, a proto col proven securein
this framework is guaranteed to maintain its security even when deployed
in arbitrary multi-part y, multi-proto col, multi-execution ervironments.
Proto colsfor securelycarrying out essetially any cryptographic task in a
universally composableway exist, both in the caseof an honest majorit y
(in the plain model, i.e., without set-up assumptions) and in the caseof
no honest majority (in the common referencestring model). However, in
the plain model, little was known for the caseof no honest majority and,
in particular, for the important special caseof two-party proto cols.

We study the feasibility of universally composable two-party function
evaluation in the plain model. Our results show that very few functions
can be computed in this model so as to provide the UC security guar-
antees. Speci cally, for the caseof deterministic functions, we provide a
full characterization of the functions computable in this model. (Essen-
tially , these are the functions that depend on at most one of the parties'
inputs, and furthermore are \etcien tly invertible" in a sensede ned
within.) For the case of probabilistic functions, we show that the only
functions computable in this model are those where one of the parties
can essetially uniquely determine the joint output.

1 Intro duction

Traditionally, cryptographic protocol problemswereconsideredin a model where
the only involved parties are the actual participants in the protocol, and only a
single execution of the protocol takesplace. This model allows for relatively con-
ciseproblem statemerts, simpli es the designand analysis of protocols, and is a
natural choice for the initial study of protocols. However, this model of \stand-
alone computation” doesnot fully capture the security requiremerts from cryp-
tographic protocolsin modern computer networks. In such networks, a protocol
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execution may run concurrertly with an unknown number of other copiesof the
protocol and, even worse, with unknown, arbitrary protocols. These arbitrary
protocols may be executedby the sameparties or other parties, they may have
potentially related inputs and the scheduling of messagealelivery may be adver-
sarially coordinated. Furthermore, the local outputs of a protocol execution may
be usedby other protocolsin an unpredictable way. Theseconcerns,or \attac ks"
on a protocol are not captured by the stand-alonemodel. Indeed, over the years
de nitions of security becamemore and more sophisticated and restrictive, in
an e®ortto guarantee security in more complex, multi-execution ervironments.
(Examples include [gk88 ,ny90,b96,ddn00 ,dns98,rk99 ,gm00,ck01 ] and many
more). Howewer, in spite of the growing complexity, none of these notions guar-
antee security in arbitrary multi-execution, multi-proto col environments.

A recertly proposedalternative approac to guararnteeing security in arbi-
trary protocol environments is to use notions of security that are presened
under general protocol composition. Speci cally, a generalframework for de n-
ing security of protocols has beenproposed[c01]. In this framework (called the
universallycomposable(UC) securiy framework), protocolsare designedand ana-
lyzed as stand-alone. Yet, oncea protocol is proven secure,it is guaranteed that
the protocol remains secureeven when composedwith an unbounded number of
copiesof either the sameprotocol or other unknown protocols. (This guarantee
is provided by a generalcomposition theorem.)

UC notions of security for a giventask tend to be considerablymore stringent
than other notions of security for the sametask. Consequetly, many known
protocols(e.qg.,the generalprotocol of [gmw87], to nameone) are not UC-secure.
Thus, the feasibility of realizing cryptographic tasks requires re-investigation
within the UC framework. Let us brie°y summarizethe known results.

In the caseof a majority of honestparties, there exist UC secureprotocolsfor
computing any functionality [c01] (building on [bgw88 ,rb89 ,cf gn96]). Also,
in the honest-but-curious case(i.e., when even corrupted parties follow the pro-
tocol speci cation), UC secureprotocols exist for essetially any functionality
[clos02 ]. However, the situation is di®erert when no honestmajority exists and
the adversary is malicious (in which casethe corrupted parties can arbitrarily
deviate from the protocol speci cation). In this case,UC secureprotocols have
beendemonstrated for a number of speci ¢ (but important) functionalities such
as key exchange and secure communication, assuming authenticated channels
[c01]. Howewer, it has also beenshaown that in the plain model (i.e., assuming
authenticated channels, but without any additional set-up assumptions), there
are a number of natural two-party functionalities that cannot be securely re-
alized in the UC framework. These include coin-tossing, bit commitment, and
zero-knowvledge [c01,cfO1 ]. In cortrast, in the common referencestring model,
UC secureprotocols exist for essetially any two-party and multi-part y func-
tionality, with any number of corrupted parties [closO2 ].

A natural question that remains open is what are the tasks that can be

securelyrealized in the UC framework, with a dishonest majority, a malicious
adversary and without set-up assumptions(i.e., in the plain model). We note
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that previousresults left open the possibility that useful relaxations of the coin-
tossing, bit commitment and zero-knowvledge functionalities can be securelyre-
alized. (Indeed, our researd beganwith an attempt to construct UC protocols
for such relaxations.)

Our resul ts. We concerrate on the restricted (but still fairly general) case
of two-party function evaluation, where the parties wish to evaluate some pre-
de ned function of their local inputs. We considerboth deterministic and prob-
abilistic functions. Our results (which are mostly negative in nature) are quite

far-reaching and apply to many tasks of interest. In a nutshell, our results canbe
summarizedasfollows. Say that afunction gis exciently invertible if there exists
an inverting algorithm M that successfullyinverts g (i.e., M (g(x)) 2 gi *(g(x)))

for any samplable distribution on the input x. Then, our main results can be
informally described as follows:

1. Let f (¢ 9 be a deterministic two-party function. Then, f can be securely
evaluated in the UC framework if and only if f dependson at most one of
its two inputs (e.g., f (x;y) = g(x) for somefunction g(®) and, in addition,
g is exciently invertible.

2. Let f (¢ ¢ be a prokabilistic two-party function. Then, f can be securely
evaluated in the UC framework only if for any party, and for any input x
for that party, there exists an input y for the other party sud that f (x;y)
is \almost” deterministic (i.e., essetially all the probability massof f (x;y)
is concertrated on a single value).

Theseresults pertain to protocols where both parties obtain the same output.
Interestingly, the results hold unconditionally, in spite of the fact that they rule
out protocols that provide only computational security guarantees. We remark
that UC-security allows \early stopping”, or protocols where one of the parties
aborts after learning the output and beforethe other party learnedthe output.
Hence, our impossibility results do not (and cannot) rely on an early stopping
strategy by the adversary (as usedin previous impossibility results like [c86]).
Our results provide an alternativ e proof to previous impossibility results re-
garding UC zero-knovledgeand UC coin-tossingin the plain model [c01,cf01 ].
In fact, our results also rule out any interesting relaxation of these functionali-
ties. We stress, however, that theseresults do not rule out the realizability (in
the plain model) of interesting functionalities like key-exdange, securemessage
transmission, digital signatures,and public-key encryption (see[c01,ck02]). In-
deed, as noted above, thesefunctionalities are realizable in the plain model.

Techniques. Our impossibility results utilize in an essetial way the strong re-
quiremerts imposedby the UC framework. The UC de nition follows the stan-
dard paradigm of comparing a real protocol executionto an ideal processinvolv-
ing a trusted third party. It alsodi®ersin a very important way. The traditional
model consideredfor securecomputation includes the parties running the pro-
tocol, plus an adversary A that cortrols a set of corrupted parties. In the UC
framework, an additional adversarial entity called the environmentZ is intro-
duced. This ervironment generatesthe inputs to all parties, readsall outputs,



On the Limitations of Universally Composable Two-Party Computation 71

and in addition interacts with the adversaryin an arbitrary way throughout the
computation. A protocol securelycomputesa function f in this framework if for
any adversary A that interacts with the parties running the protocol, there ex-
ists an ideal processadversary (or \simulator”) S that interacts with the trusted
third party, such that no ervironment can tell whether it is interacting with A
and the parties running the protocol, or with S in the ideal process.

On a high level, our results are basedon the following obsenation. A certral
elemert of the UC de nition is that the real and ideal processadversariesA and
S interact with the ervironment Z in an\on-line" manner. This implies that S
must succeedin simulation while interacting with an external adversarial ertit y
that it cannot \rewind". Given the fact that here is no honest majority and
that there are no setup assumptionsthat can be utilized, it turns out that the
simulator S has no advantageover a real participant. Thus, a corrupted party
can actually run the code of the simulator.

Given the above obsenation, we demonstrate our results in two steps. First,
in Section 3, we prove a general \technical lemma," asserting that a certain
adversarial behavior (which is basedon running the code of the simulator) is
possiblein our model. We then use this lemma to prove the characterization
mertioned above, in seweral steps. Let us outline these steps. First, we concen-
trate on functions where only one of the parties hasinput, and show that these
functions are computable i® they are exciently invertible. Next, we consider
functions where both parties have inputs, and demonstrate that suc functions
are computable only if they totally ignore at least one of the two inputs. This is
done asfollows. First, we show that functions that cortain an \insecure minor,"
asde ned in [bmm99], cannot berealized.(A seriesof values®; ; ®9; ®,; ® consti-
tute an insecureminor for f if f (®;;®,) = f (®);®,) but f (®;®)) 6 f (®Y;®Y);
see Table 1 in Section 4.2.) Next, we shav that functions that contain an
\embedded-XOR" cannot be realized. (Values®;; ®?; ®,; ® form an embedded-
XOR if f (®;®,) 6 f(&;®,) 6 f(&);&)) 6 f(®;®)) 6 f(®;®,); seeTable 2
in Section4.3.) We then prove that a function that contains neither an insecure
minor nor an embedded-XOR must ignore at least one of its inputs.

Impossibility for relaxed versions of UC. The impossibility results pre-
serted in this paper actually also rule out two natural relaxations of the UC
de nition. First, consideran analogousde nition where the environment ma-
chine Z is uniform. (We remark that the UC theorem has been shown to hold
under this de nition [hms03].) In this case,somevariations of our results hold
(for example, an almost identical characterization holds in the casethat the
functions are de ned over a nite domain). Next, considera relaxed de nition of
security, where the relaxation relatesto the order of quarti ers. The actual UC
de nition requiresthat for every adversary A, there exists a simulator S suc
that no ervironment Z candistinguish real executionswith A from ideal process
executionswith S (i.e., BA9S8Z). Thus, a single simulator S must successfully
simulate for all ervironments Z. A relaxation of this would allow a di®erert
simulator for every ervironment; i.e., 8A;Z9S. (We note that the UC composi-
tion theorem is not known to hold in this case.)As above, the characterization
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remains almost the sameeven for this relaxed de nition. Due to lack of space,
we presen our results only for the standard UC de nition, however, similar
impossibility results do hold for the relaxed de nitions above; see[ckl03 ].

Rela ted work. Characterizations of the functions that are securely com-
putable were madein a number of other modelsand with respectto di®erert no-
tions of security. E.g., in the caseof honest-but-curious parties and information-
theoretic privacy, characterization of the functions that can be computed were
found for the two-party case[ck89 ,k89], and for booleanfunctions in the multi-
party case[ck89]. In [bmm99, the authors considera setting of computational
security against malicious parties where the output is given to only one of the
parties, and provide a characterization of the completefunctions. (A function is
completeif given a black-box for computing it, it is possibleto securelycompute
any other function.) Somegeneralizationswerefound in [kO0]. Similar complete-
nessresults for the information-theoretic honest-but-curious setting are given in
[kkmoOO0 ]. Interestingly, while the characterizations mentioned above are very
di®erent from ead other, there is somesimilarity in the type of structures con-
sideredin those works and in ours (e.g., the insecureminor of [bomm99 and the
embedded-OR of [kkmo0O ]).

2 Review of UC security

We preseri a very brief overview of how security is de ned in the UC framework,
restricted to our caseof two parties, non-adaptive adversaries,and authenticated
communication. For further details see[c01,ckI03 ].

As in other generalde nitions (e.g., [gl90 ,mr91,b91]), the security require-
merts of a giventask (i.e., the functionalit y expectedfrom a protocol that carries
out the task) are captured via a set of instructions for a \trusted party" that ob-
tains the inputs of the participants and provides them with the desired outputs
(in one or more iterations). Informally, a protocol securely carries out a given
task if running the protocol with a realistic adversary amourts to \emulating"
an ideal processwhere the parties hand their inputs to a trusted party with the
appropriate functionality and obtain their outputs from it, without any other
interaction. We call the algorithm run by the trusted party an idealfunctionality.

To allow proving a universal composition theorem, the notion of emulation
in this framework is considerably stronger than in previous ones. Traditionally,
the model of computation includes the parties running the protocol and an
adversary, A, that corntrols the communication channelsand potentially corrupts
parties. \Em ulating an ideal process" meansthat for any adversary A there
should exist an \ideal processadversary" (or, simulator) S that results in a
similar distribution on the outputs for the parties. Here an additional ertity,
called the environmentZ, is introduced. The ervironment generatesthe inputs
to all parties, readsall outputs, and in addition interacts with the adversaryin an
arbitrary way throughout the computation. A protocol is said to securelyrealize
a givenideal functionality F if for any \real-life" adversary A that interacts with
the protocol and the environment there exists an \ideal-pro cessadversary" S,
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such that no environment Z cantell whether it is interacting with A and parties
running the protocol, or with S and parties that interact with F in the ideal
process.In a sense,here Z sernes as an \in teractive distinguisher" between a
run of the protocol and the ideal processwith accesdo F. A bit more precisely
Let real 4.z be the ensenble describing the output of ervironment Z after
interacting with parties running protocol Y2 and with adversary A. (Without
loss of generality, we assumethat the environment outputs one bit.) Similarly,
let ideal r.s.z be the ensenble describing the output of ervironment Z after
interacting in the ideal processwith adversary S and parties that have accesgo
ideal functionality F.

De nition 1 LetF be an ideal functionality and let Yabe a two-party protocol.
We say that Y% securelyrealizesF if for any adversary A there exists an ideal-
processadversary S suchthat for any environment Z, the ensemblesdeal ¢ .s.7
and real 4.z are indistinguishable.

Non-trivial protocols and the requirement to genera te output. In
the UC framework, the ideal processdoesnot require the ideal-processadversary
to deliver messageshat are sert by the ideal functionality to the dummy parties.
Consequetly, the de nition provides no guarantee that a protocol will ever
generateoutput or \return" to the calling protocol. Indeed, in our setting where
messagedelivery is not guararteed, it is impossibleto ensurethat a protocol
\terminates" or generatesoutput. Rather, the de nition concerrates on the
security requiremerts in the casethat the protocol geneates output.

A corollary of the above fact is that a protocol that \hangs", never sendsany
messagesand never generatesoutput, securelyrealizesany ideal functionality.
Howewer, such a protocol is clearly not interesting. We thus usethe notion of a
non-trivial protocol. Such a protocol hasthe property that if the real-life adversary
delivers all messagesand does not corrupt any parties, then the ideal-process
adversary also delivers all messagegand doesnot corrupt any parties). In the
rest of this work we concerirate on non-trivial protocols.

3 The Main Theorem { Deterministic Functions

In this section, we prove a theorem that sernesasthe basisfor our impossibility
results. To motivate the theorem, recall the way an ideal-model simulator typ-
ically works. Such a simulator interacts with an ideal functionality by sending
it an input (in the name of the corrupted party) and receiving back an output.
Sincethe simulated view of the corrupted party is required to be indistinguish-
able from its view in a real execution, it must hold that the input sent by the
simulator to the ideal functionality correspondsto the input that the corrupted
party (implicitly) uses.Furthermore, the corrupted party's output from the pro-
tocol simulation must correspond to the output received by the simulator from
the ideal functionality. That is, such a simulator can\extr act”" the input usedby
the corrupted party, and can causethe corrupted party to output a value that
correspondsto the output received by the simulator from the ideal functionalit y.
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The following theorem shaws that, essetially, a malicious P, can do \what-
ever" the simulator can do. That is, considerthe simulator that exists when Py
is corrupted. This simulator can extract P;'s input and can causeits output to
be consistert with the output from the ideal functionality. Therefore, P, (when
interacting with an honest P;) can also extract P;'s input and causeits output
to be consistert with an ideally generatedoutput. Indeed, P, succeedsn doing
this by internally running the ideal-processsimulator for P;. In other models of
securecomputation, this cannot be done becausea simulator typically hassome
additional \p ower" that a malicious party doesnot. (This power is usually the
ability to rewind a party or to hold its description or code.) Thus, we actually
show that in the plain model and without an honest majority, the simulator
for the UC setting has no power beyond what a real (adversarial) party can do
in a real execution. This enablesP, to run the simulator as required. We now
describe the above-menioned strategy of Ps.

Stra tegy description for P,: The malicious P, internally runs two separate
machines (or ertities): P and PJ. Entity P$ interacts with (the honest) P; and
runs the simulator that is guaranteed to exist for Py, as described above. In
cortrast, ertity P» emulates the ideal functionality for the simulator asrun by
P2. Loosely speaking, when P4 obtains P;'s input, it handsit to P2, who then
computesthe function output and handsit badk to P. Entity P£ then cortinues
with the emulation, and causesP; to output the value that P3 received from P).
We now formally de ne this strategy of P,. We begin by de ning the structure
of this adversarial attack, which we call a \split adversarial strategy"”, and then
proceedto de ne what it meansfor suc a strategy to be \successful".

De nition 2 (split adversarial strategy): Letf : X £ X | {0;1g° be a function
and let | ; be a protocol. Let X, u X be a polynomial-size subsetof inputs (i.e.,
iX2j = poly(k), where k is the security parameter), and let x, 2 X,. Then,
a corrupted party P, is said to run a split adversaial strategy if it proceeds as
follows. P, internally runs P2 and PJY. Next:

1. Upon input (X32;x2), party P, internally gives the machine P$ the input
pair (X2;X2). (P£ does not receive the input value. This fact will become
important later.)

2. An execution between (an hones) P; running | ¢ and P, works as follows:
(a) P2 interacts with P; according to somespeci ed strategy (to be "xed).
(b) At somestageof the execution PZ handsPY a value x9.

() When P receivesx§ from P2, it computesy = f (x$;x9) for somex$ 2
X, of its choice.3
(d) PP handsP# the valuey, and P2 continues interacting with P;.

Informally speaking, a split adversarial strategy is said to be suaessful if the
value x§ procured by P# is essetially (the honest) P;'s input. Furthermore, P2

3 The choice of x3 can depend on the values of both x¢ and x, and can be chosenby
any excient strategy. The fact that x3 must come from the polynomial-size subset
of inputs X is neededlater.
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should succeedn causingP; to output the valuey that it received from P$. As
mertioned, P4 doesthis by internally running the simulator that is guaranteedto
exist for a corrupted P;. This meansthat step 2b above correspondsto the ability
of the simulator (as run by P%) to extract P;'s input, and step 2d corresponds
to the simulator's ability to causethe output of P; to be consistert with the
ideally computed output. Formally,

De nition 3 Let Z be an environment who hands an input x; 2 X to Py
and a pair (X2;X2) to Py, wher X, g X, jX2j = poly(k), and x, 2y Xos.
Furthermore, Z continually activates P; and P, in suession. Then, a split
adversarial strategy for P, is said to be successfulf in a real execution with the
alove Z and an honestPy, the following holds:

1. The value x9 output by P§ in step 2b of De nition 2 is suchthat for every
X2 2 X, f(x3;x2) = f(X1;X2).
2. Py outputsy, wheryy is the valuethat P2 givesP in step2d of De nition 2.

Loosely speaking, the theorem below states that a successfulsplit adversarial
strategy exists for any protocol that securelyrealizesa two-party function. In
Section4, we will show that the existenceof successfubkplit adversarial strategies
rules out the possibility of securelyrealizing large classesof functions. We are
now ready to state the theorem:

Theorem 4 Letf be a two-party function, and let F¢ be the two-party ideal
functionality that receives x; and x, from P; and P,, respectively, and hands
both parties f (x1;X2). If F¢ can be securely realized by a non-trivial protocol 4
| 1, then there exists a machine P$ suchthat, exaept with negligible protability,
the split adversarial strategy for P, = (P3; PY) is suaessful.

Pro of: The intuition behind the proof is as follows. If F¢ can be securely
realized by a protocol | ¢, then this implies that for any real-life adversary A
(and ervironment Z), there exists an ideal-processadversary (or \simulator") S.
As we have mertioned, this simulator interacts with the ideal processand must
hand it the input that is (implicitly) usedby the corrupted party. That is, S
must be able to extract a corrupted party's input. Now, considerthe casethat A
cortrols party P; and so S must extract P;'s input. The key point in the proof
is that S must essetially accomplishthis extraction without any rewinding and
without accessto anything beyond the protocol messagesThis is due to the
following obsenations. First, S interacts with the ervironment Z in the same
way that parties interact with ead other in a real execution. That is, Z is a
party that sits externally to S (or, otherwise stated, S hasonly black-box access
to Z) and S is not able to rewind Z. Now, sinceZ and A can actively cooperate
in attacking the protocol, Z can generateall the adversarial messageswith A

4 Recall that a non-trivial proto col is such that if the real model adversary corrupts no
party and delivers all messagesthen so does the ideal model adversary. This rules
out the trivial protocol that doesnot generate output. SeeSection 2 for details.



76 Ran Canetti, Eyal Kushilevitz, and Yehuda Lindell

just forwarding them to their intended recipients. This implies that S actually
hasto extract the input from Z. However, as mertioned, S interacts with Z in
the sameway that real parties interact in a protocol execution. Giventhat S can
extract in such circumstances,it follows that a malicious P, interacting in a real
protocol execution with an honest Py, can also extract P;'s input (by using S).
Thus, P§'s strategy is to run the code of the simulator S (and the role of PJ is to
emulate S's interface with F¢). The above explains the ability of P to extract
P1's input. The fact that P§ causesthe honestP; to output y = f (x$;x9) also
follows from the properties of S. We now formally provethe above, by formalizing
a split adversarial strategy, and proving that it is successful.

First, we formulate the simulator S mentioned above. Assumethat F; can
be securelyrealized by a protocol | ;. Then, for every adversary A there exists
a simulator S sud that no environment Z can distinguish betweenan execution
of the ideal processwith S and F; and an execution of the real protocol | ; with
A. We now de ne a speci ¢ adversary A and ervironment Z. The adversary A
controls party P; and is a dummy adversary who acts as a bridge that passes
messagedetweenZ and P,. Now, let X, be somepolynomial-size set of inputs
(chosenby Z), and let (x1;x2) be P; and Py's respective inputs as decided by
Z, wherex,; 2y X,. Then, Z writes (X2;X2) on P,'s input tape and plays the
role of honestP; oninput x; by itself. That is, Z runs P;'s protocol instructions
in |  oninput x; and the incoming messageghat it receivesfrom A (which
are in turn received from P,). The messageghat Z passesto A are exactly
the messagess computed by an honest P; accordingto | . At the conclusion
of the executionof | ¢, the environment Z obtains someoutput, as de ned by
the protocol speci cation for P; that Z runs internally; we call this Z's local
P1-output. Z then readsP,'s output tape and outputs 1 if and only if Z's local
P:i-output and P,'s output both equal f (X1;X2). Obserwe that in the real-life
model Z outputs 1 with probability negligibly closeto 1. This is becausesuch
an execution of | ¢, with the above Z and A, looks exactly like an execution
betweentwo honestparties P; and P, upon inputs x; and x», respectively. Now,
since;| ¢ isanon-trivial protocol,in anideal executionwith no corrupted parties,
both parties output f (X1;X2). Therefore, the sameresult must alsohold in areal
execution (except with negligible probabilit y).

We now describe the strategy for PZ. By the assumptionthat | ¢ securely
realizes F;, there exists an ideal processsimulator S for the specic A (and
Z) described above, where P; is corrupted. P2 invokes this simulator S and
emulates an ideal processexecution of S with the above A and Z. That is, every
messagethat P£ receives from P; it forwardsto S asif S received it from Z.
Likewise,every messagehat S sendsto Z in the emulation, P£ forwards to Py
in the real execution. When S outputs a value x‘i’ that it intends to sendto F;,
entity P2 handsit to P. Then, when P$ receives a value y badk from P2, it
passesthis to S, asif S receivesit from F;, and continueswith the emulation.
(Recall that this value y is computed by P2 and equalsf (x?;x9).)

We now prove that, exceptwith negligible probability, the above P$ is such
that P, = (P3;PJ) is a successfulsplit adversarial strategy. That is, we prove
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that items (1) and (2) from De nition 3 hold with respect to this P,. We begin
by proving that, exceptwith negligible probability, the value x output by P
is such that for every x, 2 Xj, f(x?;xz) = f (x1;Xp). First, we claim that S's
view in the ideal processwith the above A and Z is identical to its view in the
emulation with P, = (P2;P). (Actually, for now it sutcesto show that this
holds until the point that S outputs x$.) To seethis, notice that in the ideal
processwith A and Z, the simulator S holds the code of A. Howewer, all A
does is forwarding messagedetweenZ and P,. Thus, the only \information"
received by S is through the messageshat it receivesfrom Z. Now, recall that in
this ideal process,Z plays the honestP; strategy upon input Xx;. Therefore, the
messageghat S receivesfrom Z are distributed exactly like the messageghat
S receivesfrom the honestP; in the emulation with P, = (P£;Pp). Sincethis is
the only information received by S until the point that S outputs x?, we have
that its views in both casesare identical. It remainsto show that in the ideal
processwith A and Z, simulator S must obtain and sendF; an input x$ sud
that for every x, 2 X, f (x9;x2) = f (x1;X2), exceptwith negligible probability.
(Item (1) follows from this becauseif S obtains such an x? in the ideal process,
then it also obtains it in the emulation with P, = (P£;PP) where its view is
identical.) This can be seenasfollows. Assume,by cortradiction, that with non-
negligible probability x§ is suc that for somex, 2 X, f (x2;%2) 6 f(x1;%2).
Now, if in an ideal execution, P,'s input equalsx, and S sendsx!? to Fs, then
P, outputs f (x$;x2) 6 f(x1;X2). By the specication of Z, when this occurs
Z outputs 0. Now, recall that X, is of polynomial size and that P,'s input is
uniformly chosenfrom X,. Furthermore, the probability that S sendsx§ sud
that f(x?;xz) 6 f (X1;%2) is independert of the choice of x, for P,. Therefore,
the overall probability that Z outputs 0 in the ideal processis non-negligible.
Howewer, we have already argued above that in a real protocol execution, Z
outputs 1 with overwhelming probability. Thus, Z distinguishes the real and
ideal executions, corntradicting the security of the protocol. We conclude that
exceptwith negligible probability, item (1) of De nition 3 holds.

We proceedto proveitem (2) of De nition 3. Assume,by cortradiction, that
in the emulation with P, = (P£; P2), party P; outputs y°6 y with non-negligible
probability (recall that y = f (x$;x9)). First, consider the following thought
experimert: Modify P$ so that instead of choosing x$ as some function of x§
and x», it choosesx$ 2y X, instead; denote this modi'ed party PY. It follows
that with probability 15X ,j, the value chosenby the modi'ed PY equals the
value chosenby the unmodied PJ. Therefore, the probability that P; outputs
y°6 y in an emulation with the modi'ed P, = (P3; PP) equals15X,j times the
(non-negligible) probability that this occurred with the unmodied PJ. SinceX»
is of polynomial size, we conclude that P; outputs y° 6 y with non-negligible
probability in an emulation with the modied P, = (P3;PP). Next, we claim
that the view of S in the ideal processwith Z and F+ is identical to its view in
the emulation by P> = (P£;PY). The fact that this holds until S outputs x? was
shown above in the proof of item (1). The fact that it holds from that point on
follows from the obsenation that in the emulation by P, = (P&; PP), simulator
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S receies f (x9;x3) where x§ 2r X,. Howevwer, this is exactly the sameas it
receivesin an ideal execution (where Z choosesx, 2y X, and givesit to the
honest P,). It follows that the distribution of messageseceived by P; in areal
executionwith P, = (P#; PP) is exactly the sameasthe distribution of messages
receivedby Z from S in the ideal process.Thus, Z's local P;-output is identically
distributed to P;'s output in the emulation with P, = (P#;PP). Sincein this
emulation P; outputs y° 6 y with non-negligible probability, we have that Z's
local P;1-output in the ideal processis also not equal to y with non-negligible
probability. By the speci cation of Z, it follows that Z outputs 0 in the ideal
processwith non-negligible probability. This is a corntradiction becausein a real
executionZ outputs 0 with at most negligible probability. Thus, Z distinguishes
the real and ideal processesThis completesthe proof. i

4 A Characterization for Deterministic Functionalities

This sectionprovidesa characterization of two-party deterministic functions with

a singleoutput that canbe securelycomputedin the UC framework without any
set-up assumptions.More speci cally, letf : X £ X | f0;1g° be a deterministic
function. Say that f is realizableif there exists a protocol that securelyrealizes
the ideal functionality F¢ that obtains a value x; 2 X from P, a value x, 2 X

from P, and handsf (x1;x2) to both P; and P,. We provide a characterization
of the realizable functions f .

This sectionis organizedasfollows: We rst presert a characterization for the
caseof functions that depend on only one of the two inputs. Next, we presen
two di®erent impossibility results for functions that depend on both inputs.
Finally, we combine all results to obtain the desired characterization. All the
impossibility results here are obtained by applying Theorem 4 to the speci ¢
setting.

It is stressedthat the functionalities that we considerprovide outputs to both
parties, and that our results do not rely in any way on the fact that a corrupted
party canalways abort the computation after it haslearnedthe joint output, and
before the other party does. Indeed, the UC framework explicitly permits suc
behavior, by stating that even in the ideal process,parties are not guaranteed
to obtain output (if the ideal-model adversary choosesto do so).

4.1 Functions of one input

This sectionconsidersfunctions that depend on only oneparty's input. We show
that afunction of this type canbe securelycomputedin a universally composable
way if and only if it is exciently invertible. Formally,

De nition 5 A function f : X ! f0;1g" is exciently invertible if there exists
a prokabilistic polynomial-time inverting machine M such that for every (non-
uniform) polynomial-time samplabledistribution X over X ,

Proa e IM@<T ) 2102 ()] > 1i (k)

for somenegligible function * (4.
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Discussion. A few remarks regarding De nition 5: First, note that every func-
tion f ona nite domain X is exciently invertible. Second,note that a function
that is not exciently invertible is not necessarilyeven weakly one-way. This is
becausethe de nition of invertibilit y requires the existenceof an inverter that
works for all distributions, rather than only for the uniform distribution (asin
the caseof oneway functions). In fact, a function that is not exciently invertible
can be constructed from any NP-languagel that is not in BPP, asfollows. Let
R. be the NP-relation for L, i.e.,, x 2 L i® 9w s.t. R (x; w) = 1. Then, de ne
frix;w) = (X; RL(x;w)). It is easyto seethat f_ is not exciently invertible
unlessL 2 BPP (this holds only when the distributions X are allowed to be
non-uniform).

Finally, note that a function f| asde ned above correspndsin fact to the
ideal zero-knowledge functionality for the languagelL. That is, the ideal func-
tionality F¢, asde ned above is exactly the ideal zero-knowvledge functionality
FZRkL for relation R, asde ned in [c01,clos02 ]. Consequetly, the character-
ization theorem below (Theorem 6) provides, as a special case,an alternative
proof that FZRKL cannot be realized unlessL 2 BPP [c01].

We now show that a function f that dependson only one party's input is
realizable if and only if it is exciently invertible.

Theorem 6 Letf : X ! f0;1g° beafunction andlet F; be a functionality that
receivesx from P; and sendsf (x) to P,. Then, F; can be securely realized in a
universally composableway by a non-trivial protocol if and only if f is exciently
invertible.

Pro of: We rst shaw that if f is exciently invertible then it can be securely
realized. This is doneby the following simple protocol: Upon input x and security
parameter k, party P; computesy = f (x) and runs the inverting machine M on
(1%;y). Then, P, sendsP, the value x° output by M. (In order to guarartee
security against an external adversary that does not corrupt any party, the
value x° will be sert encrypted, say using a shared key that is the result of a
universally composablekey exchangeprotocol run by the parties.) Simulation of
this protocol is demonstrated by constructing a simulator who receivesy = f (x),
and simulates P; sending P, the output of M (1¥;y). Details are omitted.

Let f be a function that is not exciently invertible. Then, for every non-
uniform polynomial-time machine M there exists a polynomial-time samplable
distribution X over X such that Pr .z «[M (1%:f(x)) 6 fil(f(x))] is non-
negligible. We now show the impossibility of realizing such an f. Assume, by
contradiction, that there exists a protocol | ¢ that securelyrealizesf . Consider
a real execution of | ; with an honest P; (with input x), and a corrupted P,
who runs a successfubkplit adversarial strategy. (By Theorem 4, such a successful
strategy exists.) The adversary A, who cortrols P,, is such that at the conclusion
of the execution, it hands Z the value x° obtained in step 2b of De nition 2.
Finally, de ne the ervironment Z for this scenarioto be so that it samplesa
value x from somedistribution X and handsit to P;. Then, Z outputs 1if and
only if x°2 fi1(f (x)), where x°is the value that it receivesfrom A. Obsene
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Table 1. An Insecure Minor (assuming b6 c)

that by item (1) of Denition 3, f (x% = f (x) with overwhelming probability
and soin a real execution, Z outputs 1 with overwhelming probability. (Here,
the set X, described in De nition 2 contains the empty input.)

Next, consideran ideal executionwith the sameZ and with an ideal-process
simulator S, for the above P,. Clearly, in such an ideal executionS; receivesf (x)
only (becauseall it seesis the output of the corrupted party P;,). Nevertheless,
S, succeedsn handing Z a value x° sud that f (x% = f (x); otherwise, Z would
distinguish a real executionfrom anideal one.Thus, S, canbe usedto construct
an inverting machine M for f : Giveny = f (x), M runs S, givesit y in the name
of F¢, and outputs whatever value S, handsto Z. The fact that M is a valid
inverting machine follows from the above argumert. That is, if there exists an
exciently samplabledistribution X for which M doesnot succeedin inverting
f , then when the ervironment Z choosesx accordingto X, it distinguishesthe
real and ideal executionswith non-negligible probability. This corntradicts the
fact that f is not exciently invertible, concluding the proof. i

4.2 Functions with Insecure Minors

This section presens an impossibility result for realizing two-input functions
with a special combinatorial property, namely the existenceof an insecureminar.
In fact, this property was already used to show non-realizability results in a
di®erert context of informational-theoretic security [omm99.

A function f : X £ X I f0;1g" is said to cortain an insecureminar if there
exist inputs ®;; ®); ®, and ®) sud that f (®;®,) = f (®};®,) and f (®;®Y) 6
f (®); ®); seeTable 1. (In the caseof booleanfunctions, the notion of an insecure
minor boils down to the so called \embedded-OR"; see,e.g., [kkmo00 ].) Such a
function hasthe property that when P, hasinput ®,, then party P;'s input is
\hidden" (i.e., giveny = f (x1;®,), it is impossiblefor P, to know whether P;'s
input, x1, was® or ®). Furthermore, ® and ®) are not \equivalert", in that
when P, has &9 for input, then the result of the computation with Py having
X1 = ®; di®ersfrom the result when P; has x; = &9 (becausef (®;®)) 6
f (®); ®)). We stressthat there is no requiremert that f (®;;®;) 6 f (®;®%) or
f(®);®,) 6 f (®;®D) (i.e., in Table 1, a may equalbor c, but clearly not both).
We now show that no function containing an insecure minor can be securely
computed without set-up assumptions.(In the treatment below the roles of P;
and P, may be switched.)
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Theorem 7 Letf be a two-party function containing an insecure minor, and
let F¢ be the two-party ideal functionality that receivesx; and x, from P; and
P, respectively, and hands both parties f (x1;x2). Then, F; cannot be securely
realized by a non-trivial protocol.

Pro of: We prove this theorem using Theorem 4 and item (1) of De nition 3.
As we have mertioned above, a function with an insecureminor hidesthe input
of P;. Howewer, by Theorem 4, P, can obtain P;'s input. This results in a
corntradiction.

Formally, let f be afunction and let ®1;®(1’;®2;®(2J form an insecureminor in
f . Assumeby contradiction that F; can be securelyrealized by a protocol | ;.
Then, consider a real execution of | ; with an honest P; and a corrupted P,
who runs a successfubplit adversarial strategy. (By Theorem 4, such a successful
strategy exists.) The environment Z for this execution choosesa pair of inputs
(X1;X2) where x; 2y f®;;®)g and x, 2y f®;®g.’ (l.e., in this casethe set
X, described in De nition 2 equalsf®2;®gg.) Z then gives P; and P, their
respective inputs, x; and x,. Now, since P, is successful,P# must output x¢
sudh that for every x, 2 X, f (x§;x2) = f (x1;X2). When A receivesthe value
x? (from Py), it chedks if f (x?;x2) = f (®;x5) orif f (x$;x2) = f (®;x2) (recall
that A knows x»). Note that since®9 2 X, the value x§ must match only one
of ® and ®?. A then hands Z the value ®; or ®} appropriately (i.e., according
to which input matchesx9). Finally, Z outputs 1 if and only if the value that it
receivesfrom A equalsx;. Obsene that by item (1) of De nition 3, in the above
real execution, Z outputs 1 with overwhelming probabilit y.

Next, consideran ideal execution with the above A and Z. By the assump-
tion that F; is secure,there exists an appropriate ideal processsimulator S, for
the corrupt P,. Now, S, is given the output f (Xx1;X2) and must provide Z with
the value x; with overwhelming probability. (Recall that in the real execution,
A provides Z with this value with overwhelming probability.) We conclude by
analyzing the probability that S can succeedin sud a task. First, with proba-
bility 1=2, we have that x, = ®9. In this case,f (®;x,) 6 f (&%;x>). Therefore,
S, can always succeedin obtaining the correct x;. Howewer, with probability
1=2, we have that x, = ®,. In this case,f (®;;x») = f (&;x,). Therefore, infor-
mation theoretically, S, can obtain the correct x; with probability at most 1=2.
It follows that Z outputs 0 in such an ideal execution with probability at least
1=4. Therefore, Z distinguishesthe ideal and real executionswith non-negligible
probability, in contradiction to the security of | . [l

4.3 Functions with embedded-X OR

This section presents an impossibility result for realizing two-input functions
with another combinatorial property, namely the existenceof an embedded->OR.
A function f is said to contain an embedded-)OR if there exist inputs ®;,&%,®,

5 Since Z is non-uniform, we can assumethat it is given an insecure minor of f for
auxiliary input.
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and ®) sud that the two setsAg = ff (®;®;,);f (®);®)gandA; = ff (®;®));
f (8);®)g are disjoint; seeTable 2. (In other words, the table describes an
embedded-XOR if no two elemeris in a single row or column are equal. The
name \embedded-XOR" originates from the caseof boolean functions f , where
one can pick Ag = f0g and A; = flg.) The intuitiv e idea is that none of the
parties, basedon its input (among those in the embedded-XOR sub-domain),
should be able to bias the output towards one of the sets Ag; Ay of its choice.
In our impossibility proof, we will in fact shov a strategy for, say, P, to bias
the output. We now show that no function containing an embedded-XOR can
be securelycomputed in the plain model.

Theorem 8 Letf be a two-party function containing an emtedded-XOR, and
let F¢ be the two-party ideal functionality that receivesx; and x, from P; and
P, respectively, and hands both parties f (x1;x2). Then, F; cannot be securely
realized by a non-trivial protocol.

Pro of: Again, we prove this theorem using Theorem 4. Howeer, the use here
is di®erent. That is, instead of relying on the extraction property (step 2b of
De nition 2 and item (1) of De nition 3), we rely on the fact that P, can
in°uence the output by choosingits input as a function of P1's input (step 2c),
and then causeP; to output the valuey that correspondsto theseinputs (step 2d
and item (2) of De nition 3). That is, P, is able to bias the output, something
which it should not be able to do when a function has an embedded-XOR.

Formally, let f be a function and let ®;;®%; ®,;®3 form an embedded-XOR
in f with corresponding sets Ag; A1 (as described above). Assume by cortra-
diction that F; can be securely realized by a protocol | ;. Then, consider a
real executionof | ¢ with an honestP; and a corrupted P, who runs a success-
ful split adversarial strategy. (By Theorem 4, such a successfuktrategy exists.)
The environment Z for this execution choosesa pair of inputs (X1;X2) where
x1 2r f®;®)g and x, 2y f®;®9g. (l.e., in this case,the set X, from Def-
inition 2 equalsf®;,;®3g.) Z then gives P; and P, their respective inputs, X
and x,. Now, by item (1) of De nition 3, exceptwith negligible probability, P4
must output x9 sudh that for every x, 2 X, f(x?;x2) = f (x1;%2). Given this
x9, machine P$ choosesx) so that f (x$;x9) 2 Ao. (Such an x§ exists by the
de nition of an embedded-XOR. Also, recall that any excient strategy by which
PP choosesx) is allowed, seestep 2c of De nition 2.) At the conclusion,Z out-
puts 1 if and only if the output of P; is in the set Ag. Obsene that by item
(2) of De nition 3, Z outputs 1 with overwhelming probability in the above real
execution.
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Next, consideran ideal executionwith the above A and Z . By the assumption
that F¢ is secure,there exists an appropriate ideal processsimulator S, for the
corrupted P,. In particular, the result of an ideal executionwith S must be that
P1 outputs a value in Ag with overwhelming probability. We now analyze the
probability of this event happening. First, notice that in an ideal execution, S,
must hand the corrupted P,'s input to F; before receivinganything. Thus, S, has
no information on x; when it choosesx, 2 f®,;®g. Sincex; 2y f® ;&g and
since, by the de nition of embedded-XOR, exactly one of f (x1;®,);f (x1;®)) is
in Ag (and the other isin A,), it follows that no matter what S, choosesasP-'s
input, it cannot causethe output to be in Ag with probability greaterthan 1=2.
Therefore, Z outputs 1 in an ideal executionwith probability at most negligibly
greater than 1=2, while in the real execution Z output 1 with overwhelming
probability; i.e., Z distinguishesthe real and ideal executions. This cortradicts
the security of ! ;. W

4.4 A Characterization

Letf : X £ X ! f0;1g°. Each of Theorems7 and 8 provides a necessarycondi-
tion for F¢ to be securelyrealizable (namely, f should not contain an insecure
minor or an embedded-XOR, respectively). Theorem 6 givesa characterization of
thosefunctionalities F; that are securelyrealizable,assumingthat f dependson
the input of oneparty only. In this sectionwe shaw that the combination of these
three theoremsis actually quite powerful. Indeed, we show that this provides a
full characterization of the two-party, single output deterministic functions that
are realizable (with the output known to both parties). In fact, we show that
the realizable functions are very simple.

Theorem 9 Letf : X £ X ! f0;1g” be a function and let F¢ be a functionality
that receives x; and x, from P; and P, respectively, and hands both parties
f (X1;X2). Then, F¢ can be securely realized in a universally composable way
by a non-trivial protocol if and only if f is an exciently invertible function
depending on (at most) one of the inputs (x;1 or Xz).

Pro of: First, we prove the theorem for the casethat f cortains an insecure-
minor or an embedded-XOR (with respect to either P; or P,). By Theorems7
and 8, in this caseF; cannot be securelyrealized. Indeed, suc functions f do
not solely depend on the input of a single party; that is, for ead party there is
someinput for which the output dependson the other party's input.

Next, we prove the theorem for the casethat f doesnot corntain an insecure-
minor (with respect to either P, or Py) or an embedded-XOR. We prove that in
this casef dependson the input of (at most) oneparty and hence,by Theorem6,
the preser theorem follows. Pick any x 2 X and let a = f(x;x). Let By =
fxyjf (x1;x) = ag and B, = fx,jf (X;X2) = ag. Sincef (x;x) = a then both
sets are non-empty. Next, we claim that at least one of B; and B, is empty;
otherwise, if there exist ® 2 B; and ® 2 B, then setting @ = @) = x gives
us a minor which is either an insecureminor or an embedded-XOR. To seethis,
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denoteb= f (®;x) and c = f (x; ®); by the denition of B1; B, both band c are
di®erert than a. Considerthe possiblevaluesfor d = f (®;;®;). If d= bord = c,
we get an insecureminor; if d = a or d 2 fa;b;cg, we get an embedded-XOR.
Thus, we showed that at least one of B1; B, is empty; assume,without loss of
generality, that it is B,. There are two cases:

1. B; is also empty: In this case,f is constart. This follows becausewhen
B, = B, = A wehavethat for every Xi; Xz, f (x1;X) = f (X; x2) = a. Assume,
by cortradiction, that there exists a point (x1;X2) sud that f (x1;x2) 6 a
(and sof is not constart). Then, X; X1; X; X constitutes an insecureminor,
and we are done.

2. B, is not empty: In this case,we have that for every x; 2 B, the function
is xed (i.e., f (x1; @ is a constart function). This follows from the following.
Assumeby cortradiction that there exists a point x, suc that f (x;;x) 6
f (x1;X2) (as must be the caseif f (x1;@ is not constart). We claim that
X; X1; X; X2 constitutes an insecureminor. To seethis, notice that f (x; x) =
f (x; x2) = a (becauseB, = A). However, f (x1;x) 6 f (x1;X2). By de nition,
this is an insecureminor.

We concludethat either f is a constart function, or for every x,, the function
f (x1;9 is constart. That is, f dependsonly on the input of P, asneeded. W

5 Probabilistic Functionalities

This section concertrates on prokabilistic two-party functionalities where both
parties obtain the sameoutput. We shaw that the only functionalities that can
be realized are those where one of the parties can almost completely determine
the (joint) output. This rules out the possibility of realizing any \coin-tossing
style" functionality, or any functionalit y whoseoutcomeremains\unpredictable"
even if one of the parties deviatesfrom the protocol. It is stressed,however, that
our result does not rule out the realizability of other useful probabilistic func-
tionalities, sudh asfunctionalities where,when both parties remain uncorrupted,
they can obtain a random value that is unknown to the adversary. An important
example of such a functionality, that is indeed realizable is key-exdiange.

Let f = ffyg be a family of functions where, for ead value of the security
parameter k, we have that fy : X £ X | f0;1g" is a probabilistic function.
We say that f is unpredictablefor P, if there exists a value x; 2 X sud that
for all x, 2 X and for all v 2 f0;1g” it holds that Pr(fx(x1;X2) = v) < 1j 2,
where 2 = 2(k) is a non-negligible function. (We term sud x; a safevalue)
Unpredictable functions for P; are de ned analogously A function family is
unpredictable if it is unpredictable for either P, or P,.

Theorem 10 Letf = ff,g be an unpredictable function family and let F; be
the two-party functionality that, given a security parameter k, waits to receive
x1 from P; and x, from P,, then samplesa value v from the distribution of
fk(X1;X2), and handsv to both P, and P,. Then, F; cannot be securely realized
by any non-trivial protocol.
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The proof can be found in the full version of this paper [ckl03 ], and follows
from a theorem for the probabilistic casethat is analogousto Theorem 4.
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