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Abstract.  Authenticated Dite-Hellman key exchange allows two prin-
cipals communicating over a public network, and ead holding pub-
lic/priv ate keys, to agree on a shared secret value. In this paper we
study the natural extension of this cryptographic problem to a group
of principals. We begin from existing formal security models and re ne
them to incorporate major missing details (e.g., strong-corruption and
concurrent sessions).Within this model we de ne the execution of a pro-
tocol for authenticated dynamic group Dite-Hellman and show that it
is provably secureunder the decisional Dize-Hellman assumption. Our
security result holds in the standard model and thus provides better se-
curity guaranteesthan previously published results in the random oracle
model.

1 Intro duction

Authenticated Dite-Hellman key exchangeallows two principals A and B com-
municating over a public network and ead holding a pair of matching pub-
lic/priv ate keys to agreeon a shared secret value. Protocols designedto deal
with this problem ensureA (B resp.) that no other principals asidefrom B (A
resp.) can learn any information about this value; the so-called authenticated
key exchange with \implicit" authentication (AKE). These protocols addition-
ally often ensureA and B that their respective partner has actually computed
the shared secretvalue (i.e. authenticated key exchange with explicit key con-
“rmation). A natural extensionto this protocol problem would be to considera
scenariowherein a pool of principals agreeon a sharedsecretvalue. We refer to
this extension as authenticated group Dixe-Hellman key exchange.

Consider scierti ¢ collaborations and conferencingapplications [5,11], such
asdata sharing or electronic notebooks. Applications of this type usually involve
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usersaggregatedinto small groups and often utilize multiple groups running in
parallel. The usersshareresponsibility for parts of tasks and needto coordinate
their e®ortsin an ervironment prone to attacks. To reac this aim, the prin-
cipals needto agreeon a secretvalue to implement securemulticast channels.
Key exchange schemessuited for this kind of application clearly needsto allow
concurrert executionsbetween parties.

We study the problem of authenticated group Dite-Hellman key exchange
when the group membership is dynamic { principals join and leave the group
at any time { and the adversary may generate cascadingchangesin the mem-
bership for subsetsof principals of his choice. After the initialization phase,and
throughout the lifetime of the multicast group, the principals needto be able
to engagein a corversation after eah changein the membership at the end of
which the sessionkey is updated to be sk® The secretvalue sk® should be only
known to the principals in the multicast group during the period when skCis the
sessionkey.

(2-party) Dite-Hellman key exdciange protocols also usually achieve the
property of forward-secrecy[15,16] which ertails that corruption of a principal's
long-term key does not threaten the security of previously established session
keys. Assuming the ability to erase a secret, some of these protocols achieve
forward-secrecyeven if the corruption alsoreleaseghe principal's internal state
(i.e. strong-corruption [24]). In practice secret erasureis, for example, imple-
mented by hardware deviceswhich usephysical security and tamper detection to
not reveal any information [12,22,21,28]. Protocolsfor group Dite-Hellman key
exchangeneedto achieve forward-secrecyeven when facing strong-corruption.

Contributions.  This paper is the third tier in the formal treatment of the
group Dite-Hellman key exchangeusing public/priv ate key pairs. The rst tier
was provided for a scenariowherein the group membership is static [7] and the
second,by extension of the latter for a scenariowherein the group membership
is dynamic [8]. We start from the latter formal model and re ne it to add impor-
tant attributes. In the present paper, we model instancesof players via oracles
available to the adversary through queries. The queriesare available to use at
any time to allow model attacks involving multiple instancesof playersactivated
concurrertly and simultaneously by the adversary. In order to model two modes
of corruption, we considerthe presenceof two cryptographic deviceswhich are
made available to the adversary through queries. Hardware devicesare useful
to overcome software limitations however there has thus far been little formal
security analysis[12,23].

The types of crypto-devices and our notion of forward-secrecyleads us to
modi cations of existing protocolsto obtain a protocol, we refer to it asAKE1",
secureagainst strong corruptions. Due to the very limited computational power
of asmart card chip, smart card is usedasan authentication tokenwhile a secure
coprocessoris used to carry out the key exchange operations. We shaw that
within our model the protocol AKE1" is secureassumingthe decisional Dite-
Hellman problem and the existence of a pseudo-randomfunction family. Our



security theorem does not needa random oracle assumption [4] and thus holds
in the standard model. A proof in the standard model provides better security
guarantees than one in an idealized model of computation [8,7]. Furthermore
we exhibit a security reduction with a much tighter bound than [8], namely we
suppressthe exponertial factor in the size of the group. Therefore the security
result is meaningful evenfor large groups. However the protocolsare not practical
for groups larger than 100 menbers.

The remainder of this paper is organized as follows. We rst review the
related work and then introduce the building blocks which we use throughout
the paper. In Section 3, we presert our formal model and specify through an
abstract interface the standard functionalities a protocol for authenticated group
Dite-Hellman key exchange needsto implement. In Section 4, we describe the
protocol AKEL" by splitting it down into functions. This helpsus to implemert
the abstract interface. Finally, in Section’5 we shaw that the protocol AKE1" is
provably securein the standard model.

Related Work. Sewral papers [1,10,19,14,27] have extended the 2-party
Dize-Hellman key exdchange [13] to the multi-part y setting howewver a formal
analysis has only been proposedrecertly. In [8,7], we de ned a formal model
for the authenticated (dynamic) group Dite-Hellman key exchangeand proved
secureprotocols within this model. We usein both papers an ideal hash func-
tion [4], without dealing with dynamic group changesin [7], or concurrert exe-
cutions of the protocol in [8].

However security can sometimesbe compromisedeven when using a proven
secureprotocol: the protocol is incorrectly implemented or the model is insuf-
“cient. Cryptographic protocols assume,and do not usually explicitly state,
that secretsare de nitively and reliably eraseal (only the most recert secrets
are kept) [12,18]. Only recenly formal models have beenre ned to incorpo-
rate the cryptographic action of erasing a secret, and thus protocols achieving
forward-secrecyin the strong-corruption sensehave beenproposed[3, 24].

Protocols for group Dite-Hellman key exchange [7] achieve the property
of forward-secrecyin the strong-corruption senseassumingthat \ephemeral"
private keys are erasedupon completion of a protocol run. Howewver protocols
for dynamic group Dite-Hellman key exchange[8] do not, sincethey reusethe
\ephemeral" keysto update the sessiorkey. Fortunately, these\ephemeral" keys
can be embeddedin somehardware cryptographic deviceswhich are at least as
good as erasinga secret[22,21,28].

2 Basic Building Blo cks

We “rst introduce the pseudo-randomfunction family and the intractabilit y
assumptions.



Message Authen tication Code. A MessageAuthentication Code MAC=
(MA C.Sgn ,MA C.Vf ) consistsof the following two algorithms (where the key
spaceis uniformly distributed) [2]:

{ The authentication algorithm MA C.Sgn which, on a messagem and a key
K asinput, outputs a tag . We write * A MA C.Sgn(K;m). The pair
(m; 1) is called an authenticated message.

{ The veri cation algorithm MA C.Vf which, on an authenticated message
(m;1) and a key K as input, chedks whether ! is a valid tag on m with
respect to K . We write True=False A MA C.Vf (K;m;?).

A (t; g;L; 2)-MAC-forger is a probabilistic Turing machine F running in time
t that requestsa MA C.Sgn-oracle up to g messagesad of length at most
L, and outputs an authenticated message(m®1 9, without having queried the
MA C.Sgn -oracle on messagem® with probability at least 2. We denote this
succesprobability as Sucgma(t; g; L), where CMA standsfor (adaptive) Chosen-
MessageAttack. The MAC scheme is (t; g;L; 2)-CMA-secure if there is no
(t; q; L; 2)-MAC-forger.

Group Decisional Dite-Hellman  Assumption (G-DDH). Let G =< g >

be the set of all subsetsof |, and i be a subsetof P(l,) such that 1, 2 .
We de ne the Group Dite-Hel Iman distribution relativeto j as:
Yn o . Ya
G-DH = Jig 2% jXiiiiiixn 2R Zg

Givenj , a(T;?)-G-DDH, -distinguisher for G is a probabilistic Turing machine
¢ running in time T that given an elemert X from either G-DH‘?, where the
tuple of G-DH, is appendeda random elemert ¢', or G—DHi? , Wherethe tuple is
appendedg*:+*n | outputs 0 or 1 suc that:

- £ ) a £ ] -
Pr ¢(X)=1jX ZG-DH? i Pr ¢(X)=1jX 2GDH , =

We denote this di®erenceof probabilities by Adv(g;ddh' (¢). The G-DDH, prob-

lem is (T;2)-intractable if there is no (T;?2)-G-DDH; -distinguisher for G.
If i = P(I)nfl,g, wesay that G-DH, isthe Full Generalized Dixe-Hel Iman
distribution [6,20,26]. Note that if n = 2, we get the classicalDDH problem, for

which we usethe straightforward notation Advgdh(d).

Lemma 1. The DDH assumptionimplies the G-DDH assumption.

Proof. Steiner, Tsudik and Waidner proved it in [26]. t



Multi Decisional Dite-Hellman  Assumption (M-DDH). We introduce
a new decisional assumption, based on the Dite-Hellman assumption. Let us
de ne the Multi Dite-Hel Iman M-DH and the Random Multi Dite-Hel Iman
M-DH? distributions of sizen as:
C . ¢
M-DH, = fg"gi i. n;fg™ 01 iq - n¢jX1;ZZZ;Xn 2R Zq4

a

M-DH® = “fg€ig. ;. 0T 01 ja . iXisTjk 2R Zg;8i3 1 j<k- n

A (T;2)-M-DDH,, -distinguisher for G is a probabilistic Turing machine ¢ running
in time T that given an element X of either M-DH,, or M-DHﬁ outputs Oor 1
such that: —

Pr{¢ (X) = 1jX 2 M-DHa]i Pr[¢ (X) = 1jX 2 M-DHS™, 2

We denote this di®erenceof probabilities by Adv(r3nddh (¢). The M-DDH,, prob-
lemis (T;2)-intractable if there is no (T;2)-M-DDH,-distinguisher for G.

Lemma 2. For any group G and any integer n, the M-DDH,, problem can be
reduced to the DDH problemand we have:Adv[;nOIOIh (T) - nzAdvgdh(T).

3 Mo del

In this section, we model instances of players via oracles available to the ad-
versary through queries. Theseoracle queriesprovide the adversary a capability
to initialize a multicast group via Setupqueries, add players to the multicast
group via Join-queries, and remove players from the multicast group via Re-
movequeries.By making thesequeriesavailable to the adversary at any time we
provide him an ability to generateconcurrert membership changes.We alsotake
into accourt hardware devicesand model their interaction with the adversary
via queries.

Players. We x anonempty setU of N playersthat can participate in a group
Dite-Hellman key exchange protocol P. A player U; 2 U can have many in-
stanaescalled oraclesinvolved in distinct concurrert executionsof P. We denote
instancet of player U; as| { with t 2 N. Also, whenwe meana not xed member
of U we useU without any index and denotean instanceof U as} |, with t 2 N.

For eadh concurrert execution of P, we considera nonempty subset!l of U
called the multicast group. And in |, the group controller GQ(1) initiates the
addition of players to the multicast group or the removal of players from the
multicast group. The group cortroller is trusted to do only this.

In a multicast group | of size n, we denote by |, for i = 1;:::;n, the
index of the player related to the i-th instance involved in this group. This
i-th instance is furthermore denoted by | (I ;i). Therefore, for any index i 2

Each player U holds a long-lived key LL y which is a pair of matching pub-
lic/priv ate keys.LL  is speci ¢ to U not to one of its instances.



Abstract Interface. We de ne the basic structure of a group Dite-Hellman
protocol. A group Dite-Hellman stheme GDH consistsof four algorithms:

{ The keygeneation algorithm GDH.KeyGen (1) is a probabilistic algorithm
which on input of a security parameter 1 , provides ead player in U with a
long-livedkey LL . The structure of LL y dependson the particular scheme.

The three other algorithms are interactive multi-part y protocolsbetweenplayers
in U, which provide ead principal in the new multicast group with a new session
key SK.

{ The setupalgorithm GDH.Setup (J ), oninput of a setof instancesof players
J , createsa new multicast group | , and setsit to J .

{ The removealgorithm GDH.Remo ve(l ;J ) createsa new multicast group
| and setsit to I nJ .

{ The join algorithm GDH.Join (I ;J ) createsa new multicast group | , and
setsittol [ J.

An execution of P consistsof running the GDH.KeyGen algorithm once, and
then many concurrert executionsof the three other algorithms. We will alsouse
the term operation to meanone of the algorithms: GDH.Setup , GDH.Remo ve
or GDH.Join .

Securit y Mo del. The security de nitions for P take place in the following
game. In this game Game 2®(A; P), the adversary A plays against the players
in order to defeat the security of P. The gameis initialized by providing coin
tossesto GDH.KeyGen (9, A, any oracle} {,; and GDH.KeyGen (1) isrun to
setup players'LL -key. A bit bis aswell °ipp edto be later usedin the Testquery
(seebelow). The adversary A is then given accessto the oraclesand interacts
with them via the queriesdescribed below. We now explain the capabilities that
ead kind of query captures:

Instance Oracle Queries. We de ne the oraclequeriesasthe interactions between
A and the oraclesonly. These queries model the attacks an adversary could
mount through the network.

{ Send} ;;m): This query models A sendingmessagego instance oracles.A
gets badk from his query the responsewhich | {; would have generatedin
processingmessagem accordingto P.

{ SetuJ ); Removél ;J );Join(l ;J ): These queries model adversary A ini-
tiating one of the operations GDH.Setup , GDH.Remo ve or GDH.Join .
Adversary A getsback the °ow initiating the execution of the corresponding
operation.

{ Reveal] \)): This query models the attacks resulting in the loss of session
key computed by oracle} [; it is only available to A if oracle} ; hascom-
puted its sessionkey SK;, L. A gets bak SK, v which is otherwise hidden.
When considering the strong a@rruption model (see Section 5), this query
alsorevealsthe °ows that have beenexcangedbetweenthe oracle and the
Ssecurecoprocessor.



{ Test} }): This query modelsthe semartic security of the sessiorkey SKy v
It is asked only oncein the game,and is only available if oracle} |, is Fresh
(seebelow). If b= 0, arandom "-bit string is returned; if b= 1, the session
key is returned. We usethis query to de ne A's advantage.

Secure Coprocessor Queries. The adversary A interacts with the securecopro-
cessorsby making the following two queries.

{ Send(} {;;m): This query modelsA directly sendingand receiving messages
to the securecoprocessor.A gets badk from his query the response which
the securecoprocessorwould have generatedin processingmessagem. The
adversary could directly interact with the securecoprocessorin a variety of
ways: for instance, the adversary may have broken into a computer without
being detected (e.g., bogus softwares, tro jan horsesand viruses).

{ Carupt.(} {)): This query models A having accesgo the private memory of
the device. A gets bad the internal data stored on the securecoprocessor.
This query canbe seenasan attack wherein A getsphysical accesgo a secure
coprocessorand bypassesthe tamper detection mechanism [29]. This query
is only available to the adversary when considering the strong-crruption
model (see Section 5). The Carupt.-query also reveals the °ows the secure
coprocessorand the smart card have exchanged.

Smart Card Queries. The adversary A interacts with the smart cardsby making
the two following queries.

{ Send(U;m): This query models A sendingmessagedo the smart card and
receiving messagegrom the smart card.

{ Caruptg(U): This query models the attacks in which the adversary gets
accessto the smart card and gets back the player's LL -key. This query
models attacks like di®erertial power analysisor other attacks by which the
adversary bypasseshe tamper detection mechanismsof the smart card [29].

When A terminates, it outputs a bit b°. We say that A wins the AKE game(see
in Section5) if b= kP. SinceA can trivially win with probability 1/2, we de ne
A's advantage by AdVA®(A) = 2£ Prib= B 1.

4 An Authen ticated Group Dite-Hellman Scheme

In this section, we describe the protocol AKEL" by splitting it into functions
that help usto implemernt the GDH abstract interface. These functions specify
how certain cryptographic transformations have to be performed and abstract
out the details of the devices (software or hardware) that will carry out the
transformations. In the following we identify the multicast group to the set of
indices of players (instancesof players) in it. We usea security parameter ™ and,
to make the description easierseea player U; not involvedin the multicast group
asif his private exponert x; were equalto 1.



4.1 Overview

The protocol AKE1" consistsof the SetupT , Removel and Join1" algorithms.
As illustrated in Figures 1, 2 and 3, in AKE1" the playersare arrangedin a ring
and the instance with the highest-index in the multicast group | is the group
cortroller GQ(1'): GQI') = | (I;n) = | [ for somet. This is also a protocol
wherein ead instance saves the set of valuesit receiwesin the down-°ow of
SetupT , Removel and Join1'!.

The session-ky space SK assaiated with the protocol AKE1" is f0;1g
equipped with a uniform distribution. The arithmetic isin agroup G =< g> of
prime order g in which the DDH assumptionholds. The key generationalgorithm
GDH.KeyGen (1) outputs ElGamal-like LL-keysLL ; = (si;g%).

4.2 Authen tication Functions
The authentication medhanism supports the following functions:

{ Auth _Key _Derive (i;j). This function derivesa secretvalue K;; between
Ui and U;. In our protocol, Kj; = F1(g%® ), wherethe map F; is speci ed
in Section4.4. (Kj; is never exposed.)

{ Auth _Sig(i; j; m). This function invokes MA C.Sgn (K ;m) to obtain tag
1 which is returned.

{ Auth _Ver (i; j; m;*). This function invokesMA C.Vf (Kj ;m;?) to ched if
(m; 1) is correct w.r.t. key K . The boolean answer is returned.

The two latter functions should of course be called after initializing Kj via
Auth _Key _Derive (9.

4.3 Key-Exc hange Functions

The key-extange mechanism supports the following functions:

{ Gdh _Picks (i). This function generatesa new private exponert X; R Zg.
Recall that x; is never exposed.

{ Gdh _Picks °(i). This function invokes Gdh _Picks (i) to generatex; but do
not deletethe previous private exponert x°. x?is only deletedwhen explicitly
asked for by the instance.

{ Gdh _Up(i;j;k;FI;1). First, if ] > 0, the authenticity of tag ! on message
Fl is cheded with Auth _Ver (j;i; Fl;*). Second,Fl is decaded as a set of
intermediate values(l ;Y;Z) wherel is the multicast group and

[ o, *
Y = Z7*m with Z = g*:

méi

1In the subsequen removal of players from the multicast group any oracle ! could
be selected as the group controller GC and so will need these values to execute
Removel .



The valuesin Y are raisedto the power of x; and then concatenatedwith Z
to obtain theseintermediate values

[ © 4,
= Z%7m wherez%= 7% = gt:

YO
Third, FI°= (1;Y%Z29 is authenticated, by invoking Auth _Sig(i; k; FI% to
obtain tag 1 ° The °ow (FI% 19 is returned.

{ Gdh _Down (i; j;Fl;1). First, the authenticity of (FI;1) is cheded, by invok-
ing Auth _Ver (j;i; FI;1). Then the °ow FI°is computedasin Gdh _Up, from
FI= (1;Y;Z) but without the last elemen Z°(i.e. FI°= (1 ;Y9). Finally, the
°ow FI°is appendedtags?®, ..., I by invoking Auth _Sig(i; k; FI%, where

{ Gdh _Up_Again (i; k;Fl = (1;Y9). From Y° and the previous random x?,
one can recover the assaiated Z° In this tuple (Y%Z9, one replacesthe
occurrencesof the old random x? by the newonex; (by raising someelemerts
to the power x;=x°) to obtain FI°. The latter is authenticated by computing
via Auth _Sig(i; k; FI% the tag 1. The °ow (FI%19) is returned. From now
the old random x? is no longer neededand, thus, can be erased.

{ Gdh_Down _Again (i; FI = (1;Y9). In Y° one replacesthe occurrencesof
the old random x? by the new one x;, to obtain FI° This °ow is appended
tagsy, ..., I by invoking Auth _Sig(i; k; FI9, where k rangesin | . The

neededand, thus, can be erased.

{ Gdh Key (i; j;Fl;*) producesthe sessionkey sk. First, the authentigity of
(FI;1) is chedked with Auth _Ver (j;i; Fl;1). Second,the value®= g i2 *i
is computed from the private exponert x;, and the corresponding value in
Fl. Third, sk is de ned to be F,(I kFlIk®), where the map F,(9 is de ned
below.

4.4 Key Deriv ation Functions

The key derivation functions F; and F, areimplemented via the so-called\entro-
py-smoothing” property. We use the left-over-hash lemma to obtain (almost)
uniformly distributed valuesover f0; 1g .

Lemma 3 (Left-Ov er-Hash Lemma [17]). Let Ds:f0;1g° be a prokabilistic
space with entropy at least % Let e be an integerand ™ = ¥%; 2e. Leth :f0;1gX£
f0;1g° ! f0;1g be a universal hash function. Let r 2y f0;1g¥, x 2p, f0; 1¢°
andy 2y f0;1g . Then the statistical distance = is:

+h, (X)kr;ykr) - 21 (¢*D .

Any universal hash function can be usedin the above lemma, provided that vy is
uniformly distributed over f0; 1g . However, in the security analysis, we needan
additional property from h. This property statesthat the distribution fh,(®)ge
is computationally undistinguishablefrom the uniform one, for any r. Indeed, we



needthere is no \bad" parameter r, since such a parameter may be chosenby
the adversary.

The map F1(¢ is implemented as follows through public certi e d random
strings. In a Public-Key Infrastructure (PKI), ead player U; is given N j 1
random strings frj gjsi ead of length k when registering his identity with a
Certi cation Authority (CA). Recallthat N = jUj. The random string rjj = rj;
is used by U; and U; to derivate from input value x a symmetric-key K =
F]_(X) = hl’ij (X)

The map F»(9 isimplemented asfollows. First, Gdh _Down (¢ is enhancedin
such a way that it alsogeneratesa random valuerg 2 f0; 1g¥, which is included
in the subsequeh broadcast. Then, player U; derivesfrom input value x a session
key sk = Fy(x) = hy, (X).

One may note that in both cases,the random values are used only once,
which gives almost uniformly and independertly distributed values, according
to the lemma 3.

4.5 Scheme

We correctly deal with concurrernt sessionsrunning in an adversary-cortrolled
network by creating a new instance for ead player in a multicast group. We in
e®ectcreate an instance of a player via the algorithm SetupT and then create
new instancesof this player through the algorithms Join1* and Removel.

Setupl® (1 ): This algorithm consistsof two stages,up-°ow and down-°ow (see
Figure 1). On the up-°ow oracle | (I ;i) invokes Gdh _Picks () to generate

its private exponert x;, and then invokes Gdh _Up(li;1i; 1;1i+1:Fly 1% 1)
to obtain both °ow Fl; and tag *j+1 (by convertion, Io = 0O, Flp = | kg and
Loi =:). Then, | (I;i) forwards (Fli;1 i+ ) to the next oraclein the ring. The

down-°ow takesplacewhen Gl ) receivesthe last up-°ow. Upon receiving this
°ow, G ) invokes Gdh _Picks (1 1) and Gdh _Down (I n;ln; 1;Fln; 15%ni 1n)

Finally, ead oracle| (I ;i) invokesGdh Key (Ii;1n;Fly;1i) and gets badk the
sessionkey SKi (; ;.

Removel® (I ;J ): This algorithm consistsof a down-°ow only (seeFigure 2).
The group cortroller GOl ) of the newset! = | nJ invokesGdh _Picks *(I ) to
geta newprivate exponert and then Gdh _-Down _Again (I »; FI% whereFlis the
saved previous broadcast. GQ(l ) obtains a new set of intermediate valuesfrom
which it deletesthe elemerts related to the removed players (in the setJ ) and
updates the multicast group. This producesthe new broadcast °ow Fl,. Upon
receiving the down-°ow, | (I ;i) invokesGdh _Key (I ;1 ,;Fl,;*;) and getsback
the sessiorkey SK: (; ;). Here, is the reasonwhy an oracle must store its private
exponert and only eraseits internal data when it leavesthe group.



Joinl* (1 ;J ): This algorithm consistsof two stages,up-°ow and down-°ow (see
Figure 3). On the up-°ow the group cortroller GQ(1 ) invokes Gdh _Picks *(I ),
and then Gdh _Up _Again (I ,;j; FI% where FI%j are respectively the saved pre-
vious broadcast and the index of the rst joining player. One updates |, and
forwards the result to the “rst joining player. From that point in the execution,
the protocol works asthe algorithm SetupT , where the group cortroller is the
highest index playerin J .

4.6 Practical Considerations

When implementors choosea protocol, they take into accoun its security but
also its easeof integration. For a minimal disruption to a current security in-
frastructure, it is possibleto modify AKE1" sothat it doesnot use public certi-
“ed random strings. In this variant, the key derivation functions are both seen
as ideal functions (i.e. the output of F1(§ and F,(@ are uniformly distributed
over f0;1g ) and are instantiated using speci ¢ functions derivated from cryp-
tographic hash functions like SHA-1 or MD5. The analogue of Theorem 1 in
the random oracle model can then easily be proven from the security proof of
AKE1" .

Smart
S, S, Carts S, S.
holds s holds so holds s3 holds sy
] ] ] ]
Secure
Cl Cz Copro cessors C3 C4
x 1A gdh _picks (1) x oA gdh _picks (2) x gA gdh _picks (3) x 4A gdh _picks (4)
| I | |
Pla yers
. U, U, U.
gdh_up(1;0;2;1 kg; ;)
(Flp 3 12)
L I O B B A
gdh_up(2;1;3;Flg;* 12)
- (Fla it o3)
it
gdh_up(3; 2; 4; Flp; 1t 23)
- (Fl3t 34,
Tt
- gdh down(4; 3; Fl3; * 34)
Uy broadcasts  (Flg;* 41:%42:%43:% a4) - Aiddiiiiiii
. Abdidiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii
Aiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii
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Fig. 1. Algorithm Setupl’. A practical example with 4 players| = fU;;Uz; Us; Usg.

5 Analysis of Security

In this section, we assertthat the protocol AKE1" securelydistributes a session
key. We re ne the notion of forward-secrecyto take into accournt two modes of
corruption and useit to de ne two notions of security. We exhibit a security
reduction for AKE1" that holds in the standard model.



Smart

S S carts S S

1 2 3 4
holds s holds s holds s3 holds sg4
T T

Secure

Copro  cessors 3, 4,
holds x3 2 Zq holds x4 2 Z]

1 2 2 2
holds x1 2 Z holds x5 2 Z q
x 9 gdh picks ? (3)

q q

Pla yers
Ul 2 X2X3X X1X3Xq. X 1X2X X1X2X U4
Previous  set of values is Flg = fl ;g*2%3%4;g*X1%3%4;gX1%2%4,;gX1%X2%3g
gdh _down _again (3 ; Flg)
(FIg 317 33)

Aidiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

: X X
New set of values is Flg = fl nd ;9243;92139; where g4 = gX2%4

gdh key (1: FI3: * 31) gdh key (3; FI; * 33)

Fig. 2. Algorithm Removel . A practical example with 4 players:1 = fU;;Uy; Us; Usg
and J = fU;;Usg. The new multicast group is| = fU;;Usg and GC= Us.

5.1 Securit y Notions

Forw ard-Secrecy . The notion of forward-secrecyertails that the corruption
of a (static) LL-key used for authentication doesnot compromisethe semartic
security of previously establishedsessionkeys. However while a corruption may
have exposedthe static key of a player it may have also exposedthe player's
internal data. That is either the LL-k ey or the ephemeralkey (priv ate exponert)
used for sessionkey establishmen is exposed, or both. This in turn leads us
to de ne two modes of corruption: the weak-corruption model and the strong-
corruption model.

In the weak-corruption model, a corruption only revealsthe LL -key of player
U. That is, the adversary hasthe ability to make Carupt, queries.We then talk
about weak-forward secrecy and refer to it aswfs. In the strong-corruption model,
a corruption will reveal the LL -key of U and additionally all internal data that
his instancesdid not explicitly erase.That is, the adversary has the ability to
make Carupt, and Carupt, queries.We then talk about strong-forward secrecy
and refer to it asfs.

Freshness. As it turns out from the de nition of forward-secrecytwo °avors
of freshnessshow up. An oracle | |, is wfs-Fresh in the current execution, (or
holds a wfs-Fresh SK) if the following conditions hold. First, no Carupts query
has been made by the adversary since the beginning of the game. Second,in
the execution of the current operation, U has acceptedand neither U nor his
partners has beenasked for a Revealquery.

An oracle| |, is fs-Fresh in the current execution, (or holds a fs-Fresh SK)
if the following conditions hold. First, neither a Carupts-query nor a Carupt,-
query hasbeenmade by the adversary sincethe beginning of the game. Second,
in the execution of the current operation, U has acceptedand neither U nor his
partners have beenasked for a Revealquery.



Smart
S, S, carts S, S.
holds sq holds so holds s3 holds s4
T T T T
Secure
1, 2 | Copro cessors 3, C 4
holds x1 2 Zél holds x5 2 Zq holds x3 2 Zq
x 9% gdh _picks ? (3) x 9A gdh _picks (4)
| | | |
Pla yers
U, U, U, U.

0
Previous  set of values is Flg = fl ;g*2%3%4; gX1X2%X4g
gdh _up_again (3 ; 4; FI9; 19 )
338 00, 00
(RIS 5
mrrrerrrs 00. 00
gdh down(4; 3; FI3= * 35)

Uy bruadcasts~ (FI2;121;143;‘44) Aiiiiiiiiii
Aididiiiiiiiiiiiiiiiiiiiiiiiigiiiiiiiiiiiiiigiiiiiiiiiiiiiiii
L aX Lo X1Xg, X1X .
New set of values is FI?1 =fl [J ,g243 4,924 4, 24 3g; where g4 = g¥2%4
gdh key (1; FIQ; * 41) gdh key 3: FIQ: * 43) gdh key (4 FIQ: % 44)

Fig. 3. Algorithm Joinl" . A practical example with 4 players:| = fU;;Uszg, J = fUsg
and GC= Us. The new multicast group is | = fU;; Us; Uasg.

AKE Securit y. In an execution of P, we say an adversary A wins if sheasksa
single Testquery to a Freshplayer U and correctly guesseghe bit b usedin the
gameGame #€(A;P). We denotethe AKE advantage as Adv,"ike(A). Protocol P
is an A-secure AKE if Adv3°(A) is negligible.

By notation Adv(t; :::), we mean the maximum values of Adv(A), over all
adversariesA that expend at most the speci ed amount of resources(namely
time t).

5.2 Securit y Theorem

A theorem assertingthe security of someprotocol measureshow much computa-
tion and interactions helpsthe adversary. One seeshat AKE1" is a secureAKE
protocol provided that the adversary doesnot solve the group decisional Dite-
Hellman problem G-DDH, does not solve the multi-decisional Dite-Hellman
problem M-DDH, or forgesa MessageAuthentication Code MAC. Theseterms
can be made negligible by appropriate choice of parameters for the group G.
The other terms can also be made \negligible" by an appropriate instantiation
of the key derivation functions.

Theorem 1. Let A be an adversary against protocol P, running in time T,
allowed to make at most Q queries, to any instance oracle. Let n be the number
of players involved in the operations which lead to the group on which A makes
the Testquery. Then we have:

ADVEC(A; te) - 2nQ AT (19 + 2agymddh (1)
+n(nj 1) ¢SucGni(T)+ n(nj 1) ¢k + 2nQ ¢+,



where 4 denotesthe distance between the output of F; (¢ and the uniform distri-
bution over f0;1g, T%- T + QnTexp (K), Where Ty, (K) is the time of computa-
tion required for an expnentiation modulo a k-bit number, and j , correspnds
to the elementsadversary A can possibly view:

[
in= ffijl- i- j;i6lgjl- |- jg
2-j-nj2
ffiji- i- mi6klgjl- kil - ng:

Proof. The formal proof of the theorem is omitted due to lack of spaceand can
be found in the full version of this paper [9]. We do, however, provide a sketch
of the proof here.

Let the notation G, refer to Game ¢(A;P). Let b and I’ be dened asin
Section3 and S, be the evert that b= t’. We incremertally de ne a sequenceof
gamesstarting at G, and ending up at Gs. We de ne in the execution of Gj; 1
and G; acertain \bad" event E; and shaw that aslong asE; doesnot occur the
two gamesare identical [25]. The ditcult y is in choosing the \bad" evert. We
then shaw that the advantage of A in breaking the AKE security of P can be
bounded by the probability that the \bad" events happen. We now de ne the
gamesG;G,;G3;G4;Gs. Let S bethe evert b= b’ in gameG;.

Game G; is the sameas game G, exceptwe abort if a MAC forgery occurs
before any Carupt-query. We de ne the MAC forgery evert by Forge We then
show: jPr(S]i Pr[S1]j - Pr[Forgeg.

Lemma 4. Let+ be the distance between the output of the map F; and the uni-
form distribution. Then, we have (proof appears in full version of the paper [9]):

(ni 1)
2

PrForge] - AdvIddM () 4 n MJ_rl:

SUcETA(T) + >
Game G, is the sameas gameG; exceptthat we add the following rule: we
chooseat random an index ip in [1;n] and an integer ¢y in [1; Q]. If the Test
query does not occur at the co-th operation, or if the very last broadcast “ow
beforethe Testquery is not operated by player ig, the simulator outputs \ Fail "
and setsk’ randomly. Let E, be the evert that theseguessesre not correct. We
show: Pr[S;] = Pr[Ex]=2+ Pr(S1](1 i Pr[E;]), wherePr[E;] = 1§ 1=nQ.

Game G3 is the sameasgameG, exceptthat we modify the way the queries
made by A are answered; the simulator's input is D, a G—DHi?n elemen, with
g“r=*n . During the attack, basedon the two valuesiy and ¢y, the simulator
injects terms from the instance such that the Tested key is derived from the
G-DH-secret value relative to that instance. The simulator appearsin the full
version of the paper: brie°y, the simulator is responsible for embedding (by
random self-reducibility) in the protocol the elemens of the instance D so that
the Tested key is derived from g*:~*n . We then show that: Pr[S;] = Pr[Ss].



Game G, isthe sameasgameG ; exceptthat the simulator is givenasinput an
elemert D from G-DH?*n , with g". And in caseb= 1, the valuerandom value g’ is
usedto answer the Testquery. The, the di®erencebetweenG ;3 and G4 is upper-
bounded by the computational distance betweenthe two distributions G—DHi?n

and G-DH’_: jPr{Ss]i Pr[Sq]j - Advgddh' "(T9: where T° takes into accourt

the running time of the adversary, and the random self-reducibility operations,
and thus T?- T + QnTexp (K).

Game G5 is the sameas G4, except that the Testquery is answered with
a completely random value, independert of b. It is then straightforward that
Pr[Ss] = 1=2. Let +, bethe distance betweenthe output of F,(¢§ and the uniform
distribution, we have: jPr[Ss]i Pr[S]j - .

The theorem then follows from putting altogether the above equations. tl

6 Conclusion

This paper represerts the third tier in the treatment of the group Dite-Hellman

key exchange using public/priv ate keys. The rst tier was provided for a sce-
nario wherein the group membership is static [7] and the second,by extension
of the latter to support membership changes[8]. This paper adds important

attributes (strong-corruption, concurrert executionsof the protocol, tighter re-
duction, standard model) to the group Dite-Hellman key exchange.
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