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Abstract. In this paper, we describe a three-stage attack against Re-
vised NSS, an NTR U-based signature scheme proposedat the Eurocrypt

2001 conferenceas an enhancemen of the (broken) proceedingsversion
of the scheme. The “rst stage, which typically usesa transcript of only

4 signatures, e®ectively cuts the key length in half while completely
avoiding the intended hard lattice problem. After an empirically fast
second stage, the third stage of the attack combines lattice-based and
congruence-basedmethods in a novel way to recover the private key in

polynomial time. This cryptanalysis shows that a passive adversary ob-
serving only a few valid signatures can recover the signer's entire private
key. We also brie°y addressthe security of NTR USign, another NTR U-

based signature scheme that was recertly proposedat the rump session
of Asiacrypt 2001. As we explain, some of our attacks on Revised NSS
may be extended to NTR USign, but a much longer transcript is neces-
sary. We also indicate how the security of NTR USign is based on the
hardness of seweral problems, not solely on the hardness of the usual
NTR U lattice problem.

1 Intro duction

The Revised NTRU Signature Scheme (R-NSS) and \NTR USign" are the two
most recert of seeral signature schemesrelated to the NTR U encryption scheme
(now called NTRUEnNcrypt). NTRUEnNcrypt and the related signature schemes
are not basedon traditional hard problems such as factoring or computing dis-
crete logarithms, like much of today's cryptography. Instead, NTR UEncrypt was
originally conceived as a cryptosystem basedon polynomial arithmetic. Based
on an early attack found by Coppersmith and Shamir [7], however, the under-
lying hard problem was soon reformulated as a lattice problem. See[22] for an
update on how lattices have recertly beenusedboth asa cryptanalytic tool and
asa potential basisfor cryptography.

There are two reasonsfor seekingalternativ e hard problems on which cryp-
tography may be based.First, it is prudent to hedgeagainstthe risk of potential



breakthroughs in factoring and computing discrete logarithms. A secondand
more signi cant reasonis exciency. NTR U-based algorithms, for example, are
touted to run hundreds of times faster while providing the samesecurity ascom-
peting algorithms. The drawbad in using alternativ e hard problemsis that they
may not be aswell understood. Although lattice theory hasbeenstudied for over
100 years; the algorithmic nature of hard lattice problems suc the \shortest
vector problem" (SVP) was not really studied intensively until Lenstra, Lenstra
and Lov@sz discovered a polynomial-time lattice basis reduction algorithm in
1982. Moreover, NTR U-based schemes use speci ¢ types of lattices based on
an underlying polynomial ring, and theselattices generatespeci ¢ typesof lat-
tice problems that may be easierto solve than generallattice problems. Since
these speci ¢ lattice problems have been studied intensively only since NTR U-
Encrypt's introduction in 1996, we can expect plenty of new results. This paper
is a casein point: we usea new polynomial-time algorithm to "nd the shortest
vector in certain lattices that arisein R-NSS, allowing us to break the scheme.

1.1 History of NTR U-based Signature Schemes

Sincethe invertion of NTRUEncrypt in 1996, se\eral related identi cation and
signature schemeshave been proposed. These include an identi cation sceme
invented by Kaliski, et.al. in 1997[12], a \preliminary" versionof NSSpreseried
at the rump sessiorof Crypto 2000,and the schemedescribedin the proceedings
of Eurocrypt 2001[17]. (Seealso [16] and [4].) All of these have been broken.
(See[21] and [9].) In their Eurocrypt presenation, the authors of NSS sketched
a revised scheme. They described these revisions in more detail in a technical
note entitled \Enhanced Encoding and Veri cation Methods for the NTRU Sig-
nature Scheme" [14], which was revised seweral months later [15]. They nally

committed to a scheme, which we will call \R-NSS," by publishing it in the
preliminary cryptographic standard documert EESS [5]. They also published
analysis and researd shaving how the new scheme defeated previous attacks.
Although R-NSSdoesindeed appear to be a signi cantly stronger schemethan

previous versions,this paper describeshow it can be broken.

Sincethe initial submissionof this paper, NTRU has proposeda new NTR U-
basedsignature schemecalled NTR USign. Although our primary focusis R-NSS,
we also provide security analysis of NTRUSign, as requested by the Program
Committee.

1.2 Our Cryptanalysis

In our cryptanalysis of R-NSS, we usefor concretenesghe parameterssuggested
in the technical note [15] and standards documert [5]. We showv how a passiwe
adversary who obsenesonly a few valid signatures can recover the signer's en-
tire private key. Although somemight consider R-NSSto be even more ad hoc

! This includes early work by Hermite and Mink owski, the latter calling the topic
\Geometrie der Zahlen" (Geometry of Numbers) in 1910.



than previous NTR U-based signature schemes,our attacks against it are more
fundamental than previous attacks, in that they target the basic tenets of the
schemerather than its peculiarities.

The rest of this paper is organizedas follows: In Section 2, we provide badk-
ground mathematics, and then in Section 3, we describe R-NSS. In Section 4,
we survey the previous attacks on NTR U-basedsignature schemesthat are rele-
vant to our cryptanalysis of R-NSS.In Section5, we detail the rst stageof our
attack: the lifting procedure.Next, in Section 6, we describe how to obtain the
polynomial f af , which we usein the nal stageof the attack. In Section 7, we
intro duce novel techniques for circulant lattices which enable a surprising algo-
rithm to obtain the private key f in polynomial time. We give a summary of our
R-NSS cryptanalysis in Section 8. Finally, in Section9, we describe NTRUSign,
considerattacks againstit and describe alternativ e hard problemsthat underlie
its security.

2 Background Mathematics

As with NTRUEncrypt and previous NTR U-based signature schemes, the key
underlying structure of R-NSSis the polynomial ring

R=Z[X]=(x" i 1) 1)

whereN is a prime integer (e.g., 251) in practice. In somesteps, R-NSSusesthe
quotient ring Rq = Z4[X]=(XN | 1), wherethe coetcients are reduced modulo
g, and normally taken in the range (j g=2; g=2], where q is typically a power
of 2 (e.g., 128). Multiplication in R and in Ry is also called corvolution. We
de ne kf k to be the Euclidean norm of a polynomial in the basisf1;x;:::g
and the cornvolution matrix of f to be the matrix whose rows correspond to
ff;xf;x?f o0

At times, we will refer to the reversal a of a polynomial a, de ned by
a = an; k (with ap = ag). The mapping a 7! a is an automorphism of R,
since applying the map twice yields the original polynomial. We use the term
\palindromes" in referring to polynomials that are xed under the reversalmap-
ping on R { i.e., polynomials a such that a= a. For any a2 R, it is easyto see
that the product arais a palindrome. This fact, aswell asthe reversalmapping,
may be described in elemenary terms, but alsoin terms of an automorphism of
the underlying cyclotomic "eld Q(3n ). We refer the readerto the full version of
the paper for further details on the Galois theory of R and Q(3y ).

2.1 Lattices

The analysisof R-NSSwill make frequert useof lattices Formally, a lattice is a
discrete subgroup of a vector space,but concretely, a lattice may be preseried as

in RN - that s, X
L = fvjv= abja 2 zg: (2)



We call m the dimension of the lattice, and B a basisof L. Baseswill often be
preseried asa matrix in which the rows are the basisvectorsfb g. Each lattice
has an innite number of bases,related by B°= UB where U is a unimodular
matrix, but somebasesare more usefulthan others. The goal of lattice reduction
is to nd useful bases,typically oneswith reasonablyshort, reasonablyorthog-
onal basisvectors. The most celebratedlattice reduction algorithm is LLL [19],
which has found many usesin cryptology. The contemporary survey [22] pro-
vides an overview of lattice techniquesand [2] provides detailed descriptions of
LLL variants.

The most famouslattice problem is the shortest vector problem (SVP): given
a basis of a lattice L, nd the shortest nonzero vector in L. Although LLL
and its variants manageto nd somewhatshort vectorsin lattices, they do not
necessarily nd the shortestvector. In fact, SVP is an NP-hard problem (under
randomized reductions) [1]. In previous cryptanalysis of NTRU and NSS,LLL's
inability to recover the shortest (or a very, very short) vector was a signi cant
shortcoming. In someof our attacks, however, we will construct lattices in which
even vectorsthat are only somewhatshort reveal information about the signer's
private key, and then we will useLLL and its variants asblack box algorithms to
“nd thesevectors. We will explain other aspectsof lattice theory asthey become
relevant.

2.2 Ideals

Since R-NSS operates with polynomials in the ring R, we will needto consider
multiplication in R, aswell asidealsin this ring. Recallthat anideal is an additive
subgroup of a commutativ e ring which is also closedunder multiplication by any
elemert in R, and a principal ideal is an ideal of R consisting of all R-multiples
of a single elemern. We write (a) to denote the principal ideal consisting of all
R-multiples of a, and say that the ideal is generatedby a. We remark that not
all ideals are principal, and furthermore, a generator of a principal ideal is not
unique sincethere are in nitely many units u 2 R, and for eac u, both M and
M (i au) de ne the sameideal. We naturally extend these notions to lattices by
de ning a lattice ideal to be a lattice which is also closedunder \m ultiplication"
by polynomials in R. Eacdh lattice L(M,) is a principal lattice ideal, and we will
exploit this extra structure in our novel attacks on R-NSS.

3 Description of R-NSS

The signature scheme R-NSS is a triplet (keygen sign, verify) of algorithms
operating on polynomials in R = Z[X]=(XN j 1) and Rq = Zg[X]=(XN i 1),
where N is prime, and g < N, (e.g. N = 251, q = 128). Other parametersin
R-NSS include the modulus p, which is relatively prime to g and is typically
chosento be 3, as well asthe integersd,, d;, dg, dn and d,, whosesuggested
values are respectively 88, 52, 36, 80, and 58. The latter parameters are used
to de ne seweral families of trinary polynomials asfollows: L (d;; d;) denotesthe



set of polynomials in Rq, with d; coexcients 1, d, coetcients j 1 and all other
coezxcients 0.

Key generation: Two polynomialsf and g are randomly generatedaccording
to the equations

f =u+ pfy

g=u+ pa
whereu 2 L(dy;dy + 1), f1 2 L(ds;df) and gz 2 L(dg;dg). The signer keeps
these two polynomials secret, with f serving as the signer's private key. The
public key h is computed asfi ! agin Rq, and it is therefore necessarythat f
be invertible in Rq (i.e., f af i 1 = 1 for somefi ! 2 Ry). This is true with very
high probability (see[24]); in any casethe preceding step may be repeated by
choosing a di®erert polynomial f ;.

As in previousversionsof NSS,the coetcients of f and garesmall{ i.e., they
lie in a narrow range ([i 4;4] assumingp = 3) of Z4. However, R-NSSintro duces
a new secretpolynomial { namely, u { into the private key generation process.
In the previous version of NSS,f (mod p) and g (mod p) were public, allowing
a statistical attack on a transcript of signatures.In the full version of the paper
we brie°y describe this transcript attack, and explain how using u defeatsit.

Signature generation: To sigh a messagepne transforms the messageo be
signedinto a messageepresenativ e accordingto a hash function-based proce-
dure such asthat described in [4]. We do not baseany attack on this encading,
which can be made as safeas for any signature scheme. This messageepresen-
tative m is a polynomial in L (dy;dy). The signerthen computesthe following
temporary variables:

y=u *ommodp

z2 L(d;;d;)
w=y+pz;

where ui ! is computed in R, = Zp[X]=(XN i 1). Notice that in R, f aw "~ m
(mod p). This is not necessarilythe casein Rq, however, sincereduction modulo g
causesdeviations" in the modulo p congruence giventhat p and g are relatively
prime. During the rest of the signing process,the signer will try to keepthe
number of thesedeviations to a minimum. The signercomputesmore temporary
variables:

s=f awmod q

t=gowmodq
Dev; = (si m) mod p
Dev = (tj m)modp:

Devs and D ey represen the deviations that the signerwould liketo correct, but,
unfortunately for the signer, correcting a coetcient in s may causeadditional



deviationsin t. Therefore, the signerlimits his correctionsto coexcient positions
j sud that (Dew); = (Dew);. He initializes a polynomial e to 0 and setsg; to
i (Dew); when (Dew); = (Dev);. He then lets €°= ui 1 ae (mod p), adds €°
to w, and recomputess = f aw in Ry. The pair (m; s) is the signer's signature
of m.

Signature veri cation:  To avoid the forgery attacks presered in [9], veri ca-
tion has becomea rather complicated processinvolving up to 20 distinct steps,
detailed in [6] and [15], which fall into three broad categories:the Quartile Dis-
tribution tests, the Mod 3 Distribution tests, and the L2 Norm tests. In essence,
the veri er chedks, respectively, that

1. the coezcients of sandt = sah (mod qg) have a roughly normal distribution;

2. the coezcients of s and t deviating from m are few and have a certain
distribution; and

3. the L2 norms of s°= pi (sj m) (mod @), t°= p' 1(t; m) (mod g) and
(s%t9 (concatenated) are below certain thresholds.

Sincewe do not focus on forgery attacks in this paper, we do not describe the
veri cation processin full detail here. On average, the signer has to run the
signing processtwo or three times to produce a valid signature.

4 Previous Attac ks on NSS

In this section, we review somerelevant known attacks against NTR UEncrypt
and previous NTR U-based signature schemes.This review will help us explain
our cryptanalysis of R-NSS,which will occasionallyleveragepiecesof the attacks
mertioned here.

4.1 Copp ersmith-Shamir  Attac k

As with NTRUEnNcrypt, the security of R-NSSis claimedto be basedon a hard
lattice problem. Coppersmith and Shamir [7] were the rst to presen a lattice-
basedattack against NTRUEnNcrypt, an attack which is alsorelevant to R-NSS.
Let Lcs bethe lattice generatedby the rows of the following matrix:
vy Mp
Bre= () Mnho 3
CS 0 ql N) ( )

where | () is the N -dimensional identity matrix. This lattice clearly cortains
the vector (f kg), sincef ah = g (mod g). Moreover, for technical reasong[7], it
is highly probable that (f kg) is the shortest nonzerovector in this lattice (up
to rotation, sign, and excluding trivial vectorssud as (1N ;1V), the vector of alll
1's.) Therefore, recovering the private key is simply a matter of recovering the
shortest vector in Lcs, which we can presumably do using a lattice reduction
algorithm. This attack is very e®ective when N is small (e.g., 107).



The problem with this approad (and lattice attacks, in general) is that no
known lattice reduction algorithm is both very fast and very e®ectie. More
speci cally, the LLL algorithm is \p olynomial-time" { i.e., it terminates in time
polynomial in the dimensionm of the lattice { but, for high-dimensionallattices,
sud asthose usedin NTR U-basedschemes,it almost certainly will not 'nd the
shortest vector. Rather, LLL only guarantees nding a vector that is no more
than 2(Mi D=2 times as long as the shortest vector. Even though, in practice,
LLL performs signi cantly better than this worst casebound, its performance
is not suzcient for this lattice; we need the shortest vector or a very small
multiple thereof. Other lattice reduction algorithms can nd shorter vectors, but
they naturally have greater time-complexity. The bottom line, basedon current
knowledge and on extensive empirical tests run by NTRU [23], seemsto be
that the time necessarnyto nd (f kg) in Lcs grows at least exponertially in the
dimensionof the lattice (2N ). This apparertly hard lattice problem of recovering
(f kg) from the 2N -dimensionallattice is claimedto underlie the security of both
NTRUEncrypt and R-NSS.

Remark 1. As mentioned previously, the fact that SVP is an NP-hard problem
for generallattices doesnot necessarilymeanthat "nding short vectorsin L¢s
is hard. May [20] exploited the speci cs of NTRUEncrypt's private key structure
to construct lower-dimensional\zero-run" lattices and \dimension-reducing" lat-
tices from which an attacker could quickly recover an NTR UEncrypt-107 private
key. Gertry [8] useda ring homomorphismfrom R to Z[X ]=(X N=¢; 1) to \fold"

Lcs into a more manageabldattice of dimension2N=dfor N having a nontrivial

divisor d.

4.2 GCD Lattice Attack

Sincereducing L cs doesindeed appear to be infeasible, the natural inclination
of the cryptanalyst is to look for smaller lattices that cortain the private key.
The authors of R-NSS mention one such lattice in [16]. They obsene that if
an attacker is able to recover the values of seweral f aw's in R { \unreduced"
modulo q{ then f will likely be the shortest vector in the N -dimensional lattice
formed by the rows of the seweral M¢ oy 'S.

Recall from section 2.2 that, for any polynomial a, there is an equivalence
betweenthe ideal (a) of a-multiples and the lattice generatedby M. Similarly,
the lattice spannedby the rows of M¢aw, and M¢ .y, correspnds to the ideal
| = (f ewy;f aw,). Every polynomial in | is a multiple of f . Moreover, if (w;)
and (w,) are relatively prime { i.e., there exist a;b2 R with anw; + bow, = 1
{ then f 2 |, and we may say that GCD(f aw;;f ow,) = (f). This \lattice
attack" is, in fact, the standard ideal-GCD algorithm, and is among the lattice
ideal operations discussedin [2].

Given how the w; are produced in R-NSS, (f) often is indeed the GCD of
two unreduced signatures, and it is even more likely to be the GCD of seweral
unreducedsignatures. Therefore, given a few unreducedsignatures, we can con-
struct an N -dimensional lattice whose shortest vector is likely f. The authors



of R-NSS note that, although reducing this N -dimensional lattice is still not
a trivial problem for R-NSS parameters, it is much easierthan reducing the
2N -dimensionall ¢ s, giventhe exponertial relationship betweendimensionand
running time. R-NSS uses\masking" techniquesto prevent recovery of f ow's
in R to avoid this lattice attack. (In section5 we shaw that recovering f aw's is
nonethelessquite easy)

4.3 Averaging Attac k

The so-called\averaging attack” was rst consideredby Kaliski during collab-
oration with Ho®steinin the context of an early precursorto NSS (see patent
[12]). In this work, it was obsened that in the ring R, the value f af could be
obtained by an averaging attack. This attack wasfatal, sincein the scheme[12],
f itself is a palindrome (unlike in R-NSS), thusf of = f 2, There is an excient
algorithm for taking the squareroot in R (see,e.g.,[13]), sof af revealedf .

In [16], the authors of R-NSS do mertion this averaging attack, but also
remark that knowledgeof f ©f doesnot appear to be useful. See[16], [9], [21]
for a discussionof this and other ways in which the attacker may averagea
transcript of signaturesin sudh a way asto get information about the private
key.

Here is a description of how the averaging attack works. Suppose we can
obtain a set of unreducedf =aw's in R. Now, considerthe average

X _
A= (1=r) (f ef)o(w owW)
i=1

Foreadi, (w;awi)o = kw; k?, which is a large positive quartit y. Howewer, for k 6

0, (wj @Wj)k hasa random distribution of positive and negative quartities that

averaging essetially cancelsout. Thus, asr increases,A,; essetially corverges
to a scalarmultiple of f af . This corvergenceis quite fast: after a few thousand
signatures a closeestimate of f af can be computed, meaning that we obtain

an estimate z such that for most coexcients, jz; i (f ef )ij - 2. Evenif reduced
signatures are used, with some corrections, there is still a convergenceto f @
f, albeit about 10 times as slow. Clearly, the more signatures, the better the

estimate. In section 6, we explain how this averaging attack may be combined
with a lattice attack to recover f of quickly and completely.

5 Lifting the Signatures

In this section, we presernt our rst (and arguably the most important) attack
with which we obtain R-multiples of the private key f. More speci cally, we
assumethat, as passiwe adversaries,we are given a transcript of legitimate sig-



wherethe w; are computed accordingto the signing processabove. We will then
lift thesesignaturesto the ring R, obtaining a list of multiples of f and g:

which are \unreduced” modulo g. This is a devastating attack against R-NSS,
becauseundoing the g modular reduction of the signaturesallows us to usethe
N -dimensional GCD lattice attack, describedin section4.2, rather than the 2N -
dimensional Coppersmith-Shamir attack, reducing the key recovery time by a
factor exponertial in N . It alsopermits the other, more excient attacks discussed
later in this paper.

5.1 The Principle

>Fom the signing procedurein the ring Ry, we get the following equations for
ead i:
fow, " ssmodq and gew; ~ ti modq; (4)

fow " gow;” mi+¢e modp: (5)

If we knew g, we would be able to compute f @w; and g @w; modulo pq via
the ChineseRemainder Theorem. We could then recover f aw; and gaw; over
R without too much ditcult y, since almost all of the coexcients of f aw; and
gaw; will lie in the interval (i pae2; pa=2].2

The use of g in the signing processmakes lifting the signatures much less
straightforward. Since ¢ will have about 20 nonzero coetcients for tpe gug-
gested parameters of R-NSS, we cannot simply guesse; from among 22501 220
possibilities. Later, we will mertion how speci ¢ properties of the signing pro-
cessmake some possibilities much more probable than others, but even with
thesere nements the guessingapproac remains infeasible.

Instead, we will usean iterativ e approach that, at eat step, attempts to im-
prove upon previous approximations. Let S; denote our approximation of f aw;,
and T; our approximation of gaw;. Weinitialize S; and T; to be the polynomials
in Rpq that satisfy

Si” ssmodq and T; " tj modq; (6)

S Ti” mimodp: @)

Our approximations will have two di®erent typesof errors. First, the kth coez-
cients of S; and T; will be wrong if the kth coexcient of g is nonzero.Second,a
coezcient of S; (resp. T;) may be correct modulo pgbut incorrect in R if the cor-
responding coexcient of f ow; (resp.gow;) liesoutsidethe interval (j poe2; po=2].
On average,about 25 (out of 251) coexcients of our initial approximations will
be incorrect.

2 See[7] for an analysis of the coexcient distributions of convolution products. The
key points here are that L2 norms kf k, kgk and kw; k are small, kf aw;k ¥4 kf kkw; k
and the coezxcients of f aw; have a roughly normal distribution.



In re ning our approximations, we begin with the following obsenation: For
any (i; ),
(f awi) a(gaw;) i (f ew;)e(goaw) = 0: 8)
Basedon this obsenation, we would expect S; aTj | §; = T; to tend towards O
as our approximations improve. In fact, this is the case.We can usethe norms
nj = kSjaTji SjaTik to decidewhat adjustments we should make, and to know
when our approximations are nally correct. The rest of the lifting procedure
is simply an elaboration of this basic idea, and one can imagine a variety of
di®erent methods through which an attacker could usethesenorms to createan
e®ectiwe lifting procedure.In our particular implementation against R-NSS, we
used the norms n; , together with some R-NSS-sgeci ¢ heuristics, to create a
very fast lifting procedurethat worked almost all the time with a transcript of
only four signatures.

5.2 Our Implemen tation of the Lifting Pro cedure

For eath approximation pair (Si; T;i), we computed a \nornbproduct" with the
other approximation pairs according to the formula P; = iei Nij - Preferring
approximation pairs with higher norm products, we then picked a random pair
(Si;Ti) to be corrected. For eath coexcient position, we temporarily added or
subtracted certain multiples of g to S; and T; (since the approximations are
already correct modulo g), and recomputed P;. With a little bookkeeping, this
step can be made extremely fast. We presened the adjustment that reduced
P; by the greatestamourt. Finally, we terminated this processwhen the norm
product of someapproximation pair reached zero, at which point we would have
two correct approximation pairs.

We note that not every adjustment madeduring the lifting procedureis actu-
ally a correction. Often, this procedurewill make a previously correct coexcient
incorrect, and then switch it bad later on. In other words, it behavessomewhat
like a\random walk". This fact, together with the heuristic nature of the over-
all algorithm, admittedly makes the lifting procedure ditcult to analyze. For
the speci ed parametersof R-NSS, howewer, it works quickly and reliably. For a
transcript of four signatures, it is able to lift two signatures 90% of the time in
an averageof about 25 seconds(on a desktop computer). In the remaining 10%,
the number of errors never corvergesto zero. For three signatures, it still works
70% of the time, typically nishing in about 15 seconds.

6 Obtaining f af

An important ingredient of the "nal algorithm is the product of f with its rever-
sal, f. In order to recover f of in the context of R-NSS, we useda combination
of the averaging attack mertioned in section 4.3 and a lattice attack on f af
noticed by the authors and Jonsson,Nguyen and Stern.

The lattice attack is a derivative of the Coppersmith-Shamir attack described
in section 4.2. Since sending a polynomial to its reversal is an automorphism,

10



(f af)a(heh) " (gog) (mod g). This meansthat the vector (f afkgoqg) is
contained in the lattice Lo m generatedby

PN VI
Bnorm - 0 ql(N) - (g)

This lattice has dimension 2N, but it hasan (N + 1)-dimensional sublattice of
palindromes, which cortains (f of kg @ g). Conceiwably, recovering (f of kg o g)
from this sublattice could give us useful information about f and g. Howewer,
this attack fails for typical NTRU or NSS parameters, since (f afkgag) is
normally not the shortest vector.3

For R-NSS, we combine ideasfrom the above attack with the GCD attack in
4.2 and the averagingtechnique in 4.3. First, we useour unreducedsignaturesto
form the ideal (f of ) from a few unreducedsignature products sos = f of ow; oWy,
exactly asdescribedin Section4.2. Then, we take the subring of (f of ) consisting
of palindromes, which forms a lattice of dimension(N + 1)=2. In fact, this lattice
is generatedby f af , and (N j 1)=2 vectors (X + XNi Ky af af . For the same
reasonas above, f af might not be the shortest vector in the lattice. Howewer,
we may use the averaging attack to obtain a good estimate t of f af, modify
the lattice to include t, and then use lattice reduction to obtain the (shortest)
vectortj f af .4 In practice, this attack is amazingly e®ectiwe for two reasons:
the lattice problem is only (N + 1)=2 dimensional,and kt j f af k will be much
lessthan kf afk for even a very poor estimate of t. We found that we needed
only 10 signatures to obtain a suzciently accurate estimate t of f af (even
though only a handful of coexcients in t were actually correct). With these 10
signatures, we consisterly recoveredf af in lessthan 10 seconds.

7 Orthogonal Congruence Attac k

In this section, we describe a polynomial-time algorithm for recovering the pri-
vate key f from f af and one other multiple of f, such asf aw, when w is
relatively prime to . In other words, this algorithm requiresf af and a basis
B; of the ideal (f). ® This algorithm is quite surprising, and usesnovel ideas
combining orthogonal lattices with number theoretic congruencearising from
the cyclotomic "eld Q(3y).

The completealgorithm is rather complex, but hereis a brief (and not ertirely
accurate) sketch: We begin by choosing a large prime number P~ 1 (mod N).

3 By the \Gaussian heuristic," the expected Ierbgth of the shortest vector in a lat-

ice of determinant d and dimension n is d*™ " n=(2%e). For Lo m, this length is
gN=(%g). On the other hand, sincekfk > = N in NSSand kf afk , kfk? (the

latter inequality following from (f af)o = kf k?), the norm of f of is greater than
N and hence greater than the Gaussian heuristic, since N is typically chosento be
greater than q.

4 One could also use Babai's algorithm to solve the closestvector problem (CVP).

5 Yet another characterization of the algorithm is that it recoversf from B and the
relative norm of f over the index 2 subeld of Q(3n ).
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(For now, we defer discussinghow large P must be.) Then, using f af and our
basis for (f), we use a seriesof lattice reductions to obtain f Pi 1 o a for some
polynomial a, and a guarantee that kak < P=2. Using the congruencef Pi 1~ 1
(mod P), wewill be ableto computea (mod P) and hencea exactly, from which
we will be able to compute f i 1 exactly. We will then use this power of f to
recover f .

We describe this algorithm and the theory behind it in more detail below.
Our Trst task will beto nd atool that ensuresthat whenLLL givesusfPi 1aa,
there is a de nite bound on kak.

7.1 Orthogonal Lattices

Certain lattices possess basisof N equal length, mutually perpendicular basis
vectors. We denote sud lattices orthogonal lattices Two lattices are called ho-
mothetic if up to a constart stretching factor, , , there is a distance preserving
map from onelattice to the other. That is, all orthogonal lattices are homothetic
to the trivial lattice ZN. Similarly, we de'ne f to be an orthogonal polynomial
if the circulant matrix M; is the orthogonal basis of an orthogonal lattice. We
are interested in orthogonal lattices becausethey possess multiplicativ e norm
property.

We note that for randomly chosenpolynomials a and f, the norm is quasi-
multiplicativ e, kf oak ¥4 kf k tkak: However, if one of the polynomial factors, say
f , is orthogonal then equality will hold

kf cak = kf k ¢kak : (10)

For generalpolynomials f , applying LLL to (f) is guaranteedto 'nd a multiple

of f , say f ma, suc that the norm kf nak is lessthan a speci ¢ factor times the

norm of the shortest vector in the lattice. In the casewheref is orthogonal, we
can additionally bound kak by this factor, sincekf wak = kf k ¢kak. In the case
of LLL, this meansthat we can be certain that kak < 2(Ni D=2,

7.2 Using f af to Construct an Implicit Orthogonal Lattice

What do we do when f is not an orthogonal polynomial, but our objective is
to nd f @a with small kak (given only f af and lattice basisB; of (f))? Of
course,we may apply LLL to B¢ and just hope that the output vector f @a has
short a, but this may not work even if f is only slightly nonorthogonal. This
section describes how we can accomplishthis task by using knowledgeof f of
to implicitly de ne an orthogonal lattice.

Since Bs and M; are both basesof (f), they are related by B = U ¢M;
for someunimodular matrix U. Notice that ead row of B¢ is of the form f o u;
whereu; is the ith row of U. This meansthat the objective of nding f @a with

% The notion of nonorthogonality is made precise with concept called orthogonality
defect.
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bounded kak is equivalent to bounding the norms of the rows of U. So,in some
sensewe would like to apply lattice reduction to U. How can we reducethe rows
of U when we only know B = U ¢M¢, and not U itself?

Supposing that f is a not a zero divisor in R, we can also divide by f af.
Allowing denominatorsin our notation, welet D = M, _ ., and compute

Bf ¢D ¢Bf = UCU™; (11)

which is the Gram matrix of our unknown unimodular matrix U. Although we
do not know U explicitly, U ¢UT hasall the information that LLL needsto know
about U in order to reduceit { namely, the mutual dot products u; ¢u; of eat
pair of row vectors. We can therefore apply a Gram matrix version of LLL to
U ¢UT, which outputs the unimodular transformation matrix V, and the Gram
matrix of the reduced lattice: (V ¢U) ¢(V ¢U)T. By the LLL bound, the norms
of the rows of (the unknown) basisV ¢U will be boundedby 2(Ni D=2 Now, we
can compute a new basisof (f) { namely, (V ¢U) ¢M; = V ¢B; { and be certain
that ead row of this basisequalsf aa; for kajk < 2(Ni D=2 E®ectiwely, we have
reducedthe orthogonal lattice de ned by U, without even knowing an explicit
basisfor it.

7.3 Galois Congruence

In addition to the orthogonal lattices technique, we usesomeinteresting congru-
enceson the ring R. The rst congruencestatesthat for any prime P suc that
P~ 1 (mod N),

fP=f (modP): (12)
This implies that for any f which is not a zerodivisor’ in Rp = Zp [X]=(XNj 1)
that

fPil=1 (modP): (13)

We may generalizethese equations to arbitrary primes P by using a Galois
Conjugation function (written asa superscript) %r) : R! R, de ned by
fAD(x) = f(x"): (14)

For any r not divisible by N, 3(r) de nesan automorphismonR. ThereareNj 1
such automorphisms, since two values of r which di®er by a factor of N de ne
the sameautomorphism. We call ¥{r) the rth Galois conjugation mapping, and
have the congruence

fP=f%P) (modP): (15)

For elemenary proofs of equations 13 and 15 and their relationship with the the
Galois theory of Q(3), we refer the readerto the the full version of the paper.

7 Seethe full version of the paper for a discussion of the zero divisor issuein Rp.
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As mentioned above, our motivation for consideringsuch congruencess that
given a multiple of fPi 1, say fPi 1 oa, we may usethe congruencef Pil = 1
(mod P) to concludethat

fPilaga=a (modP): (16)

Now, if a is so small that all of its coexcients lie in the interval (j P=2;P=2],
then the represenativ esfor f i 1 ma (mod p) in this interval reveal a exactly.
Assuming that a is not a zero divisor in R, dividing the product by a then
yields the exact value of f Pi 1. With this obsenation, we are in a position to
useorthogonal lattice theory with lattice reduction to obtain small multiples of
powers of f and thus exact powers of f .

Howewer, there is a technical dixcult y arising from the fact that LLL only
guararteesthat kak < 2(Ni D=2 To ensurethat a hascoe+cients in (j P=2; P=2],
P hasto be quite large { about the sameorder of magnitude as2(Ni D=2, This
meansthat f Pi ! hasbit-length exponertial in N, which makesit impossiblefor
us to even store the value of this polynomial. Initially , this might appear to be
a fatal problem. It alsoindicates that the \brief sketch" given at the beginning
of Section 7 could not have beenertirely accurate.

Fortunately, we will not needto work with f Pi * directly; it will be su+cient
for our purposesto be able to compute f Pi 1 modulo someprimes. As discussed
further in section 7.4, we can make such computations using a processsimilar
to repeated squaring. However, to recover f , we will needsomepower of f that
we can work with directly (unreduced). To solwe this problem, we may choose
a secondprime P°” 1 (mod N) with GCD(P j 1;P%; 1) = 2N for which we
can compute f P% 1 modulo someprimes. Then, using the Euclidean Algorithm,
we may compute f 2N modulo these primes, and ultimately f 2N exactly via the
Chinese Remainder Theorem. We may work with f2N directly, since its bit-
length is merely polynomial in N. A more elegart solution (in the full version)
computesf 2N directly from fPi 1 if GCD(P j 1;2N j 1) = 1. In Section 7.5,
we describe how to recover f from f 2N

7.4 Ideal Power Algorithms

In practice, it might be the casethat smaller P would be suxcient, allowing us
to work with the ideal (f Pi 1) directly, but sometricks are neededto handle the
very large primes P that the LLL bound imposeson us. Supposewe had the

we could make the following seriesof computations:

Vo BVz = (Vg avy)®a(vyavy)i 2a(viavy) (mod P) ; (17)
Ve avz = (Vi avp)?a(v, av3)i 2a(viavs) (mod P) ; (18)

and soon, ending with the equation:

r ri 1 f —
VS Qv = (VS nVril)zn(Vri1‘:‘Vri1)'2n(\/r2ilmvr) (mod P) : (19)
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In other words, we could compute vé' oV, (mod P) ezxciently eventhough the
exponert 2" may be quite large. If we could usethis approac to get vgi Layy
(mod P) wherekvrk < P=2, then we could recover Vi exactly, and then we could
usethe samechains of polynomials to compute vgi ! modulo other primes.

The main tool that we useis the multiplication of ideals (see[2]), and we
adapt this technique to usethe orthogonal lattice theory above. The algorithm
described in the paragraph above is essetially a repeated squaring algorithm,
sowe st review how to multiply ideals,and in particular, obtain the ideal (f 2)
from the ideal (f ).

Remark 2. Ideal multiplication in R: If A = (f) and B = (g) are principal ideals

ideal product AB is generated as a Z-module by the n? elemens of the set
fa oy af ©gg, which de nes (f =g).

Note that we describe the ideals as modules { i.e., as the Z-span of a set of
polynomials (rather than by giving generatorsover R). This is becauseour al-
gorithms represen ideals as lattices { i.e., aslists of polynomials.

We use ideal multiplication as follows: Given the ideal (f) in terms of the
basisB; = U ¢M;, we can generate (f 2) from the rows b ah = ujou af 2,
Since we know f 2 nf_z, we can use the orthogonal lattice method described in
section 7.2 to obtain a reducedbasisB;. = UM;: where the rows of U° have
norm lessthan 2(Ni D=2 8 Next, we pick a row of B;. and nameit f2 avy. We
can directly compute v; avy and a basisfor v;: U%¢M v, - Now, we can compute
a basisfor (v?) to begin another iteration of this process.

Thus, we have the chains of polynomials previously introduced, and with a
modi cation to take into accourt the binary represenation of P j 1, we may
obtain f Pi oy (mod P). The polynomial complexity of the algorithm follows
from the norm bound on the v;'s and the polynomial running time of LLL. By
selectinga secondprime P°, as described in Section 7.3, we may obtain f 2N in
polynomial time. In Appendix A, we write this algorithm in terms of pseudaode
in an e®ortto clarify its details aswell asits polynomial-time complexity.

7.5 Computing f from f 2N

Our nal task is to compute the private key f from f 2N . We usethe following
theorem.

Theorem 1. Galois Polynomial
Given f 2N and b2 z7,, we may compute z = f i Pf 2 in time polynomial in b,
N and bit-length of f .

8 In the worst case, this involves reduction of an N -dimensional lattice de ned by
N2 generators. This reduction would only have polynomial time-complexity, but
normally we will be able to do much better, since we will usually be easyto nd far
fewer (on the order of N) polynomials that span the ideal.
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Proof. Let P, > 2kf i Bf Pk be a prime number such that P, = 2N j b
for someinteger c;. Then, (f2N)¢2 = fP2 afb = §#ibDfb (mod P,). Since
P, > 2kf i D f bk we recover z = f i Pf b exactly.

Now, in terms of recovering f, we rst note that f2N uniquely denes f only
up to sign and rotation { i.e., up to multiplication by § X ¥, the 2Nth roots of
unity in R. The basicidea of our approad is that, givenf 2N, “xing f (3) for one
(complex) N th root of unity 3 completely determinesf (39) for all exponerts d.
Then, we may usethe N j 1 valuesof f (39), together with f (1) (which we will
know up to sign), to solve for f using Gaussianelimination. If we setj bto be
a primitiv e root modulo N, the polynomial z given in Theorem 1 will help us
iterativ ely derive the f (39) from f (3) as follows:

FEED™Y = 236D )=fbEG D' - (20)

Repeated exponertiation will not result in a loss of precision, since the value
may be corrected at ead stage. Sincej b is a primitiv e root modulo N, these
evaluations giveus N j 1 linearly independent equationsin the coexcients of f ,
which together with f (1), allow us to recover the private key f completely, up
to sign and rotation.

8 Summary and Generalizations of R-NSS Cryptanalysis

For the reader'scorvenience we brie®y review the main points of the attack. The
“rst two stagesof the attack are fast in practice, but they are both heuristic and
have no proventime bounds. The lifting procedurelifts atranscript of signatures
from Rqy to R, obtaining unreduced f -multiples in R. The secondstage uses
an averaging attack to approximate f af, and then solves the closestvector
problem (CVP) to recover f af exactly. The algorithm of the 'nal stage,which
we have not fully implemented, usesoutput from the previous two stagesto
recover the private key in polynomial time. By conbining lattice-based methods
and number-theoretic congruencesthe algorithm of the "nal stagecan be used
to:

1. Recover f from f af and a basisB; of (f);
2. Recover f from only By whenf is an orthogonal polynomial; and
3. Recover f =f from B; whether f is an orthogonal polynomial or not.

We anticipate that this algorithm could be generalizedto recover f given a basis
of (f) and the relative norm of f over an index 2 sub eld where the degree-
2 extension is complex conjugation. In Section 9, we discussanother possible
generalization of this algorithm that may be an interesting area of researd.

9 NTR USign

NTRUSign was proposedat the rump sessionof Asiacrypt 2001 as a replace-
ment of R-NSS[11], and, as requestedby the Program Committee, we provide
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some preliminary security analysis. The schemeis more natural than previous
NTR U-basedsignature schemes,particularly in terms of its soleveri cation cri-
terion: the signer (or forger) must solve an \approximate CVP problem" in the
NTRU lattice { i.e., producea lattice point that is sutciently closeto a message
digest point, g la Goldreich, Goldwasserand Halevi [10]. Similar to the GGH
cryptosystem, the signer has private knowledge of a \good" basisof the NTRU
lattice having short basisvectors, and publishesthe usual \bad" NTRU lattice
basis: .
= My Mg’
BpI’IV - Mg Mg Bpub 0 q|(N)

Unlike GGH, thesebaseamay be succinctly represerted aspolynomials: (f ; g; F; G)
for the private basis, and h for the public basis. (Recall that M; denotesthe
circulant matrix corresponding to the polynomial f ; seeSection 2.) In terms of
key generation, the signer ‘rst generatesshort polynomials f and g and com-
putes the public key ash = fi1ag (mod g), asin NTRUEncrypt or R-NSS.
Due to lack of space,we refer the reader to [11] for details on how the signer
generateshis secondpair of short polynomials (F; G), but we note the following
properties: 1) f aGj gaF = gand 2) kFk and kGk are 2 to 3 times greater
than kf k and kgk.

To sign, the messageis hashedto create a random messagedigest vector
(mq; m2) with my;mz 2 Rq. The signerthen computes:

Gomyj Femy= A+ qeC; (21a)

i gamg+famy=a+qec; (21b)

where A and a have coetcients in (j g=2; g=2], and sendshis signhature:
s” feC+Fac (modQq): (22)

The veri er computest © s=h (mod q) and cheds that (s;t) is \close enough"
to (my; my) { speci cally,

ksi mik®+ kt i m,k?® - Normbound : (23)

We can seewhy veri cation works when we write, say, s in terms of Equations
2laand 21b:
s”" myj (Aef +anF)=gq (modq) ; (24)

where kA af + aaFk will be reasonablyshort sincef and F are short.

In the absenceof a transcript, the forgery problem is provably asditcult as
the approximate CVP problem in the NTRU lattice. Howewer, it is clear that
NTRUSign signatures leak someinformation about the private key. The map-
ping involution Z[X]=(g;XN j 1) sendingm 7! s is not a permutation, and
the assaiated identi cation protocol is not zero knowledge (even statistically
or computationally). Below, we describe concretetranscript attacks using ideas
from our cryptanalysis of R-NSS. We have had fruitful discussionswith NTRU
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regarding these attacks, and they have begun running preliminary tests to de-
termine their excacy. Based on these tests, some of these attacks appear to
require a very long transcript that may make them infeasible in practice. This
is a subject of further researt. In any case,theseattacks show that NTRUSign
cannot have any formal security property, sinceit is not secureagainst passive
adversaries.

9.1 Second Order Attac k

Using Equation 24, we may obtain polynomials of the form (A af + aoF)
(similarly, (A =g+ arnG)). Considerthe following average:

X
Avgis(r)= (1=r) (aoF + Ajaf)o(a aF + A af) (25)
i=1

= (1=r) (& e@)a(F aF)+ (A oA;)a(f af)+ other terms :
i=1

(26)

The \other terms" will convergeto 0, sinceA and a are uniformly distributed at
random modulo g and, though dependen, have small statistical correlation. (See
Remark 3 below.) The explicit portion of the averagewill converge essetially
to a scalar multiple of f af + F aF, for the samereasonsas discussedn Section
4.3. Thus,

lim Avgs (r) = °(f af + F aF) : (27)

BecaBsethe signaturesin a transcript are random variables, the limit corverges
as 1= r wherer is the length of a transcript. We may use this averaging to
obtain a suxciently closeapproximation of f af + F aF to obtain the exact
value by solving the CVP in the (N + 1)-dimensional lattice givenin Equation
9 using lattice reduction. Thus, we recover a polynomial that is quadratic in the
private key, and we can obtain f ag+ F ©G and gag+ GaG in a similar fashion.

— . . . P _
Remark 3. One may arti cially construct situations where (1=r) ir:l a g A,

doesnot corvergeto 0. For example,if welet f = F, then A; af + 33 aF "~ 0
(mod q) basically implies A; = | a; and hencea; ©A; = | a aaj, the averageof
which doesnot convergeto 0. Conceivably, NTR USign could be modi'ed so as
to constrainf i 1 @ F (mod @), but this would likely allow alternativ e attacks.

It is worth noting that these secondorder polynomials give us the Gram
matrix Bgr v CBpriv:

BT ¢g.. = MiMg Mf Mg" _ Mg por Moors gor
priv priv M

=5
G Me Mg Mfug+Fu§Mgng+Gn§

This Gram matrix givesus the \shape" of the parallelepiped de ned by B,I, v
but the \orientation" of this parallelepiped is unclear. An interesting (and open)
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question is: Can an attacker recover By, j, from Bg, iv ¢Bpriv and Bpyp = U €
Bpriv, where U is a unimodular matrix? We answered a similar questionin the

atrmativ e in Section 7; we showved that an attacker, in polynomial time, can
recover M from MfT ¢Ms and U ¢M;, where U is a unimodular matrix. We
have not found a way to extend the orthogonal congruenceattack to solve the

NTRUSign Gram matrix problem, however, where the bi-circulant (rather than

purely circulant) nature of the matrices in question (such asB i, ) destroys the
commutativit y that our orthogonal congruenceattack appearsto require, but

this does not imply that the NTRUSign Gram matrix problem is necessarily
hard. We note that it would more than sutce to nd an algorithm that factors
UdUT for unimodular U. (This factorization is unique up to a signedpermutation

matrix.) Further researd in this areawould be interesting, if only becauseit is
relevant to NTR USign's security.

9.2 Second Order Subtranscript Attac k

It is clearthat the secondorder polynomials recoveredabove contain information
not contained in the public key, but using this information to create an e®ectie
attack is not so straightforward. Our approach hasbeento usethe secondorder
polynomials to recover, say, f af, sothat we may then apply the orthogonal
congruenceattack to recover f. One way to get f af is to usethe following
subtranscript attack.

First, we notice that sincekFk > kf k, the norm kA of + aoFk is dictated
more by kak than by kAk. More relevantly, for our purposes,an Aaf + aaF that
is longer than normal will usually have kak > kAKk. This suggestsa subtranscript
attack, including in Equation 25 only those polynomials A; af + a oF for which
kA; af + a aFk is greater than somebound.® Then, we have:

Subtranscript: lim Avg s (r) = °1(f af) + °,5(F aF) ; (28)

for °; < °,. Sincethis linear combination of f af and F aF is distinct from
that in Equation 27, we may computef af and F oF. The corvergenceof this
subtranscript averagingwill be a®ectedby the proportional size of the subtran-
script, but more importantly, by the fact that °; may be only a few percertage
points greater than °, (in our preliminary experiments using the longest50% of
the A af + g BF's). Further experimerts are necessaryto determine the e®ectie-
nessof this attack. Another considerationis that in [11], a possiblemodi cation
of NTRUSign was proposedin which one choosesthe transposeof By i, to be
the private key. The basis vectors are then (f;F) and (g; G) with kf k ¥ kgk
and kF k ¥4 kGk. Choosing the private basisin this way appearsto defeat this
subtranscript attack.

® This selection criterion might be re ned, as by also considering the norm of A aF j
aof, which may be computed using the above secondorder polynomials.
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9.3 Fourth Order Attac k

An alternativeway to getf of isto usethe following fourth order attack. Viewing
the averagein Equation 25, one may consider the corresponding variance and
conclude,under the assumption of the statistical independenceof a and A, that:

X X _ _
lim (1=r) (S8Srev)? i (1=r)"( lim (suse))?=°f af aF aF : (29)
) i=1 ) i=1

The adjustment value of ~ dependson the scheme parametersn and g, and so
the above value may not be exactly the variance. The factor ° also dependson
the scheme parameters, and is a constart that slows corvergenceby a factor

2. This limit doescorvergemore slowly than the secondorder averaging, but,

as above, we may use a close approximation in conjunction with the lattice of
Equation 9 to obtain the exact value. Preliminary tests show that it may not be
practical to obtain an error lower than the Gaussianestimate with a reasonable
number of signatures. Assuming we do obtain the value f af aF aF, we may

useit in combination with (f af + F aF)?2 to obtain (f af | F aF)?, and
then f of { F oF (using, perhaps, the algorithm given in Section 7.5). Then,

fof + FoF andf of | F oF giveusf af andF oF.

9.4 Preliminary  Conclusion

The approac of these initial attacks was to reduce the breaking problem to
the orthogonal congruenceattack using the results of various averagings. We
showed how this could be done, but the practical feasibility of theseattacks has
yet to be determined. In our experimerts, we have found that the secondorder
attack is feasible;for example, by averaging 20000signatures, an attacker may
obtain an approximation whose squared error is about 88, about 1/20 of the
squared Gaussianheuristic of the (N + 1)-dimensional CVP lattice that would
be usedto correct this approximation. Although we have not tested this CVP
lattice, we beliewve its reduction would be feasible.Alternativ ely, more signatures
could ‘rst be usedto obtain a better approximation. We have also shovn how
the security of NTRUSign rests on the hardnessof seweral new hard problems.
These attacks will continue to be analyzed by the authors, NTRU corporation,
and the cryptographic community.
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A Orthogonal Congruence Attac k: The Key Algorithm

Here, we presern in pseudaode the key algorithm of the orthogonal congruence
attack, through which an attacker computes chains of polynomials that allow

him to derive modular information about f Pi 1. This algorithm, aswell asother

algorithms from the orthogonal congruenceattack, are discussedin more detail

in the full version of the paper. Note that this algorithm will compute f 2 & vy

(mod P) instead of f Pi L av; (mod P) for r = blog, Pc; more general powers
require only minor adjustments. Let vo = f.

Input: voavy; basisBg of (vg); prime P~ 1 (mod N), r = blog, Pc= (N + 1)=2.
Output: fv3avy;:::;vZ javrgand fvoavg;::i; vy 18V 1gwith kvik < 2(NT D=2;
v3' av; (mod P).

1. Setr%:= 0.
2. While r°< r do
(@) UseB o to construct asetG of vectorsgenerating(vZ%). Let G = H M,z .

(b) Compute the Gram matrix H ¢HT = G ¢M| 2, ¢GT.

(c) Reducethe Gram matrix H ¢H T to get (A ¢H) ¢(A ¢H)T for known A.
(d) Compute the basis(A ¢H) ¢MVE0 = A G of (v%). (A ¢H hasshort rows.)
(e) Pick, sa, the jth row of A ¢G, call it v% o Ve . Note: Vrorg is the jth
row of A ¢H.
(f) Output v o Vo .
(@ IfrP+16r
{ Compute Vioys BViai = (Vi BVrorr) B (v BVioer) B (Vo @ Vro)i 2,
{ Output Vo;; BVrosg.
{ Compute (A ¢H) ¢M, , = A ¢G¢M \}rfum ®My2ay, o, - This is our
basisBro+; Of (Vrosg ).
(h) Incremert r°
3. Setr%:= 1; Sety := v avy (mod P).
4. While r°< r do
(a) Computey := y? (mod P).
(b) Compute 'y = y @ (vro 8 V)i 21 (v% a8 Vrog) (mod P). At this point,
0.
y=v2 " avsg (mod P).
(c) Incremert r°
5. Output vy.
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