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Abstract. We study the problem of root extraction in "nite Abelian
groups, where the group order is unknown. This is a natural generaliza-
tion of the problem of decrypting RSA ciphertexts. We study the com-
plexity of this problem for generic algorithms, that is, algorithms that
work for any group and do not useany special properties of the group at
hand. We prove an exponertial lower bound on the generic complexity of
root extraction, even if the algorithm can choosethe "public exponent”
itself. In other words, both the standard and the strong RSA assumption
are provably true w.r.t. genericalgorithms. The results hold for arbitrary
groups, so security w.r.t. generic attacks follows for any cryptographic
construction based on root extracting. As an example of this, we re-
visit Cramer-Shoup signature scheme [10]. We modify the scheme such
that it becomesa generic algorithm. This allows us to implement it in
RSA groups without the original restriction that the modulus must be
a product of safe primes. It can also be implemented in class groups.
In all cases,security follows from a well de ned complexity assumption
(the strong root assumption), without relying on random oracles, and
the assumption is shown to be true w.r.t. generic attacks.

1 Intro duction

The well known RSA assumption says, informally speaking, that given a large
RSA modulus N, exponert eand x 2 Zy, it is hard to nd vy, sud that y® =
x mod N. The strong RSA assumption says that given only n; x it is hard to
‘nd any root of x, i.e.,, to 'nd y;e > 1 suc that y¢ = x mod N. Clearly the
secondproblem is potentially easierto solve, sothe assumption that it is hard
is potentially stronger.

Both these assumptions generalizein a natural way to any nite Abelian
group: supposewe are given a description of somelarge nite Abelian group G
allowing us to represent elemeris in G and compute inversion and multiplica-
tion in G exciently. For RSA, the modulus N plays the role of the description.
Another exampleis classgroups, wherethe discriminant ¢ senesasthe descrip-
tion. Then we can de ne the root assumptionwhich says that givenx 2 G and
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number e > 1, it is hard to nd y sud that y® = x. The strong root assumption
says that givenx, it is hard to nd y;e> 1 suc that y€ = x.

Clearly, it is essetial for these assumptionsto hold, that the order of G is
hard to compute from the description of G. It must also be ditcult to compute
discrete logarithms in G. Otherwise, root extraction would be easy: we would
beableto nd amultiple M of the order of the elemert x, and then computing
xe " mod M would produce the desiredroot (if gcd(e;jGj) = 1).

In this paper, we study the complexity of root "nding for generic algorithms,
that is, algorithms that work in any group becausehey useno special properties
of the group G and only use the basic group operations for computing in G.
The generic complexity of discrete logarithms was showved to be exponertial
by Nedaev [18] and Shoup[24] who introduced a broader model for generic
algorithms. In both models, howewer, the algorithm knowsthe order of the group,
which meanswe cannot usethem for studying the (strong) root assumption as
we de ned it here. Genericalgorithms basedon those models were studied and
discussedin [16,17,22,12,23,21]. A similar conceptof algebraic algorithms was
introducedin [3].

We proposea new model, in which the group and its order are hidden from
the algorithm (as in RSA and classgroups setting). More precisely the group
is chosenat random according to a known probability distribution D, and the
algorithm only knows that the group order is in a certain interval. For instance,
if D is chosento be the output distribution producedby an RSA key generation
algorithm, then this models generic attacks against RSA. But the samemodel
also incorporates generic attacks against schemes based on class groups (we
elaborate later on this).

We shaw that if D is a so called hard distribution, then both the root and
strong root assumptions are true for generic algorithms, namely we show ex-
ponertial lower bounds for both standard and strong root extraction. Roughly
speaking, D is hard if, when you choosethe group order n accordingto D, then
the uncertainty about the largest prime factor in n is large (later in the paper,
we de ne what this precisely means). For instance, if the distribution is suc
that the largest prime factor in n is a uniformly chosenk + 1-bit prime, then,
ignoring lower order cortributions, extracting roots with non-negligible probabil-
ity requirestime - (2X=4) for a genericalgorithm. More preciseboundsare given
later in the paper. Our proof technique resenbles that of Shoup [24], howeer,
we need some new ideas in order to take advantage of the uncertainty about
group order (which is known and xed in Shoup'scase).

Thus the distribution of the order is the only important factor. Knowledge
of the group structure, such asthe number of cyclic componerts, doesnot help
the algorithm. Standard RSA key generation produces distributions that are

! We note that it is possibleto study the generic complexity of root "nding in Shoups
model, but in this setting the problem can only be hard if the \public exponent" is
not relatively prime to the order of the group. This was done by Maurer and Wolf
[16]. They shaw that no excient generic algorithm can compute p'th roots etciently
if p? divides the order of the group G and p is a large prime.



indeed hard in our sense,sothis meansthat both the standard and the strong
RSA assumptionare provably true w.r.t. genericalgorithms. The results hold for
arbitrary groups, sosecurity w.r.t. genericattacks follows for any cryptographic
construction basedsolely on root extracting being hard.

As an exampleof this, werevisit the Cramer-Shoupsignature scheme[10]. We
modify it such that it becomesa genericalgorithm. This allows us to implemert
it in RSA groups without the original restriction that the modulus must be a
product of safeprimes. It canalsobeimplemented in classgroups.Here,however,
we needa \°at tree" signature structure to make the schemebe excient.

In all cases,security follows from a well de ned complexity assumption (the
strong root assumption), without relying on random oracles(in cortrast to Biehl
et al. [1]). We stressthat the security proof is general, i.e., if our complexity
assumption holds, then the schemeis secureagainst all polynomial-time attacks,
not just generic ones. In addition, however, our lower bounds imply that the
assumptionis true w.r.t. genericattacks.

Before discussingthe meaning and signi cance of our results, we note that
onemust always be careful in estimating the value of a genericlower bound. This
has beendemonstratedrecerily where a serer aided RSA protocol proposedin
[15] was proved generically securein [17], but was later broken in [19]. This is
unrelated to our results becauseneither the genericproof nor the break applied
to root extraction, but to the problem of breaking a particular protocol. We
believe this demonstratesthat a genericlower bound for a very speci ¢ and not
so well-studied problem is of highly questionablevalue: the problem may turn
out to be very easyafter all, or to be so specialisedthat there are no variants
of it for which generic solutions are the best. From this point of view, it seems
reasonableto considergenericlower bounds for root extraction.

Nevertheless, we have of course NOT proved that RSA is hard to break,
or that root nding in classgroupsis hard: for both problems, there are non-
generic algorithms known that solve the problem in sub-exponertial time. It
must alsobe mertioned that while there are groupsknown for which only generic
algorithms seemto be able to 'nd discrete logs (namely elliptic curve groups),
similar examplesare not known for root extraction. Despite this, we believe that
the results are useful and interesting for other reasons:

{ They shedsomelight on the question whether the strong RSA assumption
really is stronger than the standard RSA assumption: since we show expo-
nertial genericlower boundsfor both problems,it follows that this question
must be studied separatelyfor ead type of group: only an algorithm directed
speci cally againstthe group at hand can separatethe two problems.

{ They give extra credibility to the generalbeliefthat the best RSA key gener-
ation is obtained by choosingthe prime factors large enoughand asrandomly
as possible,the point being that this implies that A(n) cortains at least one
large and random prime factor, and sothe distribution of the group order is
hard in our sense.Note that a genericalgorithm, namely a straightforward
variant of Pollards pj 1 method, will be ableto "nd rootsif all primes factors
of A(n) are too small. When A(n) cortains large prime factors this attack is



trivially preverted, but our results say that in fact all generic attacks will
fail.

{ The fact that no examplesare known of groups where only generic root
“nding works, doesnot meanthat such examplesdo not exist. We hope that
our results can motivate researt aimed at nding suc examples.

{ The generic point of view allows us to look at constructions suc as the
Cramer-Shoup signature scheme in an abstract way, and \move" them to
other groups. The generic security of the scheme will be automatically in-
herited, on the other hand the real, non-genericcomplexity of root nding
may be completely di®erent in di®erert groups. Therefore, having a con-
struction work in arbitrary groups makesit more robust against non-generic
attacks.

1.1 Open Problems

It can be arguedthat the RSA example can be more naturally consideredas a
ring than as a group. One may ask if root extraction is also hard for generic
algorithms allowed to exploit the full ring structure, i.e., it may do additions as
well as multiplications. Boneh and Lipton [2] have consideredthis problem for
“elds, in a model called black-box “elds (with known cardinality of the "eld),

and have shown that in this model, one cannot hide the identit y of "eld elemens
from the algorithm using random encadings: the algorithm will be able gure
out in subexponertial time which elemern is hidden behind an encading, and so
exponertial lower boundsin this genericmodel cannot be showvn. The black-box
“eld model can easily be changedto a black-box ring model. But if we do not
give the algorithm the order of the multiplicativ e group of units in the ring, it is
unclear whether the results of Boneh and Lipton [2] extend to black-box rings,
and on the other hand also unclear if our lower bound still holds.

2 Lower Bound on Generic Root Extraction Algorithms

2.1 Mo del

In our model, we have public parametersB;C and D. Here, B, C are natural
numbersand D is a probability distribution on Abelian groupswith order in the
interval |B;B + C].

Let G be a nite abelian group of order n chosenaccordingto D and let S
denote the set of bit strings of cardinality at least B + C. We de ne enading
function as an injective map %from G into S.

A genericalgorithm A on S is a probabilistic algorithm which gets as input

of G on S. Note that unlike in Shoups'model [24] this algorithm doesnot receive
the order n of the group as a part of its input.

The algorithm can query a group oracle O, specifying two indicesi and |
from the encading list, and a sign bit. The oracle returns ¥{x; § x;) according
to the given sign bit, and this bit string is appendedto the encading list.



The algorithm canalsoaskthe group oracle O for arandom elemen. Then the
oracle choosesa random elemer r 2g G and returns ¥{r), which is appendedto
the encding list. After its execution the algorithm returns a bit string denoted

Note that this model forcesthe algorithm to be genericby hiding the group
elemerts behind encadings. In the following we will choose a random encad-
ing function ead time the algorithm is executed, and we will show that root
extraction is hard for most encaling functions.

2.2 Lower Bound

The distribution D inducesin a natural way a distribution D, over the primes,
namely we choose a group of order n accordingto D and look at the largest
prime factor in n. We let ®& D) be the maximal probability occurring in D. One
can think of ® D) as a measurefor how hard it is to guessthe largest prime
factor of n, since clearly the best strategy is to guessat some prime that has
a maximal probability of being chosen. We also needto measurehow large p
can be expectedto be. Sofor anintegerM, let (D ;M) be the probability that
p - M. As we shall see,a good distribution D (for which root extraction is
hard) hassmall ® D) and small — (D; M), even for large valuesof M 2. Since,as
we shall see,the only important property of D is how the order of the group is
distributed, we will sometimesin the following identify D with the distribution

of group ordersit induces.

First we state a number of obsenations.

Lemma 1. Let n be a number chosenrandomly from the interval |B;B + C]
according to the probability distribution D and let p be its biggestprime divisor.
Let a be any xed integer satisfying jaj - 2™. Then the prokability that pja is at
most

m®(D):

Proof. There are at most m prime numbersdividing a, eat of thesecan be the
largest prime factor in n with probability at most &D).

The following lemma was intro duced by Shoup [24]:

Z[X1;:::;Xk] be a nonzeo polynomial, whose coetcients satisfy jajj - 2M.
Let the integer n be chosenrandomly from the range]B; B + C] according to the
prokability distribution D. If p is the biggestprime divisor of n andt , 1, then

2 The two measures®D); (D; M) are actually related, we elaborate below



at most

_ 1
m® D)+ (D;M) + M;
for any M.
Proof. Wlog we canassumethat a; 6 0.Let E bethe evert that F(x1;:::;Xk) =

0, and A the event that p > M and p - a;. We have P(E) = P(E;: A) +
P(E;A) - P(: A)+ P(EjA). By lemmal, and by de nition of (D;M) we have
that

P:A)- m®D)+ (D;M):

On the other hand, assumingthat p - a; (and p > M), we can consider

: 1 1
P(EJA) - F_)< R

Now we are able to prove the main theorem.

Theorem 1. Let a prokability distribution D on the range]B; B + C] be given.
Let S % f0;1g” be a set of cardinality at least B + C and A a generic algorithm
on S that makesat most m oracle queries. Let M be any number such that
2m - M. SupmseA is an algorithm for solving the strong root problem, that
is, A getsan elementfrom S as input and outputs a number e and an element
from S. Assumeloge - v.

Now chaosea group G according to D and let n be its order. Further chaose
x 2 G and an enading function ¥at random. Then the probability that A(¥x) =
e;¥(y) where e> 1 and ey = x is at most

2

M3+ m?2+ mv+ 2v+ m@D)+ (M2+ m+2) (D;M)+ (Mm?+ m+ 3)=M + %:
Proof. First obsere that A may output a new encading from S that it was not
given by the oracle, or it may output one of the encadings it was given by the
oracle. Without lossof generality, we may assumethat A always outputs a new
encading s 2 S, if we de ne that A has successf this new encaling represers
an e'th root of x, or if any of the encalings it was given represerts such a root.

We de ne a newgroup oracle O°that works like O, exceptthat whenasked for
arandom elemen, it choosesat random amongelemeris for which the algorithm
doesnot already know encadings. The executionsof A that canbe producedusing
OC are a subset of those one can get using O. For ead query, the probability
that O choosesa \known" elemern is at most (number of encadings known)=
(group order). Sinceat most onenew encading is producedby every oracle quiry,
this probability is at most m=n. Hencethe overall probability that O generates
something O° could not is at most m?=n - m?=B. It follows that the success
probability of A using O is at most the sum of the successprobability of A using
0% and m?=B.



To estimate the successprobability of A using O°% we will simulate the oracle
QPasit interacts with the algorithm. Howewver, we will not choosethe group G or
x until after the algorithm halts. While simulating, we keeptrack of what values

Y;:::;% of valuesin S, that the algorithm \thinks" encades corresponding
elemerns in G. When we start, k = 1; F; = X and %; is chosenat random and
givento A. Whenewer the algorithm queriestwo indicesi and j and a bit sign,

When the algorithm terminates, it outputs an exponert e, such that loge - v
and e > 1 (and also outputs somenew elemen s in S).

Wethen chooseat random a group G accordingto the probability distribution
D and hencealso order n from the interval 1B;B + C].

Let p be the biggest prime dividing n. We know that for someintegerr > 0

G2 Z, £ H:

j- m+1 or
{ The new encaling s output by A is an eth root of x, or:
{ eF(x%y%:::;y9) " x°mod p' for somel- i- m+ 1.

To estimate the probability that the algorithm wins, we simply estimate the
probability that ead of the above three casesoccur.

where F1(X;Y1;:::;Ym) = X. Sinceat ead oracle query we could only either
intro duce a new polynomial Yy, add or subtract polynomials, then ja;; j - 2™
fori = 1::;;m+ 1;j = 0;:::;m. Lemma 3 implies that F;(x%y$;:::;y%) ~

Fi(x%y?;:::;y%) mod p' for giveni 6 j, Fi 6 F; with probability at most
m® D)+ (D;M) + Mi Sincewe have at most m? pairsi 6 j, the probability
that Fi(x%y%::0;y2) " Fj(x%yd;:::;y8) mod p" for somei 6 j, Fi 6 Fj is at
most U i

m? m®®D)+ (D;M) + Mi

For the secondcase, rst obsene that the probability that pje or that p< M
is at most v@D) + (D;M), by lemma 1. On the other hand, assuming that
p-eandp, M, arandom group elemen di®erert from the at most m elemeris
the algorithm hasbeengiven encalings of is an €'th root of x with probability at



most p— E 1_ . 2 Weconclude:the newencaling output by A represerts

an eth' root of x Wlth probablllty at most

v&D)+ (D;M)+ 2=M:

Finally let us considerthe evert eF; (x%y?;:::;y%) ~ x®mod p’ for given
1- i m+ 1 SinceFi(X;Y1;:::;Yn) is an integer polynomial and e > 1,
then eF(X;Y1;:::;Ym) 6 X in Z[X;Y1;:::;Ym]. We know that loge - v and
coexcients a;; of the polynomial F; satlsfy the condition Ja,,J j - 2™. Therefore

by lemma 3 the probab|l|ty that eF (x%y?;:::;5y%) © x%mod p" is at most

(v+ m)®D)+ (D M)+ o Hencethe evert, that for somel- i- m+ 1the

equivalenceeF; (x& yl;::"ym) ~ x"mod p’ holds, happenswith the probability
M

(M+1) (v+ m@&D)+ (DiM)+

Summarizing, the probability that A wins when we simulate O° is at most
(M*+ m?2+ mv+ 2v+ m@D)+ (M?>+ m+2)(D;M)+ (m?+ m+ 3)=M:

Given this bound on the probability that A wins the simulation game, we
needto argue the connectionto actual executionsof A (using O°. To this end,
note that sincethe only di®erencebetweensimulation and executionis the time
at which the group, group elemens and encalings are chosen,the evert that

Fi(x% yl;:::; 2])' F,—(x yl;:::; m)modp and F; 6 F;
for somel - i 6 j - m+ 1is well de ned in both scenarios.Let BAD g, ,
respectively BAD ¢yec bethe events that this happensin simulation, respectively
in an execution. We let a history of execution or simulation be the choice of
group and group elemeris followed by the sequenceof oracle calls and responses,
followed by A's "nal output. We then make the following

Claim: Every history in which BAD g, does not happen in simulation of Q°
occur with the sameprobability as history in which B AD ¢4 doesnot happen
in execution of O°% In particular, P(BAD iy ) = P(BAD exec)-

Recall that we de ned that A wins the simulation gameif BAD g, occurs,
or A 'nds a root. Therefore the claim clearly implies that our bound on the
probability that A wins the simulation gameis also a bound on A's success
probability in a real execution.

The proof of the claim is available in the full version of the paper [11].

We now considerthe case ,wherewe have a family of valuesof the parameters
B;C;D, i.e., they are functions of a security parameter k. As usual we say that
a function of k is negligible if it is at most 1=p(k) for any polynomial p() and all
large enoughk.

De nition 1. Let fD(k)j k = 1;2;:::g be a family of probability distributions,
where D (k) rangesover Abelian groups of order in the interval 1B (k); B (k) +

C(k)]. The family is said to be hard if &D (k)) and B(k) are negligible in k.



In the following, we will sometimeswrite just D in place of D (k) when the
dependencyon k is clear. We can obsene:

Fact 1 If fD(k)j k = 1,2;:::g is a hard family, then there exists M (k), such
that ~ (D (k); M (k)) and ﬁ are negligible in k.
Proof. Let M (k) = pﬁ. Clearly W _P ®(D (k)) is negligible.

Now let n be the order of a group chosenaccordingto D (k). What is the
probability that the biggest prime factor of n is smallerthan M (k)? We have at
most M (k) prime factors smallerthan M (k). Each canbe chosenwith probability
at most ®D (k)). Therefore

— 1 P
D(k);M (k)) - M (K)Y®&D(k)) = p——=&D(k)) = D (k));
(D (k); M (k) (KD (k)) Pm@()) ®&(D (k)

which is negligible.

Corollary 1. Let the family fD(k)j k = 1;2;:::g be hard. We chaose randomly
an akelian group G of order n according to the distribution D (k). Let x 2 G be
chosenat random. Consider any protabilistic polynomial time generic algorithm
A. The prolability that A givenx outputsa natural number e > 1 and an enading
of an elementy 2 G suchthat y® = x is negligible.

Proof. Let M be such that & D), (D;M) and Mi are negligible in k. Let m be
the number of group queries made by the algorithm A. Then m and loge are
polynomial in k, soclearly 2m < M for all large enough values of the security
parameter. It follows from Theorem 1 that the probability that A succeedss
negligible.

One may note that if ®&D (k)) and 1=B(k) are exponertially smallin k (asit
is in the concrete exampleswe know), say ®&D (k)) - 21 ° for a constart ¢> 0
and B(k) , 2% fgr a eonstart d > 0. Supposethe running time of a generic

algorithm A is O 2% where & < min (c=4; d=2). Then it follows from the

concrete expressionin Theorem 1 and the proof of Fact 1 that A has negligible
succesgprobability. Thus for such examples,we get an exponertial genericlower
bound. For instance, if D (k) is sud that the largest prime factor in the order
is a uniformly chosenk + 1-bit prime, then certainly B (k) , 2%, and also by
the prime number theorem @&k) ¥ 2i k*°9 k |n 2. Now, if we ignore lower order
cortributions we getthat root extraction requirestime - (2X=#). We preseri some
proven or conjectured examplesof hard families of distributions below in next
subsections.

Applying the results to the standard root problem. What we have said so
far concernsonly the strong root assumption. For the standard root assumption,
the scenariois slightly di®eren: A group G and a public exponert e > 1 are
chosenaccordingto somejoint distribution. Then e and an encading of a random



elemert x is given asinput to the (generic) algorithm, which tries to 'nd an €'th
root of x. Clearly, if we let D be the distribution of G given e, Theorem 1 can
be applied to this situation aswell, asit lower boundsthe complexity of nding
any root of x.

Now considera family of distributions as above fD (k)j k = 1;2;:::9, where
ead D (k) now outputs a group G and an exponert e, let D (k; €) be the distri-
bution of G given e, and ]B (k; €); B (k;e) + C(k; e)] be the interval in which jGj
lies, given e. The family is said to be hard if Maxe(®(D (k; €))) and Maxe(gricey)
are negligible in k, wherethe maximum is over all e that can be output by D (k).
One can then shaow in a straightforward way a result corresponding to Corollary
1 for the standard root problem.

23 RSA

For the RSA case,it is clearthat any reasonablekey generationalgorithm would
produce hard distributions becauseit is already standard to demand from good
RSA key generation that the order of the group produced contains at least one
large and random prime factor.

Furthermore, the fact that a public exponert e with (e;jGj) = 1 is given
doesnot constrain seriously the distribution of the group, i.e., it remains hard.
Consider, for instance, the distribution of random RSA moduli versusrandom
RSA moduli where 3 is a valid public exponert. Since essetially half of all
primes p satisfy that 3 doesnot divide pj 1, the uncertainty about the largest
prime factor in the group order remains large.

2.4 The Uniform Distribution

Assume our distribution D is such that the group order n is chosenfrom the
interval |B;B + C] according to the uniform distribution, and suc that both
B and C are at least 2¢, wherek is the security parameter. We prove that this
uniform distﬂ'b_ution is hard.

Let u = k. Wlog we can assumethat u is a natural number. Let M = 2",
Clearly i+ is negligible in k.

We prove that in this case®D) and (D;M) are also negligible.

2.5 Class Groups

Buchmann and Williams [4] proposeda rst crypto systembasedon classgroups
of imaginary quadratic orders (IQC). We describe brie°y classgroups and their
application in cryptography.
Let ¢ be a negative integer such that ¢ = 0;1 mod 4. The discriminant ¢

is called fundamental if % or ¢ is squarefreefor ¢ ©~ Omod4or ¢ ~ 1mod 4,
respectively. Given ¢ it is possibleto construct an abelian nite group called
class group and denoted by CI(¢ ). The order of the classgroup is denoted by
h(¢) and called class numbker. We denote the cardinality of the odd part of a
classgroup CI(¢ ) by hggq(¢).



There is no known ezcient algorithm to compute classnumber h(¢) if the
discriminant ¢ is fundamental. See[14]) for the discussionof the problem of
computing classnumbers.

Hamdy and MAller [13] analyzethe smoothnessprobabilities of classnumbers
basedon heuristics of Cohen and Lenstra [7] and Buell [5]. Hamdy and MAller
provide examplesof discriminants with nice smoothnessproperties.. One of them
is¢ = j 8pgwherep and g are primessuch that p~ 1mod 8, p+ q~ 8mod 16

and the Legendresymbol g is equal j 1.

We assumethat a discriminant ¢ is chosenrandomly from some interval
(under the restriction in above example) and that results in a distribution D of
classnumbers. In provided examplewe have that ~(D;M) and Mi are negligible
(5 is trivially negligible).

We beliewe it is reasonableto conjecture that the distribution induced by
choosing discriminant as described above is indeed hard. For more detailed dis-
cussionof this problem seethe full version of the paper [11].

3 Generic Cryptographic Proto cols

Basedon our model of genericadversary, we look at the notion of genericcrypto-
graphic protocols. Suc protocolsdo not exploit any speci ¢ properties of group
elemert represernation. They are basedon a simple model of nite abelian group
with unknown order.

One advantage of this approad is an easyapplication of genericprotocolsin
any family of groups of ditcult to compute order. As a rst example we note
the family of RSA groups (without necessarilyrestricting the RSA modulus to
a product of safeprimes). Another exampleis classgroups.

This genericapproac has beenused earlier: Shoup [24] proved the security
of Schnorr's identi cation scdheme[20]in the genericmodel with public order of
the group. Biehl et al. [1] intro duced somegeneric cryptographic protocols and
applied them in classgroups.

In this section we proposea generic signature scheme which can be seenas
an abstraction of Cramer-Shoupsignature scheme[10]. We will showv security of
this protocol against arbitrary attacks, given certain intractabilit y assumption
(strong root assumption), which we have proven in our generic model. This
immediately implies provable security with respect to genericattacks.

3.1 Proto col

For this signature scheme, we assumethat we are given D, a probability distri-

bution over Abelian groupswith order in the interval |B; B + C]. We alsoassume

for this version of the schemethat one can exciently choosea group according

to D, such that the order of the group is known (the assumption about known

order is removed later). Moreover, we assumea collision-resistart hash function
B

H whoseoutput is a natural number smaller than =-.



Key Generation. We chooseG of order n accordingto the probability distribu-
tion D. A description of the group G is announced,but its order remains hidden
(for RSA, for instance, this amounts to publishing the modulus).

We chooserandomly elemerts h 2g G and x 2g< h >(let < h > denote
the cyclic subgroup generatedby h). Let €° be a prime satisfying B + C < e°<
2(B + C).

The public key is (h; x; €9).

The private key is n.

Signing Protocol

1. When a messageM (it can be a bit string of arbitrary size) is requestedto
be signed,a random prime e 6 €°is chosensuc that B+ C < e< 2(B + C).
A random elemert y°2x G is chosen.
2. We compute
0
%0 = y9°

T hH(M)

and 3 .
1
y= xhHC&) ©.

Note that the signer can invert e, since he knows the order n of the group
G.
3. The signature is de ned to be (e;y;y9.

Signature Veri ¢ ation. To verify that (e;y;y9) is a signature on a messageM ,
we perform the following steps.

1. We ched that e is an integer from interval |B + C;2(B + C)[ and di®eren
from €°. .

2. We compute x°= (y9¢ hi H(M),

3. We verify that x = y®hi H(x%,

3.2 Security Pro of
First we state our intractabilit y assumption:

Conjecture 1. We chooserandomly an abelian group G of order n, wheren 2
1B;B + CJ], accordingto the probability distribution D. Let x 2 G be chosenat
random. Considerany probabilistic polynomial time algorithm A. The probabil-
ity that A, giventhe description of G and x, outputs e> 1 andy 2 G such that
y€ = x is negligible.

In our genericmodel, where A knowsonly D and encalings of group elemerts,
and assumingthat D is from a hard family, it follows from the results we proved
above that this assumptionis true.

The following fact is easyto proof:



ag elementg in a nite atelian multiplicative group G, we are ableto compute
g ¢i® forall j = 1;:::;t using O(tlogtlog E) multiplications in G.

We provethat our signature schemeis secureagainst chosenmessagettacks.
We stressthat this security proof holds for any type of polynomial-time attack
(not just genericones), as long asthe conjecture holds.

Theorem 2. The alove signature schemeis secure assumingthe conjecture 1
and that H is collision-resistant.

The proof is somehav standard and it is available in the full version of the
article [11].

Corollary 2. The alove signhature schemeis secure against chosenmessageat-
tack performed by any generic algorithm if we assumethat D is a hard probability
distribution.

3.3 Concrete instances of the generic scheme

Known order. If we are able to choosea random group of order known for us
and hidden for others, then we have a very eztcient signature scheme, secure
assumingour conjectures.

The original Cramer-Shoup signature scheme [10] is a special caseof this,
wherethe RSA keysare restricted to safeprime products. But our genericscheme
can also be instantiated with general RSA groups without restricting the keys
to safeprimes.

Unknown order. If we do not know how to generatea group of known for us
order, we cannot usethe signing algorithm we speci ed above. Instead, we can
usethe method basedon Fact 2 and given in the simulation from the proof in
order to sign messagesThis requiresO(kt logt) group operations, wheret is the
number of the messages$o be signedand k the security parameter. Moreover we
needto keept exponerts e in our memory.

Our signature scheme in sudch form can be applied, for instance, in class
groupswhere we do not know how to generatee+ciently a discriminant together
with the corresponding classnumber. However, ast becomeslarge, this scheme
becomegather inexcient. In the following sectionwe describe a solution to this.

4 Tree Structured Signature Scheme in groups with
unkno wn order

Here, we describe a generic signature scheme, which can be applied, e.g, in
classgroups, is more excient than the previous schemeand still provably secure
without assumingthe random oracle model.

We recall the idea of authentication \°at tree" [8,9,6] and put it on top of
our signature scheme.



4.1 Description of the Scheme

Let | and d be new integer parameters. We will construct a tree of degreel and
depth d.

As in the original protocol we choosean abelian group G of a random order
n accordingto the distribution D.

forean1- i- |I.

Let us considerthe root of the authentication tree. As in the simulation in
the security proof of the original protocol we chooserandom zp;! o 2 G and a
prime €° satisfyjng B + C < €< 2fB+ C) and €6 & forall 1- i - I. We

101 6 1018

compute hg = z, andxg =1, .
The valueshg; xo and €° are publicly known.
For eath chiIin of the root we chocge random elemerns z;;! 15 2 G and

i €; . . .
compute hyi = z;, and xg; = ! ;b "7 Now asin the simulation we

can sign the pair hy;; X1 using ho;Xo and the exponert e. Let %, be that
signature.

If we repeat that authentication procedure for ead node using its signed
values h and x together with exponert €% we can construct a tree of degreel
and depth d. We will have |9 leaves. Instead of constructing new valuesh and x
for ead leaf we will sign messagesising leaves. Hencewe will be able to sign |4
messagegone messageor ead leaf).

It is important to note that we don't need to remenber the whole tree
in order to sign messageslf we use leavesin order \from the left", the path
from the root to the leaf is sutcient to construct a signature of a new message
(for details see[8,9,6]). Let the nodes on the path be (hg; X, hi;x; with sig-
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the public exponert €° and appropriate exponert e we sign a messagem.
That gives us the signature %. Finally the signature of messagem is the list

using the original schemewith appropriate valuesof x, h and g;.

4.2 Securit y Pro of.

Theorem 3. Let |9 be polynomial in the security parameter k. Assume that
the signature schemefrom previous schemewas unforgeable under adaptively
chosenmessagettack. Then our tree authentication schemeis unforgeableunder
adaptive chosenmessageattack.

4.3 Ezciency Analysis

Each signature contains d partial signatures. Hencethe size of the signature is
O(dk).

The signer hasto keepthe list of | primes, which correspondsto O(kl) bits
and a path of size O(dk) bits.



For signing a new signature the signerhasto moveto a new path. It requires
computing at most d partial signatures,on averagelessthan 1+ 2=". Computing
anew partial signaturein a straightforward way requiresO(lk) group operations
(generally computing roots takesthis time).

It follows from Fact 2 that we could have done some precomputation for
ead node requiring O (kl log™) multiplications in G. That would give us on
averageO (klog ") group operations for ead partial signature. Then it would be
suzcient to use O(k) group multiplications for ead partial signature. However
this solution requires keeping O(kl) bits in memory for ead node. If we store
the results of precomputation for ead node on the path, it will occupy O(kld)
bits in the memory of signer.

The veri er just cheds d partial signatures(seeprevious sectionfor details).

4.4 Realistic Parameters

Let | = 1000and d = 3. Then we are able to sign one billion messageswhich
should be sutcient in real life applications. Signing messageswill be still fast
and the signer's systemwill require a reasonableamourt of data to be stored.

References

1. Ingrid Biehl, JohannesBuchmann, Safuat Hamdy, and Andreas Meyer. A signature
scheme based on the intractabilit y of computing roots. Technical Report 1/00,
Darmstadt University of Tednology, 2000.

2. D. Boneh and R. J. Lipton. Algorithms for black-box “elds and their application
to cryptography. Lecture Notes in Computer Science, 1109:283{297,1996.

3. D. Boneh and R. Venkatesan. Breaking RSA may not be equivalent to factoring.
Lecture Notes in Computer Scienae, 1403:59{71, 1998.

4. JohannesBuchmann and H. C. Williams. A key-exchange system basedon imag-
inary quadratic "elds. Journal of Cryptology: the journal of the International
Asscciation for Cryptologic Reserch, 1(2):107{118, 1988.

5. Duncan A. Buell. The expectation of successusing a Monte Carlo factoring
method|some statistics on quadratic class numbers. Mathematics of Compu-
tation, 43(167):313{327, July 1984.

6. Marc Bikik ofer. An abstraction of the Cramer-Damgard signature scheme based
on trib es of g-one-way-group-homomorphisms. ETH Zivich, 1999.

7. H. Cohen and Jr. HW. Lenstra. Heuristics on class groups of number “elds. In
Number Theory, Noordvijkerhout 1983, volume 1068 of Lecture Notes in Math.,
pages33{62, 1984.

8. R. Cramer and |I. Damgaard. Securesignature schemesbased on interactiv e pro-
tocols. Lecture Notes in Computer Science, 963:297{310, 1995.

9. R. Cramer and |. Damgaard. New generation of secureand practical RSA-Based
signatures. Lecture Notes in Computer Science, 1109:173{185,1996.

10. Ronald Cramer and Victor Shoup. Signature schemesbased on the strong RSA
assumption. In ACM Conference on Computer and Communications Security,
pages46{51, 1999.



11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

Ivan Damgard and Maciej Koprowski. Generic lower bounds for root extraction
and signature schemesin general groups (extended version). Cryptology ePrint
Archive, Report 2002/013, 2002. http://eprin t.iacr.org/.

Marc Fischlin. A note on security proofsin the generic model. In T. Okamoto, ed-
itor, Advancesin Cryptology { ASIACRYPT ' 2000, volume 1976 of Lecture Notes
in Computer Science, pages458{469, Kyoto, Japan, 2000. International Associa-
tion for Cryptologic Researt, Springer-Verlag, Berlin Germany.

Safuat Hamdy and Bodo MAller. Security of cryptosystems basedon classgroups
of imaginary quadratic orders. In T. Okamoto, editor, Advances in Cryptology -
ASIACRYPT 2000, pages234{247. Springer-Verlag, 2000.

M. Jacobson. Sulexponential class group computation in quadratic orders. PhD
thesis, Tednische Universitat Darmstadt, Darmstadt, Germany, 1999.

Tsutomu Matsumoto, Koki Kato, and Hideki Imai. Speeding up secret compu-
tations with insecure auxiliary devices. In S. Goldwasser, editor, Advances in
Cryptology|CR YPTO '88, volume 403 of Lecture Notes in Computer Science,
pages497{506. Springer-Verlag, 1990, 21{25 August 1988.

U. Maurer and S. Wolf. Lower bounds on generic algorithms in groups. Lecture
Notes in Computer Science, 1403:72{84, 1998.

J. Merkle and R. Werchner. On the security of server-aided RSA proto cols. Lecture
Notes in Computer Science, 1431:99{116, 1998.

V. I. Nechaev. Complexity of a determinate algorithm for the discrete logarithm.
Mathematical Notes, 55(2):165{172, 1994. Translated from Matematic heskie Za-
metki, 55(2):91{101, 1994.

P. Q. Nguyen and I.E. Shparlinski. On the insecurity of a server-aided RSA pro-
tocol. In C. Boyd, editor, Advancesin Cryptology|Asiacrypt'2001 , volume 2248
of Lecture Notes in Computer Science, pages21{35. Springer-Verlag, 2001.

C.-P. Schnorr. Excient signature generation by smart cards. Journal of Cryptology:
the journal of the International Asscciation for Cryptologic Reserch, 4(3):161{174,
1991.

Claus Peter Schnorr. Security of DL-encryption and signatures against generic
attacks - a survey. In K.Alster, H.C.Williams, and J.Urbanowicz, editors, Proceed-
ings of Public-Key Cryptography and Computational Number Theory Conference,
Warsaw, Septemlter, 2000. Walter De Gruyter, 2002.

Claus Peter Schnorr and Markus Jakobsson. Security of discrete log cryptosystems
in the random oracle + generic model. In Conference on The Mathematics of
Public-Key Cryptography, The Fields Institute, Toronto, Canada, 1999.

Claus Peter Schnorr and Markus Jakobsson. Security of signed ElIGamal encryp-
tion. In T. Okamoto, editor, Advancesin Cryptology { ASIACRYPT ' 2000, vol-
ume 1976 of Lecture Notes in Computer Science, pages73{89, Ky oto, Japan, 2000.
International Association for Cryptologic Researd, Springer-Verlag, Berlin Ger-
many.

V. Shoup. Lower bounds for discrete logarithms and related problems. In Advances
in Cryptology: Eurocrypt '97, pages256{266, 1997.



