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Abstract. We study the problem of root extraction in ¯nite Ab elian
groups, where the group order is unknown. This is a natural generaliza-
tion of the problem of decrypting RSA ciphertexts. We study the com-
plexit y of this problem for generic algorithms, that is, algorithms that
work for any group and do not useany special properties of the group at
hand. We prove an exponential lower bound on the generic complexity of
root extraction, even if the algorithm can choosethe "public exponent"
itself. In other words, both the standard and the strong RSA assumption
are provably true w.r.t. genericalgorithms. The results hold for arbitrary
groups, so security w.r.t. generic attacks follows for any cryptographic
construction based on root extracting. As an example of this, we re-
visit Cramer-Shoup signature scheme [10]. We modify the scheme such
that it becomesa generic algorithm. This allows us to implement it in
RSA groups without the original restriction that the modulus must be
a product of safe primes. It can also be implemented in class groups.
In all cases,security follows from a well de¯ned complexity assumption
(the strong root assumption), without relying on random oracles, and
the assumption is shown to be true w.r.t. generic attacks.

1 In tro duction

The well known RSA assumption says, informally speaking, that given a large
RSA modulus N , exponent e and x 2 Z ¤

N , it is hard to ¯nd y, such that ye =
x mod N . The strong RSA assumption says that given only n; x it is hard to
¯nd any root of x, i.e., to ¯nd y; e > 1 such that ye = x mod N . Clearly the
secondproblem is potentially easierto solve, so the assumption that it is hard
is potentially stronger.

Both these assumptions generalize in a natural way to any ¯nite Abelian
group: supposewe are given a description of somelarge ¯nite Abelian group G
allowing us to represent elements in G and compute inversion and multiplica-
tion in G e±ciently . For RSA, the modulus N plays the role of the description.
Another exampleis classgroups,wherethe discriminant ¢ servesasthe descrip-
tion. Then we can de¯ne the root assumption which says that given x 2 G and
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number e > 1, it is hard to ¯nd y such that ye = x. The strong root assumption
says that given x, it is hard to ¯nd y; e > 1 such that ye = x.

Clearly, it is essential for these assumptionsto hold, that the order of G is
hard to compute from the description of G. It must also be di±cult to compute
discrete logarithms in G. Otherwise, root extraction would be easy: we would
be able to ¯nd a multiple M of the order of the element x, and then computing
xe¡ 1 mo d M would produce the desiredroot (if gcd(e;jGj) = 1).

In this paper, we study the complexity of root ¯nding for genericalgorithms,
that is, algorithms that work in any group becausethey useno special properties
of the group G and only use the basic group operations for computing in G.
The generic complexity of discrete logarithms was showed to be exponential
by Nechaev [18] and Shoup[24] who intro duced a broader model for generic
algorithms. In both models,however, the algorithm knows the order of the group,
which meanswe cannot use them for studying the (strong) root assumption as
we de¯ned it here 1. Genericalgorithms basedon thosemodelswerestudied and
discussedin [16,17,22,12,23,21]. A similar concept of algebraic algorithms was
intro duced in [3].

We proposea new model, in which the group and its order are hidden from
the algorithm (as in RSA and classgroups setting). More precisely, the group
is chosenat random according to a known probabilit y distribution D , and the
algorithm only knows that the group order is in a certain interval. For instance,
if D is chosento be the output distribution producedby an RSA key generation
algorithm, then this models generic attacks against RSA. But the samemodel
also incorporates generic attacks against schemes based on class groups (we
elaborate later on this).

We show that if D is a so called hard distribution, then both the root and
strong root assumptions are true for generic algorithms, namely we show ex-
ponential lower bounds for both standard and strong root extraction. Roughly
speaking, D is hard if, when you choosethe group order n according to D , then
the uncertainty about the largest prime factor in n is large (later in the paper,
we de¯ne what this precisely means). For instance, if the distribution is such
that the largest prime factor in n is a uniformly chosenk + 1-bit prime, then,
ignoring lower order contributions, extracting roots with non-negligibleprobabil-
it y requirestime ­ (2k=4) for a genericalgorithm. More preciseboundsare given
later in the paper. Our proof technique resembles that of Shoup [24], however,
we need some new ideas in order to take advantage of the uncertainty about
group order (which is known and ¯xed in Shoup's case).

Thus the distribution of the order is the only important factor. Knowledge
of the group structure, such as the number of cyclic components, doesnot help
the algorithm. Standard RSA key generation produces distributions that are

1 We note that it is possible to study the generic complexity of root ¯nding in Shoups
model, but in this setting the problem can only be hard if the \public exponent" is
not relativ ely prime to the order of the group. This was done by Maurer and Wolf
[16]. They show that no e±cient generic algorithm can compute p'th roots e±ciently
if p2 divides the order of the group G and p is a large prime.



indeed hard in our sense,so this meansthat both the standard and the strong
RSA assumptionare provably true w.r.t. genericalgorithms. The results hold for
arbitrary groups, so security w.r.t. genericattacks follows for any cryptographic
construction basedsolely on root extracting being hard.

As an exampleof this, werevisit the Cramer-Shoupsignaturescheme[10].We
modify it such that it becomesa genericalgorithm. This allows us to implement
it in RSA groups without the original restriction that the modulus must be a
product of safeprimes. It canalsobe implemented in classgroups.Here,however,
we needa \°at tree" signature structure to make the schemebe e±cient.

In all cases,security follows from a well de¯ned complexity assumption (the
strong root assumption), without relying on random oracles(in contrast to Biehl
et al. [1]). We stress that the security proof is general, i.e., if our complexity
assumptionholds, then the schemeis secureagainst all polynomial-time attacks,
not just generic ones. In addition, however, our lower bounds imply that the
assumption is true w.r.t. genericattacks.

Before discussingthe meaning and signi¯cance of our results, we note that
onemust always be careful in estimating the value of a genericlower bound. This
has beendemonstrated recently where a server aided RSA protocol proposedin
[15] was proved generically securein [17], but was later broken in [19]. This is
unrelated to our results becauseneither the genericproof nor the break applied
to root extraction, but to the problem of breaking a particular protocol. We
believe this demonstratesthat a generic lower bound for a very speci¯c and not
so well-studied problem is of highly questionablevalue: the problem may turn
out to be very easyafter all, or to be so specialisedthat there are no variants
of it for which genericsolutions are the best. From this point of view, it seems
reasonableto considergeneric lower bounds for root extraction.

Nevertheless,we have of course NOT proved that RSA is hard to break,
or that root ¯nding in classgroups is hard: for both problems, there are non-
generic algorithms known that solve the problem in sub-exponential time. It
must alsobe mentioned that while there are groupsknown for which only generic
algorithms seemto be able to ¯nd discrete logs (namely elliptic curve groups),
similar examplesare not known for root extraction. Despite this, we believe that
the results are useful and interesting for other reasons:

{ They shed somelight on the question whether the strong RSA assumption
really is stronger than the standard RSA assumption: since we show expo-
nential genericlower bounds for both problems, it follows that this question
must bestudied separatelyfor each typeof group: only an algorithm directed
speci¯cally against the group at hand can separatethe two problems.

{ They give extra credibilit y to the generalbelief that the best RSA key gener-
ation is obtained by choosingthe prime factors largeenoughand asrandomly
as possible,the point being that this implies that Á(n) contains at least one
large and random prime factor, and so the distribution of the group order is
hard in our sense.Note that a genericalgorithm, namely a straightforward
variant of Pollards p¡ 1 method, will be able to ¯nd roots if all primes factors
of Á(n) are too small. When Á(n) contains large prime factors this attack is



trivially prevented, but our results say that in fact all generic attacks will
fail.

{ The fact that no examples are known of groups where only generic root
¯nding works, doesnot meanthat such examplesdo not exist. We hope that
our results can motivate research aimed at ¯nding such examples.

{ The generic point of view allows us to look at constructions such as the
Cramer-Shoup signature scheme in an abstract way, and \move" them to
other groups. The generic security of the scheme will be automatically in-
herited, on the other hand the real, non-genericcomplexity of root ¯nding
may be completely di®erent in di®erent groups. Therefore, having a con-
struction work in arbitrary groupsmakesit more robust against non-generic
attacks.

1.1 Op en Problems

It can be argued that the RSA example can be more naturally consideredas a
ring than as a group. One may ask if root extraction is also hard for generic
algorithms allowed to exploit the full ring structure, i.e., it may do additions as
well as multiplications. Boneh and Lipton [2] have consideredthis problem for
¯elds, in a model called black-box ¯elds (with known cardinalit y of the ¯eld),
and have shown that in this model, onecannot hide the identit y of ¯eld elements
from the algorithm using random encodings: the algorithm will be able ¯gure
out in subexponential time which element is hidden behind an encoding, and so
exponential lower bounds in this genericmodel cannot be shown. The black-box
¯eld model can easily be changed to a black-box ring model. But if we do not
give the algorithm the order of the multiplicativ e group of units in the ring, it is
unclear whether the results of Boneh and Lipton [2] extend to black-box rings,
and on the other hand also unclear if our lower bound still holds.

2 Lower Bound on Generic Ro ot Extraction Algorithms

2.1 Mo del

In our model, we have public parameters B ; C and D. Here, B , C are natural
numbersand D is a probabilit y distribution on Abelian groupswith order in the
interval ]B ; B + C].

Let G be a ¯nite abelian group of order n chosenaccording to D and let S
denote the set of bit strings of cardinalit y at least B + C. We de¯ne encoding
function as an injective map ¾from G into S.

A genericalgorithm A on S is a probabilistic algorithm which gets as input
an encoding list (¾(x1); : : : :¾(xk )), where x i 2 G and ¾is an encoding function
of G on S. Note that unlike in Shoups'model [24] this algorithm doesnot receive
the order n of the group as a part of its input.

The algorithm can query a group oracle O, specifying two indices i and j
from the encoding list, and a sign bit. The oracle returns ¾(x i § x j ) according
to the given sign bit, and this bit string is appendedto the encoding list.



The algorithm canalsoaskthe group oracleO for a random element. Then the
oraclechoosesa random element r 2 R G and returns ¾(r ), which is appendedto
the encoding list. After its execution the algorithm returns a bit string denoted
by A(¾; x1; : : : ; xk ).

Note that this model forcesthe algorithm to be genericby hiding the group
elements behind encodings. In the following we will choose a random encod-
ing function each time the algorithm is executed, and we will show that root
extraction is hard for most encoding functions.

2.2 Lower Bound

The distribution D inducesin a natural way a distribution D p over the primes,
namely we choose a group of order n according to D and look at the largest
prime factor in n. We let ®(D) be the maximal probabilit y occurring in D p. One
can think of ®(D) as a measurefor how hard it is to guessthe largest prime
factor of n, since clearly the best strategy is to guessat someprime that has
a maximal probabilit y of being chosen. We also need to measurehow large p
can be expected to be. So for an integer M , let ¯ (D ; M ) be the probabilit y that
p · M . As we shall see,a good distribution D (for which root extraction is
hard) hassmall ®(D) and small ¯ (D ; M ), even for large valuesof M 2. Since,as
we shall see,the only important property of D is how the order of the group is
distributed, we will sometimesin the following identify D with the distribution
of group orders it induces.

First we state a number of observations.

Lemma 1. Let n be a number chosenrandomly from the interval ]B ; B + C]
according to the probability distribution D and let p be its biggestprime divisor.
Let a be any ¯xed integer satisfying jaj · 2m . Then the probability that pja is at
most

m®(D):

Proof. There are at most m prime numbers dividing a, each of thesecan be the
largest prime factor in n with probabilit y at most ®(D).

The following lemma was intro duced by Shoup [24]:

Lemma 2. Let p be prime and let t ¸ 1. Let F (X 1; : : : ; X k ) 2 Z=pt [X 1; : : : ; X k ]
be a nonzero polynomial of total degree d. Then for random x1; : : : ; xk 2 Z=pt ,
the probability that F (x1; : : : ; xk ) = 0 is at most d=p.

Lemma 3. Let 0 < M < B and F (X 1; : : : ; X k ) = a1X 1 + ¢¢¢+ ak X k 2
Z[X 1; : : : ; X k ] be a nonzero polynomial, whose coe±cients satisfy jai j · 2m .
Let the integer n be chosenrandomly from the range]B ; B + C] according to the
probability distribution D . If p is the biggestprime divisor of n and t ¸ 1, then

2 The two measures®(D ); ¯ (D ; M ) are actually related, we elaborate below



for random x1; : : : ; xk 2 Z=pt , the probability that F (x1; : : : ; xk ) = 0 in Z=pt is
at most

m®(D) + ¯ (D ; M ) +
1

M
;

for any M .

Proof. Wlog wecanassumethat a1 6= 0. Let E be the event that F (x1; : : : ; xk ) =
0, and A the event that p > M and p - a1. We have P(E) = P(E ; : A) +
P(E ; A) · P(: A) + P(E jA). By lemma 1, and by de¯nition of ¯ (D ; M ) we have
that

P(: A) · m®(D) + ¯ (D ; M ):

On the other hand, assuming that p - a1 (and p > M ), we can consider
F (X 1; : : : ; X k ) as a nonzerolinear polynomial in the ring Z=pt [X 1; : : : ; X k ]. Let
x1; : : : ; xk be chosenat random in Z=pt . Then by lemma 2 we have

P(E jA) ·
1
p

<
1

M
:

Now we are able to prove the main theorem.

Theorem 1. Let a probability distribution D on the range]B ; B + C] be given.
Let S ½ f 0; 1g¤ be a set of cardinality at least B + C and A a generic algorithm
on S that makes at most m oracle queries. Let M be any number such that
2m · M . Suppose A is an algorithm for solving the strong root problem, that
is, A gets an element from S as input and outputs a number e and an element
from S. Assumeloge · v.

Now choosea group G according to D and let n be its order. Further choose
x 2 G and an encoding function ¾at random. Then the probability that A(¾; x) =
e;¾(y) where e > 1 and ey = x is at most

(m3 + m2 + mv + 2v + m)®(D) + (m2 + m + 2)¯ (D ; M ) + (m2 + m + 3)=M +
m2

B
:

Proof. First observe that A may output a new encoding from S that it was not
given by the oracle, or it may output one of the encodings it was given by the
oracle. Without lossof generality, we may assumethat A always outputs a new
encoding s 2 S, if we de¯ne that A has successif this new encoding represents
an e'th root of x, or if any of the encodings it was given represents such a root.

Wede¯ne a newgroup oracleO0 that works likeO, exceptthat whenasked for
a random element, it choosesat random amongelements for which the algorithm
doesnot alreadyknow encodings.The executionsof A that canbeproducedusing
O0 are a subset of those one can get using O. For each query, the probabilit y
that O choosesa \kno wn" element is at most (number of encodings known)=
(group order). Sinceat most onenew encoding is producedby every oraclequiry,
this probabilit y is at most m=n. Hencethe overall probabilit y that O generates
something O0 could not is at most m2=n · m2=B. It follows that the success
probabilit y of A using O is at most the sum of the successprobabilit y of A using
O0 and m2=B.



To estimate the successprobabilit y of A using O0, we will simulate the oracle
O0 asit interacts with the algorithm. However, we will not choosethe group G or
x until after the algorithm halts. While simulating, we keeptrack of what values
the algorithm has computed, as follows: Let X ; Y1; : : : ; Ym be indeterminants.
At any step, we say that the algorithm has computed a list F1; : : : ; Fk of linear
integer polynomials in variables X ; Y1; : : : ; Ym . The algorithm knows also a list
¾1; : : : ; ¾k of values in S, that the algorithm \thinks" encodes corresponding
elements in G. When we start, k = 1; F1 = X and ¾1 is chosenat random and
given to A. Whenever the algorithm queriestwo indices i and j and a bit sign,
we compute Fk+1 = Fi § Fj 2 Z[X ; Y1; : : : ; Ym ] according to the bit sign. If
Fk+1 = Fl for some` with 1 · l · k, we de¯ne ¾k+1 = ¾l ; otherwise we choose
¾k+1 at random from S distinct from ¾1; : : : ; ¾k .

When the algorithm asksfor a random element from the group G, we choose
at random ¾k+1 from S n f ¾1; : : : ; ¾k g. We de¯ne Fk+1 = Yk .

When the algorithm terminates, it outputs an exponent e, such that loge · v
and e > 1 (and also outputs somenew element s in S).

Wethen chooseat random a group G accordingto the probabilit y distribution
D and hencealso order n from the interval ]B ; B + C].

Let p be the biggest prime dividing n. We know that for someinteger r > 0

G »= Zpr £ H:

We chooseat random x; y1; : : : ; ym 2R G, which is equivalent to random inde-
pendent choicesof x0; y0

1; : : : ; y0
m 2R Zpr and x00; y00

1 ; : : : ; y00
m 2R H .

We say that the algorithm wins if either

{ Fi (x0; y0
1; : : : ; y0

m ) ´ Fj (x0; y0
1; : : : ; y0

m ) mod pr and Fi 6= Fj for some1 · i 6=
j · m + 1, or:

{ The new encoding s output by A is an e'th root of x, or:
{ eFi (x0; y0

1; : : : ; y0
m ) ´ x0 mod pr for some1 · i · m + 1.

To estimate the probabilit y that the algorithm wins, we simply estimate the
probabilit y that each of the above three casesoccur.

For this ¯rst case,recall that Fi (X ; Y1; : : : ; Ym ) = ai; 0X + ai; 1Y1+ ¢¢¢+ ai;m Ym ,
where F1(X ; Y1; : : : ; Ym ) = X . Since at each oracle query we could only either
intro duce a new polynomial Yk , add or subtract polynomials, then jai;j j · 2m

for i = 1; : : : ; m + 1; j = 0; : : : ; m. Lemma 3 implies that F i (x0; y0
1; : : : ; y0

m ) ´
Fj (x0; y0

1; : : : ; y0
m ) mod pr for given i 6= j , Fi 6= Fj with probabilit y at most

m®(D) + ¯ (D ; M ) + 1
M . Sincewe have at most m2 pairs i 6= j , the probabilit y

that Fi (x0; y0
1; : : : ; y0

m ) ´ Fj (x0; y0
1; : : : ; y0

m ) mod pr for somei 6= j , Fi 6= Fj is at
most

m2
µ

m®(D) + ¯ (D ; M ) +
1

M

¶
:

For the secondcase,̄ rst observe that the probabilit y that pje or that p < M
is at most v®(D) + ¯ (D ; M ), by lemma 1. On the other hand, assuming that
p - e and p ¸ M , a random group element di®erent from the at most m elements
the algorithm hasbeengiven encodings of is an e'th root of x with probabilit y at



most 1
p¡ m · 1

M ¡ m · 2
M . We conclude:the new encoding output by A represents

an e'th root of x with probabilit y at most

v®(D) + ¯ (D ; M ) + 2=M :

Finally let us consider the event eFi (x0; y0
1; : : : ; y0

m ) ´ x0 mod pr for given
1 · i · m + 1. Since Fi (X ; Y1; : : : ; Ym ) is an integer polynomial and e > 1,
then eFi (X ; Y1; : : : ; Ym ) 6= X in Z[X ; Y1; : : : ; Ym ]. We know that loge · v and
coe±cients ai;j of the polynomial Fi satisfy the condition jai;j j · 2m . Therefore
by lemma 3 the probabilit y that eFi (x0; y0

1; : : : ; y0
m ) ´ x0 mod pr is at most

(v + m) ®(D) + ¯ (D ; M ) + 1
M . Hencethe event, that for some1 · i · m + 1 the

equivalenceeFi (x0; y0
1; : : : ; y0

m ) ´ x0 mod pr holds, happenswith the probabilit y

(m + 1)
µ

(v + m) ®(D) + ¯ (D ; M ) +
1

M

¶
:

Summarizing, the probabilit y that A wins when we simulate O0 is at most

(m3 + m2 + mv + 2v + m)®(D) + (m2 + m + 2)¯ (D ; M ) + (m2 + m + 3)=M :

Given this bound on the probabilit y that A wins the simulation game, we
needto argue the connection to actual executionsof A (using O0). To this end,
note that sincethe only di®erencebetweensimulation and execution is the time
at which the group, group elements and encodings are chosen,the event that

Fi (x0; y0
1; : : : ; y0

m ) ´ Fj (x0; y0
1; : : : ; y0

m ) mod pr and Fi 6= Fj

for some 1 · i 6= j · m + 1 is well de¯ned in both scenarios.Let B AD sim ,
respectively B AD exec be the events that this happensin simulation, respectively
in an execution. We let a history of execution or simulation be the choice of
group and group elements followed by the sequenceof oraclecalls and responses,
followed by A's ¯nal output. We then make the following

Claim: Every history in which B AD sim does not happen in simulation of O0

occur with the sameprobabilit y as history in which B AD exec doesnot happen
in execution of O0. In particular, P(B AD sim ) = P(B AD exec ).

Recall that we de¯ned that A wins the simulation game if B AD sim occurs,
or A ¯nds a root. Therefore the claim clearly implies that our bound on the
probabilit y that A wins the simulation game is also a bound on A's success
probabilit y in a real execution.

The proof of the claim is available in the full version of the paper [11]. ut

We now considerthe case,wherewe have a family of valuesof the parameters
B ; C; D , i.e., they are functions of a security parameter k. As usual we say that
a function of k is negligible if it is at most 1=p(k) for any polynomial p() and all
large enoughk.

De¯nition 1. Let f D (k)j k = 1; 2; :::g be a family of probability distributions,
where D(k) rangesover Abelian groups of order in the interval ]B (k); B (k) +
C(k)]. The family is said to be hard if ®(D(k)) and 1

B (k ) are negligible in k.



In the following, we will sometimeswrite just D in place of D(k) when the
dependencyon k is clear. We can observe:

Fact 1 If f D (k)j k = 1; 2; :::g is a hard family, then there exists M (k), such
that ¯ (D (k); M (k)) and 1

M (k ) are negligible in k.

Proof. Let M (k) = 1p
®(D (k ))

. Clearly 1
M (k ) =

p
®(D(k)) is negligible.

Now let n be the order of a group chosenaccording to D(k). What is the
probabilit y that the biggest prime factor of n is smaller than M (k)? We have at
most M (k) prime factors smaller than M (k). Each canbechosenwith probabilit y
at most ®(D(k)). Therefore

¯ (D (k); M (k)) · M (k)®(D(k)) =
1

p
®(D(k))

®(D(k)) =
p

®(D(k)) ;

which is negligible.

Corollary 1. Let the family f D (k)j k = 1; 2; :::g be hard. We choose randomly
an abelian group G of order n according to the distribution D(k). Let x 2 G be
chosenat random. Consider any probabilistic polynomial time generic algorithm
A. The probability that A givenx outputs a natural number e > 1 and an encoding
of an element y 2 G such that ye = x is negligible.

Proof. Let M be such that ®(D), ¯ (D ; M ) and 1
M are negligible in k. Let m be

the number of group queries made by the algorithm A. Then m and loge are
polynomial in k, so clearly 2m < M for all large enough values of the security
parameter. It follows from Theorem 1 that the probabilit y that A succeedsis
negligible.

One may note that if ®(D(k)) and 1=B(k) are exponentially small in k (as it
is in the concreteexampleswe know), say ®(D(k)) · 2¡ ck for a constant c > 0
and B (k) ¸ 2dk for a constant d > 0. Suppose the running time of a generic

algorithm A is O
³

2c0k
´

where c0 < min (c=4; d=2). Then it follows from the
concreteexpressionin Theorem 1 and the proof of Fact 1 that A has negligible
successprobabilit y. Thus for such examples,we get an exponential genericlower
bound. For instance, if D (k) is such that the largest prime factor in the order
is a uniformly chosen k + 1-bit prime, then certainly B (k) ¸ 2k , and also by
the prime number theorem ®(k) ¼ 2¡ k+log k ln 2. Now, if we ignore lower order
contributions weget that root extraction requirestime ­ (2k=4). Wepresent some
proven or conjectured examplesof hard families of distributions below in next
subsections.

Applying the results to the standard ro ot problem. What wehavesaidso
far concernsonly the strong root assumption.For the standard root assumption,
the scenario is slightly di®erent: A group G and a public exponent e > 1 are
chosenaccordingto somejoint distribution. Then e and an encoding of a random



element x is given as input to the (generic) algorithm, which tries to ¯nd an e'th
root of x. Clearly, if we let D be the distribution of G given e, Theorem 1 can
be applied to this situation as well, as it lower bounds the complexity of ¯nding
any root of x.

Now consider a family of distributions as above f D(k)j k = 1; 2; :::g, where
each D(k) now outputs a group G and an exponent e, let D (k; e) be the distri-
bution of G given e, and ]B (k; e); B (k; e) + C(k; e)] be the interval in which jGj
lies, given e. The family is said to be hard if Max e(®(D(k; e))) and Maxe( 1

B (k ;e) )
are negligible in k, wherethe maximum is over all e that can be output by D(k).
One can then show in a straightforward way a result corresponding to Corollary
1 for the standard root problem.

2.3 RSA

For the RSA case,it is clear that any reasonablekey generationalgorithm would
produce hard distributions becauseit is already standard to demand from good
RSA key generation that the order of the group produced contains at least one
large and random prime factor.

Furthermore, the fact that a public exponent e with (e;jGj) = 1 is given
doesnot constrain seriously the distribution of the group, i.e., it remains hard.
Consider, for instance, the distribution of random RSA moduli versusrandom
RSA moduli where 3 is a valid public exponent. Since essentially half of all
primes p satisfy that 3 doesnot divide p ¡ 1, the uncertainty about the largest
prime factor in the group order remains large.

2.4 The Uniform Distribution

Assume our distribution D is such that the group order n is chosen from the
interval ]B ; B + C] according to the uniform distribution, and such that both
B and C are at least 2k , where k is the security parameter. We prove that this
uniform distribution is hard.

Let u =
p

k. Wlog we can assumethat u is a natural number. Let M = 2u .
Clearly 1

M is negligible in k.
We prove that in this case®(D) and ¯ (D ; M ) are also negligible.

2.5 Class Groups

Buchmann and Williams [4] proposeda ¯rst crypto systembasedon classgroups
of imaginary quadratic orders (IQC). We describe brie°y classgroups and their
application in cryptography.

Let ¢ be a negative integer such that ¢ ´ 0; 1 mod 4. The discriminant ¢
is called fundamental if ¢

4 or ¢ is squarefree for ¢ ´ 0 mod 4 or ¢ ´ 1 mod 4,
respectively. Given ¢ it is possible to construct an abelian ¯nite group called
class group and denoted by Cl(¢ ). The order of the classgroup is denoted by
h(¢ ) and called class number. We denote the cardinalit y of the odd part of a
classgroup Cl(¢ ) by hodd (¢ ).



There is no known e±cient algorithm to compute classnumber h(¢ ) if the
discriminant ¢ is fundamental. See[14]) for the discussionof the problem of
computing classnumbers.

Hamdy and MÄoller [13]analyzethe smoothnessprobabilities of classnumbers
basedon heuristics of Cohen and Lenstra [7] and Buell [5]. Hamdy and MÄoller
provide examplesof discriminants with nicesmoothnessproperties.. Oneof them
is ¢ = ¡ 8pq where p and q are primes such that p ´ 1 mod 8, p+ q ´ 8 mod 16
and the Legendresymbol

³
p
q

´
is equal ¡ 1.

We assumethat a discriminant ¢ is chosen randomly from some interval
(under the restriction in above example) and that results in a distribution D of
classnumbers. In provided examplewe have that ¯ (D ; M ) and 1

M are negligible
( 1

B is trivially negligible).
We believe it is reasonableto conjecture that the distribution induced by

choosing discriminant as described above is indeed hard. For more detailed dis-
cussionof this problem seethe full version of the paper [11].

3 Generic Cryptographic Proto cols

Basedon our model of genericadversary, we look at the notion of genericcrypto-
graphic protocols.Such protocolsdo not exploit any speci¯c properties of group
element representation. They are basedon a simple model of ¯nite abelian group
with unknown order.

One advantage of this approach is an easyapplication of genericprotocols in
any family of groups of di±cult to compute order. As a ¯rst example we note
the family of RSA groups (without necessarilyrestricting the RSA modulus to
a product of safeprimes). Another example is classgroups.

This genericapproach has beenusedearlier: Shoup [24] proved the security
of Schnorr's identi¯cation scheme[20] in the genericmodel with public order of
the group. Biehl et al. [1] intro duced somegenericcryptographic protocols and
applied them in classgroups.

In this section we proposea generic signature schemewhich can be seenas
an abstraction of Cramer-Shoupsignature scheme[10]. We will show security of
this protocol against arbitrary attacks, given certain intractabilit y assumption
(strong root assumption), which we have proven in our generic model. This
immediately implies provable security with respect to genericattacks.

3.1 Proto col

For this signature scheme,we assumethat we are given D, a probabilit y distri-
bution over Abelian groupswith order in the interval ]B ; B + C]. We alsoassume
for this version of the schemethat one can e±ciently choosea group according
to D , such that the order of the group is known (the assumption about known
order is removed later). Moreover, we assumea collision-resistant hash function
H whoseoutput is a natural number smaller than B

2 .



Key Generation. We chooseG of order n according to the probabilit y distribu-
tion D . A description of the group G is announced,but its order remainshidden
(for RSA, for instance, this amounts to publishing the modulus).

We choose randomly elements h 2 R G and x 2R < h > (let < h > denote
the cyclic subgroup generatedby h). Let e0 be a prime satisfying B + C < e0 <
2(B + C).

The public key is (h; x; e0).
The private key is n.

Signing Protocol

1. When a messageM (it can be a bit string of arbitrary size) is requestedto
be signed,a random prime e 6= e0 is chosensuch that B + C < e < 2(B + C).
A random element y0 2R G is chosen.

2. We compute

x0 =
(y0)e0

hH (M )

and

y =
³

xhH (x 0)
´ 1

e
:

Note that the signer can invert e, since he knows the order n of the group
G.

3. The signature is de¯ned to be (e;y; y0).

Signature Veri¯c ation. To verify that (e;y; y0) is a signature on a messageM ,
we perform the following steps.

1. We check that e is an integer from interval ]B + C; 2(B + C) [ and di®erent
from e0.

2. We compute x0 = (y0)e0

h¡ H (M ) .
3. We verify that x = yeh¡ H (x 0) .

3.2 Securit y Pro of

First we state our intractabilit y assumption:

Conjecture 1. We chooserandomly an abelian group G of order n, where n 2
]B ; B + C], according to the probabilit y distribution D . Let x 2 G be chosenat
random. Considerany probabilistic polynomial time algorithm A. The probabil-
it y that A, given the description of G and x, outputs e > 1 and y 2 G such that
ye = x is negligible.

In our genericmodel, whereA knowsonly D and encodingsof group elements,
and assumingthat D is from a hard family, it follows from the results we proved
above that this assumption is true.

The following fact is easyto proof:



Fact 2 For any E > 0, given natural numbers e1; : : : ; et smaller than E and
an element g in a ¯nite abelian multiplicative group G, we are able to compute
g

Q
i 6= j ei for all j = 1; : : : ; t using O (t log t logE) multiplications in G.

We prove that our signature schemeis secureagainst chosenmessageattacks.
We stressthat this security proof holds for any type of polynomial-time attack
(not just genericones),as long as the conjecture holds.

Theorem 2. The above signature schemeis secure assuming the conjecture 1
and that H is collision-resistant.

The proof is somehow standard and it is available in the full version of the
article [11].

Corollary 2. The above signature schemeis secure against chosenmessageat-
tack performed by any genericalgorithm if weassumethat D is a hard probability
distribution.

3.3 Concrete instances of the generic scheme

Known order. If we are able to choosea random group of order known for us
and hidden for others, then we have a very e±cient signature scheme, secure
assumingour conjectures.

The original Cramer-Shoup signature scheme [10] is a special caseof this,
wherethe RSA keysarerestricted to safeprime products. But our genericscheme
can also be instantiated with general RSA groups without restricting the keys
to safeprimes.

Unknown order. If we do not know how to generatea group of known for us
order, we cannot use the signing algorithm we speci¯ed above. Instead, we can
use the method basedon Fact 2 and given in the simulation from the proof in
order to sign messages.This requiresO(kt log t) group operations, where t is the
number of the messagesto be signedand k the security parameter. Moreover we
needto keept exponents e in our memory.

Our signature scheme in such form can be applied, for instance, in class
groupswherewe do not know how to generatee±ciently a discriminant together
with the corresponding classnumber. However, as t becomeslarge, this scheme
becomesrather ine±cient. In the following sectionwe describe a solution to this.

4 Tree Structured Signature Scheme in groups with
unkno wn order

Here, we describe a generic signature scheme, which can be applied, e.g, in
classgroups, is more e±cient than the previous schemeand still provably secure
without assumingthe random oracle model.

We recall the idea of authentication \°at tree" [8,9,6] and put it on top of
our signature scheme.



4.1 Description of the Scheme

Let l and d be new integer parameters.We will construct a tree of degreel and
depth d.

As in the original protocol we choosean abelian group G of a random order
n according to the distribution D .

We generatea list of l primes e1; : : : ; el such that B + C < ei < 2(B + C)
for each 1 · i · l .

Let us consider the root of the authentication tree. As in the simulation in
the security proof of the original protocol we chooserandom z0; ! 0 2 G and a
prime e0 satisfying B + C < e0 < 2(B + C) and e0 6= ei for all 1 · i · l . We

compute h0 = z
Q

1· i · l ei

0 and x0 = !
Q

1· i · l ei

0 .
The valuesh0; x0 and e0 are publicly known.
For each child i of the root we choose random elements z1;i ; ! 1;i 2 G and

compute h1;i = z
Q

1· j · l ej

1;i and x1;i = !
Q

1· j · l ej

1;i . Now as in the simulation we
can sign the pair h1;i ; x1;i using h0; x0 and the exponent ei . Let ¾1;i be that
signature.

If we repeat that authentication procedure for each node using its signed
values h and x together with exponent e0, we can construct a tree of degreel
and depth d. We will have ld leaves.Instead of constructing new valuesh and x
for each leaf we will sign messagesusing leaves.Hencewe will be able to sign l d

messages(one messagefor each leaf).
It is important to note that we don't need to remember the whole tree

in order to sign messages.If we use leaves in order \from the left", the path
from the root to the leaf is su±cient to construct a signature of a new message
(for details see[8,9,6]). Let the nodes on the path be (h0; x0, h1; x1 with sig-
nature ¾1; : : : ; hd¡ 1; xd¡ 1 with signature ¾d¡ 1). Using the values hd¡ 1, xd¡ 1,
the public exponent e0 and appropriate exponent ei we sign a messagem.
That gives us the signature ¾d. Finally the signature of messagem is the list
¾= (h1; x1; ¾1; : : : ; hd¡ 1; xd¡ 1; ¾d¡ 1; ¾d).

To verify the signature ¾we verify partial signatures¾1; : : : ; ¾d consecutively
using the original schemewith appropriate valuesof x, h and ei .

4.2 Securit y Pro of.

Theorem 3. Let ld be polynomial in the security parameter k. Assume that
the signature schemefrom previous schemewas unforgeable under adaptively
chosenmessageattack. Then our tree authentication schemeis unforgeableunder
adaptive chosenmessageattack.

4.3 E±ciency Analysis

Each signature contains d partial signatures. Hencethe size of the signature is
O(dk).

The signer has to keep the list of l primes, which corresponds to O(kl) bits
and a path of sizeO(dk) bits.



For signing a new signature the signerhas to move to a new path. It requires
computing at most d partial signatures,on averagelessthan 1+ 2=`. Computing
a new partial signature in a straightforward way requiresO(lk) group operations
(generally computing roots takesthis time).

It follows from Fact 2 that we could have done some precomputation for
each node requiring O (kl log `) multiplications in G. That would give us on
averageO (k log`) group operations for each partial signature. Then it would be
su±cient to useO(k) group multiplications for each partial signature. However
this solution requires keeping O(kl) bits in memory for each node. If we store
the results of precomputation for each node on the path, it will occupy O(kld)
bits in the memory of signer.

The veri¯er just checks d partial signatures(seeprevious section for details).

4.4 Realistic Parameters

Let l = 1000 and d = 3. Then we are able to sign one billion messages,which
should be su±cient in real life applications. Signing messageswill be still fast
and the signer's system will require a reasonableamount of data to be stored.
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