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Abstract. A general linear iterativ e cryptanalysis method for solving
binary systems of approximate linear equations which is also applicable
to keystream generators producing short keystream sequencesis pro-
posed. A linear cryptanalysis method for reconstructing the secret key
in a generaltype of initialization schemesis also developed. A large class
of linear correlations in the Bluetooth combiner, unconditioned or con-
ditioned on the output or on both the output and one input, are found
and characterized. As aresult, an attack on the Blueto oth stream cipher
that can reconstruct the 128-bit secret key with complexity about 27
from about 45 initializations is proposed.In the precomputation stage,
a database of about 22° 103-bit words has to be sorted out.
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1 Intro duction

Bluetooth™ s a standard for wirelessshort-range connectivity speci ed by the
Bluetooth™ Special Interest Group in [1]. The speci cation de nes a stream ci-
pher algorithm Eg to be usedfor point-to-p oint encryption within the Bluetooth
network. The algorithm consistsof a keystreamgenerator, derived from the well-
known summation generator,and an initialization schemewhich is basedon the
keystream generator. The size of the secretkey usedfor encryption is 128 bits,
and the initialization vector (1 V) consists of 74 bits, 26 of which are derived
from a real-time clock, while the remaining 48 are the addressbits depending
on users.The internal state of the keystreamgeneratoris 132 bits long, and the
keystream sequenceproduced are very short, that is, at most 2745bits for each
initialization vector. The description of the Bluetooth security protocol givenin
[1]is not quite clear and, accordingto someinterpretations, a number of security
weaknesse®f the protocol are preseried in [12].

The keystream generatoris a binary combiner composedof four linear feed-
badk shift registers(LFSR's) of total length 128that are conbined by a nonlinear
function with 4 bits of memory which is a modi'ed combining function of the
summation generator. This modi cation turns out to be important asit reduces
some correlation weaknesse®f the summation generator identied in [17] and
[10]. Some further interesting improvemerts to this end which require minor



modi cations of the combining function are proposedin [14]. Howewer, accord-
ing to [1] and [14], the short keystream sequenceshould prevent the correlation
attacks basedon the correlation properties of the Bluetooth combiner.

Due to a large size of the internal state, the complexity of general time-
memory or time-memory-data tradeo®attacks (e.g., se€[9]) for realistic amounts
of known keystream data seemsto be higher than the complexities reported
below. Besides,as such attacks aim at recovering an internal or the initial state
of the keystream generator, they are not directly applicable to Bluetooth if
the objective is to recover the secret key becauseof the initialization sctheme
used. The basic divide-and-conquer attack on the Bluetooth combiner directly
follows from the similar attack [3] on the summation generator (also see[12]).
In such an attack, 89 bits of the initial states of the three shortest LFSR's
along with 4 initial memory bits are guessed.This allows to recover the output
sequenceof the longest LFSR from the keystream sequence Altogether, about
132 keystream bits are neededto identify the correct guess.The same attack
appliesto the initialization scheme, sothat the secretkey can be reconstructed
in about 2% stepsfrom just onel V, wherethe step complexity is the sameasin
the exhaustive searty method. If one guesse$6 bits of the two shortest LFSR's
and applies a sort of the branching method [9] for producing a system of linear
equations, then the initial states of the other two LFSR's can be recovered in
about 284 steps, and someoptimizations are possible[4]. The secretkey can be
obtained in a similar way.

The main objective of this paper is to identify a large classof linear correla-
tions in the Bluetooth combiner which, in spite of the short keystreamsequences,
enableoneto reconstruct not only the LFSR initial states,but alsothe secretkey
from a relatively small number of | V's. More precisely we considerthe uncondi-
tioned linear correlations, the linear correlations conditioned on the output, and
the linear correlations conditioned on both the output and one guessedinput.
The resulting systemof linear equationsholding with probabilities di®erer from
one half can then be solved by a generallinear iterativ e cryptanalysis method
similar to iterativ e probabilistic decaling algorithms usedin fast correlation at-
tacks. The secretkey can be recovered by a related linear cryptanalysis method
from a number of 1 V's. The total complexity is about 270 steps,with the step
complexity comparable to one of the exhaustive searti method, the required
number of 1V's is about 45, and the precomputation stage consistsin sorting
out a databaseof about 28° 103-bit words.

Description of the Bluetooth stream cipher is provided in Section2. The lin-
ear correlations are explained and characterizedin Section3, the generalmethod
for solving binary systemsof approximate linear equations and its application
to the Bluetooth keystream generator are preseried in Section 4, and a linear
cryptanalysis method for initialization schemesis proposedin Section 5. Opti-
mal choicesof parameters for concrete attacks are discussedin Section 6 and
conclusionsare given in Section 7. Analogous linear correlations computed for
the modi ed Bluetooth combiner [14] are displayed in the Appendix.



2 Description of Blueto oth Stream Cipher

The description is basedon [1], but only the details relevant for our linear crypt-
analysismethod will be preseried. The main componert of the Bluetooth stream
cipher algorithm is the keystream generator (Bluetooth combiner) which is de-
rived from the well-known summation generator with four input LFSR's. The
LFSR lengths are 25, 31, 33, and 39 (128 in total) and all the feedbadk polyno-
mials are primitiv e and have 5 nonzeroterms ead. All the LFSR's are regularly
clocked and their binary outputs are combined by a nonlinear function with 4 bits
of memory. Let x' = (x}){, denotethe output sequenceof LFSR;, 1- i - 4,
wherethe LFSR's are indexed in order of increasinglength. The internal mem-
ory of the combiner at time t consistsof 4 memory bits C; = (¢;c; 1), where 2
carry bits ¢, = (c¥; ¢!) are de ned in terms of 2 auxiliary carry bits s; = (s?; s?).
Let z = (z)i, denotethe output sequenceof the combiner. Then the output
sequenceof the combiner is de ned recursively by

Z = XE‘@X?@X?@X?@C? (1)
i = St 040 0, ; G = Sty ©6 O @
o 2 3 4 1, 0°
Xt + X2+ X3+ xt+ 2¢ +
(S?+1;5t1+1) = . t t 2 t 2 R (3)

with integer summation in the last equation, where the initial 4 memory bits
(c3;cd: c? 1;C 1) haveto be specied. Note that in the summation generator the
memory consistsof only 2 bits of the carry s, i.e., ¢ = s;.

Due to frequert resyndronizations, the maximal keystream sequencdength
producedfrom a giveninitial state of the keystreamgeneratoris only 2745bits.
The initial state consistsof 128bits de ning the initial LFSR statesand 4 initial
memory bits. They are producedby an initialization schemefrom (at most) 128
secretkey bits and the known 74-bit 1 V consisting of 48 addresshits depending
on usersand of variable 26 bits derived from a real-time master clock. The secret
key itself is derived from somesecretand someknown random information by
another algorithm, which is irrelevant for our cryptanalysis.

The initialization sdeme is the Bluetooth combiner initialized with some
secretkey bits and somel V bits, while the initial 4 memory bits are all setto 0.
The remaining secretkey bits and | V bits are added modulo 2, one at a time,
to the feedbad bits of individual LFSR's, for a number of times depending on
the LFSR. The details are not important, except for the fact that the LFSR
sequencesn the initialization schemelinearly depend on the secretkeyand | V.
The combiner is clocked 200 times and the last produced 128 output bits are
permuted in a speci ed way to de ne the LFSR initial states, while the last 4
memory bits are usedasthe initial 4 memory bits for keystream generation.



3 Linear Correlations in Blueto oth Combiner

The basisof the linear cryptanalysis method to be developed are linear relations
amongthe input bits to the Bluetooth combiner that hold with probabilities dif-
ferent from one half, in the probabilistic model in which the input sequencesre
modeled as purely random, i.e., as mutually independen sequence®f indepen-
dent and balanced (uniformly distributed) binary random variables. Such linear
relations are called linear correlations sincethey are directly or indirectly depen-
dent on the known output sequenceThe rst point to analyzeis the asymptotic
distribution of the 4 memory bits in this probabilistic model, if the initial 4
memory bits are either "xed or purely random. In the summation generator,
due to the fact that the nonlinear function (3) is not balanced, it follows that
the 2 carry bits are not balancedasymptotically, and this is the main source of
a number of correlation weaknesseslerived and exploited in [17] and [10]. How-
ever, in the caseof Bluetooth, due to the introduced linear functions (2), Ci+1
is a balancedfunction of C; and X; = (x{;x2;x3;x¢{) and henceC; is balanced
for every t if it is balancedfor t = 0. Moreover, this also holds asymptotically,
whent increasesijf the initial memory bits, Cy, are xed, becausehe underlying
Markov chain is ergadic, and the corvergenceto the stationary distribution is
very fast.

Considera block of m consecutive output bits, Z™ = (z;; z; 1; ¢¢¢; z;; m+1) as
a function of the corresponding block of m consecutive inputs X" = (X¢; X; 1,
¢¢¢; Xt; m+1) and the preceding memory bits Ci; m+1 . Assumethat X™ and
Ct; m+1 arebalancedand mutually independert. Then, accordingto [7],if m , 5,
then there must exist linear correlations betweenthe output and input bits, but
they may alsoexistif m - 4. As the correlations are time invariant, weintroduce
the notation Z™ = F™(X™;C), whereZ™ = (z)%,* and X ™ = (X;)/%},*. By
virtue of the linear output function (1), it followsthat F™ (X ™; C) is a balanced
function that is also balancedfor any xed C. The input block X ™ of 4m bits
can be rearrangedinto X ™ = (X™), , where X™ = (xJi )]-m:‘o1 is the i-th input
block of m bits, corresponding to the output of LFSR;. Then (1) implies that
F™(X™;C) is balancedfor any xed X" and, also, for any xed X™ and C
combined.

Let f and g be two Boolean functions of an n-bit input vector which is
assumedto be uniformly distributed. Then the correlation coetcient betweenf
and g conditioned on a subsetX p f0;1g" is de ned as

c(f;gjX) = Pr(fg(x) = g(X)iX 2X)j Pr(;‘((X)G g(X)jX 2 X)
1 1
= = 1) (og(x) = T C 1) OO (1)) 4
K GO K GG 4)

The correlation coexcients conditioned on X betweenf and all linear functions
| are thus determined by the Walsh transform of a real-valued function de ned
as(j 1)F*X) for X 2 X and as 0 otherwise. They can be computed by the fast
Walsh transform algorithm of complexity O(n2").



All the correlations of interest to be described below correspond to (4) and
were feasible to compute exhaustively for m - 6. All signi cant correlation
coezcients were alsotested by computer simulations on suzciently long output
sequencesdlt turns out that for m - 3the correlation coexcients are equalto zero
in all the casesFor4 - m - 6,it turns out that relatively large absolutevaluesof
the correlation coetcients alongwith the assaiated input linear functions canbe
characterizedin terms of the underlying conditions. In addition, it alsoturns out
that the Booleanfunctions specifying the signsof the correlation coecients have
relatively simple characterizations. The Boolean sign function is here de ned as
sign(c) = 0 for ¢> 0 and sign(c) = 1 for c< O.

3.1 Unconditioned Linear Correlations

The rst type of correlations to be consideredare the correlations betweenlinear
functions of input bits ind Iir]_ear functions of output biti, asintroducedin [7].
Namely, let W ¢x™ = = &, Mitw; xi andv ¢z™ =~ ity z denotetwo
sudh linear functions de ned by a matrix W and a vector v, respectively. We
want to nd all W and v sud that the correlation coetcient ¢(W ¢X™;v ¢Z™)

Is relatively large in absolute value. De ne the (column) weights of W asw; =
i4:1 wij , 0- j - mj 1. Then the main property, obsenedin [14], which follows
from the symmetry of the combiner output and next-state functions with respect
to 4 input variables, is that the correlation coexcient dependson v and only on
the weights of W, i.e., on the weight vector w = (w; )j’“:iol.

4-bit case There are 96 pairs of input/output linear functions that are mu-
tually correlated, with nonzero correlation coexcients § 1=16. The output and

input linear functions respectively have the weight patterns (1;v;;v2;1) and

(4;w1;wWo;4) such that (w1)2 6 vy, where (wy)2 def wy mod 2. Each of 2 output
linear functions with v, = 0 is correlated to 16 = 8 £ 2 input linear functions
with wy 2 f0;4g. Each of 2 output linear functions with v, = 1 is correlated
to 32 = 8£ 4 input linear functions with w, = 3. One of these 96 pairs was
theoretically found out in [14]. For all the pairs,

sign(c) = vi © (bw;=2c), © bw,=4c: (5)

5-bit case There are 8 nonzero correlation coexcients f§ 25=256 8 5=256,
§ 1=64; § 1=256g. The largest absolute value is attained by the following 16 pairs
of input/output linear functions: eat of 2 output linear functions with pat-
tern (1;v1;1;1;1) is correlated to 8 input linear functions with weight pattern
(4;w1;4;4;4) suct that (wy)2 6 vi. For suc pairs, the sign function is given by
the “rst two terms on the right-hand-side of (5).

6-bit case There are 12nonzerocorrelation coexcients f§ 25=256, § 25=1024,
§ 5=256, § 5=1024, § 1=256 § 1=1024. The largest absolute value is attained by
the following 16 pairs of input/output linear functions: ead of 2 output linear
functions with pattern (1;v1;0, 0;0;1) is correlated to 8 input linear functions
with weight pattern (4;ws;0;0;0;4) such that (w1), = v;. For such pairs, the
sign function is given by the secondterm on the right-hand-side of (5).



3.2 Linear Correlations Conditioned on Output

The secondtype of correlations to be consideredare the correlations between
linear functions of input bits and the all-zero function when conditioned on the
output bits. Namely, for every output Z™, we would like to nd all W such
that the conditioned correlation coetcient c(W ¢X™;0j F™(X™;C)=2Z™M) is
relatively large in absolute value. One can also prove that for any given Z™,
the conditioned correlation coexcient dependsonly on the weight vector w. The
conditioned correlation coexcients are generally larger than the unconditioned
ones,becausethey fully exploit the information corntained in the known output
sequenceRecallthat Z™M = (zp; z3; ¢¢¢; Z1n; 1).

4-bit _case For eat output value Z*, there are 96 input linear functions with
nonzerocorrelation coexcients, equalto § 1=16, with weight pattern (4; wq; wy; 4)
where w; is arbitrary and w, 2 f0; 3; 4g. For such functions,

sign(c) = (1 © Z]_)(l © (W]_)z) © (bN1=2C)2 © bwy=4c© 75 © 22(W2)2 © z3: (6)

5-bit case For ead output value Z°, there are 12 nonzero correlation co-
excients with 6 di®erert absolute values. The largest absolute value 29=256 is
attained by 8 input linear functions with weight pattern (4;wy;4;4;4) such that
(w1)2 = z3. The secondlargest absolute value 21=256 is attained by 8 input
linear functions with weight pattern (4;ws; 4; 4;4) suc that (w1), 6 z;. For all
16 functions,

sign(c) = (1 © Z]_)(l © (W]_)z) © (bN;[:ZC)z ©2©2z,©230 24: (7)

6-bit case For ead output value Z 8, there are 100 nonzerocorrelation coef-
“cients with 50 di®erert absolute values. Except for the value 83/1024, cor-
responding to another type of input linear functions, the largest 7 absolute
values are attained by exactly 16 input linear functions with weight pattern
(4;w1;0;0;0;4) and depend on (w1)2 © 23 © z4 and (z2;24) in a way shown in
the following table. For suc functions,

sign(c) = (bw;=2c)2 © 29 © z;(W1)2 © z5: (8)

(W1)2 : (Z]_ © Z4) 721 © 24
(ZZ; Z4) (010) (111) (110) (011) (0!0) (110) (1!1) (O,l)

iCi 139 | 129 | 119 | 113 79 79 73 69
19 1024 | 1024 | 1024 | 1024 | 1024 | 1024 | 1024 | 1024

3.3 Linear Correlations Conditioned on Output and One Input

The third type of correlationsto be consideredarethe correlations betweenlinear
functions of 3 inputs and the all-zero function when conditioned on the output
and one asEume(il_nput More precisely with the notation X! , = (X myd,, let

W&, =2 o Wi X] denotesuch alinear function of 3inputs. For every



assumedinput X" and every possibleoutput Z™, we would liketo 'nd all W
such that the conditioned correlation coexcient (W & 7! ,; OjX ", F™(X™;C) =
Z™) is relatively large in absolute value. One can similarly prove that for any
assumedX " and any givenZ™, the conditioned correlatign coexcient depends
only on the weight vectorw = (wj; jm:iol, wherenow w; = i4:2 wi,0- j - mj
1. These correlation coexcients are generally larger than the onesconditioned
only on the output, becauseof the information provided by one known input.
Recallthat Z™ = (zo;z1; 66¢; Zm; 1) and X" = (x§; X1; 66¢; X5 1)

4-bit case For eadh input value X {, there are 4 nonzero correlation coez-
cients 8 1=4 and § 1=8. The absolutevalue 1=4 is attained by an averageof 2 (out
of 8) input linear functions with weight pattern (3;w;;3;3) sud that z, 6 x3
and (wy), 6 z; © xi. For sud functions,

sign(c) = 1©bw;=2c© 25 © 23 © Xg © X1 © X2 © X3 © 23X;3: 9)

The absolute value 1=8 is attained for every output value Z* by 16 (out of 32)
input linear functions with weight pattern (3; wy; wo; 3) sud that (wy), 6 z;©x}
and (w;), = 0. For such functions,

sign(c) = bw;=2c© zy5 © 2w, =2c © 73 © Xg © X1 © X2bwW,=2c © X3 © z3X;: (10)

So, per eadh X7 and Z4, j¢j = 1=4 is on averageattained by 2 out of 8 input
linear functions and j¢j = 1=8 is attained by 16 out of 32 input linear functions.

5-bit case For ead input value X ?, there are 12 nonzerocorrelation coe:-
cients with 6 di®erert absolutevalues.The largest 3 absolute valuesare attained
for every output value Z° by 4 (out of 8) input linear functions with weight pat-
tern (3; wy; 3; 3; 3) suc that (wy), 6 z; © x}. The dependenceof jcj on (X 3;Z°)
along with the averagenumber ® of the corresponding input linear functions are
shown in the following table. For the remaining 4 input linear functions such
that (wy), = z; © x1, joj = 1=32 for every (X ?;Z°). For all 8 functions,

Sign(c) = 1© bw;=2c© (W1)2 ©z2©2;© Zl(Wl)z ©z2,0z7230 24
©X0©X1(W1)2©X2©X3©X4©21X1: (11)

ici |®(z2 © x3;23 © x3)

®
/321 (0,0)
2
1

3/16/2] (0,1) or (1,0)
1/8 @)

6-bit case For ead input value X 9, there are 50 nonzero correlation co-
excients with 25 di®eren absolute values. The most signi cant absolute val-
ues are attained by 4 (out of 8) input linear functions with weight pattern
(38;w1;0;0;0;3) such that (w;), = z; © x1, but somelarge absolute values are
alsoachieved by the remaining 4 input linear functions such that (w;), 6 z; ©x1.



For all 8 functions,

sign(c) = (W1)2 © bw1=2c© 29 © 71 © z1(W1)2 © Z5 © Xo © X1(W1)2 © X2(W1)2
© X4(W1)2 © X5 © Z1X1 © Z1X2 © Z3X4 © Z4X2(W1)2 © Z4X4(W1)2 © X1X2 © X1X4
© X2X4(W1)2 © 21Z4%X2 © 21Z4%X4 © Z1X2X4 © Z4X1X2 © Z4X1X4 © X1X2X4: (12)

The dependenceof j¢ on (X §;Z6) along with the average number ® of the
corresponding input linear functions are shawn in the following table for jcj > 1=8
and an averagenumber 4.1250of suc functions. For an averagenumber 3.875 of
remaining input linear functions, j¢j < 1=8. The displayed 7 values along with
21/128 and 19/128, corresponding to other input linear functions, are the largest
possible.

g | ® conditions functions
9/32 [1 Zo = X324 = X3 (Wi1)2 = 21 © X}
13/64 [1/2 Zo= X3,246 x5 =1 (W1)2 = 21 © X7
3/16 |9/8 226 X3, (Za= X3 0r 2,6 X5 = X3 = 1,23 = X3 (W1)2 = 21 © X7
11/64 [5/8(z4 6 x3, (zo = x3;x: = 00rz; 6 x3 = x3 = 1,73 6 x3)|(W1)2 = z1 © x}
5/32 [1/8 726 X3,24 6 X3;X3 = Xz = 0,23 = X3 (W1)2 = 21 © X7
9/64 |5/8 226 X3,24 6 X3:X3 = X3 = 0,23 6 X3 (W1)2 = 21 © X}

74 6 X1,Z2 = X3,Z3 = X3 (W1)2 8 z1 © %31
17/128[1/8 246 X3;2,6 X3 = X3 = 1,23 = X3 (W1)2 6 71 © X7

4 Linear Iterativ e Cryptanalysis

of Keystream Generator

The objective of the linear cryptanalysis of the Bluetooth keystream generator
is to reconstruct 128 bits of the LFSR initial statesfrom a given segmen of the
keystream sequenceof length at most 2745bits, by using the linear correlations
described in Section 3. Accordingly, the starting point of the cryptanalysis is
a set of linear equationsin the initial state bits which hold with probabilities
di®erert from one half. The aim is to nd a solution to this system that is
consistent with the given probabilities.

4.1 Solving Appro ximate Linear Systems

Let x = (X; )jk:1 be a vector of k binary variablesandlety = (yi)iL; bea vector
of n, n, k, binary variables that are de ned as linear functions of x, that is,
yi = li(x), 1- i- n.In matrix notation, y = GTx, whereG is an k £ n matrix
whosecolumns correspond to linear functions I;, and vectors are represened as
one-columnmatrices. It is assumedthat G hasfull rank k (linearly independen
rows), which meansthat the linear transform de ned by G T is injective, sothat
y uniquely determinesx.

It is further assumedthat y is known only probabilistically, in terms of the
marginal probabilities Pr(y; = 0) = p;j, 1- i - n. More precisely a probabilistic



model is assumedin which the variablesy;, 1 - i - n, are mutually independert.
Sincein this casethey cantake arbitrary values,de ne anevert L that y belongs
to the range of the linear transform determinedby G, i.e., that y; are linearly
dependert accordingto G T, i.e., that the linear systemy = G x hasa (unique)
solution in x. Now, in this model the most likely solution to the linear systemis
the onethat maximizesthe conditioned block probability

Pr(xjL) = Pr(y = GTxjL)
— Pl'(y = GTX) _ 1 ¥ pll Ii (x)
Pr(L) Pr(L) .,

Qn 1i

It follows that Pr(L) = i x2f 0:1gk  i=1 Pi
are required to 'nd the solution.

The problem is in fact directly related to a decaling problem for the binary
linear (n; k) block code C with a generator matrix G on a time-varying memo-
rylessbinary symmetric channel (BSC) with error probabilities 1j pj,1- i - n.
Namely, in a probabilistic model in which the codewords are equiprobable, if the
all-zero word is obsened at the output of this BSC, then the posterior proba-
bility of an information word x is the sameas the conditioned probability (13).
However, our model is more appropriate as it directly dealswith the problem
consideredand as such doesnot involve any communication channel (e.g., sym-
metry is not needed).

Another approad is to nd a solution that maximizes eat of the condi-
tioned bit probabilities Pr(x;jL), 1 - j - k. This requires only k steps, but
such probabilities have to be computed, and that requires 2"i ¥ steps if the
well-known Hartmann-Rudolph algorithm [13] is applied. For linear codes, this
algorithm minimizesthe decading error probability for individual symbolsrather
than blocks of symbols. It can also be used for computing the conditioned bit
probabilities p = Pr(y; = QjL), 1 - i - n, which are important for iterative
algorithms. In our problem, k is large and the probabilities p; are rather closeto
one half, sothat the decisionerror probabilities can be small only if nj k is also
large. Therefore, the Hartmann-Rudolph algorithm is computationally infeasible
and numerical approximations are required.

Let H denote a parity-chedk matrix of the code C, i.e., a generator matrix
of its dual code CY. H is an (nj k) £ n matrix of full rank nj k sud that
HGT = 0. Recall that CY is a binary linear (n;n j k) code consisting of all
the binary vectorsv = (v;){L; that are orthogonal to eac codeword y from C
(voy = v1y; © ¢¢© v, y, = 0). The dual codewords represen the linear relations
amongthe codeword bits and are hencecalledthe parity cheds. Instead of taking
into accourt all 2" ¥ parity cheds asin the Hartmann-Rudolph algorithm, one
can only considernumerically more important parity cheds having a relatively
low weight, which is de ned asthe number of nonzeroterms minus one.

Let Vi be a set of parity chedks v involving the i-th codeword bit vy;, i.e.,
suchthat vi = 1. Let ¢ = 2p;j 1and ¢ = 2f j 1 denotethe corresponding
unconditioned and conditioned correlation coexcients of y;, respectively. Then,

@i p)"0: (13)

"Y1 )i ™). Of course, 2% steps



accordingto [11], we get an approximate expression

X Y
¢ = =g+ G= (14)
v2Vij=1: vj=1;j6i

where the clipping function =(§= ensuresthat j¢j - 1. Interestingly, this ex-
pressioncan also be obtained asthe limit form, when all ¢; tend to zero, of the
well-known expression(e.g., see[18])

- Q
1i ¢ _ 1j¢g Y 1i hjnzlz vi=1;6i G (15)
- ~
1+6 1+gq V2V, 1+ jnzl: vjzl;jSiCi

which is usedif the parity chedks from ead V, are orthogonal, that is, if the
i-th bit is the only bit that they sharein common. Expression (14) appearsto

be more appropria& as the orthogonality is not required. In both expressions,
the product term ~_,. v=1;6i G represens the correlation coetcient of the
binary sum of all the bits y; other than y; from the parity chedk v involving

yi. The absolute value of this correlation coexcient is a measureof information

about y; cortained in the consideredparity chedk v. Accordingly, low-weight

parity cheds are more informativ e than the others.

The most e®ective way is to use (14) iterativ ely, in ead iteration improving
the conditioned correlation coezcients &. The iterations are useful because(14)
is only an approximate expressionand becausehard decisionsbasedon condi-
tioned bit probabilities generally do not result in codewords. Instead of directly
recycling (14), by substituting ¢ from the current iteration for ¢ in the next
iteration (e.g., see[16]), one can also use a more sophisticated and more e®ec-
tive belief propagation recycling [6] (e.g., see[15], [5], and [11]). According to
both experimental and theoretical [11] argumerts, the correlation coexcients
will corvergein a relatively small number of iterations to values 8 1 for most
coordinates, and, in the caseof successthe nal hard decisionson individual
bits will result in a binary word at a small Hamming distance from a codeword.
A simple, information setdecading technique will then yield this codeword along
with the corresponding information word x, which is the desiredsolution to the
approximate linear systemunder consideration.

It isimportant to point out the conditions for success$or both the approaces
described above. In accordancewith the capacity argumert, the decision error
probability of the block-basedapproadc using (13) can be made arbitrarily close
to zeroif

¢, k (16)

i=1

This meansthat we canreliably distinguish a correct solution from the remaining
2% 1 incorrect solutions if (16) is satis ed. On the other hand, provided that
jcj = ¢, 1 - i - n,it is theoretically argued in [11] that the average bit-
decision error probability of the iterativ e approad using (14) will be closeto



zero if P wMuc¥i 1> 1 whereM,, is the averagenumber per bit of the parity
chedks of weight w that are usedin (14). In the limit, when c tendsto zero, this
condition coincideswith the similar condition from [18] corresponding to (15)
which is both theoretically derived and experimentally veri ed (see also [2]).
Anyway, both conditions are also supported by numerous experimental results
on fast correlation attacks on regularly clocked LFSR's (e.g., see[10]).
We will work with a stronger condition, resulting in higher complexity esti-
mates,
X
Myc¥ , 1 (17)

where the exponert w j 1 is consenatively replacedby w. The new condition
can be given another interpretation, directly in terms of (14) or (15). Namely, if
we assumethat M, is exactly the number of parity cheds of weight w that are
usedfor the i-th bit, then (14) reducesto

X .
& = =g+ (myi mj)c'= (18)

w

where m;, and mj, denote the numbers of parity cheds of weight w with the

positive and negative sign of the product, respectively. Now, if y; = Oory; = 1,
then the expectedvalue of my, i mj, is equalto + M, c” orj M, c", respectively.

So, the contribution of the parity cheds of weight w can be regarded (statisti-

cally) signi cant for the iterativ e processto convergeto the most likely (correct)

valuesofy; foreah1- i - nif My, c¥ , 1.Accordingly, by combining the con-
tributions of parity cheds of di®eren weights we get the condition (17). This

condition demonstratesthe signi cant advantage of iterativ e over one-stepalgo-
ritp;ns which when applied to individual bits, in light of (16), will be successful
if My, 1.

4.2 Application to Blueto oth

The main approad to be pursued here is one in which the initial state of the
shortestLFSR, LFSRy, is guessedsothat linear correlations conditioned on both
the output and oneinput can be utilized. This is neededin order to minimize
the precomputation complexity to be given below. Let n = ®ng be the number
of linear equations chosenout of those resulting from the 4-bit, 5-bit, and 6-bit
linear correlations describedin Section3. Here,®is the averagenumber of chosen
equations per output bit and ng = 2740is the maximum number of output bits
that canbe usedif 6-bit linear correlations are exploited. For ead output bit, the
averagenumber of ® equations are chosenfrom a possibly larger setof — = °®
equationsthat is independert of the obsened 6-bit output segmen and of the
known 6-bit input segmem resulting from the guessedinitial state of LFSR;.
By expressingead LFSR bit involved as a linear function of the initial state
bits, ead obtained linear equation becomesa linear equation in the unknown
103=128-25initial state bits of all the LFSR's but the shortest.



The correlation coezcients assaiated with theselinear equationsdepend on
the known output segmem, of maximal length 2745bits, and on the guessedn-
put segmenm of the samelength. According to Section3, the linear equationscan
be grouped in seweral typescorresponding to 4-bit, 5-bit, and 6-bit linear corre-
lations. For eact such group, there are se\eral absolute valuesof the correlation
coezxcients, ead appearing with a given probability. Altogether, let the absolute
value?; appearwith probability °;, where®; = ® =®and @, is the averagenum-
ber of linear equationswith the absolute value of the correlation coetcient equal
to *; . For ead output bit, the equationschosenand the absolute valuesand the
signsof the assaiated correlation coexcients depend on the known output and
guessednput. Two averagevaluesof the correlation coetcient magnitudes are
important for measuring the successof the linear cryptanalysis to be applied.
One, which is related to the iterativ6 bit-based approad and (14&, and (17), is
the weighted geometricmean® = ~;*,'. Note that * - * =, % *;. The
other, which is related to I:;he block-based approach and (16), is the expected
value of the squares®2 = i % 12,

For the iterative approad, it is necessaryto nd the linear dependencies
among the obtained linear equations (codeword bits) that involve only a rela-
tively small number of linear equations, that is, to determine the corresponding
low-weight parity cheds. The weights to be used should result in numbers of
parity cheds that should be suzcient for successaccording to the condition
(17). The number of parity cheds of a given weight, w, per codeword bit is a
characteristic of the producedlinear system(linear code), which dependson the
obsened output and one guessednput, and can be modeled by assumingthat
the systemis randomly generatedas the expected value

H f w
_ o103 Nil i 103N
My = 2 W Yy 21 W (29)
where the approximation error is negligible if w ¢ n.
Consequetly, if we utilize all the parity cheds of weight at most w, the
successcondition (17), with the geometric mean of the correlation coezcient
magnitudes, becomes

X
Lai g0 (20)
j=2 10

(parity cheds of weight 1 are impossible for the problem considered). As the
term with the maximal weight, w, is dominant, we nally get the condition

w (log, no + log, ®; log, %) 103+ log, w! (21)

which canbe solved numerically to give the minimal required weight w. This con-
dition is conservative becausewe neglected the contribution of terms with weight
lower than w and becauseM, is expected to be larger than (19) dueto the speci ¢

structure of the obtained linear equations for the Bluetooth keystream geneator



(i.e., eachparity check givesrise to more parity checksthroughappropriate phase
shifts).

As the iterativ e algorithm hasto be run for eat of 2°° guessesabout the
LFSR; initial state, its complexity can be expressedas

1
C = 25¢n ¢N = 925tlog ; no+log , ®+ w log, L (22)

wherea computational step consistsof all the computations per bit for a number
of iterations, which on averageis not greater than about 10. In ead iteration,
the computations are predominartly determined by the number of real multi-
plications neededto compute (14) for every bit and for parity cheds of weight
w. This number is given as 3n=t %, in view of a simple fact that only 3(wi 1)
real multiplications are neededto compute all w + 1 products of w elemeris
out of a setof w+ 1 elements. Accordingly, a computational step approximately
consistsof at most 30 real multiplications, where an 8-bit precision will suzce.
As a real product of two 8-bit words can be performed by an averageof 3 real
additions, ead requiring about 8¢3 = 24 binary operations, the step consistsof
about 2160binary operations. This is comparablewith onestep of the exhaustive
searth method which consistsof about 128¢15= 1920binary operations.

The next point to be explained is how to generateall the parity chedks of
weight at mostw for a possiblylarger setof ° n linear equations. This canbe done
in precomputation time, by computing and sorting all the linear combinations
of dw + 1)=2e linear equations, altogether about (°n)4W*1) =2e=g(w + 1)=2e! of
them. The matchesobtained by sorting directly give all the linear combinations
of at most 2d(w + 1)=2e linear equationsthat evaluate to zeroidentically (e.g.,
see[8]). More precisely we have to sort out only

od(w+1) =2e H 103 1 1“ d(w+1) =2e
l/ - 2 =w W' =w —
‘ d(w + 1)=2e! W)™y
(W!)d(w+1) =2e=w
dw + 1)=2e!

D

v, 2103d(w+1) =2e=w+ d(w+1) =2e(log ; ° +log , ES) (23)

randomly chosenlinear combinations, represened as 103-bit words. The total
obtained number of matchesper bit, i.e., the total number of parity cheds per
ead equation is then °W=tW_ They are all stored asthe nal result of precom-
putation.

Now, given an output segmen and eac guessednput, we haveto TTter 1=tV
parity cheds out of a set of °W=1% collected parity chedks, for eat of n linear
equations. If °© > 1, then °W=% parity chedks can be sorted out, with respect
to ng bit positions and = indexes of linear equations per eac bit position, so
that the Ttering takesonly about 1=1% steps.The complexity of Ttering isthen
given by (22), but the corresponding step complexity is negligible in comparison
with one of the iterativ e algorithm.

After the iterativ e algorithm has corvergedto probabilities closeto 0 or 1,
if the guessabout the LFSR; initial state was correct, then the 103 bits of



the remaining LFSR initial states, along with the initial 4 memory bits, can be
reconstructed by information set decaing (e.g., by looking for error-free sets of
103linearly independert equations), with complexity much smaller than (22).

5 Linear Cryptanalysis of Initialization = Scheme

The objective of the linear cryptanalysis of the Bluetooth initialization scheme
is to reconstruct 128 bits of the secretkey from a given number of 128-bit (or
132-bit) outputs of the Bluetooth initialization scheme obtained from the same
secretkey and di®erert | V's. Such outputs can be obtained by the linear iter-
ative cryptanalysis method described in Section 4. As the initialization scheme
is essetially the sameas the keystream generator, for ead 1V we will again
use the linear correlations described in Section 3 to produce another approxi-
mate system of linear equations. Other approades, possibly requiring a smaller
number of I V's, may also exist (e.g., see[4]).

The main point facilitating the linear cryptanalysis is that the secret key
and | V arelinearly combined together to form the initial state of the Bluetooth
keystream generator used for initialization. Therefore, ead equation linear in
LFSR bits can be expressedas the binary sum of an equation linear in secret
key bits and an equation linear in 1V bits which itself can be evaluated as |V
is known. If the samelinear equation in LFSR bits is usedwith di®eren, say q,
I'V's, onethus e®ectiwely obtains g independen obsenations of the samelinear
function, say y, of secretkey bits. If the correlation coetcient assaiated with the
i-th equationis ¢; and if s; is the value of the linear function of the correspond-
ing 1V, then the correlation coetcient assaiated with the i-th obsenation is
(i 1)%¢,1- i- g In view of (15), the combined correlation coexcient, €, of y
is then determined by

1i ¢ Wuli Ciﬂ(il)Si

= 24
1+¢ i, 1t (24)
or, approximately, for small ¢;, by
xa
¢== (i D)g= (25)
i=1
Assumethat jgj=c,1- i- g Then,if y= 0ory= 1, the expected value of

¢ is equalto +qc? or j qc?, respectively. So,the combined correlation coexcient
will be closeto §1if q, 1=c. In general,in view of (16), it will be closeto § 1
if

¢, & (26)

This condition determinesthe minimal g required for reconstructing the correct
value of y with a small probability of decisionerror.



To minimize the required number of | V's, we will again uselinear correlations
conditioned on the output and one input, which hasto be guessed.Assuming
that the sizesof the secretsubkeys cortrolling indivudual LFSR's are the same
astheir respective lenghts, we have to guess25 secretkey bits corntrolling LFSR;.
Let an averagenumber of ® out of asetof ~ = °® linear equationsbe chosenfor
ead of ng = 123available output bits, provided that 6-bit linear correlations are
exploited. For g 1 V's, ead of the resulting  ng linear functions of the remaining
103 secretkey bits is then treated in the way explained above. Note that ead of
the functions will on averageappear g=° instead of g times. Then the condition
(26) reducesto

o

= @)

1

q.

where1'2 = P i % 17 is the meansquarevalue of the usedcorrelation coexcients
t; appearing with probabilities ©;. The linear correlations to be usedshould be
chosensoasto minimize g. The resulting " ng linear equationsin 103 secretkey
bits which hold with probabilities closeto 1 can then be solved by information
setdecding if the guessabout the 25 secretkey bits is correct. As the complexity
of reconstructing the secretkey from given g outputs of the initialization scheme
is much smaller than the complexity of reconstructing these outputs, the total
complexity is determined by the latter, and is g times larger than (22).

6 Optimal Complexities

There are many possible choicesof the linear correlations described in Section
3 to be usedin the linear iterativ e cryptanalysis of the keystream generator in
order to reconstruct the LFSR initial states. The objective is to minimize the
computation complexity C given by (22) and the precomputation complexity D
given by (23). Howevwer, this is not possibleto achieve simultaneously, as there
is a tradeo® betweenthe two criteria.

In general, C is minimal if one usesthe linear correlations conditioned on
the output, described in Section 3.2, but D is then relatively large. In this case,
we do not have to guessoneinput and the complexity analysisis the sameasin
Section4.2 exceptthat the number of LFSR initial state bits to be reconstructed
is now 128 instead of 103. For example, if we chooseto usethe largest 4 6-bit
correlation coexcients and the corresponding 8 input linear functions, from the
condition (21) getw = 15 and henceC % 2% and D ¥4 2%, By guessingone
input we generally decreaseD and increaseC. Two illustrativ e examplesare
explained in more detail below.

First, choosethe 2 largest5-bit and the 3 largest 6-bit conditioned correlation
coezxcients to work with. In this caseweget®= (1+ 2)+ (1+ 1=2+ 9=8) = 5:625,
=8+ 8= 16,° = 16=5:625% 2:8444,and

AP— 9 ﬂ2 M 13ﬂ 1=2 K 3 ﬂ25:8! 1=5:625

l = _ _ _ 1 . .
% i /, 0:2181 (28)



Then (21) yields w = 11 and hencewe get C ¥4 25307 and D Y, 28268,

Secondchoosethe largest2, 3, and 7 conditioned correlation coe+cients from
4-bit, 5-bit, and 6-bit linear correlations to work with, respectively. In this case,
weget®= (2+ 16)+ (1+ 2+ 1)+ (1+ 1=2+ 9=8+ 5=8+ 1=8+ 5=8+ 1=8) = 26:125,
T = (8+ 32)+ 8+ 8= 56,° = 56=26:125% 2:1435,and

L (3] g, 23 }' 23 Eg, 1:23 i, 25:83 E_' 5:83 i' 1283 3' 5:83 E' 1283 }' 171'[ 1226125
= 32 4 64 16 64 32 64 128 8
Y4 0:1504 (29)

Then (21) yields w = 9 and hencewe get C ¥4 25573 and D ¥4 27974,

There are also di®erert possiblechoicesof the linear correlations to be used
in the linear cryptanalysis of the initialization schemein order to reconstruct the
secretkey. The objective is to minimize the required number g of | V's given by
(27). Tothis end,the 25secretkey bits controlling the shortestLFSR are guessed.
It is slightly better to work with 6-bit than 5-bit linear correlations conditioned
on the output and oneinput. If we usethe 7 largest 6-bit conditioned correlation
coexcients, we get ° = 8=4:125% 1:9394and

VR 3 - 3 3 3 3 3 |
. 1 9211329 325 1121 525 9 21 17 2
=_—— = +Z = 4+ = 4 = 4 = 4+ = 4z
4:125 32 2 64 8 16 8 64 8 32 8 64 8 128
Y, 0:04251 (30)

Then (27) yields q ¥4 45:2 ¥4 2551, sothat the total complexity of the secretkey
reconstruction increaseso C ¥4 288:58 and C ¥, 27124 for the two casesdescribed
above, respectively.

7 Conclusions

The deweloped linear cryptanalysis method shows that correlation attacks may
also be applicable to stream ciphers producing very short keystream sequences
which are reinitialized frequertly by using a cryptographically strong initializa-
tion scheme.The complexity analysisconcerrates on mathematical rather than
practical implementation argumerts. The obtained attack complexities for the
Bluetooth stream cipher are overestimated as they are basedon a consenative
assumption about the underlying parity-ched weight distribution. It is in prin-
ciple possiblethat the complexity can be further decreasedby exploiting m-bit
linear correlations for m > 6 if they are feasibleto compute. It may also be
possiblethat the actual precomputation complexity is lower than predicted.
Consequetly, at least from the theoretical standpoint, there is a needto re-
designthe Bluetooth stream cipher, maybe by using the improvemert suggested
in [14]. This modi ed Bluetooth stream cipher appearsto be more resistart to
the linear cryptanalysis, but might not be the optimal choice (seethe Appendix).



App endix
A Linear Correlations in Mo di ed Blueto oth Com biner

We exhaustively computed all the m-bit linear correlations for m - 6 in the modi-
“ed Bluetooth combiner proposedin [14]. The distributions of the largest correlation
coezcients are determined and displayed here.

The only modi cation relates to the linear update functions for the 4 memory bits.
Namely, instead of (2), we now have

Ca1 = St ©C?©C?i 13 G = Sta ©Ctl©0tl; 1 (31)
The stationary distribution of the 4 memory bits remains to be uniform.

First of all, there are no nonzero correlation coetcients for m - 4. The largest
absolute values of the correlation coezcients, jc¢j, and the (average) numbers, ®, of
linear functions attaining them are shown in the following tables. In the last table
we also show the total numbers, —, of linear functions out of which the desired ® are
chosen. In this respect, note that for eadh m, each smaller set is contained in the next
larger. For m = 5, there are no other nonzero correlation coetcients. For m = 6, there
are also 46080 and 57600 pairs of input/output linear functions with j¢j = 1=512 and
jcj = 1=1024, respectively, whereas® = 65024 for 1=1024- jc¢j - 13=1024, conditioned
on output, and ® = 1260for 1=64 - jc¢j - 3=64, conditioned on output and one input,
and there are no other nonzero correlation coezcients. A general conclusion is that
the absolute values of the correlation coetcients are smaller than in the Bluetooth
combiner, but their numbers are considerably larger.

Unconditioned  Linear Correlations

m 5 6

ici 5 1 1 25 5 5 1
Iq 128 64 128 1024 | 512 | 1024 | 256

® ||256|15363840 256 (307276809216

Linear Correlations Conditioned on Output

m 5 6

ici 7 3 1 33 25 21 15
9 128 | 128 | 128 | 1024 | 1024 | 1024 | 1024

® ||128/768/3200| 64 |128|256| 64

Linear Correlations Conditioned on Output and One Input

m 5 6
s~ 312 (1 9] 3 1
I9)|16| § |16 |6a| 32 | 16

®| 8|16|120 4| 16|16
64/128/512/64/128/128
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