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Abstract.  Many of the keystream generators which are usedin practice
are LFSR-based in the sensethat they produce the keystream according
to arule y = C(L(x)), where L(x) denotesan internal linear bitstream,
produced by a small number of parallel linear feedbad shift registers
(LFSRs), and C denotes some nonlinear compression function. We
presert an n°®® 2 =+ ©n time hounded attack, the FBDD-attac k,
against LFSR-based generators, which computes the secret initial state
x 2 f0;1g" from cn consecutive keystream bits, where ® denotes the
rate of information, which C revealsabout the internal bitstream, and c
denotes some small constant. The algorithm usesFree Binary Decision
Diagrams (FBDDs), a data structure for minimizing and manipulating
Boolean functions. The FBDD-attac k yields better bounds on the
e®ective key length for seweral keystream generators of practical use,
so a 0:656n bound for the self-shrinking generator, a 0:64031 bound for
the A5/1 generator, usedin the GSM standard, a 0:6n bound for the Eo
encryption standard in the one level mode, and a 0:8823 bound for the
two-level Eo generator usedin the Bluetooth wireless LAN system.

1 Intro duction

A keystream generator is a nite automaton, E, determined by a set Q of
inner states, a state transition function += : Q j! Q, and an output function
ag :Qj! f0;1g. The usual caseis that Q = f0;1g" for someintegern , 1,n
is called the keylength of E. Starting from an initial state x° 2 Q, in ead time
unit i, E outputs a key bit y; = ag (x') and changesthe inner state according
to x'*1 = # (x'). For ead initial state x 2 f0;1g" we denoteby y = E(x) the
keystreamy = yp;y1;::: produced by E when starting on x.

Keystream generatorsare designedfor fast online encryption of bitstreams
which have to passan insecurechannel. A standard application is to ensurethe
over-the-air privacy of communicating via mobile cellular telephones.A plaintext
bit stream po; p1; P2;::: is encrypted into a ciphertext bitstream eg; e;1;e;;::: via
the rule e = p;©y;; wherey = E(x). The legal receiver knows x and can decrypt
the bitstream using the samerule. The only secret information is the initial
state x, which is exchanged before starting the transmission using a suitable
key-exdange protocol. It is usual to make the pessimistic assumption that an
attacker knows not only the encrypted bitstream, but even someshort piece of



the plaintext, and, therefore, can easily compute some piece of the keystream.
Consequetly, onenecessarycriterion for the security of a keystreamgeneratoris
that there is no feasibleway to compute the secretinitial state x from y = E(x).
Obsene that a trivial exhaustive searh attack needstime n®® 2n:

In this paper we suggesta new type of attack against keystream generators,
which we will call FBDD-attack, and show that LFSR-based keystream
generators are vulnerable against FBDD-attac ks. We will call a generator to
be LFSR-basedif it consistsof two componerts, a linear bitstream generator
L which generatesfor ead initial state x 2 f0;1g" a linear bitstream L(x)
by one or more parallel LFSRs, and a compressorC which transforms the
internal bitstream into the output keystreamy = C(L(x)). Due to the ease
of implementing LFSRs in hardware, and due to the nice pseudorandomness
properties of bitstreams generatedby maximal length LFSRs, many keystream
generatorsoccuring in practice are LFSR-based.

FBDD is the abbreviation for free binary decision diagrams, a data structure
for represening and manipulating Boolean function, which were intro duced by
Gergov and Meinel in [9] and Sieling and Wegener in [16]. Due to speci c
algorithmic properties, FBDDs and in particular Ordered BDDs (OBDDs), a
special kind of FBDDs, becamea very usefull tool in the area of automatic
hardware veri cation (seealsothe paper of Bryant [4] who initiated the study of
graph-baseddata structures for Booleanfunction manipulation). The important
properties of FBDDs are that they can be exciently minimized, that they allow
an excient erumeration of all satisfying assignmens, and that the minimal
FBDD-size of a Booleanfunction is not much larger than the number of satisfying
assignmeis. We show that these properties can also be successfullyused for
cryptanalysis. The problem of "nding a secretkey x ful'ling y = E(x) for a
given encryption algorithm E and a given ciphertext y can be reducedto nding
the minimal FBDD P for the decisionif x fulls y = E(x). If the length of y
is closeto the unicity distance of E then P is small, and x can be exciently
computed from P. The main result of this paper is that the special structure
of LFSR-basedkeystreamgeneratorsimplies a nontrivial dynamic algorithm for
computing this FBDD P.

In particular, the weaknessof LFSR-basedkeystream generatorsis that the
compressorC hasto produce the keystreamin an online manner. For getting a
high bitrate, C should useonly a small memory, and should consumeonly a few
new internal bits for poducing the next output bit. These requiremerts imply
that the decisionif an internal bitstream z generatesa pre x of a givenkeystream
y via C can be computed by small FBDDs. This allows to compute dynamically
a sequenceof FBDDs P, m , n, which test a given initial state x 2 f0;1g"
whether C(L. (X)) is pre x of y, whereL. (x) denotesthe ‘rst m bits of the
internal linear bitstream generatedvia L on x. On average,the solution becomes
unique for m , d® 'ne, where® denotesthe rate of information which C reveals
about the internal bitstream. The FBDDs P, are small at the beginning and
again small if m approaces d® *ne, and we will show that all intermediate
FBDDs have a size of at most n°® 2(ti ®=A+ ®n _For gl m the FBDD P, has



to read the "rst d°me bits of the keystream, where ° denotes the best case
compressionratio of C. Thus, our algorithm computes the secretinitial state
x from the st d®® !ne bits of y = E(x). Obsene that ° = ® if C consumes
always the samenumber of internal bits for producing one output bit, and ® < °

if not. It holds°® ! - 2:5in all our examples.Note that for gaining a high bit-

rate, ® and ° should be aslarge aspossible.Our results say that a higher bit-rate

hasto be paid by a lossof security.

One advantage of the FBDD-attac k is that it is a short-keystream attack, i.e.,
the number of keybits neededfor computing the secretinitial state x 2 f0; 1g"
is at most cn for some small constart ¢, 1. We apply the FBDD-attack to
some of the keystream generatorswhich are most intensively discussedin the
current literature, the A5/1 generator which is usedin the GSM standard, the
self-shrinking generator, and the Ey-encryption standard, which is included in
the Bluetooth wirelessLAN system.For all thesesciphers,the FBDD-attac k has
a better time behaviour than all short-keystream attacks known before.In some
casesthere have beenobtained long-keysteam attacks which have a better time
behaviour. They use a time-memeory tradeo® technique suggestedby Goliff [8]
and are basedon the assumption that a long piece of keystream of length 29",
d < 1 someconstart, is available. We give an overview on previous results and
the relations to our results in section 7.

The paper is organized as follows. In section 2 we give some formal
de nitions concerning LFSR-based keystream generators and presert the
keystream generatorswhich we want to cryptanalyze. In section 3 FBDDs are
introduced. In section 4 we derive FBDD-relevant properties of LFSR-based
keystream generators. In section 5 we de ne the relevant parameters of LFSR-
based keystream generators and formulate the main result. Our cryptanalysis
algorithm is presened in section 6 and is applied to particular generatorsin
section 7. Due to space restrictions we cannot presen all proofs and BDD-
constructions in this extended abstract. The complete version of this paper can
be received from [11].

At the rst glance it may seem contradictory that we consider practical
ciphers like the A5/1 generator with variable keylength n. But obsene that
de nitions of LFSR-based keystream generators, even if they originally were
designedfor xed keylength, can be generalizedto variable keylength in a very
natural way, simply by consideringthe internal LFSRs to have variable length.
Considering variable key-length n allows to evaluate the security of ciphersin
terms of how many polynomial time operations are necessaryfor breaking the
cipher. This 'rough' way of security evaluation is suxcient in our context, since
the aim of this paper is to presern only the generalalgorithmic idea of the FBDD-
attack, to give a rather rough estimation of the time behaviour, and to shav an
inherent weaknessof LFSR-basedgenerators. For practical implemertations of
FBDD attacks against real-life generatorsmuch more e®ort hasto be invested
for making the particular polynomial time operations asezcient as possible,see
the discussionin section 8.



2 LFSR-based Keystream Generators

Let us call a keystream generator to be LFSR-based if the generation rule
y = E(x) can be written asy = C(L(x)); where L denotesa linear bitstream
generator consisting of one or more LFSRs, and C : f0;1g” j! f0;19" a
nonlinear compressionfunction, which transforms the internal linear bitstream
L (x) into the nonlinear (compressed)output keystreamy = C(L(x)). * Formally,
an n-LFSR is a device which producesa bitstream

on the basis of a public string ¢ = (ci;:::;¢,) 2 f0;1g", the generator
polynomial, and a secretinitial state x = (Xo;:::;Xn; 1) 2 f0;1g", according
to the relation Lij(x) = xj forO- i- nj land

Lm(x) = Cll—mi1(X)©C2|—mi2(X)©:::©Cn|—min(x) 1)

form , n.Obsenethat forall m, 1,Ln,(X) isaGF(2)-linear Booleanfunction

A linear bitstream generator L of keylength n is de ned to be an algorithm
which, for somek , 1, generatesa linear bitstream L (x)

L(x) = Lo(x);L1(x);L2(x);:::

j . Othe bit L;(x) accordingto the rule Lj(x) = L{(x"); wherer = j mod k
and s = j div k. Obsene that for all j , 0L;(x) is a GF(2)-linear function in
X.

The motivation for taking LFSRs asbuilding blocks for keystreamgenerators
is that they can be easily implemented using n register cells connected by
a feedba& channel. Moreover, if the generator polynomial is primitiv e, they
produce bit streams with nice pseudorandomnesgroperties (maximal period,
good auto correlation and local statistics). See,e.g., the monograph by Golomb
[10] or the article by Rueppel [15] for more about the theory of shift register
sequences.Clearly, LFSR-sequencesalone do not provide any cryptographic
security. Thus, the aim of the compressionfunction C : f0;1g" ;! f0;1g"
is to destroy the low linear complexity of the internal linear bit stream while
preserving its nice pseudorandomnessproperties. Many keystream generators
occuring in practice are LFSR-based in the above sense.We investigate the
following typesof generators.

1 C compressesthe internal bit-stream in an online manner, i.e., C(z% is prex of
C(z) if zis prex of z, for all z;z° 2 f0;1g". This justies to write y = C(L(x))
despite of the fact that L(x) is assumedto be in nitely long.



One classicalconstruction (see,e.g., [10] and [15]) is to combine k parallele

wherex" denotesthe initial statefor L™, forr = 0:::;kj 1.Let uscall generators
of this type Connect- k constructions.

The Self-Shrinking Generator was introduced by Meier and Sta®ellach
in [14]. It consists of only one LFSR L. The compressionis de ned via the
shrinking function shrink : f0; 1g2 i! f0;1;"g;, dened as shrink (ab) = b, if
a= 1, and shrink (ab) = ", the empty word, otherwise. The shrinking-function
is extendedto bit-strings of evenlength r as

shrink (zoz1:::Zr; 1) = YoY1:::Yr=2; 1;

where yi = shrink (z3zpi+1) for i = 0;:::;r=2j 1. For ead initial state
x for L, the self-shrinking generator produces the keystream y according to
y = shrink (L(x)):

The Eo Generator is the keystream generator used in the Bluetooth
wireless LAN system [3]. It is de ned as Eq(x) = C(L(x)), where the linear

is organized by a nite automaton M with external input alphabet f0; 1; 2g,
state spaceQ = f0;1;:::;159 and output alphabet f0; 1g, which is de ned by
an output function a: Q£ f0;1;2g j! fO0;1g and a state transition function
+:Q£f0;1,2gi! Q. The exactspeci cation of M is publishedin [3] but does
not matter for our purposeand is therefore omitted.

The compressionC(z) = y = yoYy1:::Ym; 1 Of an internal bit-stream

- 50,1,2,3,0,1,2,3...,0 1 2 3
Z= ZOZOZOZOZIZllel"'Zmi lZmi ]_Zmi ]_Zmi 1

is de'ned asy; = a(g;s;) ©t;, wheres; = (2’ + z' + z* + %) div 2 and
ti = (z+ 2z + 2"+ z’) mod 2,forall 0- j - mj 1. The actual inner state
is updated in eat cycle accordingto the rule g .1 = g ;sj); where gy denotes
the initial state of M . In practice, the E, generatoris usedwith key length 128,

the four LFSRs have lengths 39, 33, 31, 25.

The Eo Encryption Standard in the two-level mode (for short, E2-
generator) of keylength n combinestwo E devicesof internal keylengthN | n
in the following way. For x 2 f0; 1g" it holdsy = E3(x) = Eo(z); wherez denotes
the pre x of length N of Eq(u), and where

U, i = n:::N j 1, are public GF(2)-linear functions in (Xo;:::;Xn; 1)- In
practice, the string u results from putting n secret bits together with N j n



known dummy bits into the LFSRs and running them a certain number of steps.
The Bluetooth systemusesN = 128, and n can be chosenas 8, 16, 32, or 64.
The reasonfor choosing a larger internal key length N is to adhieve a larger
e®ectie key length in n.

The A5/1 generator is usedin the GSM standard. The de nition was
discovered by Briceno et. al. [5] via reverseengineering. The A5/1 generator of
key-length n consistsof 3 LFSRs L?, L*, and L? of key-lengthesng, ny, and nj.
In eadh time step i, the output key bit y; is the XOR of the actual output bits
of the 3 LFSRs. A clock control decidesin ead timestep which of the 3 LFSRs
are shifted, and which not. The clock cortrol takesfor all k 2 f0; 1; 2g a cortrol
value ¢, from the Ny j th register cell of L¥, and computes the cortrol value
m = maj3(Co;C1;C2). 2 LFSR LK is shiftggif m = cg, foa k = 0;1;2. The cortrol
positions Ny are xed and fulT Ny 2 i LS

This keystream generation rule can be written down in a vy
C(L(x)) fashion in the following way. Given an internal bitstream z
(28;28:28;,:::,28,,2% ;22,52 2) the keystreamy = C(z) is de'ned as follows. In
ead timestep, C holds 3 output positions i[0];i[1];i[2] and 3 cortrol positions
j[0Li[1];j[2]. C outputs X © Xiyy; © X7, computes the new cortrol value
m = maj3(x{;g; X[y X7y )s @nd updates the i- and j -valuesvia i[k] = i[k] +
landj[k] := j[k] + 1, for those k 2 f0;1;2g for which m = xjk[k]. The output
positions are initialized by 0. The cortrol positions are initialized by Ng; N1; N».
Note that in the GSM standard the A5/1 generatoris usedwith key length 64,
the 3 LFSRs have lengthes19, 22 and 23

3 Binary Decision Diagrams (BDDs)
For m a natural number let X, denote the set of m Boolean variables

nodes of outdegree2, a distinguished inner node of indegree0, the source,and
two sink nodes of outdegree 0, one 0-sink and one 1-sink. All inner nodes, i.e.
nodes of outdegree > 0, are labelled with queriesx;?, 0 - i - mj 1, and
are left by one edgelabelled O (corresponding to the answer x; = 0) and one
edgelabelled 1 (corresponding to the answer x; = 1). Each assignmen b to the
X m-variables de nes a unigue computational path in P, which will be called
the b-path in P. The b-path starts at the source,answers always by on queries
x;? and, thus, leadsto a unique sink. The label of this sink is de ned to be the
output P(b) 2 f0;1g of P oninput b2 f0;1g™. We denoteby One(P) u f0; 1g™
the set of inputs acceptedby P, One(P) = fb 2 f0;1g™; P(b) = 1g: Each
BDD P over X,, computes a unique function f : f0;1g™ ! f0:1g, by
f(hh=1 () b2 OneP). The sizeof P, jPj, is de ned to be the number
of inner nodesof P. Two BDDs are called equivalert if they compute the same
function.

2 maj 3 is de'ned to output ¢ 2 f0;1g i® at least 2 of its 3 arguments have value c.



We call an BDD P to be a free binary decisiondiagram (FBDD) if alongeat
computational path in P ead variable occursat most once.In [9] and [16] it was
obsenedthat FBDDs can be e+ciently minimized with respect to all equivalent
FBDDs which read the input variablesin an equivalent order. The equivalence
of orders of reading the input variablesis expressedy using the notion of graph
orderings.

De nition 1. A graph ordering G of X, is an FBDD over X, with only one
(unlabelled) sink, for which on each path from the root to the sink all m variables
occur.

Graph orderings are not designedfor computing Boolean functions. Their

are requestedalong the unique b-path in G.

De nition 2. An FBDD is called G-driven, for short, G-FBDD, if the ordering
in which the variables are requeste& along the b-path in P respects % (b), for all
assignmentsb. l.e., there do not exist assignmentsb, variables x; and x; such
that x; is requestel alove x; at ¥ (), but kelow x; at the b-path in P.

A special, extensiwely studied variant of FBDDs are Ordered Binary Decision
Diagrams (OBDDs). An FBDD P is called OBDD with variable ordering %a(for
short ¥+OBDD) if all pathesin P respect ¥4

We needthe following nice algorithmic properties of graph-driven FBDDs.
Let f;g:f0;1g" j! fO0;1g be Booleanfunctions, let G be a graph ordering for
Xm, and let P and Q be G-driven FBDDs for f and g, respectively.

Prop erty 3.01 There is an algorithm M I N which computesfrom P in time
O(jPj) the (uniquely de ned) minimal G-driven FBDD min(P) for f.

Prop erty 3.02 It holdsthat jmin(P)j - mjOne(P);j:

Prop erty 3.03 There is an algorithm SYNTH which computes in time
O(jPjjQjjGj) a G-driven FBDD P "~ Q, jP ™ Qj - jPjjQjjGj, which computes
f~og.

Prop erty 3.04 Thereis another algorithm SAT which enumeatesall elements
in One(P) in time O(jOne(P)jjPj).

See,e.g.,the book by Wegener[17] for a detailed description and analysis of
the OBDD- and FBDD-algorithms. FBDDs together with the proceduresM I N,
SYNTH and SAT will be the basic data structure usedin our cryptanalysis.
Instead giving explicite examplesof FBDDs we refer to the following relation
betweenalgorithms and FBDDs, see,e.g.[12]. Let F u f0;1g” decisionproblem
written as a sequenceof Boolean functions (Fp, : f0;1g™ i ! f0;10)mam-

Theorem 1. Suppsethat F can be decided by an algorithm A which readseach
input bit at most once and usesfor all m , 1 and all inputs of lengthm at most
s(m) memory cells. Then, for all m , 1, A providesan excient construction of
an FBDD Py, of sizeO(m25(™) for Fp,. 2



Scetch of a pro of The inner nodesof P, are organizedin m disjoint levels.
Each level j, 1 - j - m, contains potentially one node v! for ead possible
assignmen r 2 f0; lgs(m) to the memory cells used by A on inputs of length
m. This implies the size bound claimed in the Theorem. Py, is constructed top
down. The rst inner node we insert to Py, is the root vrlo labelled by x;,, where
ro denotesthe initial assignmen of the memory cellsand i, the position of the
“rst input bit readby A. If we have inserted an inner nodev = Vi, labelled by x;,
to Py, than for all b2 f0; 1g the b-successon® of v is constructed as follows. If A
starting on con guration r after reading x; = b stops accepting (resp. rejecting)
without reading another input bit then vCis de ned to be the 1-sink (resp. the
0-sink). Otherwise let r° denote the Tst con guration when A is going to read

a newinput bit, say xx. Then vCis dehed to be v!;* labelled by xy. 2

4 FBDD-Asp ects of Key-Stream Generators

Let E be a LFSR-based keystream generator of key-length n with linear
keystream generator L and compressionfunction C : f0;1g” j! f0;1g". Let
x 2 f0;1g" denotean initial state for L.

Denition 3. For all m , 1 let GS, denote the graph ordering, which assigns
to each internal bitstream z the order in which C readsthe rst m bits of z.

Obsene that for the Ey generator, the self-shrinking generator, as well as
for Connectk generators,the order in which the compressorreadsthe internal
bits does not depend of the internal bitstream itself, i.e., G§, has sizem and
GS -driven FBDDs are OBDDs. But in the caseof the A5/1 generator, this
order is governed by the clock cortrol, and can be di®erert for di®eren inputs.
The exciency of our cryptanalysis algorithm is based on the following FBDD
assumptionon E.

FBDD Assumption. The graph ordering G$, has polynomial sizein m.
Moreover, for arbitrary keystreamsy, the predicate if for givenz 2 £0;1g™ C(z)
is pre’x of y can be computed by GS -FBDDs of polynomial sizein m.

It is quite easy to see that the compression function of a Connectk
generators, de ned by a function ¢ : f0;1g* j! f0;1g, fulls the FBDD-
assumption. The compressor reads the internal bits in the canonical order
Y, = 0;1;2;3;:::. Linear size ¥xOBDDs which decide whether z 2 f0;1g"™
generatesthe ‘rst bm=kc bits of a given keystreamy via c can be constructed,
via Theorem 1, according to the following algorithm.

1. Forj := 0to bm=kc
2. if o(z0;::: ;zjki Hs y; then stop(0)
3. stop(1)



Quadratic size¥+OBDDs which decidefor z 2 f0;1g" whether shrink (z) is
pre x of a given keystreamy can be constructed, via Theorem 1, according to
the following algorithm

1. k:==0,j:=0
2. whilej<mj 1
3. if Zj = 0

4 thenj =j+2

5 else

6. if Zi+1 = Yk

7 thenj =+ 2, k:=k+1
7. elsestop(0)

8. stop(1)

The FBDD constructions for all the Eq-, the EZ2-, and the A5/1 are sketched
in section 7, resp. can be studied in the long version[11].

We still needto estimate the size of FBDDs which decide whether a given
22 f0;1g" is alinear bit-stream.

Lemma 1. For all m , n, the decision whetherz 2 f0;1g" is geneated via

linear bitstream geneator L of keylengthn can be computed by a G -driven
FBDD of size at most jG$ j2mi ",

Pro of: Let V,, denote the set of inner nodes of G§,. We construct a G§, -
driven FBDD Ry, with the setW,, = Vi, £ f0;1g"' " of inner nodes.
For all initial statesx 2 f0;1g" and all internal positionsj;n - j - mj 1,
write L;j(x) as
M 1
Lj(x) = L Xk:
k=0

G¢ ensuresthat xy is always read beforex; if Li;j = 1.
]

Let the root of R, be the node (vo; 0) wherev, denotesthe root of GS . Let
all nodes(v; b) have the samelabel asv doesin G§,. The edgesof R, are de ned
accordingto the following rules. Let v 2 Vi, and b= (by;:::;bm; 1) 2 f0; 1™ "
be arbitrarily “xed. For ¢ 2 f0;1g let v(c) be the c-successornof v in G§,. We

have to distinguish two cases.

{ v is labelled with somexy, 0+ k- nj 1. Then, for all ¢ 2 f0;1g, the c-

{ vislabelledwith somex;j,n- j - mj 1.Then,forallc2 f0;1g,ifby; » 6 C,
the c-successoof (v; b) is the O-sink. If Iy; » = cand v(c) is the *-sink, then
let the c-successorof (v;b) be the 1-sink. Otherwise let the c-successorof
(v;b) be (v(c); b).

It can be easily chedked that Ry, (after removing non-reachable nodes) matches
all requiremerts of the Lemma. 2



5 The Main Result

We x an LFSR-based keystream generator of key-length n with linear bit-
stream generator L and a compressionfunction C. We assumethat for all
m , 1 the probability that C(z) is pre x of y for a randomly chosen and
uniformly distributed z 2 f0;1g™ is the samefor all keystreamsy. Obsene
that all generatorsoccuring in this paper have this property. Let us denote this
probability by pc (m):

The cost of our cryptanalysis algorithm depends on two parameters of C.
The “rst is the information rate (per bit) which a keystreamy revealesabout
the rst m bits of the underlying internal bitstream. It can be computed as

3 ,

1

1
= (m).yvy= = (m)y (m)j =
~1@ZMY) = = HEZM™) i HEZMY)

= L(mi log(pe(m)2™) = i log(pe(m)): @

where Z(M) denotesa random z 2 f0;1g" and Y a random keystream.

As the compressionalgorithm computesthe keystreamin an online manner,
the time di®erencebetween two succeedingkey bits should be small in the
average, and not vary too much. This implies the following partition rule:
Each internal bit-stream z can be divided into consecutive elemenary blocks
z = 2%2%:::251 1) sudch that C(2) = yoyi::iVs 1 With y; = C(Z)) for all
j = 0;:::;8 1, and the average length of the elemenary blocks is a small
constart. This partition rule implies that pc(m) can be supposedto behave
aspc(m) = 21 ® for a constart ® 2 (0;1]. Due to (2), ® coincideswith the
information rate of C.

The secondparameter of C is the maximal number of output bits which C
produceson internal bitstreams of length m. Due to the partition rule, this value
can be supposedto behave as°m, for someconstart ° 2 (0;1]. We call ° to be
the (best case)compressionratio of C.

Obsene that if C always reads the same number k of internal bits for
producing one output bit, then ® = ° = % If this number is not a constart
then ® can be obtained by the formulae

d)"(me
20Om = pc(m) = 21 'Proby [iC(2)j = il; 3
i=0
where z denotesa random, uniformly distributed elemen from f0; 1g™ . Obsere
that (3) yields° , ®,i.e.°® ! 1.
Forall x 2 f0;1g" and m , 1let L. i (x) denotethe ‘rst m bits of L(x).
Note the following designcriterion for well-designedkeystream generators.

Pseudorandomness Assumption For all keystreamsy and all m
d® neit holds that

Prok, [C(z) is pre x of y] ¥a Prob [C(L. i (X)) is pre x of y];



where z and x denote uniformly distributed random elemerts from f0; 19" and
f0; 19", respectively.

Lemma 2. If the keysteam genemtor fulls the alove pseudoandomness
assumption then for all keysteamsy and m - ® In there are approximately
2" ®m jnitial statesx for which C(L, (X)) is pre’x of y. 2

Obsene that a sewereviolation of the pseudorandomnessssumptionimplies
the possibility of attacking the cipher via a correlation attack. Our main result
can now be formulated as

Theorem 2. Let E be an LFSR-basal keystream genemtor of key-length n
with linear bit-stream geneator L, and compressionfunction C of information
rate ® and (best case) compression ratio °. Let C and L full the BDD-
and the pseudoandomnessassumption. Then there is an n©@ 2(i &=+ @)n_
time bounded algorithm, which computesthe secret initial state x from the rst
& ® ne conseutive bits of y = C(L(x)).

As usual, we de ne the e®etive key length of a cipher of key length n to be
the minimal number of polynomial time operations that are necessaryto break
the cipher. We obtain a bound of }Lgn for the e®ectie key length of keystream
generatorswhich ful'T the above conditions.

6 The Algorithm

Letus x n,E, L, C,®and"° asin Theorem 2. For all m , 1let G denote
the graph ordering de ned by C on internal bitstreams of length m. Let y be
an arbitrarily "xed keystream which was generatedvia E. For all m | 1 let
Qm denotea minimal G,,-FBDD which decidesfor z 2 f0;1g™ whether C(z) is
pre x of y. Obserwe that Qn hasto read the rst d°me bits of y. The FBDD-
assumptionyields that Q,, has polynomial sizein m.

For m , n let P, denote the minimal G, -driven FBDD which decides
whether z 2 f0;1g™ is a linear bitstream generatedvia L and if C(z) is pre’x
of y. Obsene that by Property 3.03and Lemma 1

Lemma 3. jPnj - jQmjiGmj22™i" forallm, n.2

The strategy of our algorithm is simple, it dynamically computes P, for
m = n;:::;d® ne. Lemma 2 implies that for m = d® newith high probability
only one bit-stream z° will be acceptedby P.,. Due to property 3.04 this bit-
stream can be exciently computed. The rst n componerts of z° form the initial
state that we are searding for.

For all m n let S, denote a minimal G,,-FBDD which decides for

B



(2) Form:=n+ 1to d® 'ne
3) P :=min(P" Qmn " Smj 1)

For the correctnessof the minimization in step (3) obsenethat the de nition
of G, implies that Gy, is Gpo-driven for all m® | m. It follows from the
de nitions that for all m , n P coincideswith Py, after iteration m.

The FBDD-op eration min(P * Qy * Sy, 1) takestime p(m)jPny; 1j for some
polynomial p. Consequetly, the running time of the algorithm can be estimated
by

n°® maxfj Pyj; m, ng:
Obsere that on the one hand, by Lemma 3, jPyj - pYm)2™i " for some
polynomial p° while on the other hand, by Property 3.02 and Lemma 2,
iPmj - mjOne(Pn,)j, where

jOne(Pm)j Y, oni ®m _ 2(1i ®)nj ®(mj n):

Consequetlly, jPy,j doesnot exceedn®® 2r(") ‘wherer(n) is the solution of
2r(n) - 2(1i ®)nj ®r(n)

which yields r(n) = -2n. We have proved Theorem 2. 2

7 Applications

We apply Theorem 2 to the keystream generators introduced in section 2.
We suppose that these generators ful'll the pseudorandomnessassumption,
otherwise the running time estimations of our cryptanalysis hold on average.
It remains to determine the information rate and the compressionratio, and
to prove that the FBDD-assumption is true. For the Connectk construction it
holds®= ° = % The FBDD-assumption has shown to be true in section 4.

Theorem 3. For all k , 2 and all stream ciphers E of key-lengthn which
are a Connect-k construction, our algorithm computes the secret initial state

x 2 £0; 1g" from the Tst n bits of y = E(x) in time n®® 21 2

This is, as far as we know, the best known general upper bound on the
e®ectie key-length of the Connectk construction. Obsene that the initial state
of one LFSR can be computed exciently if the initial states of the other LFSRs
are known. This leadsto a Divide-and-Conquer attack of time n°® 21 which
is slightly worth than our result.

For the Eg-encryption standard in the one-level mode we obtain ® = ° = %.
The decisionif a given internal keystreamz 2 f0;1g" yields a pre’x of a given
keystreamy can be computed by ¥:OBDDs of linear size,see[11],i.e. Eq fulls
the FBDD-assumption. We obtain

Theorem 4. For the Eg-encryption standard with key-lengthn, our algorithm
computesthe secret initial state x 2 f0; 1g" from the “rst n bits of y = Eq(x) in
time nO® 20:6n 2



Obsene that 128¢0:6 ¥4 77. Note that the best known attacks againstthe Eq
generator of key length 128 were derived by Fluhrer and Lucks [7] and Canniere
[6]. [7] contains a tradeo®result betweentime and length of available keystream.
It variesfrom 284 necessaryencryptions if 132 bit are available to 273 necessary
encryptions if 2*3 bits are available.

Let us now considerthe Ey generator in the two level mode with real key
length n and internal key length N | n. Obserwe that E3 needs4 ¢4 = 16
internal bits per key bit for producing the rst N=4 key bits, while for later
key bits only 4 internal bits per key bit are needed.Obsenre further that our
algorithm reachesmaximal FBDD-size in iteration m® ;= n+ %L—gn. For®= 1=16
this givesm® = 32=17n. As m“=16 < N=4 we obtain ® = ° = 1=16 as relevant
parametersfor our algorithm on E3. The decisionif a given internal keystream
z 2 £0;1g" yields a pre'x of a given keystreamy can be computed by ¥sOBDDs
of sizeO(m), wherethe constart hidden in O is quite large, see[11]. Taking into

accourt that -2 = 12 1/,0:8824 we get

Theorem 5. For the E3-encryption geneator with key-lengthn, our algorithm
computesthe secret initial state x 2 f0; 1g" from the st n bits of y = E2(x) in
time nO(l) 20:8824n_ 2

As far aswe know this is the rst nontrivial upper bound on the key length
of the E9 generator.

Concerning the self-shrinking generator obsene that for all even m and
all keystreamsy, shrink (z) is pre x of y for exactly 3™ 2 strings z of length
m. We obtain an information rate ® = 1 log(3)=2 ¥ 0:2075 for the self-
shrinking generator by evaluating the relation 2i ® 2™ = 32, The (best case)
compressionratio of the self-shrinking generator is obviously 0:5. That the self-
shrinking generator ful'ls the FBDD-condition was already shown in section 4.
Taking into accourt that for ® = 0:2075it holds %L—g Y, 0:6563and 0:5® ! ¥, 2:41
we get

Theorem 6. For the self-shrinking geneator of an n-LFSR L, our algorithm
computes the secret initial state x 2 f0;1g" from the rst d2:41ne bits of
y = shrink (L (x)) in time nO® 20:6563n 5

Obsene that the best previously known short-keystream attacks against
the self-shrinking generator were given by Meier and Sta®ellach [14] (2%75"
polynomial time operations) and Zenner et. al. [19] (295" polynomial time
operations). Mihaljevi [13] preseried an attack which yields a tradeo®between
time and length of available keystream. It gives 2°°" necessarypolynomial
time operations if 205" bits of keystream are available, and matchesour bound
of 20:6563n necessarypolynomial time operation if 203" bits of keystream are
available, which is a quite unrealistic assumption.

The dixcult y in applying our algorithm to the A5/1 generator is that the
compressionalgorithm reads most of the internal bits twice, one time for the
clock cortrol and a certain time later for producing an output key bit. Read-
twice BDDs do not have any of the nice algorithmic properties 3.01 - 3.04,



unlessP = N P. For making the A5/1 generator accessabldéo our approac we
have to modify the keystream generationrule. We de ne the internal bitstream

sequencesre generatedby the 3 LFSRs of the A5/1 generator. They are used
for producing the output bits. The sequenced.3;L*;L° are usedfor computing
the cortrol values. They are shifted copiesof the “rst 3 sequencesde ned by
the rules L3*K = LJ-k+Nk, for k = 0;1;2. As thesesrules are linear restrictions
we get a linear bitstream generatedby 6 LFSRs. For this modi ed version, the
decision if a given internal keystreamz 2 f0;1g" vyields a pre x of a given
keystreamy can be computed by G,,-FBDDs of size O(m?®). G,-denotesthe
graph ordering induced by the clock cortrol. This is the only example where
OBDDs do not suxce, we really need FBDDs which allow di®eren variable
orderings for di®eren inputs.

The (best case)compressionratio of the modi ed version of A5/1 is ° = %,
as either 4 or 6 new internal bits are usedfor producing the next output bit. It
can be proved that the information rate ® is the solution of

21i 4® — }l3+ 22®¢.
4

which yields ® ¥, 0:2193, see[11]. Taking into accourt that ﬂ% Y, 0:6403 and
°® 1Y, 1:14 we obtain

Theorem 7. For an A5/1 geneator E of keylengthn, our algorithm computes

the secret initial state x from the rst dl:14ne bits of y = E(x) in time
O 20:6403n o

The best previously known short-keystream attack was given by Goli§ [8].
It is against a version of A5/1 generator with keylength 64, which slightly
deviates from the speci cation discovered in [5]. A tight analysis of the time
behaviour of Goliff's attack, when applied to the real A5/1 generator, was given
by Zenner in [18] and yields 2*2 polynomial time operations. We get a marginal
improvemert, as d64¢0:6403 = 41. The bestlong-keystream attacks were given
by Biryukov, Shamir and Wagner in [2], and Biham and Dunkelmanin [1]. After
a preprocessingof 2*2 operations the st attack in [2] breaksthe cipher within
secondson a modern PC if around 2?° hits of keystream are available. The
secondattack in [2] breaks the cipher within minutes after a preprocessingof
2%8 operations and under the condition that around 2'° bits of keystream are
available. The attack in [1] breaksthe cipher within 23991 A5/1 clockings on the
basis of 2208 available keystream bits.

8 Discussion

There are classicaldesigncriterions for keystreamgeneratorslike a large period,
a large linear complexity, correlation immunity and good local statistics. In this
paper we suggesta new one: resistance against FBDD-attac ks. We have seen



that there are two strategies to achieve this resistance.The rst is to highly

compressthe internal bitstream (asin the caseof E3). This implies a low bit-rate

which is not desirable. The secondstrategy is to designthe compressionfunction

C in such a way that the decision about the consistenceof a given internal

bitstream with a given output keystreamrequiresexponertial sizeFBDDs. It is
an interesting challenge to look for sudch constructions. For demonstrating the

universality of our approach we preseried the FBDD-attack in a very general
setting. The obvious disadvantage of this setting is that the algorithm needsa
lot of spaceas all intermediate FBDDs have to be explicitely constructed. It is
an interesting open question if the algorithmic idea of FBDD-minimization can
be usedin a more subtle way for getting, at least for someciphers, an algorithm

which is lessspaceconsuming. Another interesting direction of further researd

is to chedk whether the FBDD-attac k could be successfullycombined with other

more sophisticated methods of cryptanalysis like the tradeo® attacks suggested
in [8], [2] and [1]. Moreover, it would be interesting to clarify by experiments

how much do the real sizesof the minimized intermediate FBDDs deviate from

the pessimistic upper bounds proved in our analysis.
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