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Abstract. In this paper, we presert some major algorithmic improve-
ments to fast correlation attacks. In previous articles about fast correla-
tions, algorithmics never wasthe main topic. Instead, the authors of these
articles were usually addressingtheoretical issuesin order to get better
attacks. This viewpoint has produced a long sequenceof increasingly
successfulattacks against stream ciphers, which share a main common
point: the needto nd and evaluate parit y-chedks for the underlying lin-
ear feedbad shift register. In the presert work, we deliberately take a
di®erert point of view and we focus on the seard for excient algorithms
for "nding and evaluating parity-cheds. We show that the simple algo-
rithmic techniques that are usually usedto perform these steps can be
replaced by algorithms with better asymptotic complexity using more
advanced algorithmic techniques. In practice, these new algorithms yield
large improvemerts on the e+ciency of fast correlation attacks.

Keyw ords. Stream ciphers, fast correlation attacks, match-and-sort,
algorithmics, parity-chedks, linear feedbad shift registers, cryptanalysis.

1 Intro duction

Stream ciphers are a special classof encryption algorithms. They generally en-
crypt plaintext bits one at a time, corntrary to block ciphersthat use blocks of
plaintext bits. A synchronous stream cipher is a stream cipher where the cipher-
text is produced by bitwise adding the plaintext bits to a stream of bits called
the keystream, which is independert of the plaintext and only dependson the
secretkey and on the initialization vector. Thesesyndronousstream ciphersare
the main target of fast correlation attacks.

The goal in stream cipher designis to produce a pseudo-randomkeystream
sequence,pseudo-random meaning indistinguishable from a truly random se-
quenceby polynomially bounded attackers. A large number of stream ciphers
uselLinear Feedba& Shift Registers(LFSR) as building blocks, the initial state
of these LFSRs being related to the secretkey and to the initialization vector.
In nonlinear combination generators,the keystream bits are then produced by
combining the outputs of theseLFSRs through a nonlinear booleanfunction (see



Fig. 1). Many variations exist where the LFSRs are multiplexed or irregularly
clocked.
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Fig. 1. Three LFSRs combined by a nonlinear boolean function

Among the di®erert kinds of attacks against stream ciphers, correlation at-
tacks are one of the mostimportant [12, 13]. Thesecryptanalytic methods target
nonlinear combination keystreamgenerators.They require the existenceof linear
correlations between LFSR internal stagesand the nonlinear function output,
i.e. correlation between linear combinations of internal and output bits; these
correlations need to be good enough for the attack to be successful. A very
important fact about nonlinear functions is that linear correlations always ex-
ist [12]. Finding them can sometimesbe the hardest part of the job, since the
main method for "nding them is by statistical experimentation. For the simplest
ciphers, the correlations can be found by analyzing the nonlinear function with
the well-known Walsh transform. Once a correlation is found, it can be written
as a probability

p=Pr(zi=x'eoxl?©:::0xI")6 05

as a noisy version of the corresponding linear combination of LFSR outputs.
The quality of the correlation can be measuredby the quantity " = j2pi 1j.
If " is closeto one, the correlation is a very good one and the cipher is not
very strong. On the other hand, when " is closeto zero, the output is very
noisy and correlation attacks will likely be inetcient. Sincethe LFSR output
bits are produced by linear relations, we can always write this sum of output
bits xI* © x12 © ::: © x{" as the output of only one larger LFSR. Without
loss of generality, the cipher can be preseried asin Fig. 2, where this sum has
beenreplacedby x; the output of one LFSR, and the in°uence of the nonlinear
function has been replaced by a BSC (binary symmetric channel), i.e. by a
channelintro ducing noisewith probability 1 p. Fast correlation attacks are an
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Fig. 2. Equivalent diagram where the output x; of the LFSR is correlated with the
keystream output zi: P(zi = xij) = p6 0.5

improvemern of the basic correlation attacks. They essetially reducethe time
complexity of the cryptanalysis by pre-computing data [3, 5, 7, 8, 9].

In this article, we presern substartial algorithmic improvemerts of existing
fast correlation attacks. The paper is organized as follows. In Sect. 2, we in-
troduce the basics of fast correlation attacks and a sketch of our algorithmic
improvemens. A detailed description of the algorithm is given in Sect. 3, to-
gether with its complexity analysis and, nally , some comparisonswith other
algorithms are provided in Sect. 4.

2 Fast Correlation Attac ks

Fast correlation attacks are usually studied in the binary symmetric channel
model asshown on Fig. 2. In this model, we considerthe output of the generator
asa noisy versionof the output of someof the linear registers. The cryptanalysis
then becomesa problem of decading: given a noisy output, nd the exact output
of the registersand, when needed,reconstruct the initial “Tling of the registers.

The commonpoint betweenall fast correlation attacks algorithms is the useof
the so-calledparity-ched equations,i.e. linear relations betweenregister output
bits x;. Once found, theserelations can be evaluated on the noisy outputs z; of
the register. Sincethey hold for the exact outputs Xx;, the evaluation procedure
on the noisy z; leaks information and helps to reconstruct the exact output
sequenceof the LFSR.

Fast correlation algorithms are further divided into iterativ e algorithms and
one-passalgorithms. In iterativ e algorithms, starting from the output sequence
z;, the parity-cheds are usedto modify the value of theseoutput bits in order to
corvergetowards the output x; of the LFSR thus removing the noiseintroduced
by the BSC. The reconstruction of the internal state is then possible[2, 7]. In
one-passalgorithms, the parity-cheds valuesenable us to directly compute the
correct value of a small number of LFSR outputs x; from the output bits z of
the generator. This small number should be larger than the sizeof the LFSR in
order to allow full reconstruction [3, 5, 8, 9].



2.1 Sketch of One-P ass Fast Correlation Attac ks

The one-passcorrelation attack preseried hereis a variation of the attacks found
in [3] and [9]. The main idea is, for each LFSR's output bit to be predicted
(henceforth called target bits), to construct a set of estimators (the parity-chedk
equations) involving k output bits (including the target bit), then to evaluate
these estimators and nally to conduct a majority poll among them to recover
the initial state of the LFSR.

This main ideais combined with a partial exhaustive seard in order to yield
an ezxcient cryptanalysis. More precisely for a length{L LFSR, B bits of the
initial state are guessedhrough exhaustive seard and L j B bits remain to be
found using parity-cheds techniques (see Fig. 3). However, for a given target
bit, the result of the majority poll may lead to a neartie. In order to avoid this
problem, we target morethan L j B bits, namely D and hopethat at leastLj B
will be correctly recovered.

Initial state of the LFSR

T 1 Output bits
T T T T I T I T T I T I T T Ty s 1
B L-B i m n

Fig. 3. Construction of parity-cheds: In this example, the parity-chedk combines two
bits of output (m and n) together with a linear combination of the B guessedbits in
order to predict the target bit i

For eact of theseD target bits, we evaluate a large number - of estimators
using the noisy z values and we count the number of parity-cheds that are
satis ed and unsatis ed, respectively Ng and N, = - | Ng. When the absolute
value of the di®erenceof thesetwo numbersis smaller than somethreshold p, we
forget this target bit. However when the di®erenceis larger than the threshold,
the majority poll is consideredas successful.ln that case,we predict Rj = z if
Ns > Ny and R; = z © 1 otherwise (seeFig. 4). When the majority polls are
successfuland give the correct result for at leastL j B of the D target bits, we
can recover the complete state of the LFSR using simple linear algebra.

2.2 New Algorithmic Ideas

When implemerting the fast correlation attack from the previous section, sev-
eral algorithmic issuesarise. First we needto pre-compute the parity-cheds for
ead target bit. Then we needto exciently evaluate these parity-cheds and re-
cover the target bits. In previous papers, the latter step was performed using
the straightforward approad, i.e. by evaluating parity-chedks one by one for
ead possibleguessof the ‘rst B bits, then by cournting the number of positive
and negative cheds. For the preprocessingstep, three algorithms were known,
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Fig. 4. Sketch of the decision procedure

simple exhaustive seard, square-raot time-memory tradeo®sand Zed's loga-
rithm technique [10]. The main cortribution of this paper is to proposebetter
algorithmic techniquesfor both tasks.

Pre-pro cessing Stage The usual square-root algorithm for computing parity-
cheks on k bits (the target bit plus k j 1 output bits) works as follows. For
ead target bit, compute and store in a table the formal expressionof the sum of
bﬁiz—lc output bits and the target bit in term of the initial L-bit state. Then sort
this table. Finally compute the formal sum of dﬁiz—le output bits and seard for a
partial collision (onthe L B initial bits, excludingthe B guessedits). The time
and memory complexity of this algorithm are respectively O(D N dki D=2¢ |ggN )
and O(N b(ki D=2¢) whereN is the length of the consideredoutput sequenceand
D is the number of target bits. For even valuesof k, a di®eren tradeo® exists:
it yields a respective time and memory complexity O(N *=2logN ) and O(N ¥=2).
This square-rat algorithm is part of a family of algorithms which can be used
to solve a large class of problems. In some cases,there exists an alternative
algorithm with the sametime complexity as the original and a much lower
memory complexity. A few examplesare:

{ the knapsadk problem and modular knapsad problem [11, 1],
{ the match and sort stage of SEA elliptic curve point courting [6],
{ the permuted kernel problem [4].

Our goal is to proposesucd an alternativ e for constructing parity-chedks. Ac-
cording to known results, we might expect a time complexity of

O(min(DN 9ki D=2e |ogN; N %=2¢ |ogN)) and a memory complexity of
O(NPk=4¢) It turns out that sud an alternative really exists for k , 4, the
algorithmics being givenin Sect. 3.

Decoding Stage When using the usual method for ewvaluating the parity-
cheds, i.e. by evaluating every parity-ched for ead target bit and every choice



of the B guessedbits, the time complexity is O(D28 - ) where- is the number
of such parity-ched equations. By grouping together every parity-ched involv-
ing the samedependencepattern on a well chosensubsetof the B guessedits
(of sizearound log, - ), it is possibleto evaluate these grouped parity-cheds in
a single passthrough the use of a Walsh transform. This is much faster than
restarting the computation for every choice of the B bits. The expected time
complexity of this stagethen becomesO(D 28 log, - ).

3 Algorithmic Details and Complexit y Analysis

We present in this section a detailed version of our algorithmic improvemerts.
We consider here that the parametersN, L, D, B, pand " are all xed. The
optimal choice of these parameters is a standard calculation and is given in
appendix A.

Let us recall the notations usedin the following:

{ N is the number of available output bits;

{ L is the length of the LFSR;

{ B is the number of guessedits;

{ D isthe number of target bits;

{ Xxj isthe i-th output bit of the LFSR;

{ z isthe i-th output bit of the generator;

{ p=Pr(xi = z) = %(1+ ") is the probability of correct prediction;

3.1 Pre-pro cessing Stage

During the pre-processingstage,we seard for all parity-cheds of weight k asso-
ciated with one of the D target bits. Following [9] and [2], we construct the set
- i of parity-chedk equations assaiated with the target bit i. This set contains
equations of the form:

B 1
Xi = Xm, ©:1:@Xp,, , © c .
j=0

where the m; are arbitrary indices among all the output bits and the c"m ; are

In theseequations,we expressx; asa combination of kj 1 output bits plus some
combination of the B guessedbits. The expected number of such parity-ched
equationsfor a giveni is:

A !
N
ki1l
For k - 4, the basic square-root time-memory tradeo® givesus these parity-

chedks with atime and memory complexity respectively of O(D N d(ki D=2¢ |ggN )
and O(N Ptki D=2¢),

- 2Bt



In the sequel,we rst solve a slightly more general problem. We try to nd
equations of the form:

Bi 1
A(X) = Xm, © 11O Xm,, © Chn i Xj
j=0
P .. -
where A(x) = l'ax;, X = [xo;::1;xL; 1] and the a are Xed constarts.

When k is even, A(x) will not be usedand will be setto 0. When k is odd, A(x)
will be set to the formal expresion of one of the target bits and the problem
will be similar to the even case.For the time being, let k°® be the weight of the
parity-ched equation.

The main idea of the match-and-sort algorithm alternative we are going to
use hereis to split the huge task of nding collisions among N k® combinations
into smaller tasks: nding lessrestrictiv e collisions on smaller subsets,sort the
results and then aggregatetheseintermediate results to solve the completetask.

Algorithm 1 Find parity-chedks of weight k° for a given A(x)

Evenly split k® betweenly, I, I3 and I, with I, I and I3, l4
for all choice of I, bits (j1:::j1,) do

Formally compute xj, © :::© x;,, = t:iol Uk Xk
Store in U[u]l = fj1;:::5j1,0
end for
for all choice of I4 bits (my:::my,) do
Formally compute Xm, ©:::©xm|4 = tziol Vi Xk
Storein V[v] = fmgy;:::;mi,g
end for
for all s= 0:::2%5; 1do
for all choice of I; bits (i1:::i,) do
Formally compute A(x) ©xi; ©:::©x;,, = t:iol Ck Xk
Seard for u in U such that ¥s(u ©c) = s
Storein Clu©c]= fiy;:iiishigsjaiiiijiL,0
end for
for all choice of I3 bits (ki:::kj;) do
Formally compute xx, © :::© X, = tziol dk X
Seardh for v in V such that Yg(v©d) = s
Lett=vo©d

Searct for ¢ in C such that % ;g (c©t) =0
OUtPUt fA(X); i1::: Iy ;j 10 o ; kl::: I3 My 4 ;C © tg
end for
end for

First evenly split k° between four integer |1, I, I3 and I with 1, | 1, and
I3, I4,Oi.e._nd l1, |02, I3 and I, such that 11+ I,+ 13+ [, = kPand for i from 1to 4,
li = b%corl; = d&-e Compute the formal sumsof I, output bits in terms of the

initial L-bit state, Xj, ©::1:0x;,, = tiol UkXk. Let uswrite u = fug;:::;uL; 10.
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Fig. 5. Match-and-sort algorithm for 'nding parity-chedk equations

Store all these expressionsin table U at entries u. Do the samefor a table V

containing combinations of I, output bits. We will now try to match elemers of

table U with formal sumsof I; output bits and elemers of table V with formal

sumsof I3 output bits (seeFig. 5). We only require the matching to be e®ective
on a subsetS of the L j B bits. This S is chosencloseto kzo log, N in order to

minimize the memory usagewithout increasing the time complexity. For eadh

value s of the S bits, compute the formal sum ¢ of A(x) and of I; output bits

in terms of initial bits and seard for a partial collision in table U on S bits, i.e.

‘nd au in U suc that ¥ (u©c) = s where¥s is the projection on the subspace
spannedby the S bits. Store thesecollisionson S bits in a table C. Repeat the

sameprocedure( nding partial collisions)with 13 and I4 replacingl; and |,. For
ead found collision, seard for a new collision combining the just found collision

with an entry of table C, this time not on the S bits but on the full setofL | B

bits. Every found collision is a valid parity-ched sinceit only involvesthe B

guessedbits and I; + I, + I3+ 4 = kO output bits (seeAlgorithm 1).

The time complexity of this algorithm is O(N M (l1+12ils*14) |og N ) and the
memory complexity is O(N max(min( Ix:Iz):min (Is:14)) ) “which for an even division of
kO are equal respectively to O(N %’=2¢ JogN ) and O(N P(k™D =4¢) | fact, using
the above algorithm for the homogenouscasewhen A(x) = 0 is a simple matter.
Depending on the parity of k, two alternatives are possible. When k is odd,
we simply let k%= ki 1 and let A(x) represen x;, one of the target bits. Of
coursewe needto run the algorithm D times. When k is even, we let k°= k and
A(x) = 0. In that case,we get the parity-cheds for all output bits of the LFSR
instead of merely D. With these choices,the complexities are listed in Table 1.



Table 1. Time and memory complexities of the new algorithm compared to those of
the square-root algorithm

New algorithm Square-root algorithm Square-root algorithm
(tradeo® 1) (tradeo® 2)
k Time Memory Time Memory Time Memory
4  NZ?logN N DN?logN N NZlogN N2
5 DNZ?logN N DNZ%logN N2 DN?ZlogN N2
6 NZ3logN N DN3logN  N? N % logN N3
7 DNZ3logN N DN%logN N3 DN3logN N3
8 N*%logN N2 DN*logN N3 N*logN N4
9 DN*logN N?2 DN*logN  N* DN*logN N4

3.2 Pro cessing Stage

Decoding Part Let uswrite B = B;+ B, whereB; and B, are positive integers
to be determined. Thesetwo integersde ne two setsof bits in the initial state of
the LFSR. Let usguessthe B bits of the initial state of the LFSR and denoteby
X 1 the value of this guess.We regroup together all parity-chedk equationsthat
involve the samepattern of the B, initial bits; let us rewrite ead parity-chedk
equation as:

Bi 1 Biy@zi 1
Z=2n,©::02y,, ,0 Cn i %) © Chn i X]
| e} [
tl%n i tﬁw Hi
We group them in setsM;(c2) = fm j 8 < By; ciii) = dhg wherec, is a

length B, vector and we de ne the function f; asfollows:

X o
fi(co) = (i 1)yms
m2M;(cz)

The Walsh transform of f; is:

X .
Fi(X2) = fi(ca)(i 1) 2

C2

When X 2 = [Xg,;Xs,+1;:5 X, 1], we have Fi(X ;) = P m G 1)tﬁw it So
Fi(X ,) is the di®erencebetween the number of predicted 0 and the number
of predicted 1 for the bit z, given the choice X = [X 1;X ;] for the B initial
guessedbits. Thus a single Walsh transform can evaluate this di®erencefor the
2B2 choicesof the B, bits.



The computation of f;(c;) for every c; in IF?2 requires 282 steps for the
initialization and - stepsfor the evaluation of eat parity-cheds, whereasthe
Walsh transforms takesa time proportional to 282 log, 282 = 2B2B,. Sincethese
calculations are done for every bit amongthe D consideredonesand for eadh
guessof the B; bits, the complexity of this part of the decaling is:

0(2°:D(2°2 + - + 2°2By))
O(ZBD(Z_B—2+ B2))

C,

Choosing B, = log, - , we get C; = O(2B D log, - ). This should be compared
to the complexity using the straightforward approach: C? = O(28D- ).

Once Fi(X ;) is evaluated, predicting the corrected values ®; can be done
with a simple procedure: for eadh i among the D consideredbits, we have a
function F;(X ;). If the value of this function for a given value of X , is far
enoughfrom zero, then the computed value of z; that dominatesamongthe j- j
parity-chedk equations has a big probability to be the correct value of x; (see
Fig. 4). Let us call pthe threshold on the function F;(X 5); we thus predict that,
for a given X 5:

0if Fi(X 2) >
Lif Fi(X2)<im

Checking Part In order for our algorithm to be succesful,we needto have
at leastL j B correctly predicted bits amongthe D consideredbits. However,
every predicted bit can sometimesbe wrong. In order to increasethe overall
probability of successlet us introduce an extra step in the algorithm.

When the number of correctly predicted bits is lessthan L j B, the algorithm
has failed. When this number is exactly equalto L j B, we can only hope that
none of thesebits is wrong. But when we have morethan L j B predicted bits,
namely L j B + %, the probability that, amongthesebits, L | B are correctly
predicted greatly increase.Sowe add to the procedurean exhaustive seard on
all subsetof sizeL j B amongthe L j B + % bits, in orderto nd at least one
full correct prediction. Every candidate is then cheded by iterating the LFSR
and computing the correlation betweenthe newly generatedkeystream x; and
the original one z;.

If perr is the probability that a wrong guessgivesus at leastL j B + £
predicted bits, then the cheding part of the processingstage has a complexity
of: A I

Li B+z=

C2= 0@+ perr®i 1) ' [T )

sinceamongthe 28 ; 1 wrong guessesperr (28 i 1) will be kept for chedking and
the 1 being there for the correct guessthat should be kept. Cs is the complexity
of a single chedking, i.e. C3 = O(%).

The total complexity of the processingstage of the algorithm is then:



L +
C=0(@2®Dlog,- + (1+perr(2®i 1)) ' ' i)

4 Performance and Implemen tation

In this section, we presen experimental and theoretical results of our algorithm
applied to two LFSRs of lengths 40 and 89 bits. Optimal parameterswere com-
puted accordingto appendix A.

4.1 40-bit Test LFSR

Table 2. Complexity of the cryptanalysis for a probabilit y of successpsucc closeto 1.
The LFSR polynomial is 1+ x + x%+ x>+ x® + x™ + x¥2 + x¥ + x° + x2 + x® +
X27 + X29 + X32 + X33 + X38 + X40.

Algorithm Noise Required Sample Complexity
FSE'2001[9] 0:469 400000 » 242
FSE'2001[9] 0:490 360000 » 25°
Our algorithm  0:469 80000 » 2%
Our algorithm  0:490 80000 » 240

The chosenLFSR is the standard register usedin many articles. The attack
onthe LFSR with noiselj p = 0:469hasbeenimplemerted in C onaPentium I11
and providesresults in a few days for the preprocessingstageand a few minutes
for the decaling stage. After optimization of all the parameters(D = 64,+= 3,
B = 18 and k = 4 for the rst case,D = 30,+= 3, B = 28,k = 4 for the
secondone) the results are preseried on Table 2. Resultsfor 1| p = 0:490 are
only theoretical. The gain on the complexity is at least equal to 2%: it comes
primarily from the Walsh transform. Moreover, the required length is "v e times
smaller. This represers a major improvemert on the time complexity of one-pass
fast correlation attacks.

4.2 89-bit LFSR Theoretical Result

For a 89-bit LFSR, only theoretical results are provided on Table 3. The expected
time complexity is 28 times smaller than previous estimations. Moreover the
required samplelength hasdecreasedn a large amourt. The parametersfor our
algorithm are D = 128,+= 4,B = 32and k = 4.



Table 3. Complexity of the cryptanalysis for a probabilit y of successpsucc closeto 1
on a 89-bit LFSR

Algorithm Noise Required Sample Complexity
FSE'2001[9] 0:469 2% 252
Our algorithm  0:469 228 24

5 Conclusion

In this paper, we preseried new algorithmic improvemens to fast correlation
attacks. Theseimprovemerts yield better asymptotic complexity than previous
techniquesfor "nding and evaluating parity-cheds, enabling us to cryptanalyze
larger registerswith smaller correlations. Experimental results clearly show the
gain on exciency that thesenew algorithmic techniquesbring to fast correlation
attacks.
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A Optimal Parameters

In this appendix, we evaluate quantities neededin order to optimize parameters
of the algorithm (B, D, pand +). We rst look at the probability of successful
decdling, i.e. the probability that the right guessgives us the right complete
initial Tling of the LFSR. Then we will evaluate the probability of false alarm,

i.e. the probability that, having donea wrong guess the algorithm outputs a full

initial “Tling of the LFSR. This probability of falsealarm enters in the complexity

evaluation of our algorithm. In all our experimertal results, the parameterswere
tuned to get a probability of successhigher than 0:99.

A.1 Probabilit y of Successful Decoding

Let us rst supposewe have done the right guessfor the B bits. Let us write
q= %(1+ "ki 1) the probability for one parity-ched equation to yield the correct
prediction. Then the probability that at least- j t parity-ched equationspredict
the correct result is:

Al
X S

P.(t) = Liao'd

j=-it

Let t be the smallest integer such that D P4(t) , L B + £ (t is related to
the former parameter p by u = -  2t). Then we have, statistically, at least
L B+ +predicted bits in the selectionof D bits, and we are able to reconstruct
the initial state of the LFSR. The probability that at least- | t parity-chedk
equations predict the wrong result is:

A

X . -

Pa(t) = gl o
i=-it

Let py bethe probability that a bit is correctly predicted, knowing that we have

at least - | t parity-ched equationsthat predict the samevalue for this bit:
_ __Pi()
PV = meram- Then
A !
Xt Li B+ + . .
i * i Bz .
Psuce = . pl\_/IB+ |](]—I pV)]



is the probability that at most + bits are wrong amongthe L j B + * predicted
bits, i.e. the probability of succesof the rst part of our algorithm.

A.2 Probabilit y of False Alarm

The probability that a wrong guessgives at least -  t identical predictions
amongthe - parity-ched equationsfor a given bit i is
A !
1 X -
E(t) =
=571 j

J=-it

sincethe probability that a parity-ched equation is veri ed in this caseis % We
can then deducethe probability that, with a wrong guess,morethan L j B + +
bits are predicted, i.e. the probability of false alarm of the “rst part of our
algorithm: A
X D _ o
Perr = . E(t) (1 E(t))DIJ
j=Li B+%



