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Abstract.  This paper shows an extensive software performance analysis
of dedicated hash functions, particularly concertrating on Pentium 111,
which is a current dominant processor.The targeted hash functions are
MD5, RIPEMD-128 -160, SHA-1 -256 -512 and Whirlp ool, which fully
cover currently usedand future promising hashing algorithms. We try to
optimize hashing speednot only by carefully arranging pipeline schedul-
ing but also by processingtwo or even three messageblocks in parallel
using MMX registers for 32-bit oriented hash functions. Moreover we
thoroughly utilize 64-bit MMX instructions for maximizing performance
of 64-bit oriented hash functions, SHA-512 and Whirlp ool. To our best
knowledge, this paper givesthe rst detailed measuredperformance anal-
ysis of SHA-256, SHA-512 and Whirlp ool.

Keyw ords. dedicated hash functions, parallel implementations, Pen-
tium 111

1 Intro duction

A one-way and collision resistart hash function is one of the most important
cryptographic primitiv esthat require utmost speed particularly in software due
to its heavy usefor creating a digital nger printing of a long messageHistori-
cally the “rst constructions of hashfunctions were basedon strong block ciphers
and many e®orts have since been done for their design and proof of security.
Howewer sincethis designapproac doesnot necessarilyresult in fast hashfunc-
tions in practice and often their hashing speedis much slower than underlying
block ciphers, many \dedicated hashfunctions" suitable for software implemen-
tation on modern processorshave been proposedand are now widely usedin
real world applications.

Therefore, performance analysis of hash functions in real ervironments is
recognizedas an important researd topic and many studies have beendone on
this topic. Among them, a paper preserted at CRYPTO'96 by Bosselaerst al.
[BGV96] showed an excellert fast implementation and performance evaluation
of dedicated hash functions (of that time) on the Pentium processor,which was
a dominant processorat the time of the publication. They also gave a thorough
critical path analysis of the MD-family, particularly concenrated on SHA-1 in
the paper presered at Eurocrypt'97 [BGV97].



Recerly NIST published three new dedicated hash functions with a larger
hash size; SHA-256, SHA-384 and SHA-512[FIP01], of which SHA-386is essen-
tially a truncation of the hashedvalue of SHA-512. These new hash functions
have much more complex structure than SHA-1. Also in the European NESSIE
project, a new 512-hit hashfunction Whirlp ool was proposed[BR0Q]. The struc-
ture of Whirlp ool is very similar to Rijndael, where the block size of its under-
lying block cipheris 512. All thesenew hashalgorithms are under discussionfor
an inclusion in the next version of the ISO/IEC 10118standard.

The purposeof this paper is to include these new generationsas well as cur-
rently useddedicated hashfunctions and give an extensive performanceanalysis
with actual implementations and measuredcycle courts in a real processorplat-
form. We particularly concerrate on the Pertium 111 processor,but most of our
programs also run on Pentium |l and Celeronin the sameezxciency sincethese
processordargely sharetheir internal architecture. Note that Perntium 4 hasa
new architecture with richer SIMD instructions (but someinstructions take a
larger number of cyclesnow), which we do not deal with in this paper.

For the 32-bit oriented hash functions (MD5, RIPEMD-128, RIPEMD-160,
SHA-1 and SHA-256), we perform not only a straightforward coding using 32-bit
x86 registers, but also give an implementation method that enablesfast parallel
hashing of two or even three independen messageblocks in parallel using 64-bit
MMX registers (and x86 registers simultaneously) on Pertium [Il. Speci cally,
the two-block parallel method assignsthe two blocks to upper and lower 32-
bit halvesof the MMX registers, and the three-block parallel method moreover
assignsthe third block to the x86 registers.For the 64-bit oriented hashfunctions
(SHA-512 and Whirlp ool), we fully utilize the MMX registersand instructions to
extract maximal hashing performance. For another example of an optimization
of a cryptographic algorithm using the MMX technology, see[Lip98].

The internal architecture of Pertium 11/l Il is totally di®ereri from that of
Pentium. Coding on Pertium was a programmers' paradise; estimating a cycle
court of a given piece of code is not very ditcult and, consequetly, serious
e®ortsto optimize a program by carefully arranging instructions were always
rewarded. Unfortunately this is not the casefor Pentium 11/1 11. Intel documerted
the hardware architecture of Pertium 11/l 11 well [Int01][Int02][Int03], but still
it is no longer possibleto correctly predict how many cyclesa given code takes
without an actual measuremeh This is partly due to an out-of-order execution
nature of the processor,and also probably due to undocumerted and unknown
pipeline stall factors that only the hardware designersof Pertium [I/l I know.

In our experiences,even a well tuned-up code on Pentium 11/l Il usually
runs 10%-15%slower than what we expect. Filling this gap is a programmers'
nightmare; it is a groping task with endlesstrial and error and very often suc
e®ortsare not rewarded at all. Soin our implementations of hash functions, we
“rst tried to write a code sothat its data dependencychain could be as short
as possible, and then re-steduled the code to remove possible pipeline stall
factors until the measuredperformancebecameup to 10%-15%slower than our
best (fastest) estimation. This meansthat if a long dependencychain dominates



Table 1. Feature of dedicated hash functions

Algorithms ~ |Endianess ‘Message Blo ck Size|Digest Size|Word Size|The Number| Message
(bits) (bits) (bits) of Steps |Scheduling
[ MD5 [ Litle ] 512 [ 128 [ 32 [ 64 [ NO |
[RIPEMD-128 | Little ] 512 [ 128 [ 32 [ 2£64 [ NO |
|[RIPEMD-160 | Little | 512 | 160 | 32 | 2£8 | NO |
SHA-1 Big 512 160 32 80 YES
SHA-256 Big 512 256 32 64 YES
SHA-512 Big 1024 512 64 80 YES
[ Whirlp ool T Neutral ] 512 [ 512 [ - [ 107 [ YES |

(*) Since Whirlp ool has an architecture based on a block cipher, we will use the term \round"
instead of \step" in this paper.

speed of an algorithm, Pertium may run in a smaller number of cycles than
Pertium 11/1 11.

Our implementation and performance measuremen results show that, for
MD5 and the RIPEMD family, the three-block parallel hashing on Pertium [11
reducesa cycle count of one block operation signi cantly as compared with
the straightforward implementation. Also our instruction sdceduling of SHA-

1 and SHA-256 works excellerily on Pertium IIl. In particular, the pipeline
exciency of SHA-1 reaches 2.52 t ops/cycle. Since at most two integer/logical
1 ops can be executed simultaneously on Pertium 111, this shows that memory

accessinstructions in the messagesceduling part that was introduced in the
SHA family are \hidden" in other logical and arithmetic instructions, which
cortributes to an e®ectie use of the pipelines.

Another interesting result is that the two 512-bit hashfunctions SHA-512and
Whirlp ool run almost at the samespeedon Pertium 111, while thesealgorithms
have totally di®erert architectures and designphilosophies(and Whirlp ool looks
a much simpler algorithm). This doesnot seemto be a part of designprinciples
of Whirlp ool as far as we know. It should be also noted that since SHA-512 is
designedfor a pure 64-bit environment, it su®ersperformance penalties from
some missing 64-bit instructions on Pertium 1ll. Hence on a geruine 64-bit
processor,SHA-512 might outperform Whirlp ool.

2 Dedicated Hash Functions

Table 1 shows featuresof seven dedicated hashfunctions we deal with in this pa-
per, and Table 2 summarizesthe de nitions of operationsin thesehashfunctions.
So far there have beena lot of concrete proposalsfor etcient hash functions.
The “rst constructions for hash functions were based on an etcient corven-
tional encryption scheme such as DES. Although sometrust has beenbuilt up
in the security of these proposals,their software performancewas not very well
for the practical use, sincethey are typically a couple of times slower than the
corresponding block cipher.

MD4 , proposedby R. Rivestin 1990[R90,R492, is the rst dedicated hash
function that targeted at speed in software (MD2 has a totally di®eren archi-



Table 2. De nitions of the operations for dedicated hash functions

[Algorithm: Op erations in one step [Nonlinear round functions at bit Tevel
MD5: fitx;y;z)= (x™y)_ (x"z) 0- i- 15
Main stream fitx;y;z)= (x™~z)_(y":2z) 16 - i - 31
A=B+ (A+fi(B;C;D)+ X+ Ki)™®% [fi(xy;2)=x0y0z 32. i 47
fi(x;y;2) = yO (x_:2z) 48 - i - 63
RIPEMD-128: fi(x;y;2) = xOy©z 0- 1. 15
Main streams 1 and 2 fi(x;y;z)= (x"y)_(x"z) 16 - i+ 31
A=B+ (A+fi(B;C;D)+ X+ Ki) % |[fi(xyiz)=(x_:y)0z 32 i 47
fi(x;y;z)= (x"z)_(y":2) 48 - i - 63
In their second stream,
fi is applied in the reversed order.
RIPEMD-160: fi(x;y;z) = xOy0©z 0- i- 15
Main streams 1 and 2 fitx;y;z)= (x™y)_(x"z) 16 - i- 31
A= (A+fi(B;C;D)+ X+ Ki) S +E [fi(xy;2)=(x_:y)©z 32 i 47
C:i=Cc=10 fi(xy;z)= (x*z) _(y":2z2) 48 - i - 63
fi(x;y;z) = x0O (y_:2z) 64 i- 79
In their second stream,
f; is applied in the reversed order.
SHA-1:
Messagescheduling fi(x;y;z)= (x*y)_(xnz) o- i- 19
Xi= (Xi;30Xi;80Xi;14©Xi; 16)=t |[fi(xy;2)=x0y0©2z 20- i- 39
Main stream fi(x;y;z)= (x"y)©(x"z)©(y~z)40- - i- 59
E:= A5+ f;(B;C;D)+ X; +K; +E fi(xy;2) = xOy0Oz 60- i- 79
B = B<<<3O
SHA-256:
Messagescheduling Ch(x;y;z)= (xMy)_ (:x"2z)
Xi= ¥a(Xij2)+ Xij 7+ ¥%(Xi;15)+ Xi; 16(Maj (X; y;2)
16 - i - 63 = (xn )©(x"z)©(y"z)
Main stream §0(x)— x»2©x Seox™®
Ti=H+8§1(E)+ Ch(E;F;G)+ K; +X; [§i1(x)=x"%0x™1™ox>?
T, := §0(A) + Maj (A B;C) Yp(x) = x” T o x> 1B oxA3
D=D+T, 3/‘1()()_ X>>>17©x>>>19 ©XA 10
H:=T:+ T,
SHA-512:

Messagescheduling

Xi= Ya(Xij2)+ Xij 7+ ¥%(Xi; 15) + Xij 16
16- i - 79

Main stream

Ch(x;y;z) = (x"y)_ (: x" 2)
M aj (x;y;z)

= (xX"y)O(x"2z)0© (y" z)
§0(X) - X»> 28 ©X>>> 34 ©X>>> 39

j=0
Main stream
7

Ti:= H+81(E)+ Ch(E;F;G)+ K; + X; [§:(x)=x" ¥ ox”Bex>4
T2 = 80(A)+ Maj (A B;C) Yp(x) = xZTox™8exA7
D=D+T; Y (x) = X 19 @ x> 6l @ A 6
H=T,+T,
Whirlp ool
Messagescheduling

X _ _ 1
Ei = Table; [(E" " © K" )i jymod 8j ] ago a1 ¢¢¢agr

0 1 0
ap

%al E %am ai; ¢¢tagr g
az

Xir = Tablej [(Xri 1©Er)(i1 j)mod 8;j ] aro a71 ¢¢¢a77
j=0
@- r- 10)
a= X;E or K
A; B;C;D;E;F;G; H : Intermediate variables
K : Fixed constant value
X : Message block (and its deriv ativ es)
xA M. xen : Righ t/Left shift of x by n bits
XN g0 : Right/Left rotate shift of x by n bits




tecture and is slow). It was particularly designedto archive high performance
on 32-bit processorsthat were the architecture of the future at the time. The
algorithm is based on a simple set of primitiv e operations such as add, xor,
or etc. on 32-bit words. Additionally , MD4 was designedto be favorable to a
\little-endian" architecture, which obviously ts the Intel processorarchitecture
perfectly. We do not deal with MD4 in this paper becauseit was broken seeral
years ago [Dob98]. Almost all hash functions discussedhereafter are direct de-
scendans of MD4 and inherit its structural characteristics. The MD5 algorithm
is an extension of the MD4 algorithm, increasingthe number of steps from 48
to 64 [R597], and it is one of the most widely used dedicated hash algorithms
in real applications. Someweaknesse®f MD5 are reported in [Dob96|][Rob9g],
although a collision of MD5 has not beenfound.

RIPEMD-128 and RIPEMD-160 [DBP96] ewlved out of RIPEMD,
which was developed as a strengthened version of MD4 by the RIPE consor-
tium. RIPEMD-128 was developed out of RIPEMD-160 as a plug-in substitute
for RIPEMD. They also have a little-endian architecture. One of the new char-
acteristics of these hash functions is that they have essetially two parallel in-
stances of MD4. Each of these instances includes 64 and 80 steps for RIPE
MD-128 and RIPEMD-160, respectively. This structure has a potential ability
to realize high performancewhen implemented on pipelined or superscalar ex-
ecution mecanisms. Additionaly, ead step of RIPEMD-160 has a rotate shift
operation by 10 bits. Both of RIPEMD-128 and RIPEMD-160 are standardized
as dedicated hash functions in ISO/IEC 10118[ISO97].

SHA-1 [FIP95] designedby NSA and published by NIST was also basedon
the designof MD4. The round functions of SHA-1 are exactly the sameasthose
of MD4 while the total number of stepsis 80. However, the SHA family went
over to \big-endian", throwing away suitability for Intel processors.Moreover,
it newly introduced a \messagesceduling part". The design criteria of these
new characteristics have not been made public. Although the role of the mes-
sagesdedule in the SHA family is similar to that of the key schedule in block
ciphers, the messagesdedule must be done for ead block like the on-the-°y
implemenrtation in block ciphers. The messageschedule and main stream can
be done independerily, which meansthat it has a high capability for parallel
execution, consideringits rather high complexity. SHA-1 is also standardized as
one of the dedicated hash functions in ISO/IEC 10118[ISO97].

Recerily SHA-256 and SHA-512 [FIP01] were proposedto keep up with
possible future applications where longer messagedigests are required . They
have almost the samebasic componerts, exceptthat SHA-256 operateson eight
32-bit words, while SHA-512 operateson eight 64-bit words. SHA-512is the rst
dedicated hash function designedfor a geruine 64-bit processor.SHA-256 and
SHA-512 also have a messageschedule part, which has a much more complex
structure than that of SHA-1, including many shift operations in both message
scheduling part and main stream. Another feature of these algorithms is that
exactly the sameoperations are usedin all steps.



Whirlp ool doesnot belongto the MD-family nor to the SHA-family. It di-
rectly inherits its structure from Rijndael. The state of Whirlp ool consistsof a
8£ 8 matrix over GF (28), while that of Rijndael was designedon a 4£ 4 matrix
over GF (28). A transformation from a state to a next state is given by eight
8-bit to 64-bit look-up tables. Hence Whirlp ool demonstratesbest performance
in true 64-bit environments, but can also realize good performanceon any pro-
cessor.Whirlp ool hasa messagescheduling part, which is exactly the sameasits
main stream. Whirlp ool is endian-neutral. Recerily the designerof Whirlp ool
announceda tweak of the algorithm to improve its hardware exciency. SHA-256,
-512 and this tweak of Whirlp ool are under discussionfor an inclusion in the
next version of the ISO/IEC 10118standard.

3 A Brief Overview of Pentium |11 Pro cessor

Pentium 11 supports all x86 instructions with eight 32-bit registers, and addi-
tional MMX instructions with eight 64-bit registers(MMX registers). The main
motivation of the MMX instructions isto enablel6£ 4/ 32£ 2 parallel operations
for multimedia applications. Although Pertium 111 is not a full 64-bit processor
such asthe Alpha processor,| a 64-bit addition instruction is missing, for in-
stance|, the MMX instructions are attractiv e to wider applications sincemost
of them work in one cycle including a 64-bit memory load instruction. Perntium
I11 also provides XMM instructions (SSE) with eight 128-bit registers, but we
are not able to usethem for fast hashing becausethey operate on °oating-p oint
data elemers.

The following shows someof the essetial topics for optimizing on Pertium
I1/1 11, which greatly owes to an excellert guidebook for optimizing Pertium
family written by Agner Fog [Fog0d.

Instruction Decoding In the decaing stage, instruction codes are broken

down into simpler micro-operations (* ops), where one instruction usually
consistsof oneto four * ops.Pertium 11/l 11 hasthree decadersthat canwork
in parallel and theoretically can generatesix  ops per cycle. However due to
limitations coming from instruction fetch rules and decaler capabilities, the
code length and order of instructions heavily a®ecte+ciency of the decading
speed. A typical decaling rate of real applications is two to three ! ops per
cycle on an average.
The decaing speedis not an important issuefor MD5 and the RIPEMD
family sincethe performancebottleneck of thesehashfunctions is actually a
long data dependencychain, but it canbea critical factor for algorithms with
high parallel computation capabilities sudh as the SHA family. Generally,
optimizing decaling performancewithout causingother pipeline stalls is an
extremely ditcult puzzleto solve.

Register Renaming After the decaing stage, all permanert registers (x86
and MMX registers) are renamed into internal registers. This mecanism
solves fake data dependency chains causedby register starvation. The re-
naming is controlled by the register alias table (RAT), which can handle



only three * ops per cycle. This meansthat overall performance of Pentium
[/l Il can not exceedthree ! ops per cycle. Moreover the RAT can read
two permanert registersin a cycle, and hence depending on the situation
we should use an absolute addressingmode instead of a register indirect
addressingmode.

Somehash functions repeatedly use a xed constart value. If a register is
free, it is commonto assignthe constart value to the register, which is best
in terms of instruction length. However in order to avoid the register read
stalls, we often handled the value using an immediate addressingmode if
possible, or an absolute addressingmode via memory, particularly in the
caseof MMX instructions.

Execution Units Pentium 11/l 11 has v e independert execution ports p0 to

p4 to carry out a sequenceof 1 opsin an out-of-order manner. pO and pl
are mainly for arithmetic and logical operations, p2 for load and p3 and p4
for store operations. An important consequenceof this architecture is that
if arithmetic and logical operations are a dominant factor of performance,
load and store operations can be \hidden" behind them. In other words, we
should store a temporary value not in a free register but in memory in such
a case.
The SHA family requiresmemory operations more frequertly than MD5 and
the RIPEMD family dueto the existenceof the messagescheduling part, and
also due to a large hash size for SHA-256 and SHA-512. If properly imple-
mented these hash functions can take full advantage of hiding load/store
operations behind other operations.

Other topics In Pertium I/l I, a partial register/memory access(reading
from a register/memory after writing to a part of it) causesa heavy per-
formance penalty; i.e. a register/memory must be basically read/written in
the samesizeat the samememory address.In this paper, the partial memory
accesscan be a problem only in the 64-bit oriented hash functions SHA-512
and Whirlp ool aswill be shawn in a later section.

According to [Fog0(d, the retirement stage of 1 ops can be a bottleneck of
performance. We howewver can do little about this stall factor, while the
partial register/memory stalls can be avoided by programmers.

4 APl and How to Measure Performance

We dewveloped our assenbly language programs on the following hardware and
software environments. The size of RAM memory is not an important issue
becausewe designedthe programs sothat everything could be on the rst level
cade (code 16KB + data 16KB).

Hardw are: IBM Compatible PC with Pertium |1l 800MHz and 256MB RAM
Software: Windows 98, Visual C++ 6.0, MASM 6.15

We described a hashing logic in a subroutine form callable from C language
and measuredits execution time from outside the subroutine, which re°ects



hashing performancein real applications. The subroutine API is that an input
messageto be compressedand a resultant hashed value are represented as a
byte sequencepassedby pointers, which is also common as an interface of hash
functions. Note that this meansthat big-endian algorithms, speci cally the SHA
family, must perform a byte-order swap operation inside the subroutine and it
is counted as a part of hashing time. We assumea padding operation is done
outside this routine.

In the next section, we will give a method of coding for hashingtwo or three
independert messagef the sameblock length in parallel. For simplicity, we
adopted the sameAPI for this method asthat for a straightforward implemen-
tation, appendingthe second/third messagdo the rst/second messagdor eath
block. Hencea procedure for combining two separate 4-byte words into one 8-
byte MMX register is also cournted as a part of hashing time. If we interleave
di®erert messagesn every word (4-byte), we can skip this procedure, but did
not adopt this approach becauseassumingsud interface looks uncommon in
real applications.

We actually measuredtime for hashing a total of 8KB messagéiytes, which
is half of the rst level data cache size. To maximize speed,we unrolled an inner
loop as long asthe code is fully covered by the rst level code cache. The cycle
counting was done using the rdtsc (read time stamp courter) instruction, as
shown in [Fog0Q. The timing was measuredseweral times to remove possible
negative e®ectson performancedue to interrupts by an operating system. Also
note that our programs are neither data-dependert nor self-madi ed.

5 Implemen tations of Hash Functions on Pentium 111

5.1 Implemen tation metho ds

We designedthree types of assenbly language codes for 32-bit oriented hash
functions (MD5, RIPEMD-128 -160, SHA-1 -256); namely, straightforward, two-
block parallel and three-block parallel asfollows. The secondand third methods
fully extract the power of parallel execution capabilities of MMX. For 64-bit
oriented hashfunctions (SHA-512 and Whirlp ool), we implemented the straight-
forward version only (no way to parallelize).

Method 1: Straightforward

MD5, RIPEMD-128, RIPEMD-160, SHA-1
All words of the main stream are always held in four or v e x86 registers
and the remaining registersare usedastemporary variables. This is the most
commonimplementation of dedicated hash functions in software.

SHA-256, SHA-512
All eight 32-bit/64-bit words of the main stream are stored in memory be-
causeof the register starvation of the Pertium family, and x86/MMX regis-
ters are basically usedonly astemporary variables. Additionally , for SHA-
512, 32-bit x86 registers are essetially used to realize a 64-bit addition
operation, which is a missing instruction in Pertium [II.




Whirlp ool
A 64-byte state matrix is always held in all eight MMX registers. However,
sincethe state information of the precedinground is necessaryto generate
the state matrix of the next round, it must be, after all, stored in memory
at the end of eadh round.

Method 2: Two-block parallel

This method is applied only to 32-bit oriented hashfunctions (MD5, RIPEMD
-128, RIPEMD-160, SHA-1, SHA-256 ), where a word of one messageis
loaded on the upper half of 64-bit register/memory and a word of another mes-
sageis loaded on the lower half. This enablesfast parallel hashing computation
of two independert messagesbput the following penalties peculiar to Pertium
I11 should be taken into consideration.

1. The code length of an MMX instruction is usually longer (typically by one
byte) than that of an equivalent x86 instruction, which may lead to a per-
formance penalty due to an inezcient instruction decaling.

2. SinceMMX instructions do not have an immediate addressingmode, a 64-bit
immediate value must be processedszia memory, which increaseghe number
of memory accesst ops (p2, p3 and p4). But this penalty is often able to be
hidden in integer  ops (p0O and p1).

3. A parallel rotate shift instruction is missing(if a shift cournt is not a multiple
of 16). To do this on Pertium 111, four instructions are needed;that is, movq
(copy), psrld (right shift), pslld (left shift) and pxor (xor).

Our implemertation will shown that gains by parallel computation exceedthe
penalties causedby thesefactors.

Method 3: Three-blak parallel

This method is a combination of the two methods above, which is henceappli-
cable to 32-bit oriented dedicated hash functions. Since methods 1 and 2 use
di®eren types of registers, these two programs can \coexist", that is, can be
executed in parallel without depriving ead other of hardware resources.Al-

though this is not an essetial methodological improvemert of implemertation,

it is expectedthat a better instruction scheduling leadsto further improvemert

of hashing speed, particularly if a long data dependency chain dominates the
speedof a target algorithm. Possiblepenaltiesthat should be noted in this case
are:

1. Code size: The code size becomesbig becausethe ertire code is simply a
merged combination of the two implementations. But this doesnot lead to
an actual big penalty issueaslong asthe ertire code is within the rst level
cadhe.

2. Register read stall: The heavy simultaneous use of x86 and MMX registers
easily createregister read stalls. It is often very ditcult to completely remove
the possibility of this stall without causingother penalties.



Our implementation will show that this three-block method actually gives a
performanceimprovemert for MD5, RIPEMD-128, RIPEMD-160.

5.2 Implemen tation results and discussions

Table 7 shaws our implemertation results of the sewven dedicated hashfunctions.
We manually courted the number of 1 ops of one block operation, referring to
[Fog0d. \p01" denoteslogical and integer ! ops that use pipes p0 and/or pl.
\p2" and \p34" denote memory read/write ! opsthat usepipesp2 and p3, p4,
respectively. Note again that the cycle counts of the SHA family include time
for endian cornversionand that the cycle counts of methods 2 and 3 include time
for merging two 32-bit words into one 64-bit register.

MD5
The performanceof our straightforward implemertation of MD5 on Pentium
[l is approximately the sameas that shown in [Bos97 on Pentium. This
re°ects the fact that the frequency of memory accessoperations is very low
and a long data dependencychain is an actual dominant factor of its hashing
speed. In fact, the 1 ops/cycle value of our program is only 1.64 while the
maximal performancethat Pertium |ll can achieve is 3  ops/cycle.

The two-block and three-block parallel implementations signi cantly im-
prove the exciency of hashing. In particular, it can be seenthat the three-
block version is almost perfectly scheduled (1.83 p01 t ops/cycle) and 30%
faster than the straightforward version.

RIPEMD-128, RIPEMD-160
The same tendency can be seenfor RIPEMD-128 and RIPEMD-160 as
for MD5. One possible reasonthat RIPEMD-160 has a better t ops/cycle
value for two-block and three-block versionsis the existenceof the operation
\B<<10" that was introduced in RIPEMD-160. This operation takes four
L opson MMX, which can be executedindependenly with other operations.

[Note] Sincethe RIPEMD family has two parallel instances,it is possible
to assignead of the two instancesto ead of two typesof registers, that is,
oneto 32-bit registersand the other to 64-bit MMX registers. This makesa
parallel execution inside one messageblock possible,but unfortunately this
did not run very fast, probably becauseassigningthe full 64-bit registersfor
only oneinstance executionwastoo inexcient reducing overall performance.
Another possibility to utilize the parallelism of the RIPEMD family might
be interleaving the rst instance and the secondinstance (our current code
executesthe secondone after nishing the rst one). Although this method
leadsto an increasein a total number of * opsdue to the register starvation,
the parallelism of the resultant code will be improved. However we have
not succeededso far, in a speed-up of a straightforward implementation of
RIPEMD-128 or RIPEMD-160 using this technique.

SHA-1
One big di®erencebetweenthe SHA family and the (RIPE)MD family is



Table 3. Coding example of one step of round 2 of RIPEMD-128 on a Pentium |[I1
processor.The chaining variable A; B; C; D is stored in x86 registers eax through edx
or MMX registers mmQ@hrough mma3In the three-block parallel implementation, these
codes are interleaved.

Straightforward code usingx86 | Two-block code using MMX

mov  esi, edx paddd mmO,[eax+8*X]

add eax, (X+4)[edi] movq mm5, mm3

xor esi, ecx pxor mm5, mm2

and esi, ebx paddd mmoO,K

xor esi, edx pand mm5, mm1

lea eax, [eax+esi+K] pxor mm5, mm3

rol eax, S paddd mmO0,mm5
movq mm5, mmoO ; left rotate
pslid mmoO, s ; shift of mmO
psrid mmb5, 32-s ; by s bits
pxor mmO, mm5;

the existenceof a messagescheduling part. The messagescheduling part of
the SHA family is independert of the main stream and corntains many mem-
ory accessoperations enabling the straightforward SHA-1 implementation
to optimally exploit the increasedhardware parallelism of Pertium 11I. The
value 2.52 1 ops/cycles of our straightforward version is the highest of our
programs.

Becauseof this highly parallel feature of SHA-1, the performanceimprove-
ment of the two-block versionis not sobig asthat of the (RIPE)MD family.
Moreover the three-block versionis rather slower than the two-block version.
This suggeststhat, as far as an instruction scheduling exciency of SHA-1
is concerned,our implemertation has readied almost an optimal level on
Pertium [l (1.82 p011 ops/cycle).

SHA-256
SHA-256 (and SHA-512) useseight words and it is no longer possible to
keepall internal valueson the permanen registers. They must be stored in
memory and be read from/written to memory in ead step, which inevitably
increasesthe frequency of memory access.However, since these memory
access! ops can be mostly carried out in parallel with logical and integer
uops,the pipeline scheduling of SHA-256works excellertily (2.321 ops/cycle).

The two-block parallel implementation of SHA-256 runs 15% faster than
the straightforward implementation, but this improvemert is smaller than
that in other hash algorithms. This is becauseSHA-256 (and SHA-512) has
many rotate shift operations in both the messagescheduling part and the
main stream, which causesa non-negligible increaseof the number of * ops
when realized in 64-bit MMX registers. The performance of the three-block
parallel versionwas not good for the samereasonas for SHA-1.



Table 4. Coding example of one step of round 2 of SHA-1 on a Pentium |11 processor.
The chaining variable A; B;C;D;E is stored in x86 registers eax,ebx,ecx,edx,ebp
or MMX registers mmQ@hrough mm4lin the three-block parallel implementation, these
codes are interleaved. Instructions marked \m.s." are for messagescheduling part.

Straightforward code usingx86 | Two-block code using MMX

mov  esi,W+(s*4) ; m.s. mov(q mm6,WW+(s*8) ; m.s.
mov  edi,edx movq mm5,mm1

xor esi,W+(s1*4) ; m.s. pxor mm6,WW+(s1*8); m.s.
xor edi,ecx pxor mm5,mm2

xor esi,W+(s2*4) ; m.s. pxor mm6,WW+(s2*8); m.s.
xor edi,ebx pxor mm5,mm3

xor esi,W+(s3*4) ; m.s. pxor mm6,WW+(s3*8); m.s.
add ebp,edi paddd mm4,mm5

rol esi,1 ; m.s. movq mm7,mm6 ; m.s.
mov  edi,eax paddd mm4,CONSTonMEM
add ebp,esi paddd mm6,mm6 ; m.s.
rol edi,5 psrid mm7,31 ; m.s.
rol ebx,30 mov(q mm5,mm1

lea ebp,[ebp+edi+CONST] | pxor mm6,mm?7 ; m.s.
mov  W+(s*4),esi ; m.s. psrid mml,2

paddd mm4,mmé6

movq WW+(s*8),mm6 ; m.s.
psliid mm5,30

movq mm6,mmO

movq mm7,mmO

pslid mme6,5

paddd mm4,mmé6

psrid mm7,27

pxor mml,mm5

paddd mm4,mm7

[Note] The architecture of SHA-256 is quite di®erert from that of SHA-1.
But interestingly, the rate of the number of memory access opsto all * ops
is almost the same(approximately 30%), which is ideal in terms of Pentium
11 scheduling. Is this a hidden designcriteria of the SHA family??

SHA-512
SHA-512is a 64-bit oriented hash function and henceit is essetial to uti-
lize MMX registers and instructions. Howewer, since Pertium 111 does not
have a 64-bit addition instruction (but fortunately it doeshave a 64-bit shift
operation! Pertium 4 supports both instructions), we realized it by simply
combining two 32-bit additions. Although this naive method obviously suf-
fersa non-negligible performancepenalty from 32-bit from/to 64-bit register
transfer, we do not know a faster method to do this. Another penalty that
we should note is a partial memory access.Below left is a straightforward
method for coding the last part of onestep, but this causesa partial memory



accessat the beginning of the next step. Below right is the corrected code
we adopted, which is free from the penalty and additionally savesone? op.

The pipeline scheduling of our implemertation is good (2.24 t ops/cycle),
but we feel that there is still room for performanceimprovemert sincethe
hash algorithm itself allows higher parallel execution capability.

Table 5. 64-bit addition and partial memory stall on a Pentium 11l processor.

1 ops 1 ops
add [mem+0],eax ; 4 add eax,[mem+0] ; 2
adc [mem+4],ebx; 6 adc ebx,[mem+4]; 3
movd mmO,eax ;1
movd mm1,ebx i1
(next step) punpckldg mmO,mml1 ;1
movgmmoO,[mem] ; 1 A Stall mov(q [mem],mm0 ;2

Whirlp ool
The simplest realization of Whirlp ool is to keepthe state matrix in eight
MMX registers and eight 8-bit to 64-bit look-up tables on memory, but
thesetables completely cover all the 16KB data cache of Pertium 111, which
leadsto data cache misspenalties. We hencehad only four tables on memory
and generatedthe remaining from them when necessaryusing the pshufw
(packed shu2e word) instruction.

This instruction works only in Pertium [Il (not in Pertium Il and Celeron);
all other instructions throughout our codesrun on Pertium |l and Celeron.
Also taking into considerationreducing the frequency of memory accessand
removing the possibility of partial register/memory stalls, we wrote the ertire
algorithm by repeating the piece of code showvn in Table 6.

The pipeline of this program works very well, achieving 2.291 ops/cycle. The
resultant hashing speed(cycles/byte) is more than 3.5times faster than that

Table 6. An essetial part of Whirlp ool on a Pentium Il processor.

mov edx,[Matrix  Address] ; preceding state matrix
movzxesi, dl ; addressgeneration
pxor mmoO, Tablel[esi*8] ; current state matrix
movzxesi, dh

pxor mml, Table2[esi*8]

shr esi, 16

movzxesi, dl

pxor mmz2, Table3[esi*8]

movzxesi, dh

pxor mma3, Table4[esi*8]



Table 7. Performance Figure

2977 684 376 4037 559| 8.73| 1.78 2.41|13175 340
2491 609 418 3518| 1519|23.73|1.64 2.32|10202 144
SHA-256 (%) 4385 689 418 5492| 1318|20.59| 1.66 2.08| 6705 1232
SHA-256 (%) 6921 1352 852 9125| 1417|22.14| 1.63 2.15|14142 1816

[SHA-512 ) 18828 1522 1186 11536] 5143[40.18] 1.72 2.24] 7203 1496]] |
[Whirlp 0ol™™) 1]3328 1634 384 5346] 2337]36.52] 1.42 2.29] 2456 8496]| |

SHA-1
SHA-256

Algorithm 1 ops/blo ck cycles [cycles | 1 ops/cycle [size (bytes) || Pentium[Bos97]
metho d|[p01] [p2] p[34] [total] |/blo ck|/b yte [[pO1] [total] | code data ||#inst. cycles ilc

MD5 1| 503 69 10 582 354| 553|142 1.64| 1750 32 577 337 1.71
MD5 2| 783 148 40 971 276| 4.31| 142 1.76| 3331 704
MD5 3(1283 217 50 1550 234| 3.66| 1.83 2.21| 5259 736
RIPEMD-128 1| 875 141 18 1034 602 9.41| 145 1.72| 2707 48| 1024 592 1.73
RIPEMD-128  2|1379 252 48 1679 477| 7.45|1.45 1.76| 5703 280
RIPEMD-128  3|2251 393 66 2710 425| 6.64|1.77 2.13| 8379 320
RIPEMD-160 11421 176 22 1619 911| 14.23| 1.56 1.78| 4227 56| 1639 1013 1.62
RIPEMD-160 2|2533 383 52 2968 738|11.53| 1.72 2.01|10110 320
RIPEMD-160  3|3951 559 74 4584 726|11.34| 1.81 2.10(14305 376
SHA-1 1{1100 295 174 1569 623| 9.73| 1.77 2.52| 4664 356 1469 837 1.76
SHA-1 201928 389 170 2487 531| 8.30| 1.82 2.34| 8567 248

3

1

2

3

(*) only partially loop-unrolled in a message block to reduce code size within the st level cache
(16KB). All other implemen tations are fully loop-unrolled.

of the designers'C implementation [BROQ]. Very interestingly, this perfor-
manceis almost the sameasthat of SHA-512; Whirlp ool is slightly (within
10%) faster than SHA-512, but this di®erencelooks within \a margin of
implemenrtation".

6 Conclusions

This paper shoved a performanceanalysisand speeding-upmethod of dedicated
hashfunctions on the Perntium 111 processor.A further improvemert of software
performanceis ongoing.

An overall performance of a processorcan be achieved by (1) high instruc-
tion parallelism, (2) high SIMD parallelism and (3) high clock frequency The
index \cycle/b yte" is the most common performance measureof cryptographic
algorithms, which direct re°ects (1) and (2), but not (3). Sowe should note that
this measureis appropriate to compare software performance of given crypto-
graphic algorithms on a xed target processor,but not necessarilyappropriate
to evaluate hardware performance of given processorson a xed cryptographic
algorithm.

High processorperformance has beenachieved by improving (1) and (3) in
the past, but in recert processorsthis seemsto be rapidly shifting to (2) and
(3). This meansthat use of parallel execution of multiple blocks will be much
more important and have a practical impact in near future.
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