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Abstract. We presert seweral new and fairly practical public-key en-
cryption schemes and prove them secure against adaptive chosen ci-
phertext attack. One scheme is based on Paillier's Decision Composite
Residuosity assumption, while another is basedin the classicalQuadratic
Residuosity assumption. The analysis is in the standard cryptographic
model, i.e., the security of our schemes does not rely on the Random
Oracle model. Moreover, we intro duce a general framework that allows
oneto construct secureencryption schemesin a generic fashion from lan-
guage membership problems that satisfy certain technical requirements.
Our new schemes 't into this framework, as does the Cramer-Shoup
scheme based on the Decision Dize-Hellman assumption.

1 Intro duction

It is generally consideredthat the \right" notion of security for security for a
general-purposepublic-key encryption schemeis that of security againstadaptive
chosenciphertext attack, as de ned by Racko®and Simon [RS].

Radcko®and Simon presert a schemethat can be proven secureagainst adap-
tive chosenciphertext attack under a reasonableintractabilit y assumption; how-
ever, their schemerequiresthe involvemen of a trusted third party that plays a
special role in registering users(both sendersand receivers). Dolev, Dwork, and
Naor [DDN] present a schemethat canbe proven secureagainstadaptive chosen
ciphertext attack under a reasonableintractabilit y assumption, and which does
not require a trusted third party.

Although these schemesrun in polynomial time, they are horrendously im-
practical. Up until now, the only practical schemethat has beenproposedthat
can be proven secure against adaptive chosen ciphertext attack under a rea-
sonableintractabilit y assumptionis that of Cramer and Shoup [CS1,CS3. This
sthemeis basedon the Decision Dite-Hellman (DDH) assumption, and is not
much lessezxcient than traditional ElGamal encryption.

Other practical schemeshave beenproposedand heuristically proved secure
against adaptive chosenciphertext. More precisely these schemesare proven se-
cure under reasonableintractabilit y assumptionsin the Random Oracle model
[BR]. While the Random Oracle model is a useful heuristic, a proof in the Ran-
dom Oracle model doesnot rule out all possibleattacks (see[CGH]).



1.1 Our contributions

We presert seweral new and fairly practical public-key encryption schemesand
prove them secure against adaptive chosen ciphertext attack. One scheme is
basedon Paillier's Decision Composite Residuosity (DCR) assumption[P], while
another is basedin the classical Quadratic Residuosity (QR) assumption. The
analysisis in the standard cryptographic model, i.e., the security of our schemes
does not rely on the Random Oracle model. Also, our schemesdo not rely on
the involvemert of a trusted third party.

We alsointro ducethe notion of a universal hashproof system Essettially , this
is a special kind of non-interactive zero-knowledge proof systemfor a language.
We do not show that universal hash proof systemsexist for all NP languages,
but we do show how to construct very excient universal hash proof systemsfor
a general classof group-theoretic languagemembership problems.

Given an excient universal hash proof system for a language with certain
natural cryptographic indistinguishabilit y properties, we shov how to construct
an excient public-key encryption schemesecureagainst adaptive chosencipher-
text attack in the standard model. Our construction only usesthe universal
hash proof system as a primitiv e: no other primitiv es are required, although
even more excient encryption schemescan be obtained by using hash functions
with appropriate collision-resistanceproperties.

We shaw how to construct excient universalhash proof systemsfor languages
related to the DCR and QR assumptions. From these we get corresponding
public-key encryption schemesthat are secureunder these assumptions.

The DCR-based schemeis very practical. It usesan n-bit RSA modulus N
(with, say, n = 1024). The public and private keys, as well as the ciphertexts,
require storagefor O(n) bits. Encryption and decryption require O(n) multipli-
cations modulo N 2.

The QR-basedschemeis somewhatlesspractical. It usesan n-bit RSA mod-
ulus N as above, as well as an auxiliary parametert (with, say, t = 128). The
public and private keys require O(nt) bits of storage, although ciphertexts re-
quire just O(n + t) bits of storage. Encryption and decryption require O(nt)
multiplications modulo N .

We also show that the original Cramer-Shoup scheme follows from of our
general construction, when applied to a universal hash proof system related to
the DDH assumption.

For lack of space,somedetails have beenomitted from this extendedabstract.
Werefer the readerto the full length version of this paper [CSZ] for thesedetails.

2 Univ ersal pro jectiv e hashing

Let X and | be nite, non-empty sets.Let H = (Hg)x2x be a collection of
functions indexed by K, sothat for every k 2 K, Hy is a function from X into
' . Note that we may have Hy = Hyo for k 6 k% Wecall F = (H;K;X;! ) a
hashfamily, and each Hy a hashfunction.



We now introduce the concept of universal projective hashing Let F =
(H;K;X;} ) be a hash family. Let L be a non-empty, proper subset of X.
Let S be a nite, non-empty set, and let ® : K ! S be a function. Set
H=(H;K;X;L}| ;S ®).

Denition 1. H = (H;K;X;L;! ;S;®), as alove, is called a projective hash
family (for (X ;L)) if for all k 2 K, the action of H, on L is determined by ®&(K).

De nition 2. LetH = (H;K;X;L; | ;S;®) be a projective hashfamily, and let
2 0beareal numter. Consider the prokability space de ned by chaosingk 2 K
at random.

We say that H is 2-universalif for all s2 S, x 2 X nL, and %42 | , it holds
that

PriHc(x) = %™ ®&Kk) = s] - 2Pr[®k) = s]:

We saythat H is 2-universab if for all s2 S, x;x* 2 X, and % Y8 2 | with

x 2L [ fx"g, it holdsthat

PriH (x) = ¥a™ He(x") = ¥4 ~ &K) = s]- 2Pr[Hy(x") = ¥ ~ &k) = s|:

We will sometimesrefer to the value of 2 in the above de nition asthe error
rate of H.

Note that if H is 2-universab, then it is also2-universal (note that jXj, 2).

We can reformulate the above denition as follows. Let H =
(H;K;X;L; ! ;S;®) be a projective hash family, and consider the probability
spacede ned by choosingk 2 K at random. H is 2-universal meansthat con-
ditioned on a xed value of &k), even though the value of Hy is completely
determined on L, for any x 2 X nL, the value of Hi(x) can be guessedwith
probability at most2. H is 2-universab meansthat in addition, for any x® 2 X nL,
conditioned on "xed valuesof ®&k) and H¢(x"), for any x 2 X nL with x 6 x",
the value of Hy (x) can be guessedwith probability at most 2.

Wewill needa variation of universalprojective hashing, which we call smaoth
projective hashing

Let H = (H;K;X;L;} ;S;®) be a projective hash family. We de ne two
random variables, U(H) and V(H), as follows. Consider the probability space
de ned by choosing k 2 K at random, x 2 X nL at random, and ¥22 ! at
random. We set U(H) = (x;s;¥9) and V(H) = (x;s;¥), wheres = ®&Kk) and
Ya= Hk(X).

Denition 3. Let 2 , 0 be a real number. A projective hash family H is 2-
smooth if U(H) and V(H) are 2-close(i.e., the statistical distance between them
is at most 2).

Our de nition of universal and universak projective hash families are quite
strong: so strong, in fact, that in many instancesit is impossibleto exciently
implemert them. Howewer, in all our applications, it is suxcient to exciently
implemert a projective hash family that e®ectiely approximates a universal or
universab projective hash family. To this end, we de ne an appropriate notion
of distance betweenprojective hash families.



Denition 4. Let+, 0 be areal numbker. LetH = (H;K;X;L;| ;S;®) and
H® = (H" K% X;L;| ;S;®") be projective hashfamilies. We saythat H andH ®
are +-closeif the distributions (Hy; ®k)) (for randomk 2 K) and (H . ; ® (k"))
(for randomk” 2 K*) are *-close.

2.1 Some elementary reductions

We merntion very brie°y heresomereductions betweenthe above notions. Details
are preserned in [CSZ. First, via a trivial \t-fold parallelization," we can reduce
the error rate of a universal or universal family of projective hash functions
from 2 to 2'. Second,we can exciently corvert an 2-universal family of pro-
jective hash functions into an 2-universab family of projective hash functions.
Third, using a pair-wise independert family of hash functions, and applying the
Leftover Hash Lemma (a.k.a., Entropy Smoothing Lemma, see,e.g.,[L, p. 86]),
we can exciently corvert an 2-universal family of projective hashfunctions into
a +-smooth family of projective hash functions whoseoutputs are a-bit strings,
provided 2 and a are not too large and + is not too small. Theselast two con-
structions are usefulfrom a theoretical perspective, but we will not actually need
them to obtain any of our concrete encryption schemes.

3 Subset membership problems

In this section we de ne a classof languageswith somenatural cryptographic
indistinguishabilit y properties. The de nitions below capture the natural prop-
erties of well-known cryptographic problems suc asthe Quadratic Residuosity
and Decision Dite-Hellman problems, as well as others.

A subsetmemtership problemM speci esa collection (I-)- o of distributions.
For every value of a security parameter * , 0, |- is a probability distribution of
instance descriptions.

An instance description @ speci es nite, non-empty sets X, L, and W,
such that L is a proper subsetof X, aswell as a binary relation R %2 X £ W.
For all =, O, [I-] denotesthe instance descriptions that are assignednon-zero
probability in the distribution |-. We write a[X;L; W;R] to indicate that the
instance & species X, L, W and R as above. For x 2 X and w 2 W with
(x;w) 2 R, we say that w is a witnessfor x. Note that it would be quite natural
to require that for all x 2 X, we have (x; w) 2 R for somew 2 W if and only
if x 2 L, and that the relation R is exciently computable; however, we will not
make these requiremerts here, as they are not necessaryfor our purposes.The
actual role of a witness will becomeapparert in the next section.

A subsetmembership problem also provides seeral algorithms. For this pur-
pose,we require that instance descriptions, aswell aselemerts of the setsX and
W, can be uniquely encaded as bit strings of length polynomially boundedin ".
The following algorithms are provided:

B

{ an ezcient instance sampling algorithm that samplesthe distribution 1-.
We only require that the output distribution of this algorithm is statistically



closeto I-. In particular, with negligible probability, it may output something
that is not even an elemert of [I-].

{ anezcient subsetsampling algorithm that givenan instance=a[X;L; W;R] 2
[1-], outputs arandom x 2 L, together with a withessw 2 W for x. We only
require that the distribution of the output value x is statistically closeto
the uniform distribution on L. However, we do require that the output X is
always in L.

{ an ezcient algorithm that given an instance a[X;L; W;R] 2 [I-] and a bit
string 3, cheds whether 3 is a valid binary encading of an elemer of X .

This completesthe de nition of a subsetmembership problem.

We say a subset menmbership problem is hard if it is computationally hard
to distinguish (z; x) from (%; y), wherea[X;L; W; R] is randomly sampledfrom
I+, x is randomly sampledfrom L, andy is randomly sampledfrom X nL.

4 Univ ersal hash pro of systems

4.1 Hash pro of systems

Let M be a subsetmembership problem, as de ned in x3, specifying a sequence
(1), o of instance distributions.

A hash proof system (HPS) P for M assaiates with ead instance
a[X;L; W;R] of M aprojectivehashfamily H = (H;K;X;L;| ;S;®) for (X;L).

Additionally , P provides se\eral excient algorithms to carry out basicopera-
tions we have de ned for an assaiated projective hash family; namely, sampling
k 2 K at random, computing ®&k) 2 S givenk 2 K, and computing Hy (x) 2 |
givenk 2 K and x 2 X. We call this latter algorithm the private evaluation
algorithm for P. Moreover, a crucial property is that the system provides an
excient algorithm to compute Hy(x) 2 | , given®k) 2 S, x2 L, andw 2 W,
wherew is a withessfor x. We call this algorithm the public evaluation algorithm

for P. The systemshould also provide an algorithm that recognizeselemers of

4.2 Univ ersal hash pro of systems

De nition 5. Let 2(°) be a function mapping non-negative integers to non-
negative reals. Let M be a subsetmemtership problem specifying a sequen@
(1), o of instance distributions. Let P be an HPS for M.

We say that P is 2(7)-universal (respectively, -universak, -smooth) if there
existsa negligible function (") suchthat for all * , Oandfor all a[X;L; W;R] 2
[1-], the projective hashfamily H = (H;K;X;L;} ;S;®) that P assiates with
o is H")-closeto an 2(")-universal (respectively, -universal,, -smaoth) projective
hashfamily H® = (H";K®; X;L; | ;S;®").

Moreover, if this is the case, and 2(°) is a negligible function, then we say
that P is strongly universal (respectively, universak, smooth).



It is perhapsworth remarking that if a hash proof systemis strongly univer-
sal, and the underlying subset membership problem is hard, then the problem
of evaluating Hy(x) for random k 2 K and arbitrary x 2 X, given only x and
®(k), must be hard.

We also need an extension of this notion.

The de nition of an extendel HPS P for M is the sameasthat of ordinary
HPS for M, exceptthat for eadh * , 0 and for eath & = o[X;L; W;R] 2 [I-],
the proof systemP assaiateswith & a nite setE alongwith a projective hash
family H = (H;K;X £ E;L £ E;}| ;S;®) for (X £ E;L £ E). Note that in
this setting, to compute H(x; €) for x 2 L and e 2 E, the public evaluation
algorithm takesasinput ®&k) 2 S, x 2 L, e2 E, and a withessw 2 W for X,
and the private evaluation algorithm takesasinput k 2 K, x 2 X,ande2 E.
We shall also require that elemerts of E are uniquely encaded as bit strings of
length bounded by a polynomial in °, and that P provides an algorithm that
exciently determineswhether a bit string is a valid encading of an elemen of
E.

De nition 5 can be modi ed in the obvious way to de ne extendel 2(")-
universal, HPS's (we do not needany of the other notions, nor are they partic-
ularly interesting).

Note that basedon the constructions mentioned in x2.1, given an HPS that
is (say) 1=2-universal,we can construct a strongly universalHPS, a (possibly ex-
tended) strongly universab HPS, and a strongly smooth HPS. Howewer, in most
special casesof practical interest, there are much more excient constructions.

5 A general framew ork for secure public-k ey encryption

In this section, we presen a generaltechnique for building securepublic-key en-
cryption schemesusing appropriate hash proof systemsfor a hard subsetmem-
bership problem.

Let M be a subset membership problem specifying a sequence(l-)- o of
instance distributions. We also needa strongly smooth hash proof systemP for
M, aswell as a strongly universab extended hash proof system P for M . We
discussP and P below in greater detail.

To simplify the notation, we will describe the scheme with respect to a
“xed value * , 0 of the security parameter, and a xed instance description
a[X;L; W;R] 2 [I']. Thus, it is to be understood that the key generation al-
gorithm for the scheme generatesthis instance description, using the instance
sampling algorithm provided by M, and that this instance description is a part
of the public key as well; alternativ ely, in an appropriately de ned \m ulti-user
setting,” di®erent userscould work with the sameinstance description.

With & "xed asabove, let H = (H;K;X;L;} ;S;®) be the projective hash
family that P assaiateswith =, andlet A = (B;K;X £! ;LE£! ;1" 8;®) be
the projective hash family that P assaiates with ©. We require that ! is an
abelian group, for which we use additiv e notation, and that elemeris of | can
be exciently added and subtracted.



We now describe the key generation, encryption, and decryption algorithms
for the scheme, as they behave for a xed instance description @, with corre-

sponding projective hash families H and P, as above. The messagespaceis
I

.

Key Generation: Choosek 2 K and K 2 K at random, and compute s =
®&Kk) 2 Sand 8§ = ®K) 2 S. Note that all of these operations can be
e+ciently performed using the algorithms provided by P and P. The public
key is (s;4). The private key is (k;K).

Encryption:  To encrypt a messagem 2 | under a public key as above, one
doesthe following. Generatea random x 2 L, together with a correspond-
ing withessw 2 W, using the subset sampling algorithm provided by M.
Compute ¥a= Hy(x) 2 | , using the public ewvaluation algorithm for P on
inputs s, x, and w. Compute e = m + %2 | . Compute %= Hy(x;€) 2 |,
using the public evaluation algorithm for P on inputs §, x, e, and w. The
ciphertext is (x; e;%).

Decryption:  To decrypt a ciphertext (x;€;2) 2 X £ ! £ " under a secret
key as above, one does the following. Compute 79 = Fy(x;€) 2 |", using
the private evaluation algorithm for P on inputs R, x, and e. Chedk whether
%, = »% if not, then output reject and halt. Compute ¥4 = Hy(x) 2 ! ,
using the private evaluation algorithm for P on inputs k and x. Compute
m = ej Y2 | , and output the messagem.

It is to be implicitly understood that when the decryption algorithm is pre-
serted with a ciphertext, this ciphertext is actually just a bit string, and that the
decryption algorithm must parsethis string to ensurethat it properly encales
some(x;e; 2 X £} £ :"; if not, the decryption algorithm outputs rejectand
halts.

Weremark that to implemenrt this scheme,all wereally needis a 1=2-universal
HPS, since we can corvert this into appropriate strongly smooth and strongly
universab HPS's using the general constructions discussedin x2.1. Indeed, the
Leftover Hash construction mentioned in x2.1 gives us a strongly smooth HPS
whosehash outputs are bit strings of a given length a, and so we can take the
group; in the above construction to bethe group of a-bit strings with \exclusive
or" asthe group operation.

Theorem 1. The alove schemeis secure against adaptive chosen ciphertext
attack, assumingM is a hard subsetmemlership problem.

We very brie®y sketch here the main ideas of the proof. Complete details
may be found in [CSZ.

First, we recall the de nition of security. We consider an adversary A that
seesthe public key and also has accesgo a decryption oracle. A may also query
(only once) an encryption oracle A submits two messagesng; m; to the oracle,
which chooses 2 f0; 1g at random, and returns an encryption ¥ of m- to A.
The only restriction on A is that subsequehto the invocation of the encryption



oracle, he may not submit %% to the decryption oracle. At the end of the game,
A outputs a bit ™. Security meansthat the probability that ~ = ™ is negligibly
closeto 1=2, for any polynomially boundedA.

To prove the security of the above scheme, suppose that an adversary A
can guessthe bit — with probability that is bounded away from 1=2 by a non-
negligible amourt. We shav how to usethis adversaryto distinguish x® randomly
chosenfrom X nL from x® randomly chosenfrom L. On input x°, the distin-
guishing algorithm D interacts with A asin the above attack game,using the key
generation and decryption algorithms of the above stcheme; however, to imple-
mert the encryption oracle, it usesthe given value of x°, along with the private
evaluation algorithms for P and P, to construct a ciphertext %% = (x; e?; 2%).
At the end of A's attack, D outputs 1if ~ = * and 0 otherwise.

If x® is randomly chosenfrom L, the interaction between A and D is es-
sertially equivalert to the behavior of A in the above attack game, and so D
outputs 1 with probability bounded away from 1=2 by a non-negligible amourt.

However, if x® is randomly chosenfrom X nL, then it is easyto seethat the
strongly universab property for P implies that with overwhelming probability,
D rejects all ciphertexts (x; e;%) with x 2 X nL submitted to the decryption
oracle, and if this is the case,the strongly smooth property for P implies that
the target ciphertext 3 hides almost all information about m-. From this it
follows that D outputs 1 with probability negligibly closeto 1-=2.

6 Univ ersal pro jectiv e hash families: constructions

We now present group-theoretic constructions of universal projective hash fam-
ilies.

6.1 Div erse group systems and deriv ed pro jectiv e hash families

Let X, L and| be nite abelian groups, where L is a proper subgroup of X.
We will use additiv e notation for these groups.

Let Hom(X;! ) denote the group of all homomorphismsA: X | ! . This
is also a nite abelian group for which we use additive notation as well. For
A;A°2 Hom(X;! ), x 2 X, and a 2 Z, we have (A+ A9(x) = A(x) + Aqx),
(Ai AO(x) = Ax) i AYx), and (aA)(x) = aA(x) = A(ax). The zero elemen of
Hom(X ;| ) sendsall elemens of X to 02 | .

Denition 6. Let X;L;| beasalove.LetH be a sulgroup of Hom(X;} ). We
call G = (H;X;L;} ) agroup system

generatorsfor L. Let H = (H;K;X;L;| ;S;®), where (1) for randomly chosen
k 2 K, Hy is uniformly distributed over H, (2) S = ! 9, and (3) the map
®:K ! Ssendsk2 K to (A(gy);:::;A(gq)) 2 S, where A= Hy.



. P
with Hy = Aand ®&Kk) = (*1;:::;14), we have Hg(x) = idzl w;li. Thus, the
action of Hy on L is determined by ®&(k), asrequired.

De nition 7. Let G be a group systemas atove and let H be a projective hash
family as alove. Then we saythat H is a projective hashfamily derived from G.

Looking ahead, we remark that the reasonfor de ning ® in this way is to
facilitate excient implementation of the public evaluation algorithm for a hash
proof systemwith which H may be assaiated. In this cortext, if a \witness" for

Our rst goalis to investigate the conditions under which a projective hash
family derived from a group systemis 2-universalfor some2 < 1. Somenotation:
for an elemen g of a group G, hgi denotesthe subgroup of G generatedby g;
likewise,for a subsetU of G, hUi denotesthe subgroup of G generatedby U.

Denition 8. Let G = (H;X;L;!} ) 'be a group system. We say that’G is di-
verseif for all x 2 X nL, there exists A2 H suchthat A(L) = h0i, but A(x) 6 0.

It is not dizcult to seethat diversity is a necessarycondition for a group
systemif any derived projective hash family is to be 2-universal for some2 < 1.
We will shaw in Theorem 2 below that any projective hash family derived from
a diversegroup systemis 2-universal, where2 = 1=p, and p is the smallest prime
dividing jX=Lj.

6.2 A univ ersal pro jectiv e hash family

Throughout this section, G = (H;X;L;| ) denotesa group system, H =
(H;K;X;L; 1 ;S;®) denotesa projective hash family derived from G, and p
denotesthe smallest prime dividing jX =Lj.

Denition 9. For asetY % X, let usdene A(Y) to be the setof A2 H such
that A(x) = 0 for all x 2 Y; that is, A(Y) is the collection of homomorphisms
in H that annihilate Y.

It is clearthat A(Y) is a subgroupof H, and that A(Y) = A(hYi).

Denition  10. For x 2 X, let Ec : H! | be the map that sendsA 2 H to
A(x) 2! . Letusalsodene | (x) = E¢(A(L)).

Clearly, E; is a group homomorphism,and | (x) is a subgroupof | .
Lemma 1 below is a straightforward re-statemert of De nition 8. The proofs
of Lemmas 2, 3, and 4 below may be found in [CSZ.

Lemma 1. G is diverseif andonly if for all x 2 X nL, A(L[ fxg) is a proper
sulgroup of A(L).

Lemma 2. If pis a prime dividing jA (L)j, then p divides jX =Lj].



Lemma 3. If G is diverse,then for all x 2 X nL, jl (x)j is at least p-

Lemma 4. Let s 2 ®&K) be xed. Consider the probability space de ned by
chasingk 2 ® 1(s) at random, and let %= H\. Then %is uniformly distributed
over a cosetAg + A(L) of A(L) in H, the precise coset depending on s.

In Lemma 4, there are many choicesfor the \coset leader" As 2 H; however,
let us x one sudc choice arbitrarily , so that for the for the rest of this section
A denotesthis cosetleader.

Theorem 2. Lets2 ®K) and x 2 X be xed. Consider the probability space
dened by chaosing k 2 ® (s) at random, and let ¥4= H(x). Then Y4is uni-
formly distributed over a cosetof | (x) in | (the precise coset depending on s
and x). In particular, if G is diverse,then H is 1=p-universal.

Proof. Let %= H. By Lemma4, ¥is uniformly distributed over A+ A(L). Since
Ya= ¥%Xx), it followsthat Yis uniformly distributed over E, (As+ A(L)) = As(x)+
I (x). That provesthe rst statemert of the theorem. The secondstatemert
follows immediately from Lemma 3, and the fact that jAs(x) + | (x)j = jl (x)j.
u

6.3 A univ ersal, pro jectiv e hash family

We continue with the notation established in x6.2; in particular, G =
(H;X;L; | ) denotesa group system,H = (H;K;X;L;| ;S;®) denotesa pro-
jective hash family derived from G, and p denotesthe smallest prime dividing
JX=L.

Starting with H, and applying the constructions mertioned in x2.1, we can
obtain a universab projective hash family. Howewer, by exploiting the group
structure underlying H, we can construct a more excient universal, projective
hash family A .

Let E be an arbitrary Tnite set. A is to be a projective hash family for
(X £ E;L £ E). Fix aninjective encaing function j : X £E ! f0;:::;pi 19";
wheren is suzciently large.

Let A = (F;K"1;X £ E;L £ E;! ;S"*!:®), where } and ® are de ned
as follows. For k = k%ks;:::5ky) 2 K™ x 2 X, and e 2 E, we de'ne
Fe(x; €) = Hyo(x) + i":l °iHk (x); where(°1;:::;°0) = i (X; €), and we de ne

We shall prove:

Theorem 3. Let A be asatove.Lets 2 ®&K)"!, x;x®*2 X, ande;e® 2 E be
“xed, where (x; €) 6 (x";€"). Consider the protability space de ned by choosing
k 2 ® 1(s) at random, and let Y= H(x;€) and ¥& = Hy(x®;€"). Then Yis
uniformly distributed over a cosetof | (x) in | (the precise coset depending on
s, X, and €), and %% is uniformly and independently distributed over a coset of
I (x7) in | (the precise cosetdegending on s, x°, and €°). In particular, if the
underlying group systemG is diverse, then A is 1=p-universal,.



Before proving this theorem, we state another elemenary lemma. Let M 2
73" be an integer matrix with a rows and b columns. Let G be a nite abelian
group. Let T(M;G) : @ ! G bethe map that sendsu 2 G° to v 2 G?, where
v> = Mu~; here, (¢¢9> denotes transposition. Clearly, T(M;G) is a group
homomorphism.

Lemma 5. Let M and G be as alove. If for all primes p dividing jGj, the rows
of M are linearly independent modulo p, then T (M ; G) is surjective.

See[CS7 for a proof of this lemma.

Now de ne the matrlx M 2 ZZ£(”+1) as

f
1°1 °, ¢eeoy,

M= 1eposgggen

(A Yq;:::; %) is uniformly distributed over (Aso + A(L); A, + A(L) """ A, +
A(L)): Thus, (%*2) is uniformly distributed over (B+ A(1), A"+ A(I)) where
(& A")> = M (Ago; Asl; i As, )7 1 It followsthat (¥4Y#) is uniformly distributed
over (A(x) + | (x); A%(x®) + | (x%)).

That provesthe rst statemernt of the theorem. The secondstatemert now
follows from Lemma 3. t

If pis small, then the t-fold parallelization mertioned in x2.1 can be usedto
reduce the error to at most 1=p' for a suitable value of t. However, this comes
at the cost of a multiplicativ e factor t in exciency. We now describe another
construction that achievesan error rate of 1=p* that comesat the cost of just an
additive factor of O(t) in exciency.

Let t , 1 be xed, and let E be an arbitrary "nite set. Our construction
yields a projective hash family A for (X £ E;L £ E). We usethe samename
A for this projective hash family asin the construction of Theorem 3, because
whent = 1, the constructions are identical. Fix an injective encaling function
i :XEE! f0;:::;pi 19"; wheren is suzciently large.

Let A = (I4,K”+2t' LX £ E;L £ E;! ;S"2ti 1:®), where H and ® are

dened as follows. For k = (ko;:::;kt; KijiiiiKney; 1) 2 KN*2tilo xo 2
é and e 2 E, we dene Fy(x;€) = (Ya;:::;%); where ¥} = Hio (x) +
iz CiHk, . (X) forj = 100t and (°q50010%0) = i (X5 €). Wealsode ne

®&k) = (KD);:::; ®KY; &ki);:::;®Kn+y; 1)): Again, it is clear that A is a
projective hash famlly

Theorem 4. Let A be as atove. Let s 2 ®K )"*2ti 1 x:x® 2 X, and e;e® 2
E be xed, wher (x;€) 6 (x”;€"). Consider the probability space de ned by



choosing k 2 ® 1(s) at random, and let ¥ = H(x;€) and ¥# = H(x";€").
Then Y is uniformly distributed over a cosetof | (x)! in | ! (the precise coset
derending on s, x, and e), and ¥ is uniformly and independently distributed
over a cosetof | (x®)! in | ! (the precise cosetdegending on s, x°, and €°). In
particular, if the underlying group systemG is diverse, then A is 1=p*-universal,.

Proof. Let (°1;:::;%°n) = i (x;e), and (°7;:::;°7) = i (x%;€%). Let ¥ =

22t£(n+2ti 1) as
01 °1 % GeE  °, 1

1 ol %, Ge¢  °,

_ 1 °p °p G0 °,
M= °ges  owe  °f

1 °mon g °f
l ol on ¢¢¢ on
| —{z—J| iy i

t columns n+tj 1 columns

Claim. The rowsof M arelinearly independent modulo p for any prime p dividing
JA (L))

The theoremis implied by the claim, aswe now argue.By Lemma5, the map
T(M;A(L)) is surjective. By Lemma 4, %2is uniformly distributed over a coset

distributed over a cosetof A(L)? in H?, and therefore, ¥sand ¥# are uniformly

and independertly distributed over cosetsof | (x)! and I (x®)!, respectively, in

1t
I

That provesthe rst statemert of the theorem. The secondstatemert of the
theorem now follows from Lemma 3.

The proof of the claim is omitted for lack of space.See[CSZ for details. t

6.4 Examples of diverse group systems

In this section, we discusstwo examples of diverse group systemsthat have
cryptographic importance.

Example 1

Let G be a group of prime of prime order g, and let X = G', i.e., X is the
direct product of r copiesof G. Let L be any proper subgroup of X, and let
H = Hom(X; G). Considerthe group systemG = (H; X;L; G).

It is easyto shaw that G is diverse,and that in fact, a projective hashfamily
derived from G is 1=gruniversal, or equivalently, 0-smaoth. See[CSZ for details.



Example 2

Let X bea cyclic group of order a = b, wheret®> 1 and ged(b;t’) = 1, and let
L be the unique subgroup of X of order b. Let H = Hom(X; X), and consider
the group systemG = (H; X;L; X).

The group X is isomorphicto Z,. If we identify X with Z,, then H can be
identied with Z, asfollows: for every® 2 Z,, de'ne A 2 H to be the map that
sendsx 2 Z, to x¢° 2 Z,.

The group X is of coursealsoisomorphicto Zy £ Zpe. If we identify X with
Zy £ Zw, then L corresponds to Zy £ H0i. Moreover, we can identify H with
Zn £ Zy asfollows: for (°;°9 2 Zp £ Zyp, let Acoo 2 H be the map that sends
(X; X9 2 ZLE Zp to (x ¢2;x°¢°9) 2 Zp £ Zp.

Under the identi cation in the previous paragraph, it is evidert that A(L)
is the subgroup of H generatedby Ag.;. If we take any (x;x% 2 X nL, sothat
x%6 0, we seethat Ag1(x;x9) = (0;x9. Thus, Apx 2 A(L [ f(x;x9g), which
shows that G is diverse. Therefore, a projective hash family derived from G is
1=p-universal, where p is the smallest prime dividing ©b°.

It is also useful to characterize the group | (x; X% = Ecxo(A(L)). Evidently,
sinceA(L) = hAg.1i, we must have | (x; x9 = i £ hx¥.

7 Concrete encryption schemes

We presern two new public-key encryption schemessecureagainst adaptive cho-
senciphertext attack. The rst schemeis basedon Paillier's Decision Compos-
ite Residuosity assumption, and the secondis basedon the classicalQuadratic
Residuosity assumption. Both are derived from the general construction in x5.
One can also show that the public-key encryption schemefrom [CS1] can be
viewed as a special caseof our generalconstruction, basedon Example 1 in x6.4.
Howewer, for lack of space,we refer the readerto [CSZ for the details.

7.1 Schemes based on the Decision Comp osite Residuosit y
assumption

Deriv ation

Let p;q; p% o° be distinct odd primes with p = 2p°+ 1 and q= 2¢°+ 1, and where
p? and o are both | bits in length. Let N = pgand N°= p%C. Consider the
group Zy,. and the subgroup P of Z§, consisting of all N th powers of elemernts
in Zy.. Note that , = , (7) is a function of the security parameter ".

Paillier's Decision Composite Residuosity (DCR) assumption is that given
only N, it is hard to distinguish random elemeris of Z , from random elemeris
of P. We shall assumethat \strong" primes, such as p and g above, are suz-
ciertly dense(as is widely conjectured and supported by empirical evidence).
This implies that sudh primes can be ezxciently generated,and that the DCR
assumptionwith the restriction to strong primesis implied by the DCR assump-
tion without this restriction.



We can decompseZy, ., asan internal direct product Zy, = Gy 0Gyo0G, ¢T;
where ead group G, is a cyclic group of order ¢, and T is the subgroup of Z .
generatedby (i 1 mod N2). This decomposition is unique, except for the choice
of G, (there are two possible choices). For any x 2 ZJ., we can expressx
uniquely asx = x(Gn )X(Gno)X(G2)x(T), where for eath G,, x(G,) 2 G,, and
X(T) 2 T. Note that the elemert »= (1+ N mod N?) 2 Z}, hasorder N, i.e.,
it generatesGy , and that »® = (1+ aN mod N?) for0- a< N.

Let X = f(amodN?2) 2 Z3, : (aj N) = 1g, where (¢j 9 is the Jacobi
symbol. It is easyto seethat X = Gy GyoT. Let L be the subgroup of N th
powers of X, i.e., L = GyoT. These groups X and L will de ne our subset
membership problem.

Our instance description @ will cortain N, along with a random generator
g for L. It is easyto generatesuch a g: choosea random * 2 Zy,, and set
g = j 12N, with overwhelming probability, such a g will generateL; indeed,
the output distribution of this sampling algorithm is O(2i - )-close the uniform
distribution over all generators.

is a witnessfor x 2 X if x = g¥. To generatex 2 L at random together with
a corresponding witness, we simply generatew 2 W at random, and compute
x = g". The output distribution of this algorithm is not the uniform distribution
over L, but onethat is O(2! - )-closeto it.

This completesthe description of our subsetmembership problem. It is easy
to seethat it satis es all the basic requiremerts speci ed in x3.

Next, we argue that the DCR assumptionimplies that this subsetmenmber-
ship problem is hard. Suppose we are given x sampled at random from Z§,,
(respectively, P). If we chooseb 2 f0;1g at random, then x2(j 1)° is uniformly
distributed over X (respectively, L). This implies that distinguishing X from L
is at leastas hard asdistinguishing Zy, . from P, and sounder the DCR assump-
tion, it is hard to distinguish X from L. It is easyto seethat this implies that
it is hard to distinguish X nL from L aswell.

Now it remains to construct appropriate strongly smooth and strongly
universab HPS's for the construction in x5. To do this, we rst construct a
diversegroup system (seeDe nition 8), from which we can then derive the re-
quired HPS's.

Fix an instance description &, where o speci es an integer N | de ning
groupsX andL asabove| alongwith ageneratorgforL.Let H = Hom(X;X)
and considerthe group systemG = (H; X;L; X). As discussedin Example 2 in
x6.4, G is a diversegroup system;moreover, for x 2 X , wehavel (x) = lx(Gy)i;
thus, for x 2 X nL, I (x) hasorder p, g, or N, accordingto whether x(Gy ) has
orderp, g, or N.

For k 2 Z, let Hy 2 Hom(X; X ) be the kth power map; that is, Hx sends

x6.4, the correspondencek 7! Hy yields a bijection betweenK , and Hom(X; X).
Consider the projective hash family H, = (H;Kg; X;L; X;L; ®), where H
and K, are asin the previous paragraph, and ® mapsk 2 Z to Hy(g) 2 L.



Clearly, H is a projective hashfamily derived from G, and soby Theorem 2, it
is 21 - -universal. From this, we can obtain a corresponding HPS P; howeer, as
we cannot readily sampleelemeris from K 4, the projective hashfamily H that P
assaiates with the instance description @ is slightly di®erent than H ; namely,

and H, are the same. It is readily seenthat the uniform distribution on K,
is O(2i + )-close to the uniform distribution on K, and soH and H, are also
O(2i - )-close(seeDe nition 4). It is alsoeasyto verify that all of the algorithms
that P should provide are available.

Sowe now have a 21 - ()-universal HPS P. We could easily corvert P into a
strongly smooth HPS by applying the Leftover Hash Lemma construction men-
tioned in x2.1 to the underlying universal projective hash family H.. However,
there is a much more direct and practical way to proceed,as we now describe.

According to Theorem 2, for any s;x 2 X, if k is chosenat random from K o,
subject to ®&k) = s, then Hy(x) is uniformly distributed over a cosetof | (x) in
X . As discussedabove, | (x) = hx(Gy )i, and sois a subgroup of Gy . Moreover,
for random x 2 X nL, we have | (x) 6 Gy with probability at most 2 - *1 .

Now dene the map A : Zy. ! Zy that sends(a+ bN mod N?), where
0- a;b< N, to (bmod N). This map doesnot presene any algebraicstructure;
however, it is easyto seethat the restriction of A to any cosetof Gy in X is a
one-to-onemap from that cosetonto Zy (see[CSZ for details).

Let usdene HE = (H®;Kq;X;L; Zy;L; ®), wherefor k 2 Z, Hf = AtHy.
That is, HE is the sameas H., exceptthat in HE |, we passthe output of the
hash function for H. through A. From the obsenations in the previous two
paragraphs, it is clearthat HE is a 21 - *1 -smooth projective hash family. From
HE£ we get a corresponding approximation H® (using K in place of K ), and
from this we get corresponding 2/ - ()* -smooth HPS P£ .

We can apply the construction in Theorem 3 to H,, obtaining a 2i - -
universal projective hashfamily A for (X £ Zy;L £ Zy). From A, we geta
corresponding approximation A (using K in place of K 5), and from this we get
a corresponding 2 - ()-universab extended HPS P.

We could build our encryption schemedirectly using P; however, we get more
compact ciphertexts if we modify H . by passingits hashoutputs through A, just
as we did in building HZ , obtaining the analogousprojective hash family A £
for (X £ Zy ;L £ Zy ). From Theorem 4, and the above discussion,it is clear that
A£ isalso2 - -universab. From A£ we get a corresponding approximation A £
(using K in placeof K ), and from this we get a corresponding 2 - () -universab
extended HPS P£ .

The encryption scheme

We now presert in detail the encryption scheme obtained from the HPS's P£
and P£ above.

We describe the scheme for a "xed value of N that is the product of two
(, + 1)-bit strong primes. The messagespacefor this schemeis Zy .



R" be an ezxciently computable injective map for an appropriate n , 1. For
suzciently large,, n = 7 suzces.

Key Generation: Choose! 2 Z7, at random and setg= j 2N 2 L. Choose

Encryption:  To encrypt a messagan 2 Zy under a public key as above, one
doesthe following. Choosew 2 W at random, and compute x = @W 2L,y=
sY2L,%=Ay)2Zy,ande= m+ %2 Zy. Compute g = ¥ ~1_ &'V 2

(x; &,%).
Decryption:  To decrypt a ciphertext (x;e;%9 2 X £ Zy £ ;N under a secret
key as above, one does the following. Compute § = x¥* = ik 2 X and

if not, then output rejectand halt. Computey = xX 2 X, %= A(y) 2 Zy,
and m = ej Y2 Zy, and then output m.

Note that in the decryption algorithm, we are assumingthat x 2 X, which
implicity meansthat the decryption algorithm should ched that x = (a mod
N2) with (aj N) = 1, and reject the ciphertext if this doesnot hold.

This is precisely the schemethat our generalconstruction in x5 yields. Thus,
the stheme is secure against adaptive chosen ciphertext attack, provided the
DCR assumption holds.

Minor variations. To get a more excient scheme,we could replacej by a col-
lision resistart hash function (CRHF), obtaining an even more excient scheme
with a smaller value of n, possibly even n = 1. It is straightforward to adapt
our generaltheory to shaw that the resulting schemeis still secureagainst adap-
tive chosen ciphertext attack, assumingj is a CRHF. In fact, with a more
re ned analysis, it sutcesto assumethat i is a universal one-way hash func-
tion (UOWHF) [NY1]. In [CSZ, we presert a number of further variations on
this scheme.

7.2 Schemes based on the Quadratic Residuosit y assumption
Deriv ation

Let p;q; p°% ° be distinct odd primes with p= 2p°+ 1 and q= 2¢°+ 1, and where
p® and o® are both | bits in length. Let N = pgand let N°= p%P. Considerthe
group Zy , and let X be the subgroup of elemens (amod N) 2 Z§ with Jacobi
symbol (aj N) = 1, and let L be the subgroup of squares(a.k.a., quadratic
residues) of Zy . Note that L is a subgroup of X of index 2. Also, note that
., =, () is afunction of the security parameter ".



The Quadratic Residuosity (QR) assumptionis that givenonly N, it is hard
to distinguish random elemers of X from random elemerns of L. This implies
that it is hard to distinguish random elemerts of X nL from random elemerns
of L.

As in x7.1, we shall assumethat strong primes (such as p and qg) are sut-
ciertly dense.

The groups X and L above will de ne our subsetmenmbership problem.

We can decompose Zy, as an internal direct product Zy = Gpno ¢G; ¢T;
where ead group G, is a cyclic group of order ¢, and T is the subgroup of Zy,
generatedby (j 1 mod N). This decomposition is unique, except for the choice
of G, (there are two possiblechoices).

It is easyto seethat X = GyoT, soit is a cyclic group, and that L = Gyo.

Our instance description & will cortain N, along with a random generatorg
for L. It is easyto generatesuch a g: choosea random?® 2 Z3 , and setg= 12.
With overwhelming probability, sud a g will generatelL; indeed, the output
distribution of this sampling algorithm is O(2i - )-closethe uniform distribution
over all generators.

is a witnessfor x 2 X if x = g¥. To generatex 2 L at random together with
a corresponding witness, we simply generatew 2 W at random, and compute
x = g". The output distribution of this algorithm is not the uniform distribution
over L, but is O(2i - )-closeto it.

This completesthe description of our subsetmembership problem. It is easy
to seethat it satis es all the basic requiremerts speci ed in x3. As already
mertioned, the QR assumption implies that this is a hard subset membership
problem.

Now it remains to construct appropriate strongly smooth and strongly
universab HPS's for the construction in x5. To do this, we rst construct a
diversegroup system (seeDe nition 8), from which we can then derive the re-
quired HPS's.

Fix an instance description &, where o speci es an integer N | de ning
groupsX and L asabove| alongwith ageneratorgforL.Let H = Hom(X;X)
and considerthe group systemG = (H;X;L; X).

As discussedin Example 2 in x6.4, G is a diversegroup system; moreover,
for x 2 X, if we decompsex asx = x(L) ¢x(T), wherex(L) 2 L andx(T) 2 T,
then we have | (x) = lx(T)i; thus,forx 2 X nL, 1 (x)=T.

For k 2 Z, let Hy 2 Hom(X; X) be the kth power map; that is, Hx sends

the correspondencek 7! Hy yields a bijection betweenK , and Hom(X; X).
Consider the projective hash family H, = (H;Kg; X;L; X;L; ®), where H
and K, are as in the previous paragraph, and ® mapsk 2 Z to Hy(g) 2 L.
Clearly, H is a projective hash family derived from G, and so by Theorem 2,
it is 1=2-universal. From this, we can obtain a corresponding HPS P ; howewer,
as we cannot readily sample elements from K., the projective hash family H
that P assaiates with the instance description @ is slightly di®erent than Hg;



H and H. are the same.lIt is readily seenthat the uniform distribution on K,
is O(2i - )-close to the uniform distribution on K, and soH and H, are also
O(21 - )-close. It is also easyto verify that all of the algorithms that P should
provide are available.

Sowe now have a 1=2-universal HPS P. We can apply the t-fold paralleliza-
tion mertioned in x2.1to H ., using a parametert = t(*), to geta 2i -universal
projective hash family H.. From H. we get a corresponding approximation H
(using K in placeof K ), and from this we get corresponding 2i t-universal HPS

Now, we could easily convert P into a strongly smooth HPS by applying
the Leftover Hash Lemma construction mentioned in x2.1 to the underlying
projective hash family M .. However, there is a much more direct and practical
way to proceed,as we now describe.

According to Theorem 2, for any s;x 2 X, if k is chosenat random from K o,
subject to ®&Kk) = s, then Hg(x) is uniformly distributed over a cosetof | (x) in
X . As discussedabove, for x 2 X nL, I (x) = T.

Now dene the map A:Zy ! Z, asfollows: for x = (amod N) 2 Z% , with
0- a< N, let A(x) = 1if a> N=2, and A(x) = 0 otherwise. It is easyto verify
that the restriction of A to any cosetof T in X (which is a set of the form f§ xg
for somex 2 X)) is a one-to-onemap from that cosetonto Z,.

Let usdene HE = (H®;Kq;X;L; Zy;L; ®), wherefork 2 Z, HE = AxHy.
That is, HE is the sameas H, exceptthat in HE, we passthe output of the
hash function for H. through A. From the obsenations in the previous two
paragraphs, it is clear that HE is a 1=2-universal, and so 0-smaoth, projective
hash family.

We can apply the t-fold parallelization mertioned in x2.1to HZ with the
parametert = t(°) to get a 0-smaoth projective hash family M whose hash
output spaceis Z5. From H£ we get a corresponding approximation H £ (using
K in placeof K ), and from this we get corresponding 0-smoth HPS P~ .

We can apply the construction in Theorem 4 to H ., using a parameter f' =
f(*), obtaining a 21 f-universal projective hashfamily Ao for (X £ Zb;L £ Zb).
From H. we get a corresponding approximation A (using K in place of K 5),
and from this we get a corresponding 21 fO)-universab extended HPS B.

We could build our encryption schemedirectly using P: however, we getmore
compact ciphertexts if we modify A . by passingits hashoutputs through A, just
aswe did in building HE , obtaining the analogousprojective hash family A £
for (X £ Z4; L £ Z%). From Theorem 4, and the above discussion,it is clear that
A£ is also2i f-universab. From A£ we get a corresponding approximation A £
(using K in placeof K ), and from this we get a corresponding 21 f)-universab
extended HPS P£ .



The encryption scheme

We now presert in detail the encryption obtained using the HPS's P£ and P£
above.

We describe the schemefor a xed value of N that is product of two (, + 1)-
bit strong primes. The messagespacefor this schemeis Z%, wheret = t(°) is an
auxiliary parameter. Note that t may be any size| it neednot be particularly
large. We also need an auxiliary parameter f = (*). The value of f should be

large; more precisely 21 ) should be a negligible function in .

injective map for an appropriate n , 1.

Key Generation: Choose! 2 Z§ at random and setg= 12 2 L. Randomly

Encryption:  To encrypt a messagem 2 Z}, under a public key as above, one
does the following. Choosew 2 W at random, and compute x = gV 2 L,

e=m+ Y2 ZtZ:Computezl:QsiWZLfori:1;:::;t,2.=§}"’2Lfor
i=1::n+f 1,and ¢ = 7 ]-”:1(2.+j11)°12Lfori:1;:::;f\,where

ciphertext is (x; e;%3.
Decryption:  To decrypt a ciphertext (x;e;%) 2 X £ ZL £ ZFQ under a private

key as above, one does the following. Compute §; = x5+ fo CiRieiin g x
for i = 1;:::;f where (°1;:::;°)) = i (x;e) 2 f0;1g". Compute 2% =

halt. Compute y; = xk 2 X fori = 1;:::5t, Ya= (A(ya);:::;A(n)) 2 Z%;
and m = ej Y2 Z); and then output m.

Note that in the decryption algorithm, we are assumingthat x 2 X, which
implicitly meansthat the decryption algorithm should ched that x = (a mod N)
with (aj N) = 1.

This is precisely the schemethat our generalconstruction in x5 yields. Thus,
the schemeis secureagainst adaptive chosenciphertext attack, provided the QR
assumption holds.

As in x7.1, if we replacej by a CRHF we get an even more excient scheme
with a smaller value of n. In fact, just a UOWHF suztces. In [CSZ, we describe
further variations on this scheme.

While this stheme is not nearly as etcient as our schemesbased on the
DDH and DCR assumptions,it is basedon an assumptionthat is perhapsquali-
tativ ely weaker than either of theseassumptions.Nevertheless,it is perhapsnot



so impractical. Consider some concrete security parameters. Let N be a 1024-
bit number. If we usethis schemejust to encrypt a symmetric encryption key,
then we might let t = 128. We alsolet f' = 128.Let ; be a hash function like
SHA-1, sothat n = 160. With these choicesof parameters, the size of a public
or private key will be lessthan 70KB. Ciphertexts are quite compact, requiring
160 bytes. An encryption takeslessthan 600 1024-bit exponertiations modulo
N, a decryption will require about half as many exponertiations modulo N, and
there are a number of further optimizations that are applicable as well.

Acknowledgments. Thanks to lvan Damgaard for noting an improvemen in the
1=p-bound stated in Theorem 2, and thanks to Amit Sahaiand Yehuda Lindell
for useful discussions.
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