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Abstract. In this paper we extend the Weil descen attack due to
Gaudry, Hessand Smart (GHS) to a much larger classof elliptic curves.
This extended attack applies to “elds of composite degreeover F,. The
principle behind the extended attack is to useisogeniesto nd an ellip-
tic curve for which the GHS attack is e®ective. The discrete logarithm
problem on the target curve can betransformed into a discrete logarithm
problem on the isogenouscurve.

A further contribution of the paper is to give an improvemernt to an
algorithm of Galbraith for constructing isogeniesbetweenelliptic curves,
and this is of independert interest in elliptic curve cryptography.

We show that a larger proportion than previously thought of elliptic
curvesover F,iss should be considered weak.

1 Intro duction

The technique of Weil descem to solve the elliptic curve discrete logarithm prob-
lem (ECDLP) was rst proposedby Frey [6]. This strategy was elaborated on
further by Galbraith and Smart [9]. The work of Gaudry, Hessand Smart [10]
gave a very ezxcient algorithm to reducethe ECDLP to the discrete logarithm
in a Jacobian of a hyperelliptic curve over Fq. Since subexponertial algorithms
exist for the discrete logarithm problem in high gerus curves, this givesa possi-
ble method of attack againstthe ECDLP. We refer to the method of [10] asthe
GHS attack.

Menezesand Qu [15] analysedthe GHS attack in somedetail and demon-
strated that it did not apply to the casewhenqg= 2 and n is prime. Sincethis is
the common casein real world applications, the work of Menezesand Qu means
that the GHS attack doesnot apply to most deployed systems.However, there
are a few deployed elliptic curve systemswhich usethe "elds F,iss and Fouss .



Hence there is considerableinterest as to whether the GHS attack makes all
curvesover these elds vulnerable. In [18] Smart examined the GHS attack for
elliptic curveswith respect to the “eld extensionF,iss =F»a and concludedthat
sud a technigue was unlikely to work for any curve de ned over Fiss .

Jacobson, Menezesand Stein [11] also examined the “eld Fjiss , this time
using the GHS attack down to the subeld F,s. They concludedthat such a
strategy could be usedin practice to attack around 232 isomorphism classesof
elliptic curvesde ned over F,iss . Sincethere are about 2% isomorphism classes
of elliptic curvesde ned over F,iss , the probability of nding onewherethe GHS
attack is applicable is negligible.

In this paper we extend the GHS attack to a much larger number of elliptic
curvesover certain composite “elds of even characteristic.

The main principle behind the paper is the following. Let E; be an elliptic
curve over a nite "eld Fg and supposethat the GHS attack transforms the
discretelogarithm problemin E (Fg ) into oneon a curve of gerus g over Fq. Now
let E, be an elliptic curve over Fgn which is isogenousto E; (i.e., # E1(Fgn) =
# E2(Fqr ). The GHS method is not usually invariant under isogery, sothe gerus
which arisesfrom the GHS attack on E, canbe di®erer to the onefor E1. There
are two ways this property might be exploited:

{ To solve a discrete logarithm problem on an elliptic curve E; over Fg for
which the GHS attack is not e®ective, one could try to nd an isogenous
curve E» for which the GHS attack is e®ectie.

{ It is often possibleto construct a “'weak' elliptic curve E, over Fgn for which
the GHS attack is particularly successful(this is essetially what was done
by [11]). One might “hide' such a curve by taking an isogery to a curve E;
for which the GHS attack is not e®ective. Knowledge of the “trapdoor’ (i.e.,
the isogery) would enableoneto solve the discretelogarithm. This approac
might have both malicious and bene cial applications.

We achieve the rst point as follows. Given an elliptic curve E; over Fqn
with N = # E,(Fg ) the strategy is to seard over all elliptic curveswhich are
vulnerable to the GHS attack (using the method of Section4) until oneis found
which has N points (this is chedked by “exponertiating' a random point). Once
such an “easy'curve is found one can construct an isogery explicitly using the
method of Section 3, which is an improved version of the algorithm of Galbraith
(8].

This processextendsthe power of the GHS attack considerably For instance,
with K = Fass and k = Fos, Jacobson,Menezesand Stein [11] found that there
are only 233 curvesfor which the GHS attack is feasible. Using our techniques
the number of isomorphism classesof curves which are vulnerable to attack is
increasedto around 2194, This is a signi cant breakthrough in the power of the
GHS attack.

Regarding the secondpoint, we shaw that it is possiblein principle to con-
struct a trapdoor discrete logarithm problem using this approac. But such
systemswould not be practical.



As an aside, we note that the methods of this paper give a way to unify the
treatment of sub eld curves(sometimescalled Koblitz curves)with the general
case. Given an elliptic curve E; de ned over Fq then special techniques are
required to perform Weil descem with respect to Fq» =Fq4. By taking an isogery
A:E;! E, sud that E, is de ned over Fgn one can usethe GHS method.
However, we emphasisethat sub’eld curvesare only usedwhen the extension
degreen is a large prime, and Weil descen is not successfulin this case.

We only describe the extended GHS strategy in the caseof elds of charac-
teristic two, though the principles can of coursebe easily adapted to the general
case.We stressthat, in the caseof characteristic two, our results only apply to
extension elds of composite degree.

The remainder of the paper is organisedas follows. In Section 2 we explain
the GHS attack and the analysisof Menezesand Qu. In Section 3 we discussthe
method of Galbraith for "nding isogeniesbetweenelliptic curves,in addition we
sketch a new version of Galbraith's algorithm which requiresmuch lessmemory.
In Section 4 we describe how to obtain an explicit list of isomorphism classesof
elliptic curvesfor which the GHS attack can be successfullyapplied. In Section
5 we examine the implications of using isogeniesto extend the GHS attack.

2 The GHS Attack

Let us rst set up some notation. Throughout this paper we let E denote an
elliptic curve over the eld K = Fqp whereq = 2. Let k denote the sub eld
Fq. To simplify the discussion,and since those casesare the most important,
we always assumethat r and n are odd. We also assumethat n is a prime. We
stressthat it is easyto obtain analogousresults in the more generalcase.

Dene %: K | K to be the g-power Frobenius automorphism, and let
Y4: K | K denotethe absolute Frobeniusautomorphism ¥: ® ! ®?. Therefore,
Y= Y4,

The elliptic curvediscretelogarithm problem (ECDLP) is the following: given
P 2 E(K) and Q 2 hPi 'nd an integer , such that Q = [, ]P. The apparert
intractabilit y of the ECDLP forms the basis for the security of cryptographic
schemesbasedon elliptic curves.

Let | denote the order of the point P. To avoid various well known attacks,
namely those described in [16], [17],[14] and [7], one choosesthe curve sud that
| is a prime of sizel ¥4 q". One also ensuresthat | doesnot divide q" j 1, for
all \small" valuesofi.

The GHS attack is as follows. One takesan elliptic curve de ned, as above,
over Fgn , with a large subgroup of prime order |. We assumethe curve is given
by an equation of the form

E:Y?2+ XY =X3+aX?+bwherea2 f0;1g;b2 K:

We may assumethat a 2 f0; 1g sincer and n are odd. Then one constructs the
Weil restriction of scalarsWg - of E over k, this is an n-dimensional abelian
variety over k. The variety Wg - is then intersectedwith nj 1 carefully chosen



hyperplanessoasto obtain a hyperelliptic curve C over the "eld k. Let g denote
the gerus of C.

In addition, the GHS attack givesan explicit and excient group homomor-
phism from E(K) to the Jacobian J¢ (k) of the curve C. Assuming some mild
conditions, Jc (k) will contain a subgroup of order | and the image of the sub-
group of order | in E(K) will be a non-trivial subgroup of order | in Jc (k).

The gerus of C is equalto either 2Mi 1 or 2Mi 1} 1, where m is determined
as follows.

Theorem 1 ([10]). Leth = %4i(b), then m is given by

3
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In particular we have 1 - m - n. If m is too small then the size of Jc (Kk),
which is ¥ ¢?, will be too small to cortain a subgroup of sizel. If m is too large
then, although we can translate discrete logarithm problemsto the hyperelliptic
setting, this doesnot help us to solve the original ECDLP in practice.

Menezesand Qu proved the following theorem which characterisesthe small-
estvalue of m > 1 and the elliptic curveswhich give rise to such m.

Theorem 2 ([15]). Keeping the notation as atlove, and considering the GHS
techniquefor Weil restriction of E from K downto k. Suppsen is an odd prime.
Let t denotethe multiplicative order of two modulon and let s= (nj 1)=t. Then

1. The polynomial x" j 1 factors over F, as (x j 1)fif, ¢¢tfs where the fi's
are distinct irr educible polynomials of degree t. For 1- i - s de ne

Bi = fb2 Fqg : (3% 1)fi(3)b= 0g:
2. Forall1- i- sandall b2 B; the elliptic curves

Y2+ XY =X3+D;
Y2+ XY =X3+@X?+b

havem(b) - t+ 1, where ® is a xed elementof K of trace one with respect
to K=F, (whenr and n are odd we may take ® = 1).

3. If m(b) = t+ 1then E must be one of the previous curves for somei and
someb?2 B;.

4. The cardinality of thesetB = [, Bj is gs(q' i 1)+ q.

In particular, m(b) = t + 1 is the smallest attainable value of m(b) (apart from
the trivial value m = 1) using the GHS technique for Weil restriction down to
Fg.

Menezesand Qu usethe above theoremto shaw that if n is a prime in the range
160- n- 600and g= 2 then the GHS attack will be infeasible.

If we consider smaller prime values of n we seethat n = 31 is particularly
interesting, sincewe obtain the particularly low valueoft = 5ands = 6. Thusfor



the "eld Fuiss there are around 223 elliptic curveswhoseWeil restriction down to
Fos contains a hyperelliptic curve of gerus 31 or 32. However, the next admissible
size of t is 10, which would correspond to hyperelliptic curves of gerus 2% or
21 i 1. The algorithms for solving the discrete logarithm problem on curves
of gerus 2! over Fs do have subexponertial complexity, but the problem has
grown to such a size (10000bits) that this is not an excient way to solve a 155
bit elliptic curve discrete logarithm problem.

We also needto take into accourt the Weil restriction from F,iss down to
F,a . This will always lead to valuesof m equalto 1 or 5, thus the most useful
hyperelliptic curves have gerus 15 or 16. It was shown in [18] that solving a
discrete logarithm problem on a curve of gerus 16 over the "eld F,a is infeasible
using current technology.

It would therefore appear that, for the “eld Fss, by avoiding the ¥4 223
curves which givesrise to t = 5 means one need not worry about the GHS
attack. However, aswe have explainedin the introduction, our new results show
that this argumert is not true.

3 Constructing Isogenies

Let K = Fg bea nite eld. Let § = ¥ be the g"-th power Frobenius. Let
E; and E, be two non-supersingular elliptic curvesover K which are isogenous
over K (i.e., # E1(K) = # E»(K)). We wish to nd an explicit represertation
for an isogery

A: Ei! Ej:

In [8] the following result was proved.

Theorem 3. There is an algorithm to compute A which in the worst casetakes
O(g®™=2**) operations in Fq and requires at worst O(q"**) space. The average
case complexity is O(q"=4**) operations.

Galbraith in [8] givesthe algorithm only in the caseof prime “elds of large char-
acteristic. However, he also discusseshow to extend the algorithm to arbitrary
“nite “elds using the techniques of Couveignes[5] and Lercier [13]. It is clear
that the complexity estimatesare the samefor the di®erert typesof "nite "elds.

In this section we sketch a version of Galbraith's algorithm which has poly-
nomial storagerequiremert. The technique to obtain an algorithm with reduced
storage requiremert is inspired by ideas of Pollard [17]. This new version has
expected average caserunning time O(g"=4**). The sketched algorithm applies
over any base eld.

Let t denote the common trace of Frobenius of E; and E,. We have § 2
t§ + " = 0:Set¢ = t2; 4q". TFI5|e_endomorphism rings End(Ep)_are orders
in the imaginary quadratic eld Q(' ¢ ). The maximal orderpf Q(" ¢ ) we shall
denote by O, and its classnumber by he . We have he < = j¢jInj¢| (see[4]
Ex. 5.27). Sincethe Frobeniusliesin End(E;) we have Z[§ ] u End(E;) u O.

The algorithm for "nding anisogery A: E; ! E, consistsof a number of
stages.



Stage 0: Reduceto nding anisogery betweentwo curveswhoseendomorphism
ring is the maximal order.

Stage 1. Usea random walk to determine an ideal of O corresponding to an
isogery betweenthe elliptic curves.

Stage 2: Smooth the ideal (using ideasfrom index calculusalgorithms for ideal
classgroupsin quadratic “elds).

Stage 3: Extract an isogery corresponding to the smooth ideal output by the
previous stage.

In the next subsectionswe outline the various stages.We note that the main
operations in Stages1 and 2 can be parallelised.

In the courseof our algorithm we will needto passfrom isogeniesto ideals
and vice-versa. We shall now explain how to perform this subtask. The ideas
in this section are based on subproceduresof the Scoof-Elkies-Atkin (SEA)
algorithm. For an overview of this we refer to Chapter VI of [3].

Let | be a prime. An l-isogery betweentwo elliptic curvesE; and E, with
endomorphismring O correspondsto an O-ideal | of norm |. We shall concerirate
on the more complicated casewhere | splits in O, leaving the rami ed caseto
the reader.

Let j denotethe j -invariant of an elliptic curve E over K such that End(E) 2
O. Let | denotea prime which splits in O (the maximal order). The characteristic
polynomial of Frobenius factorisesas

X2i X +q" " (Xi)Xi,) (modl);

where?; , 2 K. By Dedekind's Theoremthe prime | splits in O into the product
of the ideals

=87 *)l=(:8i,):

In addition, the modular polynomial ©(j; X) hastwo roots in K. Theseroots
correspond to two j-invariants j; and j,, and these are the j -invariants of the
elliptic curvesE; and E; that are I-isogenousto E.

We wish to determine the correct assaiation betweenfji;j.g and fl;1,0.
To do this we usetechniquesfrom the Elkies variant of Scoof's algorithm. Fix
a j -invariant, say ji1, and determine the subgroup C; of E[I] which lies in the
kernel of the isogery from E to E;. We then determine whether * or , is an
eigervalue for this isogery by chedking whether

§(P)=[t]P or[, ]P for P 2 Cy:

If 1 is an eigervaluethen j; correspondsto I; and j, correspondsto |,, otherwise
the correspondenceis the opposite.

Using the above techniquesone can also solve the following inverseproblem.
Given j and a prime ideal |;, determine the j -invariant of the isogenouscurve
corresponding to the isogery determined by ;.

In either direction the method requires operations on polynomials of degree
O(l). Hence, the total complexity will be O((log g")I?) “eld operations, since



the main bottleneck is computing x4 modulo the a polynomial in x of degree
(i 1=2.

Stage 0:

Using Kohel's algorithm [12] we 'nd, for ead i, a chain of isogeniesfrom E;
to an elliptic curve E? whoseendomorphismring is the maximal order O.

This is the part of the procedurewhich givesus the worst caserunning time.
Let ¢ be the largest integer such that c¢?j¢ and ¢=c? =~ 0;1 (mod 4). If ¢
contains a large prime factor then this stagewill not be excient. This will lead
to a large worst casecomplexity for our algorithm. Howewver, on averagec turns
out to be both small and smooth, and so this stageis particularly simple. In
fact if c = 1 (i.e., the order Z[§] is the maximal order) then Stage O can be
eliminated completely.

By abuseof notation for the rest of the description we shall setE; = E2and
ji = j(Ei).

Stage 1:

We de ne a random walk on the j -invariants of elliptic curves.More speci -
cally, we will considerpairs of the form (j;a), wherej is the j -invariant of some
elliptic curve and a is an elemert of the ideal classgroup of O. The random walk
only dependson the value of j .

The steps of the random walk will be I-isogeniesfor primes | in a set F of
small primes. The setF must satisfy two important properties. First, the primes
| corresponding to the primes | 2 F should generatethe ideal classgroup of O
(otherwise it may not be possibleto get a collision). Second,there should be
enoughprimesin F that the walk \lo oks random". The set F is chosenasthe
set of primes which split in O (somerami ed primes can also be used)which are
lessthan somebound L. In theory we should take L = 6(log¢ )?2. In practice,
the set F can be taken to be rather small; it is usually enoughthat F corntain
about 16 distinct split primes.

We require a function

f:K! F£f01g
which should be deterministic but have a distribution closeto uniform. The
function f will be usedto de ne the random walk. We usually construct this
function using bits in the represenation of the elemen of K.

Recall we have two j -invariants j; and j, of two isogenouselliptic curves
and we wish to determine the isogery betweenthem, using as small amourt of
memory as possible.For this we usethe ideasof Pollard. .

We de ne a step of our random walk given a j -invariant | é') as follows: First
compute (I;b) = f(j &')). Then factor © (| lE');X) to obtain one or two new j -
invariants. Using the bit bselectoneof the j -invariants in a deterministic manner

i 0D Usethe technique from earlier to determine the prime ideal |

and call it j _ _
corresponding to the isogery from j D'to jU*Y . Finally, update the original pair
(i aly to (8 ;&0 ) where

a'"™ = Reduce & ¢l

3



A simplied Bresenation of the algorithm is as follows. We take a random

walk of T = O( he) = O(q™*) steps, starting with the initial value (j© =
jl;a(lo) = (1)). Only the nal position (j iT);a(lT)) is stored. Then start a second
random walk from the initial value (j ;0) = jz;a(zo) = (1)). Evertually, after an

expected T steps,we will 'nd a value of S such that

i = 1
If such a collision is not found then the initial j -invariants may be ‘randomised',
by taking known isogeniesand computing the corresponding j -invariants.

In practice one usesa set of distinguished j -invariants and has many proces-
sorsrunning in parallel (starting on di®erenlly randomisedj -invariants).

Oncea collision is found we know that the isogery from j; to j, is represettied
by the ideal

a= a(lT):a(zs):
It is possibleto construct a chain of isogeniesfrom E; to E, by following the
paths in the random walk, but this is much longer than necessaryInstead, as
we will show in the discussionof Stage 2 , one can obtain an isogery which can
be easily represerted in a short and compact format.

To analysethe complexity of Stage 1 we notice that sincetr}g random walk
is on a set of sizeh; then we expect a collision to occur after = ¥h¢ =2 steps,
by the birthday paradox. In the unlikely evert that a collision does not occur
after this many steps, we start again with related initial j-invariants, or repeat
the processusing a di®erert function f . Sinceead step of the walk requires at
most O((log g")L?) "eld operations we obtain a nal complexity for Stage 1 of

3

P = , =4+ 2
O((log ")L2" he) = O (logg")°q™™* = O(q™**°):

Stage 2:

Now we have two j -invariants j ; and j , and an ideal a represetting an isogery
betweenj; andj,. We can assumethat a is a reducedideal. In this stagewe will
replacea by a smooth ideal. Of course,the ideal a was originally constructed as
a smooth product of ideals, but this represeniation has enormous(exponertial)
length. Hence we desire a represertation which is more suitable for computa-
tion. This is accomplishedusing techniques from index calculus algorithms for
imaginary quadratic “elds.

We choosea factor baseF ° as a set of prime ideals of O which are split or
ramied in O and of sizelessthan somebound L° which should be chosento
optimise the performance (which dependson smoothnessprobabilities).

We repeatedly compute the following reduced (this can be distributed) ideal

A !
Y

b= Reduce a (Fal
Ij2F O



where the integersa; are chosenrandomly, until the ideal b factorisesover the

factor baseF ° as v
b= LR
I 2F ©
We then have %
a’ P ai 1)
li2F 0

The sizeof the b's are bounded sincethe ideal b is reduced. We chooseL ° (see
below) sothat we heuristically expect to require at most g"=* choicesof the a;
before we obtain a value of b which is suxciently smooth. Hence, if we assume
jaij - t then we will require

t#FO n=4.

.
In other words the value of t can be taken to be of polynomial sizein nlog(g).
Hence, we require polynomial storageto hold the isogery as a smooth ideal.
To estimate the running time we needto examinethe probability of oBtgining
a smooth number. We are essetially testing whether an integer of size ¢, i.e.
the norm of a reducedideal, factors over a factor baseof integerslessthan L°.
There is an optimal choice for L° but to obtain our result it is enoughto take
LO9= (log(g"))?. Standard estimates give an asymptotic smoothnessprobability
of approximately ui ¥ whereu = log(¢ )=log(L). In our casethe probability is

ui u Y, qn(i 1+ c=(log log q)) =4

for someconstart c. Therefore the complexity of Stage 2 is g™=**°.

For real life applications (since we needto usethe modular polynomials of
degreelessthan L% we actually selectL?= 1000.The probability is of "nding
a factorisation of this form is @ (x; 1000=x where @ (N; b) is the number of b-
smooth integerslessthan N.

For completenesswe give the following table on approximate values of

a (x; 1000)

for valuesof x of interest in our situation. Thesevalueshave beencomputed by
Dan Bernstein [2].

Ya Ya
x = g"2|log, 2 (x; 1000)log,(? (x; L000}X)

2°0 39 i 11
260 45 i 15
270 51 i 19
280 56 i 24
2% 61 i 29
2100 66 i 34
2110 71 i 39
2120 75 i 45




For the typical case,we must factor an integer of size 28 over a factor base
of primes lessthan 1000. From the table we nd the probability of successs
2i 24 which gives a total complexity lessthan g"=* = 2160=4 = 240 Similarly,
from the table we seethat for all valuesof n in the range100- n - 240, Stage
2 of our algorithm will run in time O(q"=**?).

Stage 3:

Finally we can write down the isogery between E; and E;. This is done
by taking ead prime ideal in equation (1) and applying the method previously
givento determine the assaiated j -invariant. We commen that negative powers
of a prime | correspond to positive powers of the complex conjugate ideal I. The
actual isogery is determined by V&lu's formulae [19].

Chaining theseisogeniestogether we obtain the desiredmap from E; to E».
In practice we do not actually write down the isogery but simply evaluate the
isogery on the points of interest.

The ideal b in Stage 2 will have norm at most O( ¢ ). The smooth repre-
sertation of the ideal equivalert to a will have at most O(log ¢ ) not necessarily
distinct factors in it, ead factor corresponding to an isogery of degreeat most
L. Hence,the mapping of points from E; to E, giventhe smooth represenation
of the ideal equivalert to a, can be performed in time polynomial in logq".

4 Finding vulnerable curves

Theorem 2 shows that there is a set of possiblevaluesfor b such that the elliptic
curvesY?+ XY = X3+ band Y2+ XY = X3+ X2+ bhave a speci ¢ small
value for m. For our application it is necessaryto be able to generateat least
one represerativ e for ead isogery classof elliptic curveswith this small m. In
this section we discussmethods to achieve this.

Note that another approac would be to list all members of the givenisogery
class,but this almost always requires more than O(q"=?) operations.

By Theorem 2, the set of possiblevalueshb is equal to the union of the sets

Bi = fb2 Fy : (% 1)fi(33b= 0g:

forl- i- s

An elemen b lies in two of these setsif there are indicesi and j suc that
(%1 Dfi(Hb= (3 LFfj(3Hb= 0. Sinceged(fi(x);f;j(x)) = 1it follows that
(%i 1)b= 0. ThereforeB;\ B; = Fqforalli6 j.

Each of these setswill be handled in turn, sofrom now on we X an index i
anddenef(x) = (xj 1)fi(x) andB = fb2 Fg : f (3b= 0g.

Let ® be a normal basis generator for K = Fun over F,. In other words
f@®?;:::; @ g is a vector spacebasisfor K over F». It is a fundamental fact
that sud1 an elemen ® exists and that K = fg(*4®: g(x) 2 F,[x]g = fg(3/)®:
9(x) 2 Fqlx]g.

The following result is an easyexercise.



Lemma 1. Letthe notation be as alove. Write h(x) = (x"j 1)=f(x) and de ne
® = h(3)®. Then
B = fg(%@": g(x) 2 Fqlx]g: (2)

Indeed, in the above it is enoughto let the g(x) run over a set of represerta-
tivesfor the quotient ring Fq[x]=(f (x)) (i.e., over all elemens of Fq[x] of degree
lessthan ded(f (x))).

Lemma 1 givesan excient algorithm to compute represenativ esfor ead set
B which hasrunning time O(# B). Clearly # B = qde9(f (X))

By taking the union of these sets we obtain all the values for b which we
require. In the notation of Theorem 2 we have s valuesfor i and deg(f;(x)) = t,
therefore # B; = ¢'* for ead index i and, sincethe intersection of any two B;
hassizeqit follows that #([iB;) = gs(¢f i 1)+ g asclaimedin Theorem 2.

In the appendix we describe a more excient seard strategy to nd whether
there are any isogenouscurveswith a small value of m. The re ned method is
designedto give at least one represenativ e for ead isogery class. The full list
of candidates has size sq'*! =(nr) and the complexity of generating this list is
O(sq** =(nr)) operations in K.

5 Implications

We stressthat for curvesover large prime “elds the techniquesof Weil restriction
do not apply, and for curvesover “elds of the form F,, wherep is prime, Menezes
and Qu [15]shawvedthat for curvesof cryptographic interest the GHS attack does
not apply. Hence,for the rest of this sectionwe will concerrate onthe casewhere
K = Fq whereq= 2 is a non-trivial power of two and n is a prime such that
5. n< 43

Theorem 2 statesthat an upper bound on the number of isomorphismclasses
with the smallest non-trivial value of m is given roughly by 2sq*! . Hencethe
probability that a random curve is vulnerable to the GHS attack is roughly
sgtttin,

We now considerthe number of isogery classesvhich corntain a curvewith the
smallest non-trivial value of m. The total number of isogery classesof curves
is around 29"°2, due to the Hasse-Wil bounds and the fact that we are in
characteristic two. We make the heuristic assumption that the elliptic curves
with small m distribute over the isogery classessimilar to arbitrary elliptic
curves.Note that the 2-power Frobenius presenesthe value of m. We make the
heuristic assumptionthat this is the only isogery with this property. Hence,the
number of non-isomorphic curves with the smallest non-trivial value of m (up
to 2-power Frobenius action) is

qut+1

nr

Thus we deducethat the probability that a random elliptic curve over K liesin
an isogery classwhich contains a curve with the smallest non-trivial value of m



is approximated by p = min(1; p) where

_ sqtlin=2

P nr

We now considersomespecial casesof small prime n. Recallthat st=nj 1.

For the caseswith s = 1 the GHS attack does not reduce the problem to one
which is signi cantly easier.Our extensionis not interesting in that case.

When s = 2 we obtain an interesting case.The original GHS method applies
to a random curve with probability about 2=¢("i V=2 in this case.The extended
approac should apply with probability about 2g*?=(nr) which is larger than
onewhennis xed andg! 1 .In other words, we should evertually be able to
considerall curvesusing the new method.

However, our method is not feasiblein this casesincethe (reduced) set B
of Theorem 2 and the end of section 4 has size 29("*Y =2=(nr) and so the cost
of nding all the curveswith small m is greater than the Pollard methods for
solving the original ECDLP.

The only prime value of n with s ;| 3in therange5- n < 43isn = 31where
s= 6andt = 5. This is particularly interesting giventhat the "eld F,ss is used
for an elliptic curve group in the IPSEC set of protocols for key agreemen. See
[1] for a description of the curve used and [18] for a previous analysis of this
curve using the GHS attack with n = 5.

When n = 31 the proportion of all curveswhich succunb to the basic GHS
attack is approximately 6qi 2°. For the extended attack, assumingthe values of
m are distributed evenly over the isogery classesthe proportion of all vulnerable
curvesis approximately

6qi 9:5.
31

The complexity of the extended method is asfollows. Given an elliptic curve
E with N points we seard all the curveswhich have small m (using the method
of the Appendix) until we nd onewith N points (this is chedked by exponertiat-
ing a random point). This seard takeslessthan 6g°=(31r) steps.If sudc a curve
is found then construct an isogery using Section 3 in O(q”7%**) operations in
most casesFor r = 5 we obtain a total of about O(226 + 239) operations. Jacob-
son, Menezesand Stein [11] stated that solving the discrete logarithm problem
on the hyperelliptic curve is feasible for curves of cryptographic interest when
m=t+ 1= 6andr = 5. The total complexity is expected to be dominated
by O(2%%), which is quite feasible.

For the IPSEC curve over Fuiss this meansthere is roughly a 21 52 chance
that the curve can be attacked using the extended GHS attack, as opposedto
2i 122 for the standard GHS attack. Using the methods in Section4 we searted
all isogery classesto seeif there was a curve with m = 6 which was isogenous
to the IPSEC curve. This seard took 31 days on a 500 Mhz Pertium |1l using
the Magma package. Not surprisingly we did not 'nd an isogenouscurve and so




we can concludethat the IPSEC curve is not susceptibleto the extended GHS
attack. This shaws that further researt into Weil descen is required before it
can be shawvn that all elliptic curvesover composite extension elds are weak.

We commen that for most small primesn, 43 with s, 3the valueoft is
solarge that the GHS method is not e®ective, exceptfor the well-known caseof
n = 127 which hast = 7 (the next smallestvaluesare n = 73 with t = 9 and
n = 89 with t = 11). If we considerelliptic curvesover Fy2r then the extended
GHS method applies with probability roughly 18q °°=(127r) compared with
probability 18g' 1° for the usual GHS attack.

We brie®y mention one possible extension of the ideas of this paper. Given
an ECDLP in E(Fg ) one could enlargethe eld to Fgu for a small value of I.
One could then perform the GHS attack with respect to the extension Fgyu =Fq
and the number of curveswith small m might be increased.The drawbadk of
this approad is that the nal discretelogarithm problem which must be solved
has grown in size.We expect that this approac would not be usefulin practice.

Finally we commert on the possibility of using Weil descem and isogeniesto
construct a trap door for the ECDLP. SupposeE=Fq» is vulnerable to the GHS
attack and supposeonehasanisogery A: E®! E such that ECis not vulnerable
to the GHS attack. Then one could publish E° and yet solve the ECDLP using
the trapdoor A.

The methods of this paper allow an attacker to 'nd Awhene\er the (reduced)
setB of Theorem 2 is small enough.SinceB hassizesq ™ =(nr) it follows that t
should be large for the trap door discrete logarithm scheme. On the other hand,
to solve the DLP using the GHS attack it is necessarythat t be small.

The most suitable caseseemsto be n = 7. The set B has size O(g*) while
the GHS attack reducesto a DLP on a gerus 8 curve (and Gaudry's algorithm
requiresO(o?* *) operations). However, theseparametersdo not appearto result
in atruly practical system.
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App endix : A more re ned search strategy

Recallthat the goalis to producea represettativ e of ead isogery classof elliptic
curveswith small valuesfor m. Sincer and n are odd we may assumethat all
elliptic curveshavethe form E : y2+ xy = x3+ ax?+ bwith a2 f0;1g. If E isan
elliptic curve which hasa small value for m then E*: y? + xy = x3+ ax? + ¥b)
is an isogenouselliptic curve. Sincef (%)¥b = ¥f (¥)b = 0 it follows that E*
necessarilyhas the same small value for m. Rather than listing all b 2 B it
would be better to 'nd asetB°%B suc that B = f¥4(b) : b2 B%1- j - rng.
From Lemma 1 we have B = fg(%)&°: g(x) 2 Fqlx]g. We want to work in
terms of Yrather than %= ¥4. An analogousargumert to that usedto prove

Lemma 1 gives
B = fg(*)@": g(x) 2 F1[x]g: 3)

In this casethe polynomials g(x) 2 F,[x] may be takento have degreelessthan
degf (x")). Given any two elemens iy = g (¥)@° for j 2 f1;2g and any two
elemerts ¢; 2 F, we clearly have ciby + ¢l = (Ci01 + C20)(YY®P 2 B. It is easy
to show that B is a module over F;[¥] and that the following result holds.



Lemma 2. Let notation be as alove. There is an isomorphism of rings from
F.[¥] to F,[x] and there is a correspnding isomorphism of modules from the
F2[¥3-module B to the Fz[x]-module F[x]=(f (x")). An isomorphism is given by

(A7 g(x):
Q,

Considerthe factorisation f (x") = i=1 f; (x) into irreducibles. The polyno-
mials f; (x) areall distinct sincex'" j 1 hasno repeatedroots (whenr andn are
both odd then gcd(x'™" i 1;rnx""i 1) = 1). The Chineseremainder theorem for
polynomials implies that we have the following isomorphism of F;[x]-modules

M
Fo[x]=(f (x")) 2 Fa[x]=(f; (x)): (4)
j=1

The terms on the right hand side are nite “elds K; = F[x]=(f; (x)).

Combining Lemma 2 and equation (4) we seethat the F;[¥}-module B is
isomorphic to the F,[x]-module (©; K;). We needto understand the action of ¥4
on elemeris of B, and this correspondsto multiplication of elemerns of (©; K;)
by x.

Hence, write N; for the normal subgroup of Kj" generated by x, so that
x(gNj) = gN; for any g 2 K. It follows that the cosetsof K=N; give repre-
sertativ es for the x-orbits of elemerts of K (the zero elemert of K; must be
handled separately). We write ¢; = [K{" : N;] for the index (i.e., the number of
distinct cosets).Let 3; be a generator for the cyclic group Kj“, then N; = h3j°j i

(e, x = 3ij" for somed which dependson 3;).

However, it is not possibleto study the “elds K; individually. Instead, we
have to considerthe product ©; K; and have to considerthat the action of x on
this product is multiplication by x on every coordinate.

The following result gives an explicit set of represerativ esfor (©; Kj)=hxi.
This is essetially achieved by forming a diagonalisation (under the action of x)
of the set©; K.

Lemma 3. The set
fgr©CO gy 1©32:1- a- ;0 b< ca;g 2K;g[ f0g
is a set of representativesfor (©; K;)=hxi.

Proof. The result follows from two facts. First, every elemert of ©; K; is of the
given form if we disregard the condition 0 - b< c,. Second,x acts as

X'(01© 66O ga; 1 ©39) = X'(g1) © CEO X' (G 1) © X' (33);
and x' (32) = sbridca ¢

This set of represenativ es can be easily mapped to B as follows. For any
01 © ¢0¢© g we can represent ead g; 2 K; = Fp[x]=(f; (x)) as a polynomial



gj (x) 2 F3[x]. The Chineseremainder algorithm givesg(x) 2 Fx[x]=(f (x)) which
reducesto ead g;j (x) modulo (fj(x)). We then obtain the corresponding value
b= g(*)®@°2 B.

Thus we obtain an algorithm to compute a set B ° of elemeris whoseYzorbits
generateB.

Example

We give an example of the re ned approac in a simplied way. Let us con-
siderK = Fass, n = 31,r = 5,q= 2% and m = 6. The factorisation of x3! j 1
over F> is

\6
(xi 1) fi(x)
i=1
with f;(x) of degree5. For brevity we skip the actual values of the f;(x) and
subsequen polynomials. We obtain s= 6,t = 5andB;\ B; = Fq fori 6 j.
We now write f (x) and B instead of fi(x) and B; for all i in turn (note the
di®erencen de ning f (x) comparedto before). Over F, we have the factorisation

f(x") = qu(x)g(x)

with deg(g:(x)) = 5 and deg(g.(x)) = 20. Using the Chineseremainder theorem
again yields

FaIXI=((x" i D (x"))
FalXIH((X" i 1)a1(x)) © Fa[x]=(gz2(x)):

The Tst quotient ring above contains 29e9((x"i Da1(x)) = 1024elemens. The sec-
ond quotient ring F2[x]=(g2(X)) is isomorphicto F,2 and the index of the group
generated by the elemen x + (gx(x)) in the full multiplicativ e group equals
(22°§ 1)=nr = 6765.Let 3 2 Fy[x]=(g2(x)) be a generator of the full multi-

plicativ e group. Mapping all elemeris of F,[x]=((x" j 1)g1(x)) and the elemeris
f3ljo. j < 67659 fOg under the above isomorphismsto K gives sets of
elemerns B1;B, u K such that

v v

rpi 1 o ¢
B = 14'B,+ B,
j=0

In B; + B, clearly only the 1024 elemens of B; can possibly be conjugated
under Yawhich makesup only a very small fraction of all the 1024¢6676elemers
of B; + B».

We concludethat altogether for 1- i - 6 we obtain a set of 6 ¢1024¢6766
represenativ esof classesunder the action of powersof %in [ iB; with only small
redundancy due to double occurrencesor the action of powers of ¥



