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Abstract. In STOC 2000, Canetti, Goldreich, Goldwasser,and Micali
put forward the strongest notion of zero-knowledge to date, resettable
zero-knowledge (RZK) and implemented it in constant rounds in a new
model, where the veri er simply has a public key registered before any
interaction with the prover.

To achieve ultimate round exciency, we advocate a slightly stronger
model. Informally , we show that, aslong asthe honest veri er does not
use a given public key more than a xed-p olynomial number of times,
there exist 3-round (which we prove optimal) RZK protocols for all of
NP.

1 Intro duction

The Notion of Resett able Zer o-Kno wledge. A zero-knowledge (ZK)
proof [GMR89], is a proof that corveys nothing but the verity of a given state-
mernt. As put forward by Canetti, Goldreich, Goldwasser,and Micali [CGGMO00],
resettablezem-knowledge (RZK) is the strongestform of zero-knovledge known
to date. In essencean RZK proofis a proof that remainsZK evenif a polynomial-
time veri er can force the prover to executethe proof multiple times with the
samecoin tosses.More speci cally,

{ The verier can resetthe prover. In eac execution, the veri er can choose
whether the prover should executethe protocol with a new random tape or
with one of the tapespreviously used.

{ The verier can arbitrarily interleave exeutions. The veri er can always
start (in particular, in a recursive way) new executionsin the middle of old
ones,and resumethe old oneswheneer it wants.

{ The prover is oblivious. As far asit is concerned,the prover is always exe-
cuting a single instance of the protocol.

ResettableZK is a strengthening of Dwork, Naor and Sahai's[DNS9§| notion
of concurrert ZK (CZK). In essencein a CZK protocol, a malicious veri er acts
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asin an RZK protocol, except that it lacks the power of resetting the prover's
random tapes.

Constr ucting RZK protocols.  Perhaps surprisingly, it is possibleto im-
plement sud a strong notion: RZK proofs for NP-complete languagesare con-
structed in [CGGMO0O0] under standard complexity assumptions.Their construc-
tion is concretely obtained by properly modifying the CZK protocol of Richard-
son and Kilian [RK99]. Becausethis underlying CZK protocol is not constart-
round, neither is the resulting RZK protocol. (The minimum known number of
rounds for implemerting the protocol of [RK99] is polylogarithmic in the security
parameter, as shovn by Kilian and Petrank [KP0O0].)

Unfortunately, it may not be possibleto obtain a constart-round RZK pro-
tocol: at least in the black-box model, Canetti, Kilian, Petrank and Rosen
[CKPRO1] recenly provedthat no constart-round protocol exists even for CZK.
Howewer, [CGGMO0O0] also put forward an appealingly simple model, which we
call the bare public-key (BPK) model, and provide a 5-round' RZK argumert
for any NP languagein this model.

Let us now quickly recall what their model is.

The Bare Public-Key Model. An interactive proof systemin the BPK
model simply assumeshat the veri er V hasa public key, PK , that is registered
before any interaction with the prover begins. No special protocol needsto be
run to publish PK, and no authority needsto ched any property of PK. It
suzxces for PK to be a string known to the prover, and chosenby the veri er
prior to any interaction with the prover.

The BPK model is very simple. In fact, it is a weaker versionof the frequertly
usedpublic-key infrastructure (PKI) model, which underliesany public-key cryp-
tosystem or digital signature stcheme.In the PKI case,a secureassaiation be-
tweena key and its owner is crucial, while in the BPK caseno sudch assaiation
is required. The single security requiremert of the BPK model is that a bounded
number of keys (chosenbeforehand) are \attributable" to a given user?

Wehaverecertly pointed out in [MRO1] that the BPK model hasfour distinct
notions of soundnessdepending on the power enjoyed by a malicious prover P °:
informally,

1. one-time soundness,arising when P“ is allowed a single interaction with V
per theorem statemert;

2. seuential soundness arising when P” is allowed multiple but sequettial
interactions with V;

! Their paper actually preserts two related constructions: (1) a 4-round proto col with
an additional 3-round preprocessing stage with a trusted third party, and (2) an
8-round proto col without such preprocessing.Their constructions can be easily mod-
i ed to yield the 5-round proto col attributed above.

2 Indeed, having a prover P work with an incorrect public key for a verier V does
not a®ectsoundnessnor resettable zero-knowledgeness;at most, it may a®ectcom-
pleteness.(Working with an incorrect key may only occur when an active adversary
is presert| in which case,strictly speaking, completenessdoesnot even apply: this
fragile property only holds when all are honest.)
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3. concurrent soundness arising when P* is allowed multiple interleaved inter-
actions with the sameV; and

4. resettablesoundness,arising when P“ is allowed to resetV with the same
random tape and interact with it concurrertly.

As we have already said, the BPK model permits constart-round RZK pro-
tocols for all of NP. Indeed, the CGGM protocol is 5-round and sequetially
sound, and we have recertly constructed a 4-round one that alsois sequetially
sound [MRO1]. To achieve ultimate round exciency, we advocate strengthening
the BPK model a bit.

The Upperbounded Public-Kkey Model. How many public keyscan a veri-
“er establishbeforeit interacts with the prover? Clearly, no more than a polyno-
mial (in the security parameter) number of keys. Though innocert-lo oking, this
bound is a sourceof great power for the BPK model: it allows for the existence
of constart-round black-box RZK, which is impossiblein the standard model.

How many times can a veri er usea given public key? Of course,at most a
polynomial (in the security parameter) number of times. Perhapssurprisingly, we
shaw that if such an innocent-lo oking polynomial upperbound U is made explicit
a priori , then we can further increasethe round e+ciency of RZK protocols.

In our upperbounded public-key (UPK) model, the honestveri er is allowed
to "x a polynomial upperbound, U, on the number of times a public key will be
used; keeptrack, via a courter, of how many times the key has beenused;and
refuseto participate oncethe counter hasreaded the upperbound.

Let us now make the following remarks about the UPK model:

{ In the RZK setting, the \strong party" is the veri er (who cortrols quite
dramatically the prover's executions). Sud a strong party, therefore, should
have no problems in keepinga courter in order to save precious rounds of
interaction.

{ The UPK model doesnot assumethat the prover knows the current value of
the veri er's courter. (Guaranteeing the accuracy of such knowledge would
de facto require public keysthat \changeover time.")

{ While our RZK protocol satis es interesting etciency constraints with re-
spect to U, we believe that these should be considered properties of our
speci ¢ protocol rather than requiremerts of the UPK model.

(For instance, our public key length is independert of U, while the secret
key length and eat execution of the protocol depend on U only logarith-
mically. Only the veri er's key-generationphasedependslinearly on U |a
dependencythat hopefully will be improved by subsequeh protocols.)

{ The UPK model is somewhat similar to the one originally envisaged in
[GMR88] for securedigital signatures, where the signer posts an explicit
upperbound on the number of signatureshe will produce relative to a given
public key, and keepstrack of the number of signatures produced so far.
(The purposeand use of our upperbound, howewer, are totally di®erert.)

{ While suzcient for constart-round implemertation of the stronger RZK no-
tion, the UPK model is perhaps simpler than those of [DS9§ (which uses
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\timing assumptions") and that of [DamO0(] (which usestrusted third parties
to choosesomesystem parameters) for excient implementation of CZK.

3-Round RZK in the UPK Model. Becausethe powerful RZK notion seems
to require substartial interaction, it isimportant to establishhow many rounds a
reasonablemodel can save. As we have already said, the BPK model can reduce
the number of rounds to four [MRO1]. We shawv that the UPK model can do
even better, reducing the number of rounds to the minimum and, at the same
time, increasing soundness:

Main Theorem: In the UPK model there exist 3-round concurrently sound
RZK argumentsfor any languagein NP, assumingcollision-r esistant hashing
and the sutexmpnential hardnessof discrete logarithm and integer factoriza-
tion.3

Round-Optimality of the UPK Model. Our result is optimal (in either
the UPK or the BPK model), at least for black-box RZK. This fact is evidert
from the following argument. Assumethat a 2-round RZK (or ewven just ZKI!)
protocol (P; V) existed, in the BPK or the UPK model, for a languageL 2 BPP.
Then one could construct from it a 3-round ZK protocol (P% V9 by adding an
initial round in which the veri er sendsits public key PK to the prover.* Protocol
(P% V9 would thus cortradict the result of [GK96], which statesthat no 3-round,
black-box ZK proofs or argumerts exist for non-trivial languages.

Necessity of the UPK Model. In the cited [MRO1], we alsoshow that it is

impossiblein the BPK model to achieve 3-round ZK with concurrert soundness.
Thus, to achieve 3-round RZK, oneneedseither to comeup with a protocol that

is sequetially (but not concurrertly) sound, or to enhancethe model in some
reasonablefashion. The former approach seemsquite elusive, and whether such

a protocol exists remains an open problem. Our solution is an example of the

latter approad.

2 Resettable Zero-Kno wledge in the UPK Mo del

In this section, we de ne RZK in the UPK model. Let us refer the readerto the
original exposition of [CGGMO00] for motivation and intuition of RZK, which we
do not provide here due to spaceconstraints. Here we focus on:

3 We can replace the integer factorization assumption with the more general as-
sumption that subexponertially securedensepublic-k ey cryptosystems [DDP00] and
subexponertially secure certied trapdoor permutations [FLS99] exist. Or we can
replace both the DL and the factorization assumptions with the assumption that
decision Dize-Hellman is subexponertially hard.

Note that the soconstructed (P% V9 will not be RZK (else, being 4-round, it would
contradict the recent lowerbound of [CKPRO1]jand indeed even the older lower-
bound of [KPR98]). However, it will still be ZK. To seethis, obserwe that the old
black-box simulator, designedto handle very powerful resetting malicious veri er
(who can choose from among multiple public keys in the public Te) can be also
used with the weaker standard veri er (who simply usesonly a single public key
transmitted in the rst message).

IN
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RZK arguments(rather than proofs). That is, we assumethat the prover is
polynomial-time and we let soundnesshold in a computational (rather than
probabilistic) sense.Our protocol in Section 4 and the public key protocol
of [CGGMO0OQ] are RZK argumerts.

Black-hox zero-knonvledgenessThat is, we demandthat there exist a single
simulator that works for all malicious veri ers V*® (given oracleaccesgo V7).
This is a stronger notion, and is indeed the one we satisfy in Section 4.

The Players

Let

{
{

A public Te F be a polynomial-size collection of records (id; PK iq ), where
id is a string identifying a veri er, and PK iy is its (alleged) public key.

A prover P (for a languagel) be an interactive deterministic polynomial-
time TM that is given as inputs (1) a security parameter 1", (2) a n-bit
string x 2 L, (3) an auxiliary input y, (4) a public Te F, (5) a verier
identity id, and (6) a random tape! .

For simplicity of exposition, one canview P asa non-interactive TM that is
given, as an additional input, the entire history of the messageslready ex-
changedin the interaction, and outputs the next messageFixing all inputs,
this view allows oneto think of P(1";x;y;F;id;! ) asa simple deterministic
oracle, which is helpful in de ning the notion of RZK below.

A U-bounded (honest) veri er V, for a positive polynomial U, be an interac-
tiv e polynomial-time TM that, on rst input a security parameter 1", works
in U(n) + 1 stages,with the ability of keepingstate information. In the “rst
key geneation stage, on input a security parameter 1", V outputs a pub-
lic key PK and remenbersthe corresponding secretkey SK. In subsequeh
U(n) veri c ation stages,on input an n-bit string x, V performsan interactive
protocol with a prover.

An (s;t)-resetting veri er V*, for any two positive polynomials t and s, be
aTM that runs in two stagessothat, on rst input 1",

1. In stage 1, V" receives s(n) valuesxi;:::;Xsn) 2 L of length n ead,
and outputs an arbitrary public Te F and a list of s(n) identities
idg; o0 idgeny.

2. In stage2, V® starts in the "nal con guration of stagel, is given oracle
accessto s(n)® provers, and then outputs whatever it desires(in par-
ticular, it can output its \view" of the interactions, which includes its
random string).

3. The total number of stepsof V° in both stagesis at most t(n).

A black-lox simulator M be a polynomial-time machine that is given oracle
accesdso V°. By this we meanthat it canrun V° multiple times, eah time
picking V*'s inputs, random tape and (becausev® makesoraclequeriesitself)

asinput.
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The De nitions

To de ne RZK in the UPK model, we must de ne (1) completeness(2) sound-
nessand (3) resettable zero-knavledgenessproper. For lack of space,we omit
a formal discussionof completenessin the UPK model. (This property is the
usual onefor interactiv e proofs, exceptthat it hasto hold only for the ‘rst U(n)
interactions, and to assumethat P gets the correct public key for V.) For the
samereason,we omit a formal discussionof concurrernt soundnessthe type of
soundnessactually enjoyed by our protocol and informally speci ed in our intro-
duction. (The readeris referred to [MRO1] for formal details.) The third notion
is the sameasin [CGGMO0O0]. Nonetheless,we nd it useful to recall it below.

De nition 1. (P;V) is black-box resettablezero-knavledgefor an NP-language
L if there exists a simulator M suchthat for every pair of positive polynomials

running the rst stageof V® to obtain F, and then letting V® interact in its
second stagewith the following s(n)?® instancesof P: P(x;;yi;F;idy;! ) for
1- i0;j;k- s(n).

3 Tools

Let us quickly recall the notation, the de nitions and the constructions that we
utilize in our protocol.

3.1 Probabilistic Notation

(The following is taken verbatim from [BDMP91] and [GMR88].) If A(9 is an
algorithm, then for any input x, the notation \A(x)" refersto the probability
spacethat assignsto the string ¥athe probability that A, on input x, outputs %
If S is a probability space,then \x A S" denotesthe algorithm which assigns
to x an elemen randomly selectedaccordingto S. If F is a nite set, then the
notation \x A F" denotesthe algorithm that choosesx uniformly from F.

If pis a predicate, the notation PROB[x A S;y A T;¢t¢: p(x;y; ¢¢¢] de-
notes the probability that p(x;y; ¢¢® will be true after the ordered execution of
the algorithms x A S;y A T;¢¢¢ The notation [x A S;y A T;¢e¢: (x;y; ¢ed)]
denotesthe probability spaceover f (x;y; ¢¢§g generatedby the ordered execu-
tion of the algorithms x A S;y A T; ¢ee
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3.2 Trapdoor Commitmen t Schemes

In this sectionwe preser trap door commitment schemesthat are secureagainst
subexponertially strong adversaries (satisfying an additional key-veri cation
property).®

Informally, a trapdoor commitment scheme consistsof a quintuple of algo-
rithms. Algorithm TCGen generatesa pair of matching public and secretkeys.
Algorithm TCCom takestwo inputs, a value v to be committed to and a public
key, and outputs a pair, (c;d), of commitment and decommitmert values. Algo-
rithm TCVer takesthe public key and c;v; d and cheds whether ¢ wasindeed a
commitment to v.

What makesthe commitment computationally binding is that without knowl-
edgeof the secretkey, it is computationally hard to comeup with a single com-
mitment ¢ and two di®erert decommitmerts d; and d, for two di®erern values
v1 and v, such that TCVer would acceptboth c;vq;d; and c;v;; do. What makes
it perfectly secret is that the value c yields no information about the value v.
Moreover, this hasto hold even if the public key is chosenadversarially. Thus,
there hasto be an algorithm TCKeyV er that takesa public key asinput and ver-
i es whether the resulting commitment schemeis indeed perfectly secret.(More
generally TCKeyV er can be an interactive protocol betweenthe committer and
the key generator, rather than an algorithm; howewer, for our application, the
more restricted view suzces).

Perfect secrecyensuresthat, information-theoretically, any commitment ¢
can be decommitted arbitrarily: for any given commitment ¢ to a value v,
and any value v,, there exists d, such that TCVer acceptsc;v,;d, and the
public key (indeed, if for somev, sud d, did not exist, then ¢ would leak
information about the actual committed valuev,). The trap door property makes
this assurancecomputational: knowing the secretkey enablesone to decommit
arbitrarily through the use of the TCFake algorithm.

De nition 2. A Trapdoor Commitment Scheme (TC) is a quintuple of prob-
abilistic polynomial-time algorithms TCGen; TCCom; TCVer; TCKeyVer and
TCFake, suchthat

1. Completeness.8n, 8v,

PROBI[(TCPK ; TCSK) A TCGen(1"); (c;d) A TCCom(TCPK ;v) :
TCKeyVer(TCPK ;1") = TCVer(TCPK ;c;v;d) = YES]= 1

2. Computa(gional Soundness9 ® > 0 suchthat for all suzciently largen and
for all 2" -gate adversariesADV

PROB[ (TCPK ;TCSK) A TCGen(1");
(c;va; Ve di;do) A ADV(1"; TCPK) :
TCVer(TCPK ;c;vq;d;) = YES and .
TCVer(TCPK ;c;vy;d2) = YESandv; 6 vy] < 20 "
We call ® the soundnessconstart.
® We follow a similar discussionin [CGGMO0O0] almost verbatim.
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3. Perfect Secrecy 8 TCPK such that TCKeyVer(TCPK ;1") = YES and
8v1; Vv, of equal length, the following two probability distributions are identi-
cal:

[(cy;d1) A TCCom(TCPK ;v4) :¢c;] and
[(co;d2) A TCCom(TCPK ;Vy) : ¢y]

4. Trapdoorness.8 (TCPK ;TCSK) 2 fTCGen(1")g, 8vi; v, of equal length
the following two probability distributions are identical:

[(c;d1) A TCCom(TCPK ;v1);
d3 A TCFake(TCPK ; TCSK;c;vi;ds; V) : (c;d9)] and
[ (c;dp) A TCCom(TCPK ;Vv,) : (c;dy)]

(In particular, the alove states that faked commitments are cor-
rect: indeed, dJ A TCFake(TCPK ; TCSK ;c;vy;di;vo) implies that
TCVer(TCPK ;c;v,;d3) = YES)

In this paper, we will also require that the relation (TCPK ; TCSK) be
polynomial-time; this is easy to satisfy by simply including the random string
usa in key geneation into the secret key.

Such commitment schemes can be constructed, in particular, based on a
subexponertially strong variant of the Discrete Logarithm assumption. We refer
the readerto [BCCB88] (where,in Section6.1.2,it is calleda DL-based\c hameleon
blob") for the construction.

3.3 Hash-Based Commitmen t Schemes

We also have a need of non-trapdoor, non-interactive, computationally-binding
commitment schemes (which, unlike trapdoor commitments, need not be se-
cure against subexponertially strong adversaries).Becauseof the absenceof the
trap door requiremert, these simpler commitment schemescan be implemented
more ezxciently if one replacesperfect secrecyby the essetially equally power-
ful property of statistical secrecy (i.e., even with in nite time onecangetonly a
statistically negligible advantage in distinguishing the commitments of any two
di®eren values).In particular [DPP97,HM96] show how to commit to any value
by just one evaluation of a collision-free hash function H : f0;1g° ! f0;1g. To
di®ereriate trapdoor commitments from these simpler ones,we shall call them
hash-lased commitments.

Though the trap door property doesnot hold, we still insist that, given any
commitment and any value, it is possiblein time 2 to decommit to that value.

De nition 3. A Hash-BasedCommitment Scheme (HC) is a pair of proba-
bilistic polynomial-time algorithms HCCom; HCVer, along with the algorithm
HCFake that runs in time 2¢poly whenits st input is k and poly is some
polynomial in the size of its input, suchthat
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1. Completeness.8k, 8v,
PROB[(c;d) A HCCom(1¥;v) : HCVer(1¥;c;v;d) = YES] = 1

2. Computational Soundness.For all promabilistic polynomial-time machines
ADV, and all suzciently largek,

PROBI[(c;v1;V2;dq;do) A ADV(1X) :
v1 6 v, and HCVer(1¥; c;v1;d;) = YES = HCVer(1¥; c;vy; dy)]

is negligible in k.
3. Statistical Secrecy 8v;; Vv, of equal length, the statistical di®erence between
the following two probability distribution is negligible in k:

[(c;di) A HCCom(1¥;v1) : ¢1] and [(c;;d2) A HCCom(1¥;v,) : c,]

4. Breakability. 8vy;v, of equallength, the statistical di®erena between the fol-
lowing two probability distribution is negligible in k:
[(c;d1) A HCCom(1¥;vy) ; d3 A HCFake(1¥;c;vy;d1; V) : (c;d9)] and
[(c;d2) A HCCom(1¥;v,) : (c;dy)]

We refer the readerto [DPP97,HM96] for the constructions of such schemes,
which are basedon the assumptionthat collisions-resistar hash functions exist.

3.4 Non-In teractiv e Zero-Kno wledge Pro ofs of Kno wledge

Non-interactive zero-knavledge (NIZK) proofs for any languageL 2 NP were
put forward and exempli ed in [BFM88,BDMP91]. Ordinary ZK proofsrely on
interaction. NIZK proofs replace interaction with a random shared string, ¥
that enters the view of the veri er that a simulator must reproduce. Whenewer
the security parameter is 1", %s length is NI¥Len(n), where NI¥Len is a "xed,
positive polynomial.

Let us quickly recall their de nition, modi ed for polynomial-time provers
and security against subexponertially strong adversaries.

De nition 4. Let non-interactive prover NIP and non-interactive veri er NIV
be two prohabilistic polynomial-time algorithms, and let NI¥ien be a positive
polynomial. We say that (NIP;NIV) is a NIZK argument system for an NP-
languagelL if

1. Completeness.8 x 2 L of length n, ¥of length NI¥Len(n), and NP-witness
y for x,

PROB[! A NIP(¥%x;y) : NIV (¥%x;! )= YES]= 1
2. Soundness8 x 2 L of lengthn,
PROB[%A f0;1gN'%en(n) - 9! s t. NIV (¥%X;! )= YES]

is negligiblein n.
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3. Zero-Knowledgeness9 ® > 0 and a prohabilistic polynomial-time simulator
NIS such that, 8 suzxciently large n, 8 x of length n and NP-witness y
for x, the following two distributions are indistinguishable by any 2”®-gate
adversary:

(¥ 9 A NIS(x) : (¥} 9] and
[%A fo; 1N 7en(m 0 R NIP(%xY) @ (%) )]
We call ® the zero-knonvledgenessonstart.

In [DP92], De Sartis and Persianoproposeto add a proof of knowledgeprop-
erty to NIZK. Let R p f0;1g° £ f 0; 1g” be a polynomial-time relation (i.e., given
a pair of strings (x;y), it is possibleto ched in time polynomial in jxj whether
(X;y) 2 R). L bethe NP languagecorrespondingto R (L = fx : 9y s.t. (X;y) 2
Rg). Let (NIP;NIV) be a NIZK proof systemfor L. An extractor is a proba-
bilistic polynomial-time TM that runs in two stages:in stageone, on input 1",
it outputs a string ¥sof length NI¥Len(n) (and savesany information it wants
to usein stagetwo); in stagetwo, on input x of length n and a proof | for x
relative to sharedstring % it tries to 'nd a witnessy for x.

De nition 5. An NIZK argument (NIP;NIV) is a NIZKPK if there exists an
extractor NIExt = (NIExt 1; NIExt ;) suchthat, for all prokabilistic polynomial-
time malicious provers NIP®, for all constantsa > 0, for all su+ciently largen
and for all x,

PROB [(¥state) = NIExt 1(1") ;! = NIP®(¥%X) ;
y = NIExt o(state;x; ] ) : (X;y) 2 R], Pnx (Li ni?);

wher p,x = PROB[%A f0;1g";! = NIP°(%x) : NIV (¥%x;! ) = 1].

The authors of [DP92] show that NIZKPKs exist for all polynomial-time re-
lations under the RSA assumption. Furthermore, the results of [DDP0O0] (com-
bined with those of [FLS99]) shav the sameunder more general assumptions:
that densepublic-key cryptosystemsand certi ed trapdoor permutations exist.
They also presert constructions secureunder the speci ¢ assumptionsof factor-
ing Blum integersor decisionDite-Hellman. Becausewe need NIZKPKs to be
secure against subexponertially strong adversaries, we need subexponertially
strong versions of these assumptions. We refer the reader to these papers for
details.

3.5 Additional Basic Tools

We alsousetwo basicand commonly usedtools, whosede nitions are recalledin

the appendix. The rst is a Merkle tree [Mer89], which can be constructed based
on a collision-resistart hash function. The secondis a subexponertially-strong

pseudorandomfunction [GGM86], i.e., one that is secureagainst adversariesof
size2n” (such ®is called the pseudoandomnessconstant). It can be constructed
basedon subexponertially strong one-way functions [HILL99].
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4 Our Construction

Why the Obvious Solution Does Not Work. Before we begin, let us
demonstrate that our goal cannot be more easily achieved by the following sim-
pler construction.

Let cmax = U(n) be the upperbound on the number of usesof the veri er's
public key (i.e., the max value for the veri er's counter). Take a four-round ZK
protocol, and have the veri er post cmax independertly generated rst-round
messagesdn its public key. Then execution number ¢ simply uses rst-round
messagenumber ¢ appearing in the public key, and performs the remaining
three rounds of the protocol as before.

The above construction doesnot work, becausethe prover doesnot know the
real value c of the veri er's courter. This enablesa malicious veri er to choose
the value of c after it seesthe prover's rst message.Thus, if such a veri er
resetsthe prover while varying c, it will typically gain knowledge. (T ypically, in
a 4-round ZK protocol, the veri er commits to a question without revealing it,
the prover sendsa rst messagethe veri er asksthe question, and the prover
answersit. Howewer, if the prover wereto answer two di®erert questionsrelative
to the same rst messagethen zero-knavledgenesslisappears.Now, in the above
construction, varying ¢ enablesthe veri er to ask di®erert questions.)

High-Level Description. Asin the CGGM protocol, we usethe NP-complete
language of graph 3-colorability and the parallel repetition of the protocol of
[GMW091] asour starting point. Thus, in the "rst round, P commits to a number
of random recolorings of a graph G, in the secondround V requeststo reveal
the colors of one edgefor eadh committed recoloring, and in the third round P
opensthe relevant commitments.

To allow the RZK simulator to work, our protocol usestrap door commitment
schemesas in many prior ZK protocols (e.g., the RZK one of [CGGMO0Q], the
CZK oneof [DNS99, and the ZK oneof [FS89). That is, V's public key cortains
a key for a trap door commitment scheme,and P's "rst-round commitments with
respect to that public key. If the simulator knows the trap door, then it can open
the commitments any way it needsin the the third round.

To ensurethat the simulator knows the trap door, the CGGM protocol uses
a three-round proof-of-knowledge subprotocol, with V proving to P knowledge
of the trapdoor. This requiresV to sendtwo messageso P. Becausewe have a
total of only three rounds, we cannot use suc a subprotocol|in three rounds
V only sendsone messagelo P. We therefore use non-interactive ZK proofs of
knowledge. This, of course,requiresP and V to agreeon a sharedrandom string
Y

It is becauseof the string %that we cannot usethe BPK model directly, and
have to strengthen it with a counter. Let cmax = U(n) be the bound on the
number of times public key is used. During key generation, V generatescmax

based commitments (to make the public key length independert of cmax, the
resulting commitments are then put into a Merkle tree). In its rst message,
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P sendsa fresh random string ¥, and in its messagev decommits %, where
c is the current courter value and provides the NIZKPK proof with respect to
o= 3/40 © 3/@.

The RZK simulator, after seeingthe value of 3 can rewind the veri er and
choose ¥% sothat %= 3 © % allows it to extract the trapdoor from the
NIZKPK proof. Of course,there is nothing to prevent a malicious veri er V*°
from choosing a value of c after seeing¥ ; but becausethe number of choices
for V" is only polynomial, the simulator has an inversepolynomial probability
of guessingc correctly.

One questionstill remainsunresolved: how to ensurethat a malicious veri er
V* doesnot askP multiple di®erert queriesfor the samerecoloring of the graph?
If V° resetsP, then it will getthe samecommitted recoloringsin the rst round;
if it can then ask a di®erent set of queries, then it gain a lot of information
about the coloring of the graph (evertually even recovering the entire coloring).
To prevent this, the CGGM protocol makes the veri er commit to its queries
beforeit receivesany information from P. Our protocol, howewver, cannot a®ord
to do that, becausewe only have three rounds. Instead, during key generation
the veri er commits (using hash-basedcommitments) to a seed PRFKey for
a pseudorandomfunction PRF, and adds the commitment to the public key.
The veri er's queriesare then computed using PRF(PRFKey; § applied to the
relevant information received from P in the rst round and the courter value c.
To proveto P that they areindeedcomputed correctly, the veri er hasto include
in its NIZKPK proofs of knowledge of PRFKey that leadsto sudch queriesand
knowledge of the decommitmert to PRFKey.

A Few More Technical Det ails. In our protocol, just like in the CGGM
protocol all probabilistic choicesof the prover are generatedas a pseudorandom
function of the input. (This is indeed the rst step towards resettability, as it
reducesthe advantages of resetting the prover with the same random tape.)
Becausethe prover makesno probabilistic choicesin its secondstep, we do not
needto include the veri er's messagen the input to the pseudorandomfunction.

To ensure soundnessand avoid problems with malleability of V's commit-
merts, we use complexity leveraging in a way similar to the CGGM protocol.
That is, and we shall usetwo polynomially-related security parameters:n for all
the componerts exceptthe hash-basedcommitment schemeHC, and k = n® for
HC.

This will ensurethat any algorithm that is endoved with a subroutine for
breaking HC commitments, but is polynomial-time otherwise, is still unable
(simply by virtue of its running time) of breaking any other of our componerts.
This property will be usedin our proof of soundness.

We actually choosethe constart 2 in a particular way. Namely, we shall use
a trapdoor commitment scheme TC with soundnessconstart ®;, an NIZKPK
system (NIP ; NIV) (for arelation to be speci ed later) with zero-knavledgeness
constart ®,, and a pseudorandomfunction PRF with pseudorandomnesson-
stant ®3, and set2 < min(®;; ®;; ®3).

The Full Description.  The complete details of P and V are given below.
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Key Generation Algorithm for V

System Parameter:
A polynomial U

Securit y Parameter:
1n

Pro cedure:
1. Let cmax = U(n).

(Note: to save secretkey length, the strings % can be generated
using a pseudorandomfunction of ¢, whoseshort seedcan be
made part of the secretkey).
3. Letk=n’.
. Commit to ea % using (¥Com; ¥Decom.) A HCCom(1¥; %).
. Combine the values¥Com. into a single Merkle tree with root R.
(Note: If the values¥;'s are generatedvia a PRF to save on secret
key length then alsothe values¥Com., the resulting Merkle tree,
etc. can be computed exciently in spacelogarithmic in cmax.)
. Generate a random string PRFKey of length n.
7. Commit to the PRFKey using
(PRFKeyCom; PRFKeyDecom) A HCCom(1"; PRFKey).
8. Generate keysfor the trap door commitment scheme:
(TCPK ;TCSK) A TCGen(1").
Output:
PK = (R; PRFKeyCom; TCPK)
SK = (f (%; ¥Decom.)giT® ; (PRFKey ; PRFKeyDecom); TCSK).

[S20F Y

(o]

Protocol (P;V)

Public File:
A collection F of records(id; PKig ), where PK g is allegedly the
output of the Key Generation Algorithm above

Common Inputs:
A graph G = (V;E), and a security parameter 1"

P Priv ate Input:
A valid coloring of G, col : V! 10;1;2g; V'sid and the Te F;
a random string !
V Priv ate Input:
A secretkey SK, a counter value c, and a bound cmax.
P Step One :
1. Using the random string ! as a seedfor PRF, generate
a suzciently long \random" string from the input to be used
in the remaining computation.

383
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2. Find PK g in F;let PKijg = (R; PRFKeyCom; TCPK)
(if more than one PK iy exist in F, usethe alphabetically rst one).
3. Verify TCPK by invoking TCKeyVer(1"; TCPK ).
4. Let ¥% be arandom string of length NI¥Len(n).
5. Commit to random recolorings of the G as follows.

Foralli (1- i- n)andv2V, committo ¥(col(v)) by computing
(cCom;, ; cDecom;y, ) A TCCom(TCPK ; ¥ (col(v))).

6. If all the veri cations hold, send¥ and fcComj, 0. i. nv2v t0 V.

V Step One:

1. Increment ¢ and ched that it is no greater than cmax.

2.Foreatj (1- j - n), compute a challengeedgeg; 2 E by
applying PRF to the courter value c, j and the
commitments received from P:
g = PRF(PRFKey;c+j xfcComiy 01. i. nv2v)

3. Let %= ¥% © ¥%. Compute a NIZKPK proof| using NIP on %
and the following statemert:
\9 key K for PRF that generatedthe challengeedgesfe g;. j. n;

9 decommitmert D s.t. HCVer(1"; PRFKeyCom;K ;D) = YES;
9 secretkey S corresponding to the public key TCPK ."

(Note: this can computed exciently becauseV knows witnesses
PRFKey for K, PRFKeyDecom for D, and TCSK for S).

4. Sendc, %, ¥Com, together with its authenticating path in
the Merkle tree, ¥Decom, | andfeg;. j. n to P.

P Step Two:

1. Verify the authenticating path of ¥Com. in the Merkle tree

2. Verify that HCVer(1%; %; ¥Com,; ¥Decom.) = YES.

3. Let 3= ¥ © %. Verify | using NIV .

4. If all the verications hold, for each ¢ = (v’;v!) and b2 f0; 1g,
sendcP = % (col(vP)) and cDecom; e 1O V.

V Step Two:
1. Verify that, forallj (1- j - n), andfor all b2 f0; 1g
TCVer(TCPK ;cCom ;ij;qb;cDecomj wvr) = YES.
2. Verify that forallj (1- j - n), ¢’ 6 ¢".
3. If all the veri cations hold, accept. Else reject.

Theorem 1. (P;V) is a 3-round RZK protocol in the UPK model.

As usual, completenesss easily veri ed. We addresssoundnessn Section4.1
and resettable zero-knovledgenessn Section 4.2.

4.1 Computational Soundness

SupposeG is a graph that is not 3-colorable,and P is a circuit of sizet < 2 that
can make V accept (G; 1") with probability p > 1=2%. Then, we shall construct
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a small circuit A that receives TCPK asinput, and, using P, will output two
trap door decommitmerts for the same TC commitment. The size of A will be
poly(n) & ¢2<=poly(p). Thus, A will violate the soundnessf TC, becauseits size
is less(for a suzciently large n) than 27! allowed by the soundnessproperty
of TC (recall in fact that k = n* and 2 < ®,).

A is constructed as follows. It receivesasinput a public key TCPK for TC
generatedby TCGen(1"). A then generatesPK asif it were the public key of
the speci ed honestveri er V, using the V's key generation procedurewith the
exception of step 7, for which it simply usesTCPK . Note that A knows all the
componerts of correspnding secretkey of V, with the exception of TCSK . A
selectsan identity id and createsa Te F to contain the single record (id; PK)
(or embedsit into a larger such ‘Te containing other identities and public keys,
but honestly generated).

A will now run P® multiple times with inputs F andid (G and 1" are already
known to P7), eadh time with the samerandom tape. Thus, eac time, P® will
sendthe sameset of strings ¥ and fcComi.y d1. i. nv2v . Our goal, ead time,
is to allow A to respond with a di®erert random set of challengesfejogl. i-n-
Then, after an expected number of tries that is inversely polynomial in p, there
will exist a recoloring i and a node v such that cCom;, has been opened by
P® in two di®eren ways. That is, there will be a \break" of the commitment
sthemeTC.

Therefore, all there remainsto be shown is howA can aska di®erert random
set of challenges,despite the fact that it hascommitted to V's PRFKey in PK.
Recall that honestV executesthe protocol at most cmax time, and that the
current value of V's courter will be known to P“. If P® has such an overall
successprobability p of proving G 3-colorable, then there exists a value of V's
counter for which the successprobability of P° is at least p. Let ¢ be such a
value. Becauseof A's non-uniformity, we assumeA \knows" c.

To issuea set of (di®erert) random challengesin responseto the same rst
messageof P®, A usesthe NIZKPK simulator NIS asfollows. First, A selectsa
set of random challengesf qogl. i- n. Second,it invokes NIS to obtain a \good
looking proof" ¥ and ! ©for the following statemert § :

§ =\ 9 key K for PRF that generatedthe challenge edgesf ejogl. ions
9 decommitmert D s.t. HCVer(1"; PRFKeyCom;K ;D) = YES;
9 secretkey S corresponding to the public key TCPK ."

(Note that § is potentially false, becauseit may be the casethat no suc K
exists at all; we addressthis below.) Third, A sets¢ = ¥2© ¥ . Fourth, A comes
up with a decommitmert ¢Decom that decommits ¥Com. (the commitment to
the c-th shared string computed during key generation) to ¢ rather than the
originally committed % . This can be done by implementing HCFake by means
of a (sub)circuit of size poly(k)2. Fifth, A sends¢; ¥Com,. together with its
authenticating path in the Merkle tree (A knowsthat path from key generation),
¢Decom, | %and felg;. j. n to P".

Thus, all that's left to shaw is that P° will behave the sameway asit would
for the true veri er V, eventhough it received random, rather than pseudoran-
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dom, challenges,together with a faked decommitment and a simulated proof of
a potentially false statemert § . This is done by a properly constructed hybrid
argumert that relies on the zero-knonvledgnessof (NIP ;NIV), the pseudoran-
domnessof PRF and the statistical secrecyand breakability of HC.

First, note that randomfe 01. j. n Cannot be distinguished from pseudoran-
domly generatedfe O j-n (W|hout knowledge of PRFKey): otherwise, we'd
violate the pseudorandomnessof PRF. Moreover, this holds even in the pres-
enceof PRFKeyCom, becausePRFKeyCom is statistically secret,and thus re-
veals a negligible amount of information about PRFKey. It follows that the
tuple (PRFKeyCom;felg:. j. n; %] 9 cannot be distinguished from the tu-
ple (PRFKeyCom;fe gi. . n; ¥9} 99, wherethe challengeedgesfe g. j. n are
produced by the true PRF with the true committed-to PRFKey, and 49! 90
are produced by NIS. This, in turn, by zero-knowledgenessis indistinguish-
able from (PRFKeyCom;fe g;. j. n; %! ), with the pseudorandomlygenerated
fe Qs . n, atruly random ¥%and | honestly generatedby NIP. By a hybrid
argumert, therefore, the tuple (PRFKey fe 0. . n; %, ) is indistinguishable
from the tuple (PRFKey; fe Ui j-niért 9. Of course,if we replace % by the
pair (¥%;¢ = %O ¥%) and 3/}? by the pair (% ;% = %O %), the statemen
still holds. Moreover, it holds in the presenceof ¥Com., becausethe commit-
ment to % is statistically secret(and thus is almost equally as likely to be a
commitment to ¢). The authenticating path of ¥Com, in the Merkle tree is
just a (randomized) function of ¥Com; and root R of the tree, and thus does
not a®ectindistinguishabilit y. Finally, note that this indistinguishability holds
with respect to any distinguishing circuit of size 2€poly(n), becausethe zero-
knowledgenessand pseudorandomnesgonstarts ® and ®; are greater than 2.
Therefore, indisntinguishabilit y holds evenin the presenceof the decommitmert
¢Decom or ¥Decom, becausethis decommitmert can be computed by suct a
circuit from ¥Com. using HCFake.

4.2 Resettable Zero-Kno wledgeness (Sketch)

Let V* bean (s;t)-resetting veri er. We will shav how to construct the simulator
M asrequired by De nition 1. Due to lack of spacein this extended abstract,
below we present only the essetial points of our construction.

As alredy provenin [CGGMOQ], resettability is such a strong capability of a
malicious veri er, that it has nothing elseto gain by interleaving its executions
with the honest prover. Thus, we can assumethat our V° executeswith P only
sequettially .

Recallthat V* runs in two stages.Then M operatesasfollows. First, M runs
the “rst stageof V® to obtain a public Te F. Then, for every record (id; PK i)
in F, M remenbers someinformation (whose meaning will be explained later
on):

1. M remenbers whether PK i3 is \brok en" or not
2. If PKiq is broken, M alsoremembersthe value of TCSK
3. If PK g is not broken, M alsoremenbersa list of tuples (c; % ;¥Com¢)
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Initially , every PK g in F is marked as not broken, and the list of pairs for eat
record is empty.

Whenewer V* starts a new sessionfor an id that is not broken and whoselist
of pairs is empty, M computesthe \ rst prover message“as follows: it commits
to arbitrary color valuesfor graph G, and then selects¥ at random. (Of course,
if V® dictatesthat M 's random tape and inputs be equalto thosein a prior inter-
action, M hasno choicebut to usethe same rst messagesin that interaction.)
When V* responds with the veri er messageM takes(c; % ;¥Com.) from this
messageand addsit to the list of tuples maintained for PK jg. M then rewinds
V*® to the beginning of V*'s secondstage.

Whenewer V* starts a new sessiorfor an id that is not broken but whoselist
of pairs is non-empty, M randomly choosesa tuple (c% ¥o; ¥omco) from the list
of tuples for PK g . M then usesthe extractor of the non-interactive ZK proof
of knowledge, NIExt 1, to obtain a sharedstring ¥ and sets¥% = %0 %o. M
then commits to arbitrary color valuesfor graph G and sendsthe commitment
and ¥% asthe \'rst prover message'to V*. When V* responds with the veri er
messageM comparesthe counter value ¢ included in this responseto the value
c® from the pair chosenabove.

1. If ¢ = cY then it must be the casethat ¥ = ¥o. (Otherwise, if the commit-
ment ¥Comco previously stored by M is equal to the commitment ¥Com,
included in V*™'s response, ¥ and %o have beeneasily found, soasto violate
the soundnessof HC; and if the ¥ Com. 6 3/C0m2, then a collision has been
easily found in the Merkle tree). Thus, the string | , also included in the
responseof V?, is an NIZK proof of knowledgewith respect to the string %
output by NIExt ;. Therefore,M canuseNIExt , to extract a withess TCSK
for the secretkey of the commitment scheme.In this case,PK g is marked
asbrokenand M remenbers TCSK .

2. If c & c® then M haslearneda potentially new tuple (c; % ; ¥£om.), which
it remenbersasits list of pairs for PK g .

M then rewinds V" to the beginning of V*'s secondstage.

Whenewer V* starts a new sessiorfor anid that is broken, M can always sim-
ulate P's behavior becauseM knows the trapdoor to the commitment scheme.
Thus, it can commit to arbitrary color valuesin its rst messageand then de-
commit in its secondmessageso that they look like a valid responseto V®'s
challenge edges.

The expectedrunning time of M is polynomial, becausehe expectednumber
of rewinds before M breaks a given PK iy is polynomial in cmax and inverse
polynomial in the frequencywith which V® usesid.

It remainsto show that V* cannot askfor two di®erert setsof challengeedges
for the same rst messageof M (if it could, then, unlessM knows the correct 3-
coloring of the graph, it maybe unableto faithfully simulate the decommitmerts).
Howevwer, if V® has a non-negligible probability of doing so, then one can build
a machine ADV to violate the soundnessof HC in polynomial time with non-
negligible probability, as follows.
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ADV guessesat random, for what instance of P the machine V* will “rst
give two di®erert sets of challengeson the same rst messageA also guesses,
at random, the counter valuesc; and c, that V° will usein thesetwo cases.A
then attempts to nd out %, and %, by using the sametechnique as M. A
then runs the secondstage of V® two more times: onceto extract a witness K
for PRFKey and its decommitmert D in the rst case,and the other to extract
a witness K ° for PRFKey and its decommitmert D in the secondcase (this
witness extraction is donethe sameway asM ). K 6 K %and D and D are valid
decommitmerts, which violates soundnessof HC.
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A Merkle Trees

The description below is almost verbatim from [Mic].

Recall that a binary tree is a tree in which every node has at most two
children, hereafter called the 0-child and the 1-child. A Merkle tree [Mer89] with
security parameter n is a binary tree whose nodes store values, some of which
are computed by meansof a collision-free hash function H : f0;1g° ! f0; 19"
in a special manner. A leaf node can store any value, but ead internal node
should store a value that is the one-way hash of the concatenation of the values
in its children. That is, if an internal node has a 0-child storing the value u and
a 1-ahild storing a value v, then it storesthe value H (u £v). Thus, becauseH
producesn-bit outputs, ead internal node of a Merkle tree, including the root,
storesan n-bit value. Except for the root value, ead value stored in a node of a
Merkle tree is said to be a 0-value, if it is stored in a node that is the 0-child of
its parert, a 1-value otherwise.

The crucial property of a Merkle tree is that, unlessonesucceedsn nding a
collision for H, it is computationally hard to changeany value in the tree (and,
in particular, a value stored in a leaf node) without also changingthe root value.

assumethat L is a power of 2andlet d = logL), by meansof a singlen-bit value.
That is, A storesvalue v; in the i-th leaf of a full binary tree of depth d, and
usesa collision-freehashfunction H to build a Merkle tree, thereby obtaining an
n-bit value, R, storedin the root. This root value R \implicitly de nes" what the
L original valueswere.Assumein fact that, assomepoint in time, A givesR, but
not the original values,to another party B. Then, wheneer, at a later point in
time, A wants to \prove" to B what the value of, say, vi was, A may just reveal
all L original valuesto B, sothat B can recompute the Merkle tree and the
verify that the newly computed root-value indeed equalsR. More interestingly,
A may \prove" what v; was by revealing just d + 1 (that is, just 1+ logL)
values:v; together with its authenticating path, that is, the valuesstored in the
siblings of the nodesalong the path from leafi (included) to the root (excluded),

wi;:::;wq. Party B veri es the received alleged leaf-value v; and the received
alleged authenticating path wyq;:::;wqy asfollows. Shesetsu; = v; and, letting
i1;:::;iq bethe binary expansionof i, computesthe valuesu,;:::;uq asfollows:
if i; = 0, shesetsuj+1 = H(w; xu;); else,shesetsuj+1 = H(u; £w;). Finally,

B cheds whether the computed n-bit value uy equalsR.

B Pseudorandom Functions

A pseudorandomfunction family, introduced by Goldreich, Goldwasserand Mi-
cali [GGM86] is a keyed family of etciently computable functions, suc that a
function picked at random from the family is indistinguishable (via oracleaccess)



Min-Round Resettable Zero-Knowledge In The Public-Key Model 391

from a truly random function with the samedomain and range. More formally,
let PRF(¢ 9 :f0;1g" £ f0;1g° ! f0;1g" be an exciently computable function.
Our de nition below is quite standard, except that it requires security against
subexponertially strong adversaries.

De nition 6. We say that PRF is a psgaudorandomfunction if 9 ®> 0 such
that for all suxciently largen and all 2" -gate adversariesADV, the following
di®erenae is negligible in n:
PROB[PRFKey A f0;1g" : ADVPRF (PRFKey 59 — 97,
PROB[F A (f0;1g) %19 019" - ApVF(9 = q)

We call ® the pseudorandomnesgonstart.

Pseudorandomfunctions can be constructed basedon a variety of assump-
tion. We refer the readerto [GGM86,NR97] (and referencesherein) for details.



