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Abstract.  We introduce a new approach to multipart y computation
(MPC) basing it on homomorphic threshold crypto-systems. We show
that given keys for any suzciently excient system of this type, general
MPC protocols for n parties can be devised which are secure against
an active adversary that corrupts any minority of the parties. The total
number of bits broadcast is O(nkjCj), where k is the security parameter
and jCj is the size of a (Boolean) circuit computing the function to be
securely evaluated. An earlier proposal by Franklin and Haber with the
samecomplexity was only securefor passive adversaries,while all earlier
proto cols with active security had complexity at least quadratic in n.
We give two examples of threshold cryptosystems that can support our
construction and lead to the claimed complexities.

1 Intro duction

The problem of multipart y computation (MPC) dates back to the papers by
Yao [Yao83 and Goldreich et al. [GMW87]. What was proved there was basi-
cally that a collection of n parties can exciently compute the value of an n-input
function, such that everyonelearnsthe correct result, but no other new informa-
tion. More precisely these protocols can be proved secureagainst a polynomial
time bounded adversary who can corrupt a set of lessthan n=2 parties initially ,
and then make them behave as he likes, we say that the adversary is active.
Even so, the adversary should not be able to prevert the correct result from
being computed and should learn nothing more than the result and the inputs
of corrupted parties. Becausethe set of corrupted parties is xed from the start,
such an adversary is called static or non-adaptive.

There are sewral proposalson how to de ne formally the security of such
protocols[MR91,Bea91,Can0d, but commonto them all is the ideathat security
meansthat the adversary's view can be simulated e+ciently by a machine that
has accesgo only those data that the adversary is entitled to know.
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Proving correctnessof a simulation in the caseof [GMW87] requires a com-
plexity assumption, suc as existenceof trap door one-way permutations. This is
becausehe model of communication consideredthere is suc that the adversary
may seeevery messagesert betweenparties, this is known asthe cryptographic
model. Later, unconditionally secureMPC protocols were proposedby Ben-Or
et al. and Chaum et al.[ BGW88,CCD88], in the model where private channels
are assumedbetween every pair of parties. In this paper, however, we are only
interested in the cryptographic model with an active and static adversary.

Over the years, seweral protocols have been proposedwhich, under speci ¢
computational assumptions,improve the exciency of general MPC, seefor in-
stance [CDMO00,GRR98]. Virtually all proposalshave beenbasedon someform
of veri able secret sharing (VSS), i.e., a protocol allowing a dealer to securely
distribute a secretvalue s among the parties, where the dealer and/or some of
the parties may be cheating. The basic paradigm is to ensurethat all inputs and
intermediate valuesin the computation are VSS'ed; this prevents the adversary
from causingthe protocol to terminate early or with incorrect results. In all these
earlier protocols, the number of bits sert was- (n?kjCj), wheren is the number
of parties, k is a security parameter, and jCj is the size of a circuit computing
the function. Here, C may be a Boolean circuit, or an arithmetic circuit over a
“nite "eld, depending on the protocol.

In [FH96] Franklin and Haber propose a protocol for passive adversaries
which achievescomplexity O(nkjCj). This protocol is not basedon VSS (there is
no needsincethe adversaryis passiwe) but instead on a socalled joint encryption
scheme, where a ciphertext can only be decrypted with the help of all parties,
but still the length of an encryption is independert of the number of parties.

2 Our Results

In this paper, we present a new approac to building multipart y computation
protocols with active security, namely we start from any securethreshold en-
cryption schemewith certain extra homomorphic properties. This allows us to
avoid the needto VSSall valueshandledin the computation, and therefore leads
to more excient protocols, as detailed below.

The MPC protocolswe construct here can be proved secureagainst an active
and static adversary who corrupts any minority of the parties. Like the protocol
of [FH96], our construction requiresan initial phasewhere keysfor the threshold
cryptosystem are setup. This can be doneby a trusted party, or by any suitable
MPC. In particular, the techniquesof Damdard and Koprowski [DK01] could be
usedto make this phasereasonablyezcient for the example cryptosystems we
presen here(seebelow). We stressthat unlike someearlier proposalsfor prepro-
cessingin MPC, the complexity of this phasedoesnot depend on the number or
the sizeof computations to be done later. In the following we therefore focus on
the complexity of the actual computation. In our protocol the computation can
be done only by broadcasting a number of messagesno encryption is needed
to set up private channels. The complexities we state are therefore simply the
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number of bits broadcast. This doesnot invalidate comparisonwith earlier pro-
tocolsbecauserst, the samemeasurewasusedin [FH96] and second,the earlier
protocols with active security have complexity quadratic in n even if one only
counts the bits broadcast. Our protocol has complexity O(nkjCj) bits and re-
quires O(d) rounds, whered is the depth of C. To the best of our knowledge, this
is the most excient general MPC protocol proposedto date for active adver-
saries.Note that all complexities stated here and in the previous section are for
computing deterministic functions. Probabilistic functions can be handled using
standard techniques, seeSection 8.1 for details.

Here, C is an arithmetic circuit over a ring R determined by the crypto-
systemused,e.g.,R = Z y for an RSA modulus N, or R = GF (2%). While such
circuits can simulate any Boolean circuit with a small constart factor overhead,
this alsoopensthe possibility of building an ad-hoc circuit over R for the desired
function, possibly exploiting the fact that with a large R, we can manipulate
many bits in one arithmetic operation.

The complexities given here assumeexistenceof suzciently excient thresh-
old cryptosystems. We give two examplesof such systemswith the right prop-
erties. One is basedon Paillier's cryptosystem [Pai99] and Damdard and Jurik's
generalisationthereof[DJ01], the other oneis a variant of Franklin and Haber's
cryptosystem [FH96], which is secureassumingthat both the QR assumption
and the DDH assumption are true (this is essetially the sameassumption as
the onemadein [FH96]). While the st exampleis known (from [DJO1,FPS0Q),
the secondis new and may be of independert interest.

Franklin and Haber in [FH96] left asan open problem to study the communi-
cation requiremerts for active adversaries.We can now say that under the same
assumption as theirs, active security comesessetially for free.

2.1 Concurren t Related Work

In concurrert independert work, Jacobsonand Juels[MJOQ present an idea for
MPC somewhatrelated to ours, the mix-and-match approach. It too is basedon
threshold encryption (with extra algebraic properties, similar to, but di®erert
from the oneswe use). Beyond this, the techniquesare completely di®eren. For
Boolean circuits and in the random oracle model, they get the same message
complexity aswe obtain (without using random oracles). The round complexity
is larger than ours (namely O(n + d)). Another di®erences that mix-and-match
is inherertly limited to circuits where gates can be speci ed by constart size
truth-tables, thus excluding arithmetic circuits over large rings. On the other
hand, while mix-and-match can be basedon the DDH assumption alone, it is
not known if this is possiblefor our notion of threshold homomorphicencryption.

In [MHOO], Hirt, Maurer and Przydatek show an MPC protocol designedfor
the private channelsmodel. It canbetransformed to our setting by implementing
the channelsusing securepublic-key encryption. This resultsin protocol that can
be basedon any securepublic-key encryption scheme,with essetially the same
communication complexity asours, but with lower resilience,i.e. tolerating only
lessthan n=3 active cheaters.
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3 An Informal Description

In this section, we give an informal introduction to some main ideas. All the
conceptsintroduced here will be treated more formally later in the paper. We
will assumethat from the start, the following scenario has been established:
we have a sematrtically securethreshold public-key system given, i.e., there is
a public encryption key pk known by all parties, while the matching private
decryption key has beensharedamongthe parties, suc that ead party holds a
shareof it.

The messagespaceof the cryptosystemis assumedto bearing R. In practice
R might be Z for some RSA modulus N. For a plaintext a 2 R, we let a
denote an encryption of a. We then require certain homomorphic properties:
from encryptions a; b, anyone can easily compute an encryption of a+ b, which
we denotead b. We alsorequire that from an encryption a and a constart ® 2 R,
it is easyto compute a random encryption of ®a.

Finally we assumethat three secureand excient protocols are available:

Proving you know a plain text If P; hascreatedan encryption @, he cangive
a zero-knavledge proof of knowledgethat he knows a.

Proving multiplications correct Assumethat P; is given an encryption a,
choosesa constart ®, computes a random encryption ®a and broadcasts
®; ®a. He can then give a zero-knavledge proof that indeed ®a cortains the
product of the valuescontained in ® and a.

Threshold decryption For the third protocol, we have commoninput pk and
an encryption a, in addition every party also useshis share of the private
key asinput. The protocol computessecurelya as output for everyone.

We can then sketch how to perform securely a computation speci ed as a
circuit doing additions and multiplications in R.

The MPC protocol would simply start by having eat party publish encryp-
tions of his input values and give zero-knavledge proofs that he knows these
valuesand also, if we are simulating a Boolean circuit, that the valuesare 0 or
1. Then any operation involving addition or multiplication by constarts can be
performedwith no interaction. This leavesonly the following problem: Givenen-
cryptions a; b (where it may be the casethat no parties knows a nor b), compute
securelyan encryption of c = ah. This can be doneby (a slightly more elaborate
version of) the following protocol:

1. The parties generatean additiv e secretsharing of a:
(a) Each party P; choosesat random a value d; 2 B broadcastsan encryp-
tion d;, and proveshe knows d;. Let d denote i”=1 di.
(b) The parties usethe third protocol to decrypt a¢ d; ¢ ::: ¢ dy.
(c) Party Py ﬁetsal = (a+ d)j di, all other parties P; seta = j d;. Note
that a= [, a.
2. Each P; broadcastsan encryption a;b, and invoke the secondprotocol with
inputs b;a and a;b.
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3. Let H bethe set of parties for which the previous step succeededq{,ld let C
be the complemert of H. The parties decrypt ¢ >c &, learnac = |, &,
and compute ac b. From this, and faj i 2 Hg, all parties can compute an
encryption (¢ >4 ab) ¢ acb, which is indeed an encryption of ab.

At the "nal stagewe know encryptions of the output values, which we can
just decrypt. Intuitiv ely this is secureif the encryption is securebecause other
than the outputs, only random valuesand valuesalready known to the adversary
are ever decrypted. We will give proofs of this intuition in the following.

The above multiplication protocol is a more excient version of a related idea
from [FH96], wherewe have exploited the homomorphic propertiesto add protec-
tion againstfaults without loosingezciency. Other papers have exploited homo-
morphic properties to construct excient protocols for multiplication. In [GV87]
Goldreich and Vainish used the homomorphic properties of the QR problem
to construct a two-party protocol for multiplication over GF (2) and in [KK91]
Kurosawa and Kotera generalisedit to GF (L) for small L using the homomor-
phic properties of the Lth residuosity problem. Using also the Lth residuosity
problem [Kur91] constructs an excient ZKIP for multiplication over GF (L).

4 Preliminaries and Notation

Let A be a probabilistic polynomial time (PPT) algorithm, which on input x 2
f0; 1g° and random bits r 2 f0;1g” outputs a value y 2 f0;1g". We write
y A A(x)[r] to denotethat y should be computed by running A on x and r. By
y A A(x) we meanthat y should be computed using uniformly random r and
by y 2 A(x) we meanthat y is among the values,that A(x) outputs.

41 The MPC Mo del

We prove security in the MPC model from [Can0(, with an open authenticated
broadcast channel, against active non-adaptive adversariescorrupting any mi-

denote the subset of corrupted parties, k is the security parameter, and x;
is the secretinput of party P;. We study functions giving a common output

for such functions broadcasty on the broadcast channel. This to assurethat
the ideal-model adversary learnsthe public output even though no party is cor-
rupted. The technical report [CDNOQ] cortains a more detailed description of the
model. In the following we let securemean secureagainst minority adversaries.

4.2 § -Proto cols

In this section, we look at two-party zero-knowvledge protocols of a particular
form. Assumewe have a binary relation R consisting of pairs (x; w), where we
think of x as a (public) instance of a problem and w as a witness, a solution
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to the instance. Assumealso that we have a 3-move proof of knowledge for R:
this protocol gets a string x as common input for prover and veri er, whereas
the prover gets as private input w such that (x; w) 2 R. Conversationsin the
protocol are of form (a;e;z), where the prover sendsa, the veri er choosese
at random, the prover sendsz, and the veri er acceptsor rejects. There is a
security parameter k, such that the length of both x and e are linear in k. We
will only look at protocols where alsothe length of a and z are linear in k. Such
a protocol is said to be a § -protocol if we have the following:

{ The protocol is complete if the prover gets as private input w suc that
(x; w) 2 R, the veri er always accepts.

{ The protocol is special honestveri er zem-knowledge from a challengevalue
e, onecan ezxciently generatea conversation (a;e;z), with probability distri-
bution equalto that of corversation betweenthe honest prover and veri er
where e occurs as challenge.

{ A cheating prover can answer only one of the possiblechallenges:more pre-
cisely, from the common input x and any pair of accepting conversations
(a;e;2); (a;€%z% where e 6 €% one can compute exciently w suc that
(x;w) 2 R.

It is easyto seethat the de nition of § -protocols is closed under parallel
composition.

5 Threshold Homomorphic Encryption

In this section we formalise the notion of threshold homomaorphic encryption.

De nition 1 (Threshold Encryption Scheme). We call the tuple (K;KD;
R; E; Decrypt) a thresholdencryptionschemeif the following holds.

Key space The keyspaceK = fKygkon is afamily of nite setsof keysof the

denote the family fskigizc.

Key-generation There exists a n-party protocol KD securely evaluating the
key-geneator K.

Message Sampling There existsa PPT algorithm R, which on input pk out-
puts a uniformly random elementfrom a set Rpc. We write m A Rpk -

Encryption  There existsa PPT algorithm E, which on input pk and m 2 R
outputs an encryption m A Epc(m) of m. By Cp we denote the set of
possibleencryptions for the public key pk.

Decryption There exists a secure protocol Decrypt which on common input
(M; pk), and secret input sk; for the honestparty P;, where sk; is the secret
key share of the public key pk and M is a set of encryptions of the messages
M % Rp, returns M as common output.t

! We needthat the Decrypt protocol is securewhen executed in parallel. The MPC-
model in [Can00] is however not security preserving under parallel composition, so
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Threshold semantic security Let A be any PPT algorithm, which on input
1%, C suchthat jCj < n=2, public key pk, and corresmnding private keysskc
outputs two messagedng; m; 2 Ry and some arbitrary value s 2 f0; 1g°.

K (kK), (mo;my;s) A A(1%;C;pk;skc), and ¢ A Epc(m;). Then X; =
fXi(K; C)Oan ;cijcj<n= 2 for i = 0;1 are distribution ensemblesover the in-

dexset f CjjCj < n=2g and we require that X g 174X1.

A thresholdhomomaphic encryptionschemein addition hasthese properties:

Message ring For all public keyspk, the messagespaceRy is aring in which
we can compute exciently using the public key only. We denote the ring
(Rpk s Gk s + pk s Opk s Lpk)-

+ pk-homomorphic  There exists a PPT algorithm, which given public key pk
and encryptions m; 2 Ep(my) and my 2 Epc(my) outputs a uniquely
determined encryption M 2 Epc (M1 +pk M2). We write m A m¢ pk Mo,
Further more there exists a similar algorithm, i, for subtraction.

Multiplication by constant There exists a PPT algorithm, which on input
pk, m1 2 Rpx and my 2 Epc(my) outputs a random encryption m A
Epk (M1 G m2). We write m A myj pk M2 2 Epk (M1 g m2). We assume
that we can also multiply a constart from the right.

Blindable There existsa PPT algorithm Blind, which oninput pk, mm 2 Ep (m)
outputs an encryption m°2 Ep (m) sudh that mPis distributed identically
to Epk(m)[r], wherer is chosenuniformly random.

Check of ciphertextness Giveny 2 f0;1g" and pk, where pk is a public key,
it is easyto chedk whethery 2 Cpy.2

Pro of of plain text knowledge Let L, = f(pk;y)jpk a public key" y 2 Cy 0.
There exists a § -protocol for the relation over L; £ (f0;1g°)? given by
(Pk;y) » (1), X2 Ry My = Epc(X)[r].

Pro of of correct multiplication Let L, = f(pk;X;y;z)jpk is a public key*
X;¥;Z 2 Cpkg. There exists a § -protocol for the relation over L, £ (f0; 1g%)3
givenby (pk;x;y;z) » (dira;r2) . y = Epc(d)ra]” z= (di pk X)[r2].

6 Multipart y 8 -proto cols

In Section7 we describe how to implement generalmultipart y computation from
a threshold homomorphic encryption scheme, but asthe rst step towards this
we shav how one can generally and e+ciently extend two-party 8§ -protocols, as

we have to state this required property of the Decrypt protocol by simply letting
the input be sets of ciphertexts.

2 This chedk can be either directly or using a § -proto col: we will always usethe test in
a context, where a party publishes an encryption and then the recipients either ched
locally that y 2 Cp or the publisher provesit using a § -protocol. In the following
sectionswe adopt the terminology to the case,where the recipients can perform the
test locally. Details for the casewhere a § -proto col is used are easy extractable.
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those for proof of plaintext knowledge and proof of correct multiplication in a
threshold homomorphic encryption scheme,into securemultipart y protocols. We
will needtwo essetial toolsin this section: the notion of trapdcor commitments
and a multipart y protocol for generating a suxciently random bit string. Our
underlying purposehereis to allow a party to prove a claim using a § -protocol
sudc that all other parties will be corvinced and to do it much more exciently
than doing the original § -protocol independertly with ead of the other parties.

6.1 Generating (almost) Random Common Challenges

First of all we want to be able to generate a common challenge for the § -
protocols. Suppose rst that n - 16k. Then we create a challenge by letting

ewvery party choose at random a d2k=ne-bit string, and concatenate all these
strings. This producesan m-bit challenge,where2k - m - 16k. We can assume
without loss of generality that the basic § -protocol allows challengesof length
m bits (if not, just repeat it in parallel a number of times). It is easyto see
that with this construction, at least k bits of a challenge are chosenby honest
parties and are therefore random, sincea majority of parties are assumedto be
honest. This is equivalent to doing a § -protocol wherethe challengelength is the
number of bits chosenby honest parties. The cost of doing such a proof is O(k)

bits. If n > 16k, we will assume,as detailed later, that an initial preprocessing
phasereturns aspublic output a description of a random subsetA of the parties,
of size4k. It is easyto seethat, exceptwith probability exponertially smallin Kk,

A will contain at least k honest parties. We then generatea challengeby letting

ead party in A chooseonebit at random, and then cortinue as above.

6.2 Trapdoor Commitmen ts

A trapdoor commitment scheme can be described as follows: ‘rst a public key

pk is chosenbasedon a security parameter k, by running a PPT geneator G.
There is a "xed function commit that the committer C can use to com-

pute a commitment ¢ to s by choosing somerandom input r, computing ¢ =

commit (s;r; pk), and broadcastingc. Openingtakesplaceby broadcastings;r; it

can then be cheded that commit(s;r; pk) is the value C broadcastedoriginally.
We require the following:

(P erfect) Hiding For apk correctly generatedoy G, uniform r;r%and any s; s,
the distributions of commit(s;r; pk) and commit (s r% pk) are identical.
(Computational)  Binding For any C running in expected polynomial time
(in k) the probability that C on input pk computes s;r;s%r° suc that

commit (s;r; pk) = commit(s%r%pk) and s 6 s®is negligible.

Trap door Prop erty The algorithm for generating pk also outputs a string
t, the trapdoor. There is an excient algorithm which on input t; pk out-
puts a commitment ¢, and then on input any s producesr sud that ¢ =
commit(s;r; pk). The distribution of c is identical to that of commitments
computed in the usual way.
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In other words, the commitment schemeis binding if you know only pk, but given
the trapdoor, you can cheat arbitrarily . Finally, we also assumethat the length
of a commitment to s is linear in the length of s.3 Existence of commitments
with all these properties follow in generalmerely from existenceof § -protocols
for hard relations, and this assumptionin turn follows from the properties we
already assumefor the threshold cryptosystems. For concrete examples that
would 't with the examplesof threshold encryption we use, see[CD98].

6.3 Putting Things Together

In our global protocol, we assumethat the initial preprocessingphaseindepen-
dertly generatesfor eat party P; a public key k; for the trap door commitment
scheme and distributes it to all participating parties. We may assumein the
following that the simulator for our global protocol knows the trapdoors t; for
(someof) thesepublic keys. This is becauseit is sutcient to simulate in the hy-
brid model where parties have accesgo a trusted party that will output the k;'s
on request. Sincethis trusted party getsno input from the parties, the simulator
canimitate it by running G itself a number of times, learning the trap doors, and
shawing the resulting k;'s to the adversary.

In our global protocol there are a number of proof phasesIn ead such phase,
ead party in somesubsetN * is supposedto give a proof of knowledge:ead P;
in the subsethasbroadcastan x; and claims he knows w; suc that (x;;w;) isin
somerelation R; which hasan assaiated § -protocol. We then do the following:

1. Each P; in N° computesthe Tst messagea; in his proof and broadcasts
¢ = commit(a;;ri;ki).>

2. Make random challenge e accordingto the method described earlier.

Each P; in N °computesthe answer z; to challengee, and broadcastsa;; r;; z;

4. Every party can ched every proof given by verifying ¢; = commit(a;;r;; ki)
and that (a; e;z) is an accepting corversation.

w

3 In principle any commitment schemecan be transformed to fulT this. Assumethat a
scheme C has commitments of length k¢ and consider the modi ed scheme C°which
on security parameter k runs C on security parameter k® = k'*°. This scheme is
still a commitment scheme as +(k?) is still negligible and now the commitments has
length k. However in the new scheme the basic cryptographic primitiv es providing
the security is instantiated at a much lower key-size, and indeed such a reduction
is only weakly security preservingpac96]. The remaining reductions in this paper
are all polynomially security preserving and for the security of the protocol to be
polynomially preserved relative to the underlying computational assumptions the
above reduction should be avoided.

4 The subset N is the subset of the parties that still participate, i.e. have not been

excluded due to deviation from the proto col.

The intuition behind the use of (independertly generated instances) of perfectly

hiding trap door commitments in the proofs of knowledge of e.g. a plaintext is to

avoid malleabilit y issues,and to ensure\indep endenceof inputs" where necessary

(4]
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It is clear that sud a proof phasehas communication complexity no larger
than n times the complexity of a single 8 -protocol, i.e. O(nk) bits. We denotethe
execution of the protocol by (A%N% A § (A;Xno; W\ no; Ky ), Where A is the
state of the adversarybeforethe execution,xyo = fX;gi2no arethe instancesthat
the parties N° are to prove that they know a witnessto, Wi\ no = fWiGiop no
are witnessesfor the instancesx; corresponding to honestP;, ky = fkigian is
the commitment keys for all the parties, A® is the state of the adversary after
the execution, and N %% N is the subsetof the parties completing the proof
correctly. The reasonwhy the executiononly dependson the witnesseswy yo is
that the corrupted parties are controlled by the adversary and their witnesses,
if even well-de ned, are included in the start-state A of the adversary:.

Now let ty = ftigioy bethe commitment trap doors for the honest parties.
We describe a procedure (A% N®wyo ¢) A Sg (A;Xno;ty;ky) that will be
used as subroutine in the simulation of our global protocol. Sg (A;Xno; Knith)
will have the following properties:

{ Ss (A;xno;Kkn;th) runsin expected polynomial time and the part (A% N %
of the output is perfectly indistinguishable from the output of a real execu-
tion 8 (A;Xno;WH\ no; Ky ) given the start state A of the adversary (which
we assumeincludes xy o and ky ).

{ Except with negligible probability wy o, ¢ = fwigiono ¢ arevalid witnesses
to the instancesx; corresponding the corrupted parties completing the proofs
correctly.

The algorithm of Sg is asfollows:

1. For eath P;: if P; is honest, usethe trapdoor t; for k; to compute a commit-
ment ¢; that can be openedarbitrarily and show ¢; to the adversary If P; is
corrupt, receive ¢; from the adversary.

2. Run the procedurefor choosingthe challenge,choosingrandom contributions
on behalf of honest parties. Let ey be the challenge produced.

3. For eath P; do (where the adversary may choosethe order in which parties

are handled): If P; is honest run the honest veri er simulator to get an
acceptingcorversation (a;; €; zj). Usethe commitment trap door to compute
ri suc that ¢ = commit(a;r;) and show (a;;ri;z) to the adversary If P
is corrupt, receive (a;ri;z) from the adversary.
The current state A° of the adversary and the subsetN %of parties correctly
completing the proof is copiedto the output from this simulation subroutine.
In addition, we now needto nd witnessesfor x; from those corrupt P; that
sert a correct proof in the simulation. This is done as follows:

4. For eadh corrupt P; that sert a correct proof in the view just produced,
executethe following loop:

(a) Rewind the adversary to its state just beforethe challengeis produced.

(b) Run the procedurefor generating the challenge using fresh random bits
on behalf of the honest parties. This results in a new value e;.

(c) Receiw from the adversary proofs on behalf of corrupted parties and
generate proofs on behalf of honest parties, w.r.t. e;, using the same
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method asin Step 3. If the adversary hasmadea correct proof a?; r2 e z°
on behalf of P;, exit the loop. Else goto Step 4a.
If &g 6 ¢, and g = aio compute and output a witness for x;, from the
corversations(a; ; €0; z;); (8% e1; 20). Elseoutput ¢; a;;ri;a%r? (this will bea
break of the commitment scheme). Go on to next corrupt P;.

It is clear by inspection and assumptionson the commitments and § -proto-
colsthat the part (A% N %9 of the output is distributed correctly. For the running
time, assumeP; is corrupt and let 2 be the probability that the adversary outputs
a correct a;;ri;z given some xed but arbitrary value View of the adversary's
view up to the point just before e is generated. Obsene that the cortribution
from the loop to the running time is 2 times the expected number of times the
loop is executedbeforeterminating, which is 1=2, sothat to the total cortribution
is O(1) times the time to do oneiteration, which is certainly polynomial. As for
the probability of computing correct witnesses,obsene that we do not have
to worry about caseswhere 2 is negligible, say 2 < 2i X2, sincein these cases
P; 62N ®with overwhelming probability. On the other hand, assume? | 2i k=2,
let & denotethe part of the challengee chosenby honestparties, and let pr() be
the probability distribution on & given the view View and given that the choice
of & leadsto the adversary generating a correct answer on behalf of P;. Clearly,
both é, and é; aredistributed accordingto pr(). Now, the a priori distribution of
& is uniform over at least 2¢ values. This, and 2 , 2i =2 implies by elemenary
probability theory that pr(&) - 2i =2 for any e, and so the probability that
8 = & is- 21 X2, We concludethat exceptwith negligible probability, we will
output either the required withesses,or a commitment with two di®erer valid
openings. However, the latter caseoccurs with negligible probability. Indeed, if
this was not the case,obsene that sincethe simulator never usesthe trap doors
of ki for corrupt P;, the simulator together with the adversary could break
the binding property of the commitments. Formulating a reduction proving this
formally is straightforward and is left to the reader.

7 General MPC from Threshold Homomorphic
Encryption

Assumethat we have a threshold homomorphic encryption schemeas described
in Section 5. In this section we describe the FuncEval; protocol which securely

using a uniform polynomially sizedfamily of arithmetic circuits over Ryy.

Our approach works for any reasonableencading of f asan arithmetic circuit.
This can allow for excient encalings of arithmetic function if one can exploiting
knowledgeabout the rings Ry over which the function is evaluated. For simplic-
ity we will however here assumethat f is encaded using a circuit taking inputs
from fOp; 15k 0, using +, i , and ¢gates, and using the samecircuit for a xed
security parameter. Sinceour encryption schemeis only + and j -homomorphic
we will be needing a protocol Mult for securely computing an encryption of
m3 gk my given encryptions of my and m,.
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We assumethat the parties has accesso a trusted party Preprocess which

random public commitment key for a trap door commitment schemeasdescribed
in Section 6.2. If n > 16k then further more the trusted party returns a public
description of a random 4k-subset of the parties as described in Section 6.1°.
As described in Section 6.3, we can then from the § -protocols of the threshold
homomorphic encryption scheme for proof of plaintext knowledge and correct
multiplication construct n-party versions,which we call POPK resp.POCM. The
corresponding versionsof our general simulation routine Sg for these protocols
will be called Spopk resp. Spocwm -

7.1 The Mult Proto col

Description All honest parties P; know public valuesky = fkigian, pk, and
encryptions a;b 2 Epk (&), for some possible unknown a;b 2 Ry, and private
values sk;. Further more a set N © of participating parties, those that have not
beencaugh deviating from the protocol, is known to all parties. The corrupted
parties are controlled by an adversaryand the parties want to computea common
value T 2 Ep(ab) without anyone learning anything new about a, b, or a ¢b.

Implementation

1. First all participating parties additiv ely secretsharethe value of a.

(@) P, fori 2 N°choosesa value d; uniformly at random in Ry, computes
an encryption d; A E(d;), broadcastsit, and participates in POPK to
chedk that eac P; knows r; and d; sud that d; = Epk (di)[rilp

(b) Let N %denote parties completing the proofin (a) and let d =
All parties computed= ¢,nod; ande= a¢ d.

(c) The parties in N %call Decrypt to compute the value a+ d from &.

(d) The party in N %®with smallestindex setsa; A & d;, anda; A a+dj d;.
The other parties in N®seta; A ~d; anda A | d.

2. Each party P; for i 2 N®computesf; A a j b, broadcastsf;, and partic-
ipates in POCM to ched that all f; was computed correctly. Let X be the
subsetfailing the proof and let N %% N%nX .

3. The pgrties compute ax = ¢i,x & and decrypt it using Decrypt to obtain
ax = jox &

4. All parties computeTA (¢ anof ;) ¢ (ax | b) 2 Epk (ab).

iznoodi-

Theorem 1. There exists a simulator for the Mult protocol, which produces a
view in the ideal-world that is computationally indistinguishable from the view
produced by an execution of the Mult protocol in the real-world.

Pro of outline: We give an outline of the main ideas used in the simulation.
The main obstacleis Step 1c, wherea+ d should be handedto the adversary to
simulate an oracle call to the Decrypt oracle.By choosingd; correctly for honest

% In the following we presert the casewhere n - 16k.
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parties and using Spopk the simulator can learn d, but it cannot learn a. We
handle this by letting one of the honestparty Ps chooseds asBlind (Epk (d9) ~ &)

for uniformly random d2 2 Rpk. Then all valtlges are still correctly distributed,

but now the simulator can computea+ das(  ,yomssqdi) + d2. Obsene that

the simulator now cannot compute the value as which is necessarylater. Doing

the samecomputation on d? it can however compute a2 = a5 + a. Now assume
that the simulator has accessto an oracle returning an encryption c° of a ¢h.

Then it simulates Step 2 by computings i basBlind((aJi b) ™ c) and running

Srocm - Step 3 is simulated by giving ;,, & to the adversary (this value the

simulator can compute ass 62X ) and Step 4 is simulated by doing the correct
computation asthe necessaryaluesare available.

By the properties of the knowledge extractors and Blind it follows that the
view produced as above is statistically indistinguishable from the view of a real-
world execution. Now instead of the oracle value c® usea random encryption of
Opk - If this changesthe view produced by the simulator except computationally
negligible, then as the simulator doesnot usethe secret keysof any honestparty
the simulator would be a distinguisher of encryptions of a ¢b and encryptions of
Opk cortradicting the semartic security of the encryption stcheme. The technical
report [CDNOQ] contains a detailed proof. &

As the Decrypt protocol is assumedto be secureunder parallel composition
and our multipart y zero-knowledge proofs have beenproven to be secure,soare
then trivially the Mult protocol.

7.2 The FuncEv aly Proto col

Now assumethat the description of a arithmetic circuit for evaluating f is given.
The parties then evaluate f in the following manner. First the parties run the

sk; is private to P;. Each party P; then doesa bitwiseencryption Xi; A Epk (Xij )
of its input Xx;, broadcaststhe encryptions, and provesin zero-knowvledge, that
Xi; doesin fact contain either O or 1.” For those P; failing the above proof the
parties exclude them, take x; to be 000:::00, and compute Xij; A E pk (Xi; )Ir]
for some xed agreedupon string r 2 f0; 1g°(). In this way all parties get to
know common legal encrypted circuit inputs for all parties. Then the circuit is
evaluated. In eat round all gatesthat are ready to be evaluated are evaluated
in parallel. Addition and subtraction gates are evaluated locally using ¢ and
~; and multiplication gatesare evaluated using the Mult protocol. Finally the
parties decrypt the output gatesand output the reviled values.

Theorem 2. The FuncEval; protocol as descrited alove securely evaluatesf in
the presene of active non-adaptive adversary corrupting at most a minority of

" Wewill beneedinga § -proto col for doing this, but such proto col is easyto implement
for the examples of threshold encryption that we give in Section 8.
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the parties.® The round complexity is in the order of the depth of the circuit for f
and the communication complexity of the protocol is O((nk + d)jf j) bits, where jf j
denotesthe size of the circuit for evaluatingf and d denotesthe communication
complexity of a decryption.

Pro of outline: Given a real-world adversary A we construct a simulator S(A)
running in the ideal-world. The initial oracle calls are simulated by running the
generatorslocally and giving the appropriate valuesto A. The simulator saves

Assumefor now that S has accessto an oracle giving it the valuesX;j; for all
honestparties. The simulator then givesthe X;; valuesto A and receiwe X;; for
all corrupted parties from A. Using the knowledge extractor the simulator then
learns all x;; for corrupted parties that completed the proof that X;; contains
0 or 1. It usesthese values as input to the ideal evaluation of f and learns
the output y. Now the gate evaluation is simulated using the simulator for the
Mult protocol. The decryption (by oracle call) of output gates are simulated
by just handing the correct value to A. These values are known as the correct
output y of the computation is known to the simulator. This simulation is by the
properties of the knowledge extractors and the Mult simulator computationally
indistinguishable from that of a real-world execution. We get rid of the oracle
valuesX;; aswe did in the proof of Theorem 1.

The round complexity follows by inspection. The gatesthat give rise to com-
munication are the input, multiplication, and output gates.The communication
usedto handle thesegatesis in the order of n encryptions (O(nk) bits), n zero-
knowledge proofs (O(nk) bits as we have assumedthat the § -protocols have
communication complexity O(k)) and 1 decryption (O(d) bits by de nition).
The total communication complexity thereforeis O((nk + d)jf j) asclaimed. The
technical report [CDNOQ] contains a detailed proof. &

The threshold homomorphic encryption schemeswe preser in Section8 both
haved = O(kn). It followsthat for deterministic f the FuncEvals protocol based
on any of these schemeshas communication complexity O(nkjf j) bits.

8 Examples of Threshold Homomorphic Cryptosystems

In this section,we describe someconcreteexamplesof threshold systemsmeeting
our requiremerts, including § -protocols for proving knowledge of plaintexts,
correctnessof multiplications and validity of decryptions.

Both our examplesinvolve choosing as part of the public key a k-bit RSA
modulus N = pg, where p;q are chosensud that p = 2p°+ 1,9 = 2¢°+ 1 for
primes p% ® and both p and g have k=2 bits. For corveniencein the proofs to
follow, we will assumethat the length of the challengesin all the proofsis k=2 1.

8 Generally we can make the protocol secure against any corruption structure for
which the threshold cryptosystem is secure and for which one can generate short
random challengescontaining at least k random bits asin Section 6.1.
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8.1 Basing it on Paillier's Cryptosystem

In [Pai99], Paillier proposesa probabilistic public-key cryptosystem where the
public key is a k-bit RSA modulus N and an elemert g 2 Z . of order divisible
by N. The plaintext spacefor this systemis Z . In [DJO1] the crypto-system
is generalisedto have plaintext spaceZ s for any s smaller than the factors
of N and there g has order divisible by NS. To encrypt a 2 Z s, one chooses
r 2 Zys« at random and computes the ciphertext asa = g2rN° mod NS,
The private key is the factorisation of N, i.e., A(N) or equivalert information.
Under an appropriate complexity assumption given in [Pai99], this system is
semarically secure,and it is trivially homomorphic over Z \s as we require
here:we canseta¢ b= a¢bmod N S*1 . Furthermore, from ® and an encryption
a, a random encryption of ®a can be obtained by multiplying a® mod Ns*1 by
a random encryption of 0. In [DJ01] a threshold version of this systemhas been
proposed,basedon a variant of Shoup's[Sho0Q technique for threshold RSA. A
multiplication protocol was also given in [DJ01], though for a slightly di®eren
setting. We will not go into further details here, but note that using known
techniques the multiplication protocol can be modi ed to meet our de nition
of a threshold homomorphic encryption scheme. The technical report [CDNOQ]
contains more details.

Generalisations of FuncEv al Usingstandard techniques,the FuncEval-proto-
col can be extendedto handle probabilistic functions. In this sectionwe describe
how this works when we instantiate using the Paillier cryptosystem. We shaov
how random Z ys-gates (outputting a uniformly random elemen from Z s un-
known to all parties) and random 0=1-gates (outputting a uniformly random
elemert from f0.1g unknown to all parties) can be implemented securelyin a
constart number of rounds.

As a step-stonewe also recall how to implement inversion gatesand do un-
bounded fan-in multiplication of invertible elemens in a constart number of
rounds (see[BB89]). Due to lack of spaceonly the protocols are given, but they
can all be proven secureusing the techniques of the previous sections.

In the following, if n , 16k, let the randomgroup denote the 4k-subset A
given in the preprocessingand if n < 16k let the random group be all the

Obsene that r(n; k) 2 O(min(n; k)) and that exceptwith negligible probability
the random group cortains a honest party.

Random Z \ s-gates All the parties in the random group pick a uniformly random
elemen a 2 Z s, broadcastan encryption &, and prove knowledgeof a;. Then
all the parties compute a = ¢ {ﬁ;*)w and a is the secret uniformly random
Z ys-elemen. The communication complexity is O(r (n; k)k).

Inversion Gates Given @, where a is invertible, the parties generatesb using
a random Z ys-gate. Sinceb is invertible except with negligible probability, we
assumein the following that it is. The parties compute ab and revealsab (this is
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securesinceabis a uniformly random invertible elemen). The parties computes

(apitandai 1= (abi !i b The communication complexity is O(nk).

Constant-round unboundel fan-in multiplication of invertible elements Given

encryptions Xz;:::;X; of invertible elemers the parties generate secret ran-

dom Z ys-elements Yo;:::; Vi, compute yi Lo ;gli 1 and compute and reveal
—_ [ P SR | — yi 1 | i

zi = Yi; 1Xiy! ;i = 101051 Then they compute ~;_; Xi = ) (2, z)Vi. The

communication complexity of this is O(Ink).

Random 0O=1-gates Each party in the random group generatesa random bit
b, publishes by, proves knowledge of b 2 f0;1g, and all the parties compute

b= /™)@ ”2; B) ¢1 i 2 1 The comnunication complexity of this is
O(r(n; k)nk).

8.2 Basing it on QRA and DDH

In this section, we describe a cryptosystem which is a simplied variant of
Franklin and Haber's system [FH96], a somewhat similar (but non-threshold)
variant was suggestedby one the authors of the presen paper and appearsin
[FH96].

For this system, we choosean RSA modulus N = pg, where p; g are chosen
such that p = 2p°+ 1;q9 = 29°+ 1 for primes p%° We also choose a random
generatorg of SQ(N), the subgroup of quadratic residuesmodulo N (which here
hasorder p%Y). We nally choosex at random modulo p%Pandlet h = g* mod N.
The public key is now N;g; h while x is the secretkey.

The plaintext spaceof this systemis Z ,. We set¢ = n! (recall that n is the
number of parties). Then to encrypt a bit b, one choosesat random r modulo
N2 and a bit ¢ and computesthe ciphertext

(i 1)°g" mod N; (i 1)°h***" mod N)

The purposeof choosingr modulo N2 is to make sure that g" will be closeto
uniform in the group generatedby g even though the order of g is not public.
It is clear that a ciphertext can be decrypted if one knows x. The purpose of
having h*¢ o (and not h") in the ciphertext will be explained below.

The system clearly has the required homomorphic properties, we can set:

(® )¢ (°;1) = (® modN; £mod N)

Finally, from an encryption (®; ) of a value a and a known b, one can obtain
a random encryption of value bamod 2 by rst setting (°;+) to be a random
encryption of 0 and then outputting (8°° mod N; °+ mod N).

We now arguethat under the Quadratic Residuosity Assumption (QRA) and
the Decisional Dize Hellman Assumption (DDH), the system is semarically
secure.Recall that DDH says that the distributions (g;h; g" mod p;h" mod p)
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and (g; h;g" mod p;h® mod p) are indistinguishable, where g; h both generate
the subgroup of order p°in Z; and r;s are independernt and random in Z po.
By the Chineseremainder theorem, this is easily seento imply that also the
distributions (g; h; g" mod N; h" mod N) and (g; h; g" mod N; h® mod N) arein-
distinguishable, where g; h both generate SQ(N) and r;s are independent and
random in Z ,oe. Omitting sometedious details, we can then concludethat the
distributions

(g:h; (; 1)°g" mod N;h* °" mod N)
(g:h; (; 1)°g" mod N;h* *S mod N)
(g;h; (i 1)°g" mod N; i h* “s mod N)
(g;h; (i 1)°g" mod N;j h* " mod N)
are indistinguishable, using (in that order) DDH, QRA and DDH.

Threshold decryption  Shoup's method for threshold RSA [Sho0Q can be
directly applied here: he shaws that if one secret-sharesx among the parties
using a polynomial computed modulo p%pP and publishessomeextra veri cation
information, then the parties can jointly and securely raise an input number
to the power 4¢ 2x. This is clearly sutcient to decrypt a ciphertext as de ned
here: to decrypt the pair (a;b), compute bai 4¢ ** mod N. We do not describe
the details here, asthe protocol from [Sho0Q can be useddirectly. We only note
that decryption can be done by having eat party broadcast a single message
and prove by a § -protocol that it is correct. The communication complexity
of this is O(nk) bits. In the original protocol the random oracle model is used
when parties prove that they behave correctly. However, the proofs can instead
be done according to our method for multipart y 8§ -protocols without loss of
exciency (Section 6). This alsoimmediately implies a protocol that will decrypt
seweral ciphertexts in parallel.

Proving you know a plain text We will needan excient way for a party to
prove in zero-knavledgethat a pair (®, ) he createdis a legal ciphertext, and
that he knows the corresponding plaintext. A pair is valid if and only if ®;
both have Jacobi symbol 1 (which can be cheded easily) and if for somer we
have (g2)" = ® mod N and (h8 °)" = 2 mod N. This last pair of statemerts
can be proved non-interactively and exciently by a standard equality of discrete
log proof appearing in [Sho0Q. Note that the squaringsof ®,  ensurethat we
are working in SQ(N), which is necessaryto ensuresoundness.

This protocol has the standard 3-move form of a § -protocol. It provesthat
anr "tting with ®; exists But it doesnot prove that the prover knows suc
anr (and henceknows the plaintext), unlesswe are willing to also assumethe
strong RSA assumptior®. With this assumption, on the other hand, the equality
of discrete log proof is indeed a proof of knowledge.

® That is, assumethat it is hard to invert the RSA encryption function, even if the
adversary is allowed to choosethe public exponent
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Howewer, it is possibleto do without this extra assumption: obsene that if
~ was correctly constructed, then the prover knows a squareroot of =~ (namely
h2®’r mod N) i® b = 0 and he knows a root of | ~ otherwise. One way to
exploit this obsenation is if we have a commitment schemeavailable that allows
committing to elemens in Z . Then P; can commit to his root ®, and prove
in zero-knavledge that he knows ® and that ® = 2 mod N. This would be
suzcient sinceit then follows that ® is ~ orj .

Here is a commitment scheme (already well known) for which this can be
done exciently: choosea prime P, such that N divides P j 1 and choose el-
emerts G;H of order N modulo P, but where no party knows the discrete
logarithm of H baseG. This can all be set up initially (recall that we already
assumethat keysare setup onceand for all). Then a commitment to ® hasform
(G" mod P; G®H'" mod P), and is openedby revealing ®;r. It is easyto seethat
this scheme is unconditionally binding, and is hiding under the DDH assump-
tion (which we already assumed).Let [®] denote a commitment to ® and let
[®][ 1 mod P be the commitment you obtain in the natural way by componert-
wise multiplication modulo P. It isthen clearthat [®][ ] mod P is a commitment
to ®+  mod N.

It will be sutcient for our purposesto make a § -protocol that takes as
input commitments [®);[ ];[°], shows that the prover knows ® and shaws that
® = ° mod N. Here follows such a protocol:

1. Inputs are commitments [®);[ ];[°] whereP; claimsthat ® = ° mod N. P
choosesa random + and makes commitments [4]; [+ ].

2. The veri er senda random e.

3. P; opensthe commitment [®)]°[4] mod P to reveal a value e;. P; opensthe
commitment [ ][+ ]I [°]i © mod P to reveal 0.

4. The veri er acceptsi® the commitments are correctly openedas required.

Using standard techniques, it is straightforward to show that this protocol is
a § -protocol. The technical report [CDNOO] contains more details.

Proving multiplications correct Finally, we needto considerthe scenario
where party P; has been given an encryption C, of a, has chosena constart
b, and has published encryptions Cy; D, of valuesb;ba and where D has been
constructed by P; aswe described above. It follows from this construction that
if b= 1,then D = C, ¢ E whereE is arandom encryption of 0. Assumingb= 1,
E can be easily reconstructed from D and C,.

Now we want a § -protocol that P; can useto prove that D cortains the
correct value. Obsene that this is equivalert to the statemert

((Cp encrypts 0) AN D (D encrypts 0)) OR
((Cp encrypts 1) AN D (E encrypts 0))

We have already seenhow to prove by a § -protocol that an encryption (®; )
cortains a value b, by proving that you know a square root of (j 1)°". Now,
standard techniquesfrom [CDS94 can be applied to building a new § -protocol
proving a monotone logical combination of statemerts suc aswe have here.
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9 An Optimisation of the FuncEv al Proto col

The following optimisation of the FuncEval-protocol was brought to our atten-
tion by an anonymous referee.The optimisation appliesto the situation where
at most (% i c)n parties, for somec > 0, can be corrupted and n is larger than
k. In that casewe can usethe random group for doing the ertire computation.
The decryption keysfor the threshold cryptosystem are distributed only to the
random group and all parties are giventhe public key. All parties then broadcast
encryptions of their inputs as before. Then the parties in the random group do
the actual computation and broadcastthe result. The communication complex-
ity of this is O(k?jCj) as the initial broadcast of inputs are dominated by the
computation. This is better than O(knjCj) if n > k. The sameoptimisation ap-
pliesto any MPC protocol by letting the parties secretsharetheir input among
the random group initially . This typically reducesa complexity of O(k9n¢jCj)
to O(k%* €jCj). Finally k9*¢ can be replaced by k to obtain a communication
complexity of O(kjCj) using the weakly security preservingreduction of Footnote
3. Note that the last part of the transformation has no practical value, it is a
property of the security model allowing to sell security for cuts in complexity.
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