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Abstract. At EuroCrypt'99, Paillier proposeda new encryption scheme
based on higher residuosity classes.The new scheme was proven to be
one-way under the assumption that computing N -residuosity classesin
Z ¤

N 2 is hard. Similarly the schemecan beproven to besemantically secure
under a much stronger decisional assumption: given w 2 Z ¤

N 2 it is hard
to decide if w is an N -residue or not.
In this paper we examine the bit security of Paillier's scheme. We prove
that, if computing residuosity classesis hard, then given a random w it
is impossible to predict the least signi¯can t bit of its class signi¯can tly
better than at random. This immediately yields a way to obtain semantic
security without relying on the decisional assumption (at the cost of
several invocations of Paillier's original function).
In order to improve e±ciency we then turn to the problem of simulta-
neoussecurity of many bits. We prove that Paillier's scheme hides n ¡ b
(up to O(n)) bits if one assumesthat computing the class c of a ran-
dom w remains hard even when we are told that c < 2b. We thoroughly
examine the security of this stronger version of the intractabilit y of the
classproblem.
An important theoretical implication of our result is the construction of
the ¯rst trap door function that hides super-logarithmically (up to O(n))
many bits. We generalizeour techniques to provide su±cient conditions
for a trap door function to have this property.

1 In tro duction

At EuroCrypt'99 Paillier [10] proposeda new encryption schemebasedon higher
residuosity classes.It generalized previous work by Okamoto and Uchiyama
[9]. Both works are based on the problem of computing high-degreeresiduos-
it y classesmodulo a composite of a special form (in Paillier's the modulus is N 2

where N is a typical RSA modulus, while in [9] the modulus is N = p2q where
p;q are large primes.)

? The ¯rst author's research was carried out while visiting the Computer Science
Department of Columbia Univ ersity.
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The mathematical details are described below, but for now let us sketch
the basics of Paillier's scheme. It can be shown that Z ¤

N 2 can be partitioned
into N equivalenceclassesgeneratedby the following equivalencerelationship:
a;b 2 Z ¤

N 2 are equivalent i® ab¡ 1 is an N -residue in Z ¤
N 2 . The N -residuosity

class of w 2 Z ¤
N 2 is the integer c = Class(w) such that w belongs to the cth

residuosity class (in a well speci¯ed ordering of them). The conjectured hard
problem is: given a random w, compute c. It can be shown that computing
c = Class(w) is possibleif the factorization of N is known.

Thus Paillier suggeststhe following encryption scheme:To encrypt a message
m 2 ZN , the sendersendsa random element w 2 Z ¤

N 2 such that Class(w) = m
(this can be done e±ciently as it is shown later). The receiver who knows the
factorization of N , given w can compute m.

If we assumethat computing residuosity classesis hard, then this schemeis
simply one-way. Indeed even if computing the whole of m is hard, it is possible
that partial information about m can be leaked.

What we would like to have is instead a semantically secure scheme.Seman-
tic security (intro duced by Goldwasserand Micali in [7]) basically says that to
a polynomial time observer the encryption of a messagem should look indis-
tinguishable from the encryption of a di®erent messagem0. Paillier's scheme is
semantically secureif we assumea stronger decisional assumption: given a ran-
dom element w 2 Z ¤

N 2 it is impossibleto decidee±ciently if w is an N -residue
or not.

Hard-Core Bits. The concept of hard-core bits for one-way functions was
intro duced by Blum and Micali in [4].

Given a one-way function f : f 0; 1gn ! f 0; 1gn we say that ¼ : f 0; 1gn !
f 0; 1g is a hard-core predicate for f if given y = f (x) it is hard to guess¼(x)
with probabilit y signi¯cantly higher than 1/2. Another way of saying this is that
if x is chosenat random then ¼(x) looks random (to a polynomial time observer)
even when given y = f (x).

Blum and Micali showed the existenceof a hard-core predicate for the dis-
crete logarithm function. Later a hard-corebit for the RSA/Rabin functions was
presented in [1]. Goldreich and Levin in [6] show that any one-way function has
a hard-core predicate.

The concept can be generalizedto many hard bits. We say that k predicates
¼1; : : : ; ¼k are simultaneously hard-core for f if given f (x) the collection of bits
¼1(x); : : : ; ¼k (x) looks random to a polynomial time observer.

Our Resul t: In this paper we investigate the hard core bits of Paillier's new
trapdoor scheme.We ¯rst prove that the least signi¯cant bit of the c = Class(w)
is a hard-core bit if we assumecomputing residuosity classesis hard. In other
words we show that given a random w 2 Z ¤

N 2 , if one can guesslsb(Class(w))
better than at random, then one can compute the whole Class(w) e±ciently .

Let n = jN j. The result above can be generalizedto the simultaneous hard-
nessof the least O(log n) bits using standard techniques.We then show that by
slightly strengthening the assumption on computing residuosity classeswe are
able to extract many more simultaneously hard-corebits. More precisely, for any
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! (log n) · b < n we show that Paillier's schemehides the n ¡ b least signi¯cant
bits, if we assumethat computing residuosity classesremain hard even if we are
told that the classis smaller than 2b.

The residuosity classproblem seemsto remain hard even in this case.Ac-
tually we seeno way to exploit knowledgeof the bound (i.e. the fastest known
algorithm to compute c even in this caseis to factor N ). We discussthis further
in section 3.4.

An interesting feature of our construction is that the number of bits hidden
by the function is related to the underlying complexity assumption that one is
willing to make. The smaller the bound is (i.e. the stronger the assumption), the
more bits one can hide.

A Theoretical Implica tion. If f is a trapdoor permutation that simultane-
ously hides k bits, then we can securelyencrypt k bits with a single invocation
of f (as originally described in [7]).

However, for all previously known trapdoor functions (lik eRSA) f : f 0; 1gn !
f 0; 1gn we only know how to prove that k = O(log n) bits are simultaneously
hard-core. Thus to securely encrypt m bits one needsto invoke the function
­ (m= logn) times.

Another way to look at our result is that we show a candidate trap door
function that hide up to O(n) bits. To our knowledgethis is the ¯rst exampleof
trapdoor problems with a super-logarithmic number of hard-core predicates.

We also generalizeour construction to a large classof trapdoor functions by
giving su±cient conditions for a trapdoor function to hide super-logarithmically
many bits1.

Decisional Assumptions. As we mentioned earlier, the schemeof Paillier [10]
canalsobeproven to besemantically secureunder a decisionalproblem involving
residuosity classes.In other words if assuming that deciding N -residuosity is
hard, then his schemehide all n input bits.

Notice however the di®erencewith our result. We prove that these two
schemeshide many bits, under a computational assumption, about computing
residuosity class.

Decisional assumptionsare very strong. Basically a decisional problem is a
true/ false question which we assumethe adversary is not able to solve. Con-
versely computational assumptions (only) require that the adversary cannot
compute the ful l solution of a computational problem. Thus, whenever possi-
ble, computational assumptionsshould be preferred to decisionalones.

The goal of this paper is to show example of trapdoor functions that hides
several bits without resorting to true/false questions.

1 The above discussion implicitly rules out iterated functions. Indeed [4] shows that if
f (x) is a one-way function and ¼(x) is a hard-core predicate for it, then the iterated
function f k (x) is clearly also one-way and it simultaneously hide the following k bits:
¼(x); ¼(f (x)) ; :::; ¼(f k ¡ 1(x)). We are interested in functions that hide several bits in
a single iteration.
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Applica tions. The main application of our result is the construction of a new
semantically secureencryption schemebasedon Paillier's scheme.Assumingthat
Paillier's function securelyhides k bits, we can then securelyencrypt an m-bit
messageusing only O(m=k) invocations; k is of course a function of n, the
security parameter of the trapdoor function. We can do this without resorting
to the decisionalassumptionabout N -residuosity, but simply basingour security
on the hardnessof computing residuosity classes.

Today we can assumethat n = 1024.Also in practice public-key cryptogra-
phy is usedto exchangekeysfor symmetric encryption. Thus wecan then assume
that m = 128.With a reasonablecomputational assumptionwe can encrypt the
whole 128-bit key with a single invocation of Paillier's scheme.The assumption
is that computing the classis hard even when we are promised that c < N :875.

We discuss this new scheme and make comparisonswith existing ones in
Section 5.

1.1 Related W ork

Computing high-degreeresiduosity classesis related to the original work of Gold-
wasserand Micali [7] who suggestedquadratic residuosity in Z ¤

N asa hard trap-
door problem (where N is an RSA modulus). Later Benaloh [2] generalizedthis
to deciding s-residuosity where s is a small prime dividing Á(N ). In Benaloh's
scheme,s is required to be small (i.e. jsj = O(log n)) since the decryption pro-
cedure is exponential in s. By changing the structure of the underlying ¯eld,
Okamoto-Uchiyama in [9] and Paillier in [10] were able to lift this restriction
and considerhigher degreeresiduosity classes.

The idea of restricting the size of the input spaceof a one-way function in
order to extract more hard bits goes back to Hastad et al. [8]. They basically
show that the abilit y to invert f (x) = gx mod N when x is a random integer
x < O(

p
N ) is su±cient to factor N . Then they show that discrete log mod-

ulo a composite must have n=2 simultaneously hard bits, otherwise the above
restricted-input function can be inverted (i.e. we could factor N ). [8] shows the
¯rst example of one-way function with a superlogarithmic number of hard-core
bits. No such exampleswas known for trapdoor function.

Building on ideas from [8], Patel and Sundaram in [11] show that if one
assumesthat f (x) = gx mod p (with p prime) remains hard to invert even when
x < B , then discrete logarithm simultaneously hide k ¡ b bits (k = jpj; b = jB j).
In their case,as in ours, one must make an explicit computational assumption
about the hardness of inverting the function with small inputs. There is an
important di®erencebetween [11] and our computational assumption though.
In [11] we know that there exist algorithms to ¯nd x < B given y = gx , which
run in O(

p
B ) steps. In our case, as discussedin section 3.4, an attack with a

similar complexity is not known.
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1.2 Paper Organization

In Section 3 we describe in detail the scheme based on Paillier's function. In
Section 4 we generalizeour result to a larger classof trapdoor functions, giving
su±cient conditions for a trapdoor function to hide super-logarithmically many
bits. We then discussapplications to public-key encryption and comparisonsto
other schemes in Section 5. Our work raises some interesting open problems
which we list at the end in Section 6.

2 De¯nitions

In the following we denote with N the set of natural numbers and with R +

the set of positive real numbers. We say that a function negl : N ! R + is
negligible i® for every polynomial P(n) there exists a n0 2 N s.t. for all n > n0,
negl(n) · 1=P(n). We denote with PRI ME S(k) the set of primes of length k.

If A is a set, then a Ã A indicates the processof selectinga at random and
uniformly over A (which in particular assumesthat A canbesamplede±ciently).

Trapdoor Permut ations. Let f n : f 0; 1gn ! f 0; 1gn be a family of permuta-
tions. We say that f n is a trapdoor family if the following conditions hold:

{ f n can be computed in polynomial time (in n)
{ f n can be inverted in polynomial time only if given a description of f ¡ 1

n . I.e.
for any probabilistic polynomial time Turing Machine A we have that

Pr[x Ã f 0; 1gn ; A (f n ; f n (x)) = x] = negl(n)

The above notion can be generalizedto probabilistic functions where each f n :
f 0; 1gn £ f 0; 1gr ! f 0; 1gn + r is a permutation, but we look at the secondar-
gument as a random string and we assumethat given y 2 f 0; 1gn + r we cannot
compute the ¯rst argument, i.e. for any probabilistic polynomial time Turing
Machine A we have that

Pr[x Ã f 0; 1gn ; s Ã f 0; 1gr ; A (f n ; f n (x; s)) = x] = negl(n)

Hard-Core Bits. A Boolean predicate ¼ is said to be hard for a function
f n if no e±cient algorithm A, given y = f (x) guesses¼(x) with probabilit y
substantially better than 1=2. More formally for any probabilistic polynomial
time Turing Machine A we have that

¯
¯
¯
¯Pr[x Ã f 0; 1gn ; A (f n ; f n (x)) = ¼(x)] ¡

1
2

¯
¯
¯
¯ = negl(n)

For one-way functions f n , a possibleway to prove that a predicate ¼is hard is to
show that any e±cient algorithm A that on input y = f n (x) guesses¼(x) with
probabilit y bounded away from 1=2 can be used to build another algorithm A 0

that on input y computesx with non-negligible probabilit y.
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Simul t aneousl y Hard Bits. A collection of k predicates ¼1; : : : ; ¼k is called
simultaneously hard-core for f n if, given y = f n (x), the whole collection of bits
¼1(x); : : : ; ¼k (x) looks \random". A way to formalize this (following [14]) is to
say that it is not possibleto guessthe value of the j th predicate even after seeing
f n (x) and the value of the previous j ¡ 1 predicatesover x. Formally, for every
j = 1; : : : ; k, for every probabilistic polynomial time Turing Machine A we have
that:

¯
¯
¯
¯Pr[x Ã f 0; 1gn ; A (f n ; f n (x); ¼1(x); : : : ; ¼j ¡ 1(x)) = ¼j (x)] ¡

1
2

¯
¯
¯
¯ = negl(n)

Here too, a proof method for simultaneously hard-core bits is to show that an
e±cient algorithm A contradicting the above equation can be used to build
another e±cient algorithm A which inverts f n with non-negligible probabilit y.

3 Bit Securit y of Paillier's Scheme

In this section we present our candidate trapdoor function which is based on
work by Paillier [10]. Readersare referred to [10] for details and proofs which
are not given here.

Preliminaries. Let N = pq be an RSA modulus, i.e. product of two large
primes of roughly the samesize.Consider the multiplicativ e group Z ¤

N 2 .
Let g 2 Z ¤

N 2 be an element whose order is a non zero multiple of N . Let
us denote with B the set of such elements. It can be shown that g induces a
bijection

Eg : ZN £ Z ¤
N ! Z ¤

N 2

Eg(x; y) = gx yN mod N 2

Thus, given g, for an element w 2 Z ¤
N 2 there exists an unique pair (c;z) 2

ZN £ Z ¤
N such that w = gczN mod N 2. We say that c is the classof w relative

to g. We may also denote this with Classg(w).
We de¯ne the Computational Composite Residuosity Class Problem as the

problem of computing c given w and assumethat it is hard to solve.

De¯nition 1. Wesay that computing the function Classg(¢) is hard if, for every
probabilistic polynomial time algorithm A, there exists a negligible function
negl() such that

Pr

2

6
6
4

p;q Ã PRI ME S(n=2); N = pq;
g Ã Z ¤

N 2 s.t. ord(g) > N ;
c Ã ZN ; z Ã Z ¤

N ; w = gczN mod N 2;
A (N ; g; w) = c

3

7
7
5 = negl(n)

It can be shown that if the factorization of N is known then one could solve
this problem: indeed let ¸ = lcm(p ¡ 1; q ¡ 1) then

Classg(w) =
L(w¸ mod N 2)
L (g¸ mod N 2)

mod N (1)
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where L is de¯ned as the integer2 L(u) = (u ¡ 1)=N .
An interesting property of the classfunction is that it is homomorphic: for

x; y 2 Z ¤
N 2

Classg(xy mod N 2) = Classg(x) + Classg(y) mod N

It is also easyto seethat Classg(¢) induces an equivalencerelationship (where
elements are equivalent if they have the sameclass)and thus for each c we have
N elements in Z ¤

N 2 with classequal to c.

3.1 The Least Signi¯can t Bit of C lass is Hard

As we said in the intro duction, Goldreich and Levin [6] proved that any one-way
function has a hard-core bit. Clearly their result applies to Paillier's schemeas
well. Here, however, we present a direct and more e±cient construction of a
hard-core bit.

Consider the function Classg(¢) de¯ned as in the previous section. We show
that, given w = gcyN mod N 2, for somec 2 ZN and y 2 Z ¤

N , computing the
predicate lsb(c) is equivalent to computing Classg(w), i.e. lsb(c) is hard for
Classg. We start with the following Lemma.

Lemma 1. Let N be a random n-bit RSA modulus, y 2 Z ¤
N , c an evenelement

of ZN and g an element in B. Then, denoting z = 2¡ 1 mod N ,

(gcyN )z = g
c
2 y0N mod N 2

for somey0 2 Z ¤
N

Proof. Since z = 2¡ 1 mod N , there exist an integer k such that 2z = 1 + kN .
Now

(gcyN )z = g2z c
2 yzN mod N 2 = g

c
2 (g

ck
2 yz )N mod N 2

Observe that, being the group ZN 2 isomorphic to Z ¤
N £ ZN (for g 2 B) [10], this

is enoughto concludethe proof. ut

Theorem 1. Let N be a randomn-bit RSA modulus, and let the functions Eg(¢; ¢)
and Classg(¢) be de¯ned as above. If the function Classg(¢) is hard (see De¯ni-
tion 1), then the predicate lsb(¢) is hard for it.

Proof. The proof goesby r eductio ad absurdum: we supposethe given predicate
not to be hard, and then we prove that if someoracle O for lsb(¢) exists, then
this oracle can be used to construct an algorithm that computes the assumed
intractable function, in probabilistic polynomial time. In other words, given w 2
Z ¤

N 2 such that w = Eg(c;y), and an oracle O(g; w) = lsb(c), we show how to
compute, in probabilistic polynomial time, the whole value c = Classg(w).

For the sake of clarit y we divide the proof in two cases,depending on what
kind of oracle is given to us. In the ¯rst casewe suppose to have accessto a

2 It is easy to seethat both w¸ and g¸ are ´ 1 mod N .
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perfect oracle, that is an oracle for which Pr w [O(g; w) = lsb(c)] = 1. Then we
will show how to generalizethe proof for the more general casein which the
oracle is not perfect, but has somenon negligible advantage in predicting the
required bit. In this last casewe will supposePr w [O(g; w) = lsb(c)] ¸ 1

2 + ²(n)
where²(n) > 1

p(n ) , for somepolynomial p(¢). For conveniencewe will denote²(n)
by simply ² in the following analysis.

The Perfect Case. The algorithm computesc, bit by bit starting from lsb(c).
Denote c = cn : : : c2c1 the bit expansionof c. It starts by querying O(g; w) which
by assumption will return c1 = lsb(c). Once we know c1 we can \zero it out" by
using the homorphic properties of the function Class. This is doneby computing
w0 = w ¢g¡ c1 . Finally we useLemma 1 to perform a \bit shift" and position c2

in the lsb position. We then iterate the above procedure to compute all of c. A
detailed description of the algorithm follows(where () denotesthe empty string
and ®j¯ is the concatenation of the bit strings ® and ¯ ):

ComputeClass(O; w; g; N )
1. z = 2¡ 1 mod N
2. c = ()
3. for i = 0 to n = jN j
4. x = O(g; w)
5. c = cjx
6. if (x==1) then
7. w = w ¢g¡ 1 mod N 2 (bit zeroing)
8. w = wz mod N 2 (bit shifting)
9. return c

The Imperfect Ora cle. In this case the above algorithm does not work,
becausewe are not guaranteed that x is the correct bit during any of the itera-
tions. We needto userandomization to make useof the statistical advantage of
the oracle in guessingthe bit. This is done by choosing randomly r 2 R ZN and
s 2R Z ¤

N , consideringŵ = w¢gr ¢sN and querying O(g; ŵ) on several randomized
ŵ's.

Notice that if c+ r < N the oraclereturns asoutput c1 + r 1 mod 2, and since
we know r 1 we can compute c1. A majorit y vote on the result of all the queries
will be the correct c1 with very high probabilit y.

In order to ensurethat c + r < N , we somewhat \reduce" the sizeof c. We
guessthe top ° = 1 ¡ log² bits of c, and zero them accordingly, i.e.

w0
d = g2n ¡ ° dw

for all 2° choicesof d (note that is is a polynomial, in n, number of choices).
Of course if we guessedincorrectly the actual top bits of w0

d will not be
zeroed, however for one of our guessesthey will be, and this guesswill yield the
correct answer.

Observe that, sincewe zeroed the leading ° bits of c, the sum r + c can wrap
around N only if the ° most signi¯cant bits of r are all 1. Thus the probabilit y
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of r + c > N is smaller that 2¡ ° = ²=2. We can add this probabilit y to the error
probabilit y of the oracle.Consequently the oracleis now correct with probabilit y
1
2 + ²

2 . This simply implies that we needto increasethe number of randomized
queriesaccordingly.

Once c1 is known, we zero it and we perform a shift to the right as before.
We then repeat the processfor the remaining bits. Since the correct d is still
unknown, we obtain a (polynomially sized) set of candidate valuesfor c. Notice
that we cannot check, given w, which one of the c's is the correct one. However
this still implies an algorithm to output c correctly with probabilit y 1=poly,
which contradicts De¯nition 1. ut

3.2 Sim ultaneous Securit y of Man y Bits

It is not hard to show that Classg(¢) hidesO(log n) bits simultaneously (this can
be shown using standard techniques). In this section we show that by slightly
strenghtening the computational assumption about computing residuosity class
then we can increasethe number of simultaneously securebits, up to O(n).

What we require is that Classg(¢) is hard to compute even when c is chosen
at random from [0::B ] where B is a bound smaller than N . More formally:

De¯nition 2. We say that computing the function Classg(¢) is B -hard if, for
every probabilistic polynomial time algorithm A, there exists a negligible func-
tion negl() such that

Pr

2

6
6
4

p;q Ã PRI ME S(n=2); N = pq;
g Ã Z ¤

N 2 s.t. ord(g) > N ;
c Ã [0::B ]; z Ã Z ¤

N ; w = gczN mod N 2;
A (N ; g; w) = c

3

7
7
5 = negl(n)

Clearly in order for the Classg to be B -hard, it is necessarythat the bound
B be su±ciently large. If we had only a polynomial (in n) number of guesses,
then the de¯nition would be clearly false.Thus when we assumethat Classg is
B -hard we implicitly assumethat b = logB = ! (log n).

Theorem 2. Let N be a random n-bit RSA modulus; B = 2b. If the function
Classg(¢) is B -hard (see De¯nition 2) then it hasn ¡ b simultaneously hard-core
bits.

3.3 Pro of of theorem 2

In order to prove Theorem 2 we ¯rst need to show that the bits in positions
1; 2; : : : ; n ¡ b are individually secure.Then we prove simultaneous security.

Individual Security. Let i be an integer 1 · i · n ¡ b and assumethat we
are given an oracle Oi which on input N ; g and u 2 R Z ¤

N 2 computes correctly
the i th -bit of Classg(u) with a probabilit y (over u) of 1=2 + ²(n), where again
²(n) > 1=poly(n).
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In order to show that Classg(¢) is not B -hard, we will show how to build an
algorithm A which usesOi and given w 2 Z ¤

N 2 with Classg(w) < B , computes
c = Classg(w). Let ° = 1 ¡ log² = O(log n).

We split the proof in two parts: the ¯rst casehas 1 · i < n ¡ b ¡ ° . The
secondone dealswith n ¡ b¡ ° · i · n ¡ b.

If 1 · i < n ¡ b ¡ ° the inversion algorithm works as follows. We are given
w 2 Z ¤

N 2 where w = gcyN mod N 2 and we know that c = Classg(w) < B . We
compute c bit by bit; let ci denotethe i -th bit of c. To compute c1 we squarew, i
times computing wi = w2i

mod N 2. This will place c1 in the i -th position (with
all zeroes to its right). Since the oracle may be correct only slightly more than
half of the times, we need to randomize the query. Thus we choose r 2 R ZN

and s 2R Z ¤
N and ¯nally query the oracle on ŵ = wi gr sN mod N 2. Notice the

following:

{ Given the assumptionson B and i we know that wi = w2i
= g2i cz2i N and

2i c is not taken modN since it will not \wrap around".
{ Classg(ŵ) = 2i c + r mod N . But since2i c has at least ° leading zeroes the

probabilit y (over r ) that 2i c + r wraps around is · ²=2.
{ Since c1 has all zeroes to its right, there are no carrys in the i -th position

of the sum. Thus by subtracting r i to the oracle's answer we get c1 unless
2i c + r wraps around or the oracle provides a wrong answer.

In conclusionwe get the correct c1 with probabilit y 1=2+ ²=2, thus by repeating
several (polynomially many) times the processand taking majorit y we get the
correct c1 with very high probabilit y.

Oncewe get c1, we \zero" it in the squaredwi by setting wi Ã wi g¡ c1 2i
mod

N 2. Then weperform a \shift to the right" usingLemma 1, setting wi Ã wz
i mod

N 2 wherez = 2¡ 1 mod N . At this point we have c2 in the oracleposition and we
can repeat the randomized processto discover it. We iterate the above process
to discover all the bits of c 3.

Sinceeach bit is determined with very high probabilit y, the value c = cb : : : c1

will be correct with non-negligible probabilit y.

If n ¡ b ¡ ° < i < n ¡ b the above procedure may fail since now 2i c does not
have ° leading zeroes anymore. We ¯x this problem by guessingthe ° leading
bits of c (i.e. cb¡ ° ; : : : ; cb). This is only a polynomial number of guesses.

For each guess,we \zero" thosebits (let ® be the ° -bit integer corresponding
to each guessand set w Ã wg¡ 2b¡ ° ® mod N 2). Now we are back in the situation
we described above and we can run the inversion algorithm. This will give us a
polynomial number of guessesfor c and we output oneof them randomly chosen
which will be the correct onewith non-negligibleprobabilit y. Notice that we are
not able to verify if the solution is the correct one,but in any casethe algorithm
violates our security assumption (seeDe¯nition 2.)

3 We note that Lemma 1 is necessaryto perform \shifts to the right" only for the
bits in position i = 1; : : : ; b. For the other ones we can shift to the right by simply
\undoing" the previous squaring operations.
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Simul t aneous Security. Notice that in the above inversion algorithm, every
time we query Oi with the value ŵ we know all the bits in position 1; : : : ; i ¡ 1
of Classg(ŵ). Indeed theseare the ¯rst i ¡ 1 bits of the randomizer r . Thus we
can substitute the above oraclewith the weaker oneÔi which expectsŵ and the
bits of Classg(ŵ) in position 1; : : : ; i ¡ 1. ut

3.4 Securit y Analysis

We note here that the class problem can be considereda weaker version of a
composite discrete log problem. Let d = gcd(p ¡ 1; q¡ 1) and let Cm denote the
cyclic group of m elements, then for any t dividing ¸ we have

Z ¤
N 2 ' Cd £ C¸=t £ CN t :

Let g2; g1; g 2 Z ¤
N 2 be the preimages,under such an isomorphism, of generators

of Cd; C¸=t and CN t respectively. Thus we can represent any element of Z ¤
N 2

uniquely as ge2
2 ge1

1 ge, where e2 2 Zd, e1 2 Z ¸=t and e 2 ZN t . For a given
g; g1; g2 2 Z ¤

N 2 the composite discrete logarithm problem we consider is to ¯nd
thesee;e1; e2 for any given w 2 Z ¤

N 2 . For a given g, the classproblem is to ¯nd
just e mod N for any given w 2 Z ¤

N 2 .
Obviously if onecan solve the composite discrete logarithm problem, onecan

solve the classproblem; in particular

w ´ ge2
2 ge1

1 ge ´ ge2
2 ge1

1 gl N + x ´ gx
³

gk2 e2
2 gk1 e1

1 gl
´ N

´ gx yN mod N 2

where k2 = N ¡ 1 mod d, and k1 = N ¡ 1 mod ¸=t , where we note we can make
sure x 2 f 0: : : N g by a suitable choice of l , and we can force y 2 Z ¤

N since
(y + kN )N ´ yN mod N 2.

However there is a very important distinction betweenthe classproblem and
the discrete log problem. In the composite discrete logarithm problem, if we are
given g, g1, g2, e, e1, e2 and w we can verify (in polynomial time) that we do
indeed have the discrete logarithm of x. A fascinating and open question in the
classproblem, is to determine the complexity of an algorithm that veri¯es the
classis correct given only g, e mod N and w. Equation 1 shows that this is no
harder than factoring, but nothing more is presently known.

Assuming that the function Classg is hard to compute even in the casethat
c < B may seema very strong requirement. It is in someway non-standard.

In order to partially justify it, we notice that not even a trivial exhaustive
search algorithm (running in time O(B )) seemsto work, since even if one is
given a candidate c there is no way to verify that it is correct. Veri¯cation is
equivalent to determining if onehasan N 'th residuemodulo N 2, and this seems
a hard problem.

Of courseif onedid have a veri¯cation algorithm that ran in time M then the
trivial exhaustive search method would take time O(M B ) and there may well
be a baby-step, giant-step extension of the method that took time O(M

p
B ).
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Without an e±cient veri¯cation algorithm it seemshard to exploit the fact that
c < B .

Of course becausethis is a new assumption we are not able to make any
stronger claim on its security. Further research in this direction will either vali-
date the security assumption or lead us to learn and discover new things about
the residuosity classproblem. Though we note that our main theorem still holds
(becausewe can chooseB to be large enough to prevent O(

p
B ) attacks) even

if there were an e±cient veri¯cation algorithm.

4 A general result

In this section we brie°y show how to generalizethe results from the previous
section to any family of trapdoor functions with somewell de¯ned properties.
We show two theorems: the ¯rst is a direct generalization of Theorem 2; the
secondtheorem holds for the weaker casein which we do not know the order of
the group on which the trapdoor function operates. In this casewe are able to
extract lesshard-core bits.

Theorem 3. Let M be an m-bit odd integer, and G a group with respect to the
operation of multiplication. Let f : ZM ! G be a one-way, trapdoor isomorphic
function (i.e. such that f (a + b mod M ) = f (a) ¢f (b) 2 G). Then, under the
assumption that f remains hard to invert when its input belongs to the closed
interval [0 : : : B ], with B = 2b, it follows that f has m ¡ b simultaneously hard
bits.

It is not hard to see that the techniques of the proof of Theorem 2 can be
extended to the above case.

The above theorem assumesthat M is exactly known. Let us now consider
the casein which M is not known, but we have a very closeupper bound on
it. I.e. we know M̂ > M such that M̂ ¡ M

M = negl(m). Moreover we assumethat
f is computable on any integer input (but taken modM ), i.e. we assumethat
there is an e±cient algorithm A that takes as input any integer x and returns
as output A(x) = f (x mod M ).

Theorem 4. Under the assumption that f remains hard to invert when its in-
put belongs to the closed interval [0 : : : B ], with B = 2b <

p
M , f has m ¡ 2b

simultaneously hard bits.

Proof. The proof follows the sameoutline of the proof of Theorem 2 except that
in this casewe are not able to perform \shifts to the right" asoutlined in Lemma
1 sincewe do not know M exactly. Thus the proof succeedsonly for the bits in
location b+ 1; : : : ; m ¡ b Notice that this implies b < m=2, i.e. B <

p
M .

Again, we ¯rst show that each bit is individually secure.We then extend this to
prove simultaneous hardness.

Individual Security. Let i be an integer b · i · n ¡ b and assumethat
we are given an oracle Oi which on input M and u 2 R G computes correctly
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(f ¡ 1(u)) i with probabilit y 1=2+ ²(m) where ²(m) > 1=poly(m). As in the proof
of theorem 2 prove the statement by providing an algorithm A which usesO i

and given w 2 G with f ¡ 1(w) < B , computesc = f ¡ 1(w).

The inversionalgorithm works almost asthe oneproposedin the proof of theorem
2. The main di®erenceis that, this time we cannot use lemma 1 to perform
shifts to the right. However, in order to let the proof go through, we adopt
the following tric k: once ci is known we \zero" it in the original w by setting
w Ã wf (¡ 2i ¡ 1ci mod M ). We then repeat the processwith the other bits. The
only di®erenceswith the above processwhen computing cj are that:

{ we need to square w only i ¡ j + 1 times (actually by saving the result of
the intermediate squaringsbefore, this is not necessary).

{ to zero cj oncewe found it we needto set w Ã wf (¡ 2j ¡ 1cj mod M )

Since each bit is determined with very high probabilit y, the value c = cb : : : c1

will be correct with non-negligible probabilit y.

The simultaneoussecurity of the bits in position b;b+ 1; : : : ; n ¡ b easily follows,
asdescribed in the proof of theorem 2. Details will appear in the ¯nal version of
this paper.

5 Applications to Secure Encryption

In this section we show how to construct a secureencryption scheme basedon
our results.

For concretenesslet us focuson ¯xed parameters,basedon today's computing
powers. We can assumethat n = 1024 is the size of the RSA modulus N and
m = 128 (the size of a block cipher key) to be the size of the messageM that
has to be securelyexchanged.

Our solution . Using Paillier's Classg(¢) function with our proof methods, it is
possibleto securelyhide the messageM with a single invocation of the function.
In order to encrypt 128bits we needto set n¡ b > 128,which can be obtained for
the maximum possiblechoice of b = 896 (i.e. the weakest possibleassumption).
In other words we needto assumethat Classg is hard to invert when c < N :875.

To encrypt M one sets c = r 1jM where r 1 is a random string, chooses
y 2R Z ¤

N and sendsw = gcyN . This results in two modular exponentiation for
the encryption and one exponentiation to decrypt (computations are done mod
N 2). The ciphertext size is 2n.

RSA . In the caseof plain RSA we can assumealso that the RSA function hides
only one bit per encryption (see[5]). In this scenarioto securelyencrypt (and
also decrypt) the messagewe need 128 exponentiations mod N . The size of
the ciphertext is mn =128 Kbit. Encryption speed can be much improved by
considering RSA with small public exponent. In any caseour scheme is better
for decryption speedand messageblow-up.
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Blum-Gold wasser . Blum and Goldwasserin [3] show how to encrypt with the
RSA/Rabin function and pay the O(m=logn) penalty only in encryption. The
idea is to take a random seedr and apply the RSA/Rabin function m times to
it and each time output the hard bit. Then one sendsthe ¯nal result r em

and
the masked ciphertext M © B where B is the string of hard bits. It is su±cient
to compute r from r em

to decrypt and this takes a single exponentiation. The
sizeof the ciphertext is n + m.

Using the Rabin function this costsonly 128 multiplications to encrypt and
a single exponentiation to decrypt. We clearly losecomparedto this scheme.

Remark: It is worth to notice that even if the proposedsolution is lesse±cient,
in practice, than the Blum-Goldwasserone, it remainsasymptotically better. As
a matter of fact, we need only O(m=k) (where k = ! (log n) is the number of
simultaneously hard bits produced) invocations of the trapdoor function, while
all previously proposedschemesrequire many more invocations (in general, the
number of invocations, has order O(m= logn)). Basically for longer messageswe
may \catch up" with the other schemes.

The observed slow down, solely dependson the fact that the function usedis
lesse±cient than RSA or Rabin. It would be nice to comeup with more e±cient
trapdoor functions that also hides many bits.

6 Conclusions

In this paper we presented the bit security analysis of the encryption scheme
proposedby Paillier at Eurocrypt'99 [10]. We prove that the scheme hides the
least signi¯cant bit of the N -residuosity class.Also by slightly strenghtening the
computational assumption about residuosity classeswe can show that Paillier's
encryption schemehides up to O(n) bits.

An interesting theoretical implication of our results is that we presented the
¯rst candidate trapdoor functions that hide many (up to O(n)) bits. No such
object was known previously in the literature.

There are several problems left open by this research. Are there trapdoor
functions that hide ! (log n) bits and arecomparablein e±ciency to RSA/Rabin?
In the caseof RSA/Rabin can we comeup with a \restricted input assumption"
that will allow us to prove that they also hide ! (log n) bits? Regarding our new
assumptions: is it possible to devise an algorithm to compute Classg(¢) < B
that dependson B ?
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