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Abstract. A new authentication and digital signature schemecalled the
NTR U Signature Scheme (NSS) is intro duced. NSS provides an authenti-
cation/signature method complementary to the NTR U public key cryp-
tosystem. The hard lattice problem underlying NSSis similar to the hard
problem underlying NTR U, and NSS similarly features high speed, low
footprint, and easykey creation.
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Intro duction

Securepublic key authentication and digital signaturesare increasingly impor-
tant for electronic communications and commerce,and they are required not
only on high powered desktop computers, but also on SmartCards and wire-
lessdeviceswith sewerely constrained memory and processingcapabilities. The
importance of public key authentication and digital signaturesis amply demon-
strated by the large literature dewoted to both theoretical and practical aspects
of the problem, seefor example[1,2,6,7,9,11,12,15{17].

At CRYPTO '96 the authors introduced a highly e+cient new public key
cryptosystem called NTRU. (See|[4] for details.) Underlying NTRU is a hard
mathematical problem of "nding short vectors in certain lattices. In this note
we intro duce a complemenary fast authentication and digital signature scheme
that usespublic and private keys of the sameform as those usedby the NTRU
public key cryptosystem. We call this new algorithm NSSfor NTRU Signature
Sdceme.

In the original version of this paper for Eurocrypt 2001, we both intro duced
NSS and optimized it for maximum exciency and minimum signature length.
As aresult the underlying ideasand security analysiswere lesstransparent than
they might have been. To alleviate this problem and attempt to addresssome
of the concernsof the referees,the presen paper takesthe following form. We
“rst presert a complete version of NSS and a set of parameters optimized to
provide security comparableto RSA 1024 along with high exciency. We then
describe the properties of an implementation of this systemat these parameters.
The version of this paper originally submitted to Eurocrypt then provided a
security analysistailored speci cally to theseparameters.In the current version
we eliminate some details of the security analysis of the optimized version in
order to include a discussionof the lessezxcient version. In this way we hope to
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elucidate the main ideasunderlying NSS and thereby make this paper easierto
read. Complete details of the analysis of the optimized version are available on
our website at <www.ntru.com/technology/tech.technical.htm>

We alsonote that the signature schemedescribedin this paper di®ersin some
respectsfrom the schemedescribed by Je®Ho®steinat the CRYPTO 2000rump
sessionIn order to optimize NSS,the rump sessionversion useddisparate sized
coezxcients whoseexistencewas concealedby allowing p to divide g, which led to
a statistical weakness(This weaknessvasindependerily noted by Mironov [10].)
The use of uniform coezcients and relatively prime valuesfor p and g makes
NSSmore closelyresenble the original NTR U public key cryptosystem, a system
that has withstood intense scrunity sinceits introduction at CRYPTO %6.

The authors would like to thank Phil Hirschhorn for much computational
assistanceand Don Coppersmith for substartial help in analyzing the security
of NSS. Any remaining weaknesse®r errors in the signature scheme described
below are, of course,ertirely the responsibility of the authors.

1 A Brief Description of NSS

In this sectionwe brie°y describe NSS,the NTRU Signature Scheme. In order
to avoid excessie duplication of exposition, we assumesomefamiliarit y with [4],
but we repeat de nitions and conceptswhen it appearsuseful. Thus this paper
should be readablewithout referenceto [4].

The basic operations occur in the ring of polynomials

R=Z[X]=(x" i 1)

of degreeN | 1, where multiplication is performed using the rule XN = 1. The
coexcients of thesepolynomials are then reducedmodulo p or modulo g, wherep
and g are xed integers.

There are v e integer parameters assaiated to NSS,

(N;P:9; Dmin ; Dmax):

There are also sewral sets of polynomials F;;Fg; Fw;Fm having small coet-
cients that serne as sample spaces.For concretenesswe mention the choice of
integer parameters

(N;p;0 Dmin; Dmax) = (251, 3; 128 55, 87), (1)

which appearsto yield a secureand practical signature scheme. SeeSection 2
for futher details.

Remark 1. For easeof exposition we often assumethat p = 3. We further assume
that polynomials with mod g coetcients are chosen with coezxcients in the
rangei g=2 to g=2.
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The public and private keys for NSS are formed as follows. Bob begins by
choosing two polynomials f and g having the form

f=1fo+ pfy and  g=go+ pah: 2

Here fo and go are xed universal polynomials (e.g.,fo = 1and gy = 1 2X)
and f; and g; are polynomials with small coetcients chosenfrom the setsF;
and Fg, respectively. Bob next computes the inversef i 1 of f modulo g, that
is, fi ! satises

filaf = 1 (modq):

Bob's public veri cation key is the polynomial
h” filag (modq):

Bob's private signing key is the polynomial f .

Before describing exactly how NSS works, we would like to explain the un-
derlying idea. The coezxcients of the polynomial h have the appearanceof being
random numbers modulo g, but Bob knows a small polynomial f (i.e., f has
coexcients that have small absolute value comparedto ) with the property
that the product g” f &h (mod q) alsohassmall coetcients. Equivalertly (see
Section4.2), Bob knows a short vector in the NTRU lattice generatedby h. It is
adizcult mathematical problem, starting from h, to 'nd f or to nd someother
small polynomial F with the property that G~ F oh (mod g) is small. Bob's
signature s on a digital documert D will belinkedto D and will demonstrateto
Alice that he knows a decomposition h~ fi 1 g (mod q) without giving Alice
information that helpsherto 'nd f. The medcanism by which Bob shaws that
he knows f without actually revealing its value lies at the heart of NSSand is
described in the next section.

1.1 NSS Key Generation, Signing, and Verifying

We now describe in more detail the stepsusedby Bob to sign a document and
by Alice to verify Bob's signature. The key computation involvesthe following
quartit y.

De nition 1. Let a(X) and b(X) be two polynomials in R. First reduce their
coexcients modulo g to lie between j g=2 to g=2, then reduce their coetcients
modulo p to lie in the range between j p=2 and p=2. If

a(X) = ag+ ¢0¢+ By, (XN and BX)= b+ eee+ by, X NPt
are the reductions of a and b, respectively, then the deviation of a and b is
Dev(a;b) = #fi : & 6 hg:

Intuitively, Dev(a;b) is the number of coexcients of a mod g and b mod g that
di®er modulo p.
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Key Generation: This was described above, but we brie°y repeat it for con-
venience. Bob choosestwo polynomials f and g having the appropriate
form (2). He computesthe inversefi ! of f modulo g. Bob's public veri-
“cation key is the polynomial h = fi tagmod g and his private signing key
is the pair (f; Q).

Signing: Bob's documert is a polynomial m modulo p. (In practice, m must be
the hashof a documernt, seeSection4.9.) Bob choosesa polynomial w 2 F,
of the form

W= m+ wy + pwy;

wherew; and w, are small polynomials whosepreciseform we describe later,
seeSection 2.1. He then computes

s’ faw (mod q):

Bob's sighed messagsds the pair (m; s).

Veri cation: In order to verify Bob's signature s on the messagem, Alice
cheds that s 6 0 and then veri es the following two conditions:
(A) Alice comparess to fo @m by cheding if their deviation satis es

(B) Alice usesBob's public veri cation key h to compute the polynomial
t © has (mod q): Shethen cheds if the deviation of t from go @ m
satis es

Dmin - Dev(t;goam) - Dpmax:

If Bob's signature passedests (A) and (B), then Alice acceptsit asvalid.

The ched by Alice that s 6 0 is doneto eliminate the small possibility of
a forgery via the trivial signature. This is described in more detail in [5] We
defer until Section 3 below a detailed explanation of why NSSworks. However,
we want to mertion herethe reasonfor allowing s and t to deviate from foam
and go @m, respectively. This permits usto take w; to be nonzeroand to allow a
signi cant amount of reduction modulo qto occur in the products f aw and gew.
This makesit ditcult for an attacker to nd the exact valuesof f aw or gow
over Z, which in turn meansthat potential attacks via lattice reduction require
lattices of dimension 2N rather than N.

This is the key di®erencebetween the optimized version of NSS presened
in the next section and a somewhat less excient version. If we take D qin =
Dmax = O, i.e., if we allow no deviations, then a transcript will reveal f aw
and gaw exactly. Lattices of dimensionN can be reducedfaster than lattices of
dimension2N . Consequetly, for a secureversion of NSSassumingno deviations
we require a larger value of N. We will show that if N is chosengreater than
about 700this still givesa fast and equally securesignature scheme, albeit with
somewhat larger key and signature sizesthan the optimized version of NSS
described in this note.
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This concludesour overview of how NSSworks. In the next sectionwe suggest
a parameter set and explain why we believe that it provides a level of security
comparableto RSA 1024.Table 1 comparesthe exciency of NSSto other sys-
tems. In the following sectionswe provide a security analysis, although due to
spaceconstraints, we refer the reader to [5] for somedetails, especially for the
optimized version with D min ; Dmax > O.

2 A Practical Implemen tation of NSS

The following parameter selection for NSS appearsto create a scheme with a
breaking time of at least 102 MIPS years:

(N;P; 0 Dmin ; Dmax) = (251; 3;128 55,87): 3
This leadsto the following key and signature sizesfor NSS:
Public Key: 1757bits  Private Key: 502 bits  Signature: 1757 bits

We take fg = 1 and go = 1 2X, where recall that f = fo + pf, and
g= go+ pa. In order to describe the sample spaceswe let

T(d)=fF(X)2R:F hasdcoefs= 1and = j 1, with the rest Og:
Then the sample spacescorresponding to the parameter set (3) are
Fi = T(70); Fg=T(40); Fm = T(32):

Note that m is a hash of the digital documert D being signed. Thus the users
must agreeon a method (e.g., using SHAl},to transformg D into a list of 64 dis-
tinct integersO- & < 251,andthenm =" 2 xe; = % xe.

The polynomial w hasthe form w = m + w; + pw,, sowe also must explain
how to choosethe polynomials w; and w,. This must be done carefully so as
to prevert an attacker from either lifting to a lattice over Z (seeSection 4.4) or
gaining information via a reversal averaging attack (see Section 4.6). Roughly,
the idea is to choose random wy, compute s°~ f & (m + pw,) (mod g) and
t° go(m+ pw,) (mod q), choosew; to cancelall of the common deviations
of (s% fgam) and (t% goem) and to exchangesomeof the noncommondeviations,
and nally to alter w, to move approximately 1=p of the nonzerocoezcients of
m + w;. For the parameter set (3) given above, the polynomial w; has up to
25 nonzerocoezcients and w; is initially chosenat random from the set T (32).
The preciseprescription for creating w is described in Section 2.1.

We have implemented NSSin C and run it on various platforms. Table 1
describes the performance of NSS on a desktop machine and on a constrained
device and givescomparable gures for RSA and ECDSA signatures.
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] [ Pentium [ Pam |
NSS Sign 0.35ms 0.33sec
RSA Sign 66.56 ms 36.13 sec
ECDSA Sign 1.18 ms 1.79 sec
NSS Verify 0.29 ms 0.25sec
RSA Verify 1.23ms 0.73 sec
ECDSA Verify 1.70 ms 3.26 sec

Table 1. Speed Comparison of NSS, RSA, and ECDSA

Notes for Table 1.

NSS speedsfrom the NERI implementation of NSS by NTRU Cryptosystems.
RSA and ECDSA speedspreserted by Alfred Menezes[8] at CHES 2000.

RSA 1024 bit verify usesa small veri cation exponent for increased speed.
ECDSA 163 bit usesa Koblitz curve for increased speed. Time is approximately
doubled if a random curve over F,is3 is used.

PwDdDPE

2.1 Selection of the Masking Polynomial w

The polynomial w = m+ w3+ pw, hastwo purposesFirst, it includesthe message
digestm and is thusthe meansby which m is attachedto the signature s. Second,
it contains polynomials w; and w, that intro duce variability into the signature
and prevent an attacker from gaining useful information that might be usedto
‘nd the private key f or to directly forge a signature.

There are two principle areasthat must be addressedvhen selectingw. First,
in the optimized version we must ensurethat an attacker cannot lift the values
ofs” f aw (mod g) andt” gew (mod q) to the exact valuesof f aw or gaw
in Z[X]. Second,we must ensurethat the attacker cannot use averagesformed
from long transcripts of signaturesto deduceinformation about f or g.

The “rst item is addressedby selectingw; soasto alter many of the coez+-
cients of f a(m + pwy) and g&a(m + pws) that lie outside the range from j g=2
to g=2. This hasthe e®ectof maskingthe coetcients that have su®erednontriv-
ial reduction modulo g and prevents the attacker from undoing the reduction.
The seconditem is handled by changing 1=p of the coexcients of w,; this hasthe
e®ectof forcing all secondmomert transcript averagesto corvergeto 0. We now
describe exactly how w; and w, are created. For easeof exposition, we assume
that p = 3. For further details of why this procedureprotects against lifting and
averaging attacks, see[5].

The rst stepis to choosea random polynomial w, 2 T (dy,). That is, w-
hasa speci ed number of 1'sand j 1's. For example,the parameter set (3) takes
wy 2 T (32). The next step is to compute preliminary signature polynomials

% fa(m+pwy) (modg and t° ga(m+ pwy) (modaq): (4)

through the coexcients s? and t° of s®and t° performing the following steps.[The
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qguantity wi-Limit used below is a prespeci ed parameter. For the parameter
set (3), its value is 25.]

2 1f s°6"m; (mod p) and t°6" m; (mod p) and s?” t° (mod p),
then setwy; = m; j s (mod p).
2 If s6"m; (mod p) and t°6"m; (mod p) and s°6"t? (mod p),
then setwq; = 1or i 1at random.
2 1f s°6"m; (mod p) and t’” m; (mod p),
then with probability 25%, setwy;; © m; j s? (mod p).
2 1f s m; (mod p) and t°6"m; (mod p),
then with probability 25%, setwy;; = m; j t? (mod p).
2 Ifi=Nj 1lorif wi(X) hasmorethan w-Limit nonzerocoordinates, the
construction of w; is complete.

Finally, we needto make some alterations to w, to prevent the averaging
of long transcripts of signatures. This is done by taking ead coetcient wy;,
0- i< N, and with probability 1=3, replacing it with with wo; j m; | wy;.

This completesthe description of how w; and w, are chosen.

3 Completeness of NSS

A signature schemeis deemedto be complete if Bob's sighature, created with
the private signing key f , will be acceptedasvalid. Thus we needto ched that
Bob's signedmessaggm; s) passeshe two tests (A) and (B).

3.1 The Norm of a Polynomial

In order to analyze the two veri cation conditions we brie°y digressto discuss
norms of polynomials.
Let
a(X) = ap+ a1 X + apX?+ ¢0¢+ ay,; (X Nil

be a polynomial with integer coexcients and let ¢ be the averageof the coex-
cients. We de ne the centered Euclidean Norm and the Sup Norm of a, denoted

respectively kak and kak; , by the formulas
a

In our examples,® will be closeto or equalto zero.

We require certain facts about polynomials with small coexcients. For ran-
dom polynomials with small coetcients such asf and w, it is generally true
that

kf awk Yakf k ¢kwk and kf swk; ¥4°kf k ¢kwk; (5)

where® < 0:15for N < 1000.The NTRU cryptosystemrelieson theseproperties
of small polynomials, which are discussedin [4]. (Note that the innit y norm
de ned in [4] is actually twice the in nit y norm de ned here.)

With this badkground we now easily ched the completenessof NSS.
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Test (A): The polynomial s that Alice tests is congruert to the product

s’ faw (mod Q)
" (fo+ pf1)(m+ wi+ pw) (mod q)
" foam+ fgawy + pforw, + pfyow  (mod q):

We seethat the i coexcients of s and fo am will agreemodulo p unless
one of the following situations occurs:

2 The i coexcient of fo @w; is nonzero.

2 The i'" coexcient of f aw is outside the range (j g=2;g=2], so di®ers

from the i™ coexcient of s by somemultiple of q.
The estimatesin (5) tell us that before reduction modulo g, the absolute
value of the coetcents of f @ w is bounded above by °kf k ¢kwk. As long
as this quartity doesnot greatly exceedg=2, little reduction modulo g will
take place. If the parametersand samplespacesare chosenproperly (e.g., as
in Section 2) then there will be at least D i, and at most D5« deviations
betweens mod p and m mod p. Alternativ ely, if kf k and kwk are sutciently
small, then no reduction modulo g will take place and one can set D nin =
Dmax = 0. Thus Bob's signature will passtest (A).
Test (B): The polynomial t is given by

t” has” (filog)e(f aw)” gew (mod q):

Since g has the sameform as f, the samereasoningas for test (A) shaws
that t will passtest (B).

Remark 2. We have indicated why, for appropriate choicesof parameters,Bob's
signature will probably be acceptedby Alice. Note that when Bob creates his
signature, he should ched to make sure that it is a valid signature. For the pa-
rameters (N; p; d; Dmin ; Dmax ) = (251; 3;128 55; 87) from Section 2, we seefrom
Table 2 that the probability that Dev(s;foam) is valid is approximately 87:33%
and the probability that Dev(t; go @m) is valid is approximately 90:92%. Thus
Bob's signature will be valid about 79:40% of the time. Of course,if it is not
valid, he simply choosesa new random polynomial w, and tries again. In prac-
tice it will not take very many tries to nd a valid signature. The timings given
in Table 1 take this factor into accourt.

4 Security Analysis of NSS

It wasshown in Section3 that givena messagen, Bob can producea signature s
satisfying the necessaryrequiremerts. In this sectionwe discussvarious ways in
which an obsener Oscarmight try to break the system.There are many attacks
that he might try. For example,he might attempt to discover the private key f or
a usefulimitation, either directly from the public key h or from a long transcript
of valid signatures.He might alsotry to forge a signature on a messagewithout
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| Range [ Dev(s;form) [ Dev(tgorm) |
32to 39 0.02% 0.08%
40to 47 0.38% 0.99%
4810 55 3.53% 6.98%
56 to 63 14.21% 26.32%
6410 71 27.58% 37.79%
72to 79 28.51% 21.22%
80to 87 17.03% 5.58%
88to 95 6.54% 0.90%
96 to 103 1.74% 0.11%
104 to 158 0.46 0.02%

(N;p;q) = (251;3;128)|10 © Trials
Table 2. Deviations Betweenfo @m and s and Betweengy @m and t

“rst "nding the private key. We describe the hard lattice problemsthat underlie
some of these attacks and examine the successprobabilities of other attacks
that rely on random seardes.In all caseswe explain why the indicated attacks
are infeasible for an appropriate choice of parameters such as those given in
Section 2. Due to spaceconstraints, we must refer the readerto [5] for many of
the technical details related to the analysis of the optimized parameter set.

4.1 Random Search for a Valid Signature on a Giv en Message
Given a messaganm, Oscar must produce a signature s satisfying:

(A) |:)min '
(B) Dmin -

If Dmin = Dmax = 0 these conditions become:

Dev(s;foem) - Dmax-
Dev(t; go @m) - Dpax, Wheret " soh (mod q).

(A9 s” foem (mod p).
(BY t° hos (mod q) satisest” goem (mod p).

The most straightforward approac for Oscaris to chooses at random sat-
isfying condition (A), which is obviously easyto do, and then to hope that t
satis es condition (B). If it does,then Oscar has successfullyforged Bob's sig-
nature, and if not, then Oscar can try again with a di®erert s. Thus we must
examine the probability that a randomly chosens satisfying (A) will yield a t
that satis es (B).

The condition (A) on s has no real e®ecton the end result t, sincet is
formed by multiplying s = h and reducing the coe+cients modulo g, and the
coezcients of h areessetially uniformly distributed modulo g. Thuswe arereally
asking for the probability that a randomly chosenpolynomial t with coezcients
betweeni g=2 and g=2 will satisfy condition (B). This is easily computed using
elemerary probability theory.
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The coezcients of a randomly chosent canbe viewed asN independert ran-
dom variablestaking valuesuniformly modulo g. The coetcients of m are xed
target values modulo p. We needto compute the probability that a randomly
chosenN -tuple of integersmodulo g has at least D, and no more than D pax
of its coordinates equal modulo p to xed target values. Assuming that g is
signi cantly larger than p, this probability is approximately

1 Do My f )
Prob(Dmin - Dev(t;go@m) - Dmax) ¥4 p_N d (pi 1
d= D min

(Notice that for condition (B9, the probability is pi N, sinceall N \random"
coexcients of t (mod p) must match go @ m.) Table 3 gives this probability
for (N;p) = (251; 3) and sewral values of D, and Dpax . For example, the
table shows that for D = 87, the probability of a successfulforgery using a
randomly selecteds is approximately 2i 80:95,

[ Dmn | Dmax | Probability |

55 82 21 o0
55 87 21 T
55 92 2 T
55 98 2o

Table 3. Probabilit y Random t Satis es Dmin -+ Dev(t; go @m) + Dmax

4.2 NTR U Lattices and Lattice Attac ks on the Public Key

Oscarcantry to extract the private key f from the public key h with or with-
out a long transcript of geruine signatures. Alternativ ely, he can try to forge a
signature without knowledgeof f , using only h and a transcript. In this section
we discussattempts by Oscarto obtain the private key from the public key by
lattice reduction methods. As is the casewith the NTRU cryptosystem, recov-
ery of the private key by this meansis equivalert to solving a certain class of
shortest or closestvector problems.

We begin with a brief exposition of our approac to the analysis of lattice
reduction problems. We have perfomeda large number of computer experiments
to quartify the e®ectivenessof current lattice reduction techniques. This has
given us a strong empirical foundation for analyzing and quarntifying the vul-
nerability of sewral general classesof lattices to lattice reduction attacks. The
following analysis and heuristics applies to the lattices discussedin this paper.
(Seealsothe lattice material in the papers|3,4,6,7].)

Let L be a lattice of determinant d and dimensionn. Let vy denote a given
“xed vector, possibly the origin. Let r denote a given radius and consider the
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problem of locating a vector v 2 L such that kv j vgk < r. The ditcult y of
solving this problem for large n is related to the quantity

r

-=-(Lr) = dl—:npﬁ:

(6)

Here the denominator is the length that the gaussianheuristic predicts for the
shortest expected vector in L. See[4] for a similar analysis.

If - < 1, then the gaussianheuristic says that a solution, if one exists at all,
will probably be unique (or unigue up to obvious symmetriesof the lattice). The
closerthat - isto 0, the easierit will beto "nd the unique solution using lattice
reduction methods. As - gets closeto 1, lattice reduction methods becomeless
e®ectie.

For example, let (L,;rn;Vo.n) be a sequenceof lattices, radii, and target
vectors of increasing dimension n that cortain a target vector v, 2 L, (i.e.,
satisfying jv, i Vonj < rn) and whose- valuessatisfy

'n:'(l—n;rn):czpﬁ (7)

for a constart c. Then our experiments suggestthat the time necessaryfor
lattice reduction methodsto nd the target vector v, grows like €®" for a value
of ® that is roughly proportional to c. Similarly, if - , 1, then a solution will
probably not be unique, but it becomesprogressiely harder to nd a solution
as- approadesl.

We must stress here that the above statemerts are not intended to be a
proof of security or to convey any assuranceof security. They merely supply a
conceptualframework that we have found useful for formulating working param-
eter sets. The lattices assaiated to these parameter sets are then subjected to
extensive experimental testing.

Recall from (2) that the public key hasthe form h~ filag (mod g), where
f =fg+ pfyandg= go+ pag. As this is very similar to the form of an NTRU
public key, a 2N -dimensional lattice attack based on the shortest vector can
be usedto try to derive f and g from h. See[4,13] for details on the NTRU
lattice and the useof lattice reduction methodsto compute the shortest expected
vector.

If we identify polynomials with their vector of coexcients, then the 2N -
dimensional NTRU lattice LNT consistsof the linear combinations of the 2N
vectorsin the set

a a

© . . i © . _

(X" X'ah):0- i<N [ (0;gX"):0- i<N
Equivalertly, LNT is the set of all vectors (F(X);F(X) ah(X)), where F(X)
varies over all N -dimensional vectors and the last N coordinates are allowed to
be changedby arbitrary multiples of q. It is not hard to seethat the vector (f ; Q)
is cortained in LNT and will be shorter than the expectedshortest vector of LNT
(i.e., - < 1). Thusin principle, (f;g) should be essetially unique and ndable
by lattice reduction methods.
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A more e®ectie attack is to usethe knowledge of fo;gg to set up a clos-
est vector attack on f1;g; in the same2N -dimensional lattice The object is to
seart for the vector in LNT that is closestto the vector (0;(goj fo=h)p?,
where pp®” 1 (mod q). If successfulthis attack producesa small F sud that
G” Fuohj (g forh)p® (mod q) is alsosmall. Then (fo + pF;go + pG) is ei-
ther the original key or a useful substitute. With this approad, after balancing
the lattice asin [4], we obtain the following estimate for the constart c in equa-
tion (7): D

c> 2 Yekfikkgi k=g (8)

Experimental evidenceshows that if L runs through a sequenceof NTRU
type lattices of dimension 2N with N > 80 and q % N=2 and if the constart
c of (7) satises ¢ > 3.7, then the time T (in MIPS-years) necessaryfor the
LLL reduction algorithm to nd a useful solution to the closestvector problem
satis es

logT , 0:170MWN ; 1582 (9)

Thusif N = 251and c= 3:7,onehasT > 5¢10* MIPS-years.

For the optimized version of NSS preserted in Section 2, we have N = 251
and c > 5:3. Sincelarger c valuesin (7) yield longer LLL running times, we see
that the time to 'nd the target vector should be at least 10*> MIPS-years, and
is probably considerablyhigher. In general,we obtain this lower bound provided
that N;F¢;Fg4 are chosenso that kf1k;kgik give a large enoughvalue for ¢ in

(8).

4.3 Lattice Attac ks on Transcripts

Another potential areaof vulnerability is a transcript of signedmessagesOscar
can examine a list of signatures s;s%s%:::, which meansthat he has at his
disposal the lists

fw;fwlfw?:::modg and  gw;gw%gw®::: mod q; (10)

If Oscar can determine any of the w values, then he can easily recover f and g.
Using division, Oscarcan obtain wi 'w°mod g and other similar ratios, sohe can
launch an attack on the pair (w; w9 identical to that described in the preceding
section. As long askwk, kf k, and kgk are about the samesize,the value of - will
remain the sameor increase,leading to no improvemert in the breaking time.
Oscar can also set up a kN -dimensional NTR U type lattice using the ratios

With this approad the value of - decreasesas k increases,giving the attacker
a potential advantage, but the increasing dimension more than o®setsany ad-
vantage gained. With the parameters givendn 1 Section 2, the optimal value of k
for the attacker is k = 10, giving - = 4:87= 10N: This is a bit better than the
¢ > 5:3 coming from the original 2N dimensional lattice, but still considerably
worsethan the ¢ = 3:7 that gave usthe original lower bound of 10*> MIPS-years.
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There are se\eral other variations on the lattice attacks describedin this and
the previous section, but none appearsto be stronger then the closestvector
attack on the public key givenin Section4.2.

4.4 Lifting a NSS Signature Lattice to Z

Recallthat an attacker Oscaris presumedto have accesdo a transcript of signed
messagesud asgivenin (10). Various ways in which he might try to exploit this
mod g information are describedin Sections4.3. In this sectionwe are concerned
with the possibility that Oscar might lift the transcript information (10) and
recover the valuesof f aw;f aw®::: exactly over Z.

This is the primary area where the signature scheme with zero deviations
di®ersfrom the optimized scheme. If the signaturescan be recovered over Z, as
they canbe if Dyin = Dmax = O, then two additional lattice attacks are made
possible.In the optimized scheme of Section 2, we ensurethat a lift back to Z
is impractical by making the number of possibleliftings greater than 28°. This
leaves Oscar with only the lattice attacks described in Sections4.2 and 4.3 and
allows us to take N = 251 while maintaing a breaking time in excessof 10'?
MIPS years.

We now investigate the attacks that are possibleif such a lifting can be
accomplished.This analysis, irrelevant for the optimized parameters, allows us
to set parametersfor a simpler variant of NSSwith D ynjn = Dmax = 0.

Supposethat Oscarformsthe lattice L°generatedby X 'of aw with 0- i < N
and a few di®erert valuesof w (or similarly for X ' agaw). It is highly likely that
the shortest vectorsin L° are the rotations of f . Esserially, Oscar is searding
for a greatest common divisor of the products f @ w, though the exponertially
large classnumber of the underlying cyclotomic “eld greatly obstructs the seard.
Although it is still not easyto nd very short vectorsin the lattice L °using lattice
reduction, the fact that dim(L% = N, ascomparedto the NTRU lattice LNT of
dimension 2N, meansthat L°is easierto reducethan LNT .

The di+cult y of nding a solution to the shortest vector problem for the
lattice L° appearsto be related, as one might expect, to the magnitude of the
norm of f . For example,if one c%nsidersa sequencef lattices L ° of dimensionN
formed with f satisfying kf k ¥4~ 2N =3, then our experiments have showvn that
the extrapolated time necessaryfor the LLL reduction algorithm to locate f is
at least T MIPS years,whereT is given by the formula

logT = 0:115IN | 7:953Q (11)

As thepnorm of f is reduced, the time goes down. For example, if we take
kf k ¥4~ 0:068N, then our experiments show that the breaking time is greater
than the T given by the formula

logT = 0:0783N | 6:2305 (12)

One further lattice attack of dimension 2N is enabledif a lifting to Z is
possible.One can view it as an alternative attack on the gcd problem. Given
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two products f aw and g @ w, one can reduce these modulo any integer Q and
then take the ratio, obtaining fi ! ag modulo Q. This is very similar to the
original problem of 'nding the private key from the public key, but there is an
important di®erence.The integer Q can be chosenaslarge asdesired,which has
the e®ectof decreasingthe value of - . As aresult, it becomeseasierto reducethe
lattice. The advantage of making Q larger doesnot continue inde nitely , and the
ultimate result is to reducethe e®ective dimension of the lattice frorB 2N to N.
Experiments have showvn that whenf and g satisfying kf k = kgk = = 2N=3 are
usedto generatetheselattices and an optimal value of Q is chosenfor eadh N,
the extrapolated time necessaryfor the LLL reduction algorithm to locate f is
at least T MIPS years,whereT is given by the formula

logT = 0:054N + 1:7693 (13)

This third approach seemsto be the strongestattack, yielding a lower bound
of 10'? MIPS yearswhen N > 680.As with the N -dimensional lattice, decreas-
ing the norms of f and g doesnot seemto lower the slope of the line very much,
while increasing the norms increasesthe slope somewhat. A closestvector at-
tack on (f1;g1) might decreasethis lower bound a bit, but should not alter it
substartially .

4.5 Forgery Via Lattice Reduction

The opponert, Oscar, can try to forge a signature s on a given messagem by
meansof lattice reduction. We show in this sectionthat an ability to accomplish
this implies an ability to consisterily locate a very short vector in a large class
of (2N + 1)-dimensional lattices.

First considerthe casethat D i = Dmax = 0, so Oscarmust nd a polyno-
mial s satisfyings”~ fgem (mod p) and such that t © has (mod q) satis es
t” goem (mod p). Let mg and m; be the polynomials with coezxcients be-
tweenj p=2 and p=2 satisfying mg © foemmodp and m; © go @ m mod p,
respectively. Considerthe (2N + 1)-dimensionallattice L, generatedby

a a a

©(Xi;Xinh;O):0- i<N [ (0;gX';0):0- i< N [ (ms;mgl) :

Then L, cortains the vector ¢ = (Sij mg;tj my;j 1). The norm of ¢ can be
estimated by assumingthat its coordinatesare rﬁoE)r—Iessrandomly distributed
in the interval [j g=2; g=2]. This yields k¢k Yaq N=6.

The vector ¢ is also cortained in the lattice L, = (pZ)®N © Z. Let Lyyp =
Lm \ Lp be the intersection. In other words, letting Iy denote the N -by-N
identit y matrix and H the N -by-N circulant matrix formed from the coe+cients
of the public key h, the lattice L, is the intersection of the lattices generated
by the rows of the following matrices:

2 3 2 3
INHO p|NOO

Lmp =40 gly 05\ 4 0 ply 05:
ms mg 1 0 01
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Then Ly, hasdeterminant equalto (detL)p®N . Referring to (6) we seethat
p
- Yoo Yeqebp?:

For example, (N;p;q) = (719;3;359) gives - % 7:5. This meansthat the
construction of a signed messageis equivalert to nding a vector in L, that
is about 7:5 times longer than the expected shortest vector. It follows that if
Oscaris able to forge messagesvith a reasonableprobability, then with reason-
able probability he can also nd vectors within a factor of 7:5 of the shortest
vector. Experiments have indicated that for N % 700, it requiresfar in excessof
10'? MIPS-yearsto nd sud a vector in the (2N + 1)-dimensional lattice L m.p, .
We note alsothat the probability that sud a vector would have all of its coe+-
cients boundedin absolute value by g=2 is extremely low.

The caseof the optimized parameters of Section 2 is similar. Oscar's best
strategy is probably to simply choosems at random having the correct properties
(i.e., with Dev(mg;fo @m) in the allowable range) and to choose

m; "~ go @m mod p

exactly. The optimized parameters(N; p;q) = (251, 3; 128) lead to a 503-dimen-
sional lattice with - = 4:5. Oscarmust rst try to nd avector no morethan 4:5
times longer than the shortest vector. He must then re ne his seart sothat the
“rst N coordinates of his vector have absolute value lessthan g=2 and so that
the secondN coordinates have at least 55 and no more than 87 coordinates
with absolute value greater than g=2. The norm condition alone requires about
10° MIPS yearsfor LLL to produce a candidate. Experimerts indicate that if
the necessaryadditional constraints are placed on the sup norms of the vectors,
then the required time will signi cantly exceed10? MIPS years.

Another, lessezcient, forgery attack requiring a 3N -dimensional lattice is
described in detail in [5].

In conclusion, forgery solutions probably exist in both the general and the
optimized versionsof NSS, but the time required to nd a forgery is sutciently
large so asto preclude a successfulattack basedon this approac.

4.6 Transcript Av eraging Attac ks

As mentioned previously, examination of a transcript (10) of geruine signatures
givesthe attacker a sequenceof polynomials of the form

s’ fow’ (fo+ pfy)(m+ wy + pw,;) (mod q)

with varying w; and wy. A similar sequenceis known for g. Becauseof the
inherent linearity of these expressions,we must prevert Oscar from obtaining
useful information via a clever averaging of long transcripts.

The primary tool for exploiting such averagesis the reversal of a polynomial
a(X) 2 R dened by ¥a) = a(X ' 1). Then the averageof an4a) over a sequence
of polynomials with uncorrelated coexcients will approac the constart kak?,
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while the averageof a®a%4a) over uncorrelated polynomials will corvergeto 0.
If m, wy, and w, were essetially uncorrelated, then Oscar could obtain useful
information by averagingexpressiondike sa%£m) over many signatures.Indeed,
this particular expressionwould corvergeto f kmk?, and thus would reveal the
private key f .

There is an easy way to prevert all secondmomert attacks of this sort.
Brie®y, after m, wy, and a preliminary w, are chosen, Bob goes through the
coezxcients of m + w; and, with probability 1=p, subtracts that value from the
corresponding coexcient of w,. This causesaveragesof the form ara%4b) created
from signaturesto equal 0. For further details on this attack and the defense
that we have described, see[5]. We also mention that it might be possibleto
compute averagesthat yield the value of f o %f) and averagesthat use fourth
power momerts, but the former does not appear to be useful for breaking the
scheme and the latter, experimentally, appearsto converge much too slowly to
be useful. Again we refer to [5] for details.

4.7 Forging Messages To Kno wn Signatures

Another possibleattack is to take a list of one or more valid signatures(s;t; m),
generatea large number of messagesn®, andtry to nd asignaturein the list that
validly signsone of the messagesilt is important to rule out attacks of this sort,
sincefor example,onemight take a signature in which m says\IOU $10" and try
to 'nd an m®that says\IOU $1000". Note that this attack is di®erert from the
attack in Section 4.1 in which one choosesan m and an s with valid Dev(s; m)
and hopesthat t © has (mod q) hasavalid Dev(t; goem). The fact that (s;t; m)
is already a valid signature implies somecorrelation betweens and t, which may
make it more likely that (s;t) also signssomeother m°,

In the caseof zero deviations, if signature encaling is used as suggestedin
Section 4.9 then it is quite clear that the probability of a successfulattack by
this method is negligable.

In the caseof the optimized parametersthe situation is somewhatharder to
analyze,but a consenative probabilistic estimate shows that the possibility of a
successfuforgery is lessthan 2i 7. For added security, one can reducethe value
of Dmax to 81. This makesit only a little harder to produce a valid signature
while reducing the above probability to lessthan 2i 82, See[5] for details.

4.8 Soundness of NSS

A signature schemeis consideredsound if it can be proved that the ability to

produce several valid signatureson random message$mplies an ability to recre-
ate the secretkey. We can not prove this for the parametersgiven in Section 2,
which have beenchosento maximize exciency. Instead, the preceding sections
on security analysis make a strong argumert that forgery is not feasiblewithout

the private key, and that it is not feasibleto recover the private key from either
a transcript of valid signaturesor the public key.
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We can, however, make a probabilistic argumert for soundnesaunder certain
assumptions.For example, recall from Section4.5 that the existenceof a signed
messaggm; s) implies the existenceof a vector in a lattice which is a factor
of - = = Yeqe(6p?) times larger than the expected smallest vector. We have
chosenp = 3 for exciency, but if p is somewhatlarger, for ‘xed N, then - will
belessthan 1. This implies that the existenceof such a vector by random chance
is extremely unlikely, and that such a vector is probably related to a geruine
product f aw. If we assumethe ability of Oscarto produce sudc products on
demand, given an input m, with a somewhatlarger p it is not too hard to see
that Oscar can probably recover f ;.

4.9 Signature Encoding

In practice, it is important that the signature be encaled (i.e., padded and
transformed) so asto prevent a forger from combining valid signaturesto pro-
duce new valid signatures. For example, let s; and s, be valid signatures on
messagesn; and my, respectively. Then there is a nontrivial possibility that
the sums; + s, will sere as a valid signature for the messagem; + m,. This
and other similar sorts of attacks are easily thwarted by encaling the signature.
For example, one might start with the messageM (which is itself probably the
hash of a digital documert) and concatenateit with a time/date stamp D and
a random string R. Then apply an all-or-nothing transformation to M kDkR to
produce the messagem to be signedusing NSS. This allows the veri er to chedk
that m has the correct form and prevents a forger from combining or altering
valid signaturesto produce a new valid signature.

This is related to the more general question of whether or not Oscar can
create any valid signature pairs (m; s), even if he doesnot care what the value
of m is. When encaling is used, the probability that a random m will have a
valid form can easily be made smaller than 2i &,
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