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Abstract. We formalize the notion of a cryptographic counter, which
allows a group of participan ts to increment and decrement a crypto-
graphic representation of a (hidden) numerical value privately and ro-
bustly. The value of the counter can only be determined by a trusted
authorit y (or group of authorities, which may include participan ts them-
selves), and participan ts cannot determine any information about the
increment/decrement operations performed by other parties.
Previous e±cient implementations of such counters have relied on fully-
homomorphic encryption schemes;this is a relativ ely strong requirement
which not all encryption schemes satisfy. We provide an alternate ap-
proach, starting with any encryption scheme homomorphic over the ad-
ditiv e group Z2 (i.e., 1-bit xor ). As our main result, we show a general
and e±cient reduction from any such encryption scheme to a general
cryptographic counter. Our main reduction does not use additional as-
sumptions, is e±cient, and gives a novel implementation of a general
counter. The result can also be viewed as an e±cient construction of a
general n-bit cryptographic counter from any 1-bit counter which has
the additional property that counters can be added securely.
As an example of the applicabilit y of our construction, we present a
cryptographic counter based on the quadratic residuosity assumption
and useit to construct an e±cient voting schemewhich satis¯es universal
veri¯abilit y, privacy, and robustness.

1 In tro duction

1.1 Cryptographic Coun ters

In this paper we present an e±cient and secureprotocol for calculating the sum
of integers,whereeach integer is held privately by a singleparticipant. Although
it is clear that this can be achieved via the completenessresults for multi-part y
computation (see [14] for a complete review of multi-part y computation and
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related results), such constructions are only of theoretical interest as they are
too ine±cient to be of practical use. In order to construct our secureaddition
protocol, we intro duce an abstraction we call a cryptographic counter that may
be of independent interest. In particular, such counters may have a variety of
applications, especially as subroutines in larger multi-part y computations. We
give a formal de¯nition of cryptographic counters, and provide a construction
basedon any encryption schemehomomorphic over the additiv e group Z2.

Informally , a cryptographic counter is a public string which can be viewed as
an encryption of a valuesuch that the value is hidden from all participants except
a trusted authorit y (who holds somesecretkey). Only the trusted authorit y can
decrypt and thereby determine the value of the counter, whereasall participants
have the abilit y to increment or decrement (update) the counter by an arbitrary
amount. Information about updates (e.g., whether the counter was incremented
or decremented) is kept hidden from all other participants. We also consider
restricted cryptographic counters for which the set of legal update operations is
constrained in somepublicly-known way.

Previous constructions of cryptographic counters (in the context of voting
schemes)have relied on what we call ful ly-homomorphic encryption. Informally ,
this is an encryption scheme for which, for any n0 > 0, there is somechoice of
the security parameter such that the resulting encryption is homomorphic over
(the additiv e group) Zn , where n ¸ n0. It is clear how a cryptographic counter
can be constructed given this strong property (the di±cult aspects of previous
constructions were providing e±cient proofs of validit y and achieving threshold
decryption). In this paper, we provide a construction of an n-bit cryptographic
counter basedon any 1-bit cryptographic counter that alsoallowssecureaddition
(mod 2) of multiple counters. This immediately implies a construction from any
encryption schemehomomorphic over Z2. As a concreteexample,we present an
e±cient n-bit counter basedonly on the quadratic residuosity assumption.

Addition is a useful function to compute privately, as many of the currently-
proposedapplications of securemulti-part y computation rely heavily on sum-
ming secretvaluesheld by di®erent individuals. It hasparticular relevanceto the
problem of secureelectronic voting, in which each participant holds a vote which
is either 0 or 1, and the participants wish to determine the tally without revealing
individual votes.As an exampleof the applicabilit y of cryptographic counters, we
usethem to build a securevoting schemeand compareit to previously-proposed
solutions. In particular, ours is the ¯rst e±cient construction of a voting scheme
which is not basedon fully-homomorphic encryption.

1.2 Secure Electronic Voting

An electronic voting scheme is a protocol allowing voters to cast a vote by
interacting with a setof authorities who collect the votes,tally them, and publish
the ¯nal result. There are a variety of properties which may be desired of an
electronic voting scheme;however, the cryptographic literature has traditionally
focusedon the following three requirements:
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Priv acy ensuresthat an individual's vote is kept hidden from (any reasonably-
sizedcoalition of) other voters and even the authorities themselves.

Univ ersal Veri¯abilit y meansthat any party, including a passiveobserver, can
be convinced that all votescast werevalid and that the ¯nal tally wascomputed
correctly.

Robustness guarantees that the ¯nal tally can be correctly computed even in
the presenceof faulty behavior of a number of parties.

It is furthermore desirable to minimize the interaction betweenparties. In par-
ticular, voters should not have to interact with each other to cast a vote or
(ideally) to prove validit y of votes, and the authorities should be able to remain
o®-lineuntil the election is concluded.Other features are not consideredin the
present work. For example, information-theoretic privacy is sometimesrequired
[8], while we only require computational privacy. Receipt-freeness[2] and pre-
venting vote-duplication can be achieved by other means(see,for example,[17])
and are not consideredhere.

Many voting schemesmeeting the above requirements have been proposed
[6,3,4,8,9,23,10]. However, all previously-known schemesachieving universal
veri¯abilit y rely on ful ly-homomorphic encryption schemes,wherethe homomor-
phism is over additiv e group Zn and n is larger than the number of voters (our
useof the term \fully-homomorphic" is explained above). One typical paradigm
is as follows: say voter i wishesto cast vote vi , where, for a valid vote, we have
vi 2 f 0; 1g. To vote, voter i publicly posts1 Epk (vi ), the encryption of vi under
somepublic key establishedby the set of authorities. When everyone has voted,
the authorities compute the product of the encryptions (which can be publicly
computed) and decrypt the result; this gives the correct ¯nal tally since:

Dsk (Epk (v1) ¢¢¢Epk (vN )) = v1 + ¢¢¢+ vN ;

where equality holds by the homomorphic properties of the encryption scheme.
Depending on the level of trust in the authorities, they may alsoprovide a (pub-
licly veri¯able) proof that decryption was done correctly. In this way, everyone
is assuredthat all votes were correctly counted.

Many examplesof fully-homomorphic encryption schemesare known (for ex-
ample: [12,6,21]). The voting schemesof [6,3,4] arebasedon the r -th residuosity
assumption, those of [8,9,23] are basedon the discrete logarithm assumption in
prime groups, and the scheme of [10] is basedon hardnessof deciding residue
classesin Z¤

N 2 . Even so, it is interesting to determine the minimal assumptions
under which an e±cient voting protocol can be constructed.

We show how privacy and universal veri¯abilit y can be achieved without
fully-homomorphic encryption. Our construction usesan n-bit counter which, in
turn, is constructed from any encryption schemehomomorphic over Z2 (i.e., the

1 This might be accompanied by a proof of validit y, but for simplicit y we focus here
on that portion of the proto col which relies on the homomorphic properties of the
encryption.
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Size of Vote + Proof Voter Computation Authorit y Computation
[8] O(k1M ) O(k3

1 M ) O(k3
1 L )

[9] O(k1) O(k3
1 ) O(k3

1 L )
Present work O(k1k2 log L ) O(k2

1 k2 log L ) O(k2
1 log L + L )

Table 1. E±ciency of somevoting schemes.L is the number of voters, M is the number
of authorities, k1 is a security parameter, and 2¡ k 2 is a bound on the probabilit y of
cheating (in [8, 9], the probabilit y of cheating is 2¡ k 1 ). Computation is measured in
bit wiseoperations, assumingmultiplication of k-bit numbersrequires O(k2) operations.

1-bit xor operation). Using as a speci¯c example the well-studied encryption
scheme based on the hardnessof deciding quadratic residuosity [16], we show
how to achieve robustnessas well.

Often, basing a result on a weaker assumption results in an impractical
scheme.However, our resulting voting schemeis e±cient enoughto be practical.
A comparisonof the e±ciency of our construction with thoseof [8,9] appearsin
Table 1. Our simplest solution, while being both size-and computation-e±cient,
requires sequential execution and henceO(L) rounds (as comparedwith previ-
ous solutions which require O(1) rounds). We discussways of dealing with this
issuein Section 5.

2 De¯nitions

In this section we formalize the notion of a cryptographic counter. Although
related notions have beenfolklore in the cryptographic communit y (particularly
in the context of electronic voting), a formal de¯nition has, to the best of our
knowledge,not previously appeared.

Counters. In order to more easily de¯ne a cryptographic counter, we ¯rst need
a formal de¯nition of a counter.

De¯nition 1. An n-counter consists of a set S along with a pair of algorithms
(D ; T) in which:

{ S = f s1; : : :g representsthe set of states of the counter.
{ D , the decoding algorithm, is a deterministic algorithm which takesas input

a state s 2 S and returns a number i 2 Zn . This de¯nes a mapping from
states in S to numbers in the range [0; n ¡ 1].

{ T, the transition algorithm, is a probabilistic algorithm which takesas input
a state s 2 S and an integer i 2 Zn and returns a state s0 2 S. This function
de¯nes legal update operations on the counter.

We require that for all s 2 S and i 2 Zn , if s0 Ã T(s; i ), then D(s0) = D(s) +
i mod n.

Note that subtraction of integer i can be done by simply computing the inverse
of i in Zn and adding ¡ i using the transition algorithm.
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Cr yptographic Counters. We now turn to the de¯nition of a cryptographic
counter. We ¯rst de¯ne its components, and follow this with de¯nitions of se-
curit y against two types of adversaries:honest-but-curious and malicious. All
algorithms are assumedto run in time polynomial in the security parameter k,
and n is ¯xed independently of k.

De¯nition 2. A cryptographic n-counter is a triple of algorithms (G; D ; T) in
which:

{ G, the key generation algorithm, is a probabilistic algorithm that on input
1k outputs a public key/secret key pair ( pk,sk) and a string s0. The secret
key, in turn, implicitly de¯nes2 an associated set of statesSsk . It is the case
that s0 2 Ssk .

{ D , the decryption algorithm, is a deterministic algorithm that takesas input
a secret key sk and a string s. If s 2 Ssk , then D outputs an integer i 2 Zn .
Otherwise, D outputs ? .

{ T, the transition algorithm, is a probabilistic algorithm that takes as input
the public key pk, a string s, and an integer i 2 Zn and outputs a string s0.

For any ( pk, sk) output by G(1k ), de¯ne D 0 = D(sk; ¢) and T 0 = T(pk; ¢; ¢). Then
we require that the set Ssk along with algorithms (D 0; T0) de¯ne an n-counter.
Furthermore, we require that D 0(s0) = 0 (this represents initialization of the
counter to 0).

Security (Honest-but-Curious). We brie°y describe the attack scenario
beforegiving the formal de¯nition. Adversary A is given the public key and the
initial state s0. The adversary then outputs3 a sequenceof integers i 1; : : : ; i ` 2
Zn . The state is updated accordingly; that is, the transition algorithm T is run
` times, generatings1; : : : ; s` . All intermediate statesare given to the adversary,
who then outputs x0; x1 2 Zn . A bit b is selectedat random, and the counter
is incremented by xb to give state s¤. The adversary, given s¤, must then guess
the value of b.

De¯nition 3. We say that cryptographic n-counter (G; D ; T) is secure against
honest-but-curiousadversariesif, for all poly-time adversariesA, the following
is negligible (in k):

¯
¯
¯
¯
¯
¯
¯
¯
¯
¯
¯
¯
¯
¯

Pr

2

6
6
6
6
6
6
6
6
4

(pk; sk; s0) Ã G(1k )
(i 1; : : : ; i ` ) Ã A(1k ; pk; s0)
s1 Ã T(pk; s0; i 1); : : : ; s` Ã T(pk; s` ¡ 1; i ` )
(x0; x1) Ã A(s1; : : : ; s` )
b Ã f 0; 1g
s¤ Ã T(pk; s` ; xb)
b0 Ã A(s¤)

: b0 = b

3

7
7
7
7
7
7
7
7
5

¡ 1=2

¯
¯
¯
¯
¯
¯
¯
¯
¯
¯
¯
¯
¯
¯

:

2 Note that membership in Ssk may not be e±ciently decidable when given only pk.
We require, however, that membership is e±ciently decidable, given sk.

3 These integers may be chosen adaptiv ely, but for simplicit y we present the non-
adaptiv e casehere.Note that the construction of Section 3.2 achievessecurity against
an adaptiv e adversary as well.
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Security (Malicious). An honest-but-curious adversary is restricted to hav-
ing the increment operations (which he must distinguish between) performed
on a state distributed according to the output of the transition algorithm T. A
malicious adversary, in contrast, is allowed to selectthe state to be incremented
freely. In fact, we allow the adversary to select any string to be incremented
by T; this allows us to deal with the casein which there is no e±cient way to
determine whether a string s is a valid state (i.e., whether s 2 Ssk ).

De¯nition 4. We say that cryptographic n-counter (G; D ; T) is secure against
malicious adversariesif, for all poly-time adversariesA, the following is negli-
gible (in k):

¯
¯
¯
¯
¯
¯
¯
¯
¯
¯

Pr

2

6
6
6
6
4

(pk; sk; s0) Ã G(1k )
(s; x0; x1) Ã A(1k ; pk; s0)
b Ã f 0; 1g
s¤ Ã T(pk; s; xb)
b0 Ã A(s¤)

: b0 = b

3

7
7
7
7
5

¡ 1=2

¯
¯
¯
¯
¯
¯
¯
¯
¯
¯

:

Verifiable Counters. It may sometimesbe useful to verify whether tran-
sitions were indeed computed correctly. For example, when using a counter for
voting, it should be publicly veri¯able that each voter acted in a correct manner.
We therefore de¯ne the notion of a veri¯able cryptographic counter as follows:

De¯nition 5. A veri¯able cryptographic n-counter is a tuple (G; D ; T; V ) such
that:

{ (G; D ; T) is a cryptographic n-counter.
{ V , the veri¯cation algorithm, is a probabilistic algorithm satisfying complete-

nessand soundnessfor all (pk; sk) output by G, as follows:
1. (Completeness)For all s 2 Ssk , if s0 Ã T(pk; s; i ) for somei 2 Zn , then:

V (pk; s; s0) = 1:

(Note that V does not require i as input.)
2. (Soundness)For all s and all strings s0 such that for all i , s0 is not in

the rangeof T(pk; s; i ), the following probability is negligible (in k):

Pr[V (pk; s; s0) = 1]:

Restricted Counters. De¯nitions 1, 2, and 5 may bemodi¯ed to allow for the
possibility that although the counter can store values in Zn , update operations
arerestricted to somesubsetof Zn . Wecall counters with this property restricted.
An illustrativ e example is a counter used in a voting scheme. Although the
counter needsto be able to store valuesup to L (the number of voters), it may
be required to restrict update operations to the set f 0; 1g (representing a yes/no
vote). Modi¯cations to the de¯nitions are straightforward.
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Additive Counters. The transition algorithms described above take an old
state s and an integer i and output a new state s0 which represents the old value
incremented by i . However, de¯nitions 1 and 2 may be modi¯ed such that the
transition algorithm takesan old state s and a secondstate s0 and then outputs a
newstate s00which represents the old value incremented by the valuestored in s0.
Such counters are termed additive. Note that additiv e cryptographic n-counters
include the caseof homomorphic encryption over Zn ; yet, the former are more
general since the transition algorithm neednot be multiplication. De¯nitions 3
and 4 can be modi¯ed for the caseof additiv e counters in the natural way.

3 Constructing Cryptographic Coun ters

In Sections3.1and 3.2,wedescribe the construction of a cryptographic n-counter
basedon any 1-bit additiv e cryptographic counter. We alsodiscussthe extension
to the caseof veri¯able cryptographic counters. In Section 3.4, using as a par-
ticular example the encryption schemebasedon quadratic residuosity [16] (see
Appendix A), which is homomorphic over Z2, we give an e±cient construction
of a veri¯able cryptographic n-counter where update operations are restricted
to f 0; 1g. This provides a natural foundation for a voting protocol; we discuss
this connection further in Section 4.

3.1 Linear Feedback Shift Registers

Before presenting our main result, we provide an intro duction to the theory of
linear feedback shift registers; a more comprehensive treatment can be found
in [20,19]. Let r 1; r 2; : : : 2 f 0; 1g be a sequenceof elements (called registers)
satisfying the k-th order linear recurrencerelation:

r j + k = bk r j + k ¡ 1 + ¢¢¢+ b1r j ; (1)

where bi 2 f 0; 1g (throughout this section, addition is over the ¯eld Z2). The
sequencer 1; r 2; : : : is calleda linear recurring sequence. Oncethe terms r 1; : : : ; r k

have been ¯xed, the rest of the sequenceis uniquely determined. De¯ne the j -
th state of this sequenceto be the vector (r j ; : : : ; r j + k ¡ 1). Equation (1) de¯nes
transitions between these states: given state s = (r 1; : : : ; r k ), the next state
s0 = (r 0

1; : : : ; r 0
k ) can be computed as follows:

r 0
i =

½
r i +1 1 · i < k
f (r 1; : : : ; r k ) i = k

;

where the function f is given by (1) as:

f (r 1; : : : ; r k ) = bk r k + ¢¢¢+ b1r 1:

This sequenceof states de¯nes a linear feedback shift register (LFSR). For the
present application, it is important to note that f can be computed using xor
operations only.
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Since an LFSR has a ¯nite set of states, the sequenceof states eventually
repeats. The number of states which appear before the ¯rst state repeats (and
the sequencebeginsagain) is called the period. Clearly, an LFSR with period n
can be usedto count from 0 to n ¡ 1: choosean arbitrary initial state giving rise
to a sequenceof period n, label this initial state \0", and label every succeeding
state by one more than the label of its predecessor.

It is possible to associate with every LFSR (whose underlying recurrence
relation is given by Equation (1)) the characteristic polynomial g(x) = xk ¡
bk xk ¡ 1 ¡ ¢¢¢¡ b1. The period of an LFSR is related to the order of its charac-
teristic polynomial. In particular, if the characteristic polynomial of an LFSR is
primitive 4, then the LFSR has maximum possibleperiod 2k ¡ 1 (assuming the
initial state of the LFSR is not the zero vector) [20,19]. Primitiv e polynomials
can be generatede±ciently using a probabilistic algorithm [22]. It is thus pos-
sible to e±ciently construct an LFSR which counts from 0 to n ¡ 1 using the
minimum possibledlog2 ne registers (each representing a single bit).

Given a state s of an LFSR (and assumingknowledge of the initial state),
it is easyto decode the state and determine the number it represents by either
counting down from s to the initial state, or counting up from the initial state
until state s is reached. This requirestime O(n). This procedureis fast, however,
even for large5 n, since each state transition consists of only simple, bitwise
manipulations (shifts and xor s). More e±cient approaches are mentioned in
Section 3.3.

3.2 General Construction of a Cryptographic Coun ter

Theorem 1. An additive cryptographic 2-counter secure against honest-but-
curious (resp. malicious) adversaries implies the existence of a cryptographic
n-counter secure against honest-but-curious (resp. malicious) adversaries, for
all n of the form n = 2x ¡ 1.

Sketch of Pro of An encryption scheme homomorphic over (the additiv e
group) Z2 is an example of an additiv e cryptographic 2-counter secureagainst
honest-but-curiousadversaries.For easeof exposition, we describe the construc-
tion of a cryptographic n-counter using an encryption scheme(G; E; D) which is
homomorphic over Z2; it should be clear, however, that a substantially-similar
construction yields a cryptographic n-counter starting from any additiv e cryp-
tographic 2-counter.

We show how to usethe encryption schemeas a building block to construct
a cryptographic n-counter. First, note that an LFSR (as described in Section
3.1) is an n-counter. The idea behind the construction is as follows: since only
xor operations are neededto e®ecttransitions, the encryption scheme allows

4 A polynomial g 2 Z2 [x] of degreek is primitiv e if the smallest integer N for which
gj(xN ¡ 1) is N = 2k ¡ 1.

5 For a typical voting scheme, n will be on the order of the number of voters. So, even
for the U.S. election, we have n only (roughly) 108 .
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a participant to change the counter without leaking any information about the
transition. Below is a complete description of the protocol (here, ` = dlog2 ne):

Key Generation Algorithm G0(1k ):

1. Run G(1k ) to generatepublic key pk0 and secretkey sk0.
2. Generatea primitiv e polynomial g 2 Z2[x] of degree` using [22].
3. Set r 1 = Epk 0

(1) and r 2 = Epk 0
(0); : : : ; r ` = Epk 0

(0).
4. Set s0 = (r 1; : : : ; r ` ), sk = (sk0; g), and pk = (pk0; g). Output pk; sk, and

s0.

Transition Algorithm [de¯ned for i 2 Zn ] T((pk0; g); (r 1; : : : ; r ` ); i ):

1. Polynomial g de¯nes (nonzero) f (r 1; : : : ; r ` ) = b̀ r ` + ¢¢¢+ b1r 1 (seeSection
3.1).

2. Repeat the following procedure i times6:
(a) Set r 0

1 = r 2; : : : ; r 0
` ¡ 1 = r ` .

(b) Set r 0
` =

Q `
i =1 r bi

i .
(c) Set r 1 = r 0

1; : : : ; r ` = r 0
` .

3. Set r 0
i = r i ¢Epk 0

(0), for 1 · i · `. Output s0 = (r 0
1; : : : ; r 0

` ).

Decryption Algorithm D(sk = (sk0; g); s = (r 1; : : : ; r ` )):

1. Let r ¤
i = Dsk 0 (r i ), for 1 · i · `.

2. Let s¤ = (r ¤
1 ; : : : ; r ¤

k )
3. Increment the LFSR de¯ned by polynomial g, beginning with initial state

(1; 0; : : : ; 0), until reaching state s¤. Let t be the number of transitions made.
Output t.

The protocol described above is a cryptographic n-counter secureagainst an
honest-but-curious adversary. To seethis, ¯x n. The sizeof the LFSR, `, is thus
a constant (independent of the security parameter). A simple hybrid argument
shows that an adversary cannot distinguish betweenrandom representations of
any two states of the counter. Therefore, an adversary cannot gain any infor-
mation about the current value of the counter, nor about transitions made. We
leave a formal proof to the full version of the paper.

Note that if we start with a cryptographic 2-counter secureagainst malicious
adversaries,the above construction is also secureagainst malicious adversaries.
When using an arbitrary encryption scheme homomorphic over Z2, the above
construction is secureagainst malicious adversariesif it can be e±ciently deter-
mined (given pk) whether a string represents a valid ciphertext7; in this case,
the transition algorithm must ¯rst check whether every register in s represents
a valid ciphertext beforecomputing s0 (if this is not true, it aborts). ut

6 This algorithm can be made signi¯can tly more e±cient to run in time polynomial
in log n. This is discussedbrie°y in Section 3.3.

7 For example, in the caseof encryption using quadratic residuosity, it is possible to
tell whether a string C is a valid ciphertext by checking that the Jacobi symbol of
C is 1.
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In order to make the above construction veri¯able, only a few changesare
needed.First, we include a random string ¿ in the public key. Additionally , we
change the transition algorithm so that after s0 has been output, we append a
non-interactive zero-knowledgeproof (NIZK) [5] using random string ¿ that the
transition from s to s0 was valid. The veri¯cation algorithm V runs the proof-
veri¯cation algorithm for the NIZK proof. If the proof veri¯cation succeeds,the
veri¯cation algorithm outputs 1; otherwise, it outputs 0. A veri¯able, restricted
n-counter can be constructed in a similar way.

3.3 Observ ations on the Cryptographic Coun ter Construction

Linear feedback shift registers have an algebraic interpretation: the state of an
`-bit LFSR represents an element of GF ¤(2` ). Incrementing the counter cor-
responds to multiplication of the state by a generator, g, of the multiplicativ e
group in GF ¤(2` ). This allows for two important gains in e±ciency, which are
highlighted below.

First, the counter may be e±ciently updated by values larger than 1. In
particular, the counter may be incremented by value i in only O(`2 log i ) steps,
as opposedto the O(` ¢i ) stepsusedin the transition function of Section 3.2.

Next, note that the state of the LFSR can be viewed as an element of the
form gj in GF ¤(2` ). Therefore, one can use algorithms for solving the discrete
logarithm problem to determine the value represented by the state of the LFSR,.
In particular, it is relatively straightforward to determine the value of an `-bit
LFSR in time

p
2` , and an algorithm due to Coppersmith [7] allows decoding in

time O(2` 1= 3 (log 2= 3 ` ) ).

3.4 An E±cien t Cryptographic Coun ter

The well-known encryption schemebasedon quadratic residuosity [16] (seeAp-
pendix A) is homomorphic over Z2. Application of Theorem 1 (see also foot-
note 7) shows that the construction outlined there results in a cryptographic
counter secureagainst malicious adversarieswhen instantiated with this encryp-
tion scheme.If weare interestedin veri¯abilit y, however, the genericconstruction
of Section3.2 will be impractical unlessthere exists an e±cient NIZK proof that
the transition algorithm was executedcorrectly. In the caseof quadratic resid-
uosity, we show that e±cient NIZK proofs are possible.Sincewe are interested
in eventual applications to electronic voting, we focus on the caseof a restricted
counter where transitions are limited to either no change in the counter (a 0
vote) or incrementing the counter by 1 (a 1 vote).

Consider the cryptographic counter protocol of Section3.2, instantiated with
encryption basedon quadratic residues.Let N be a Blum integer which is part
of the associated public key. The string s = (r 1; : : : ; r ` ) (with r i 2 Z+1

N ) is a
cryptographic representation of some state of the LFSR, but this underlying
state cannot be determined unlessone knows the secretkey. However, following
a transition to s0 = (r 0

1; : : : ; r 0
` ), there are two possibilities: either

QR N (r 0
i ) = QR N (r i ); for 1 · i · `; (2)
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Prover Veri¯er

r 1 ; : : : ; r ` 2 R Z ¤
N

s1 ; : : : ; s` 2 R Z ¤
N

b 2 R f 0; 1g

t1 = r 2
1 X 1 ; : : : ; t ` = r 2

` X `

u1 = s2
1Y b

1 ; : : : ; u` = s2
` Y b

` -t1 ; : : : ; t ` ; u1 ; : : : ; u`

c 2 R f 0; 1g
¾ c

b0 = b© c; b00= b0 © 1

z1 = r 1xb00

1 ; : : : ; z` = r ` xb00

` -z1 ; : : : ; z` ; s1 ; : : : ; s` ; b0; b
b0 © b ?= c

z2
1 X b0

1
?= t1 ; : : :

s2
1Y b

1
?= u1 ; : : :

Fig. 1. Proof of validit y for a counter transition.

which represents a 0 vote, or

QR N (r 0
i ) = QR N (r i +1 ); for 1 · i < ` and QR N (r 0

` ) = QR N (
Ỳ

i =1

r bi
i ); (3)

(with bi as de¯ned in Section 3.2), which represents a 1 vote. We seekan NIZK
proof that either condition (2) or condition (3) holds. Note that theseconditions
are equivalent to the following: either

QR N (r 0
i ¢r i ) = 0; for 1 · i · `; (4)

or else

QR N (r 0
i ¢r i +1 ) = 0; for 1 · i < ` and QR N (r 0

` ¢
Ỳ

i =1

r bi
i ) = 0: (5)

Therefore, an NIZK proof that one of (4) or (5) holds is su±cient.
In Figure 1 we describe a protocol which takes as input two sequences

X 1; : : : ; X ` and Y1; : : : ; Y` , and provesthe following statement:

((QR N (X 1) = 0)^¢¢¢̂ (QR N (X ` ) = 0))_((QR N (Y1) = 0)^¢¢¢̂ (QR N (Y` ) = 0)):
(6)

By the arguments of the previousparagraph, this is su±cient for our application.
The prover knows the square roots of every element of at least one of these
sequences8 (for someonewho honestly increments the counter by either 0 or 1,
8 Without loss of generality, we assume the prover knows the square roots for the

¯rst input sequence;thus, in Figure 1, we assumethe prover knows f x i g such that
x2

i = X i , for 1 · i · ` .
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this will be the case);theseare the witnessesthat theseelements are quadratic
residues.

By repeating this protocol k2 times, the probabilit y of cheating is reducedto
2¡ k2 . This protocol can be madenon-interactive using the Fiat-Shamir heuristic
[13], by which the challengeof the veri¯er is replacedby applying a hashfunction
(viewed as a random oracle [1]) to the statement to be proved and the ¯rst
messageof the prover. Let H be a suitable hash function. The prover needonly
sendz1; s1; : : : ; z` ; s` ; b0; b as his proof. The veri¯er can compute t i = z2

i X b0

i and
ui = s2

i Y b
i and then verify whether b0© b = H(X 1; Y1; t1; u1; : : : ; X ` ; Y` ; t ` ; u` ).

Theorem 2. Takethe cryptographic counter as described in Theorem 1, instan-
tiated with encryption based on quadratic residuosity. An update of the counter
now includesa non-interactive proof (as outlined in Figure 1 and using the Fiat-
Shamir heuristic) for statement (6). This then constitutes a veri¯able, restricted
cryptographic n-counter (for all n of the form n = 2x ¡ 1) which is secure against
malicious adversaries.

Sketch of Pro of The protocol given in Figure 1 constitutes an honest-veri¯er
perfect zero knowledgeproof with soundnessprobabilit y 1=2. The proof of this
fact follows from techniquesoutlined in [11]; we refer the reader there for discus-
sion and a completeproof. Repeating the proof k2 times (non-interactively, using
the Fiat-Shamir heuristic) reducesthe probabilit y of cheating to 2¡ k2 , and is a
non-interactive zero-knowledgeproof (in the random oraclemodel). The counter
is thus restricted in that updates are limited to adding an integer from f 0; 1g,
and veri¯able in that updates can be publicly veri¯ed as being in this range.

The security of the construction against a malicious adversary follows from
Theorem 1 and the zero-knowledgeproperties of the above protocol. ut

3.5 Distributed Decryption of the Coun ter

We mention that robustness with respect to the trusted authorities can be
achievedvia distributed generationof the secretkey alongwith threshold decryp-
tion of the ¯nal counter (which can always be achieved via generalmulti-part y
techniques[15]). For the particular casewhen encryption is doneusing quadratic
residuosity, weareable to achievee±cient distributed key generationand thresh-
old decryption [18]. As this is not the focus of this work, we defer a complete
discussionuntil the full version of the paper.

4 Voting with Cryptographic Coun ters

We brie°y discussthe application of cryptographic counters to the problem of
electronic voting. The discussionwill be kept asgeneralaspossible.For e±cient
implementation, we have outlined above how it is possibleto build an e±cient
schemeusing the encryption schemebasedon quadratic residuosity.

We follow the model intro ducedby Benaloh,et al. [6,3,4]. The parties partic-
ipating in the election consistof a set of voters V1; : : : ; VL and a set of authorities



90 Jonathan Katz, Steven Myers, and Rafail Ostrovsky

A1; : : : ; AM , which neednot be disjoint. We assumethat everyone has accessto
a bulletin board to which all voters will post their messages.Messagesare au-
thenticated, and the identit y of a sendercannot be forged, nor can messagesto
the bulletin board be tampered with. Messagesare listed in order of arrival (or,
equivalently , every messageincludes the time it was sent), and no one can erase
anything from the bulletin board onceposted. Note that we do not assumeany
private channels between voters and the authorities. We now give a high-level
description of a voting protocol basedon a restricted cryptographic counter; this
provesthe following theorem:

Theorem 3. A voting schemesatisfying universal veri¯ability, privacy, and ro-
bustnesscan be e±ciently constructed from any (robust) veri¯able, restricted
cryptographic counter secure against malicious adversaries(where votes are re-
stricted to the set f 0; 1g).

Sketch of Pro of We describe the voting protocol assumingthe existenceof a
veri¯able, restricted cryptographic n-counter (where votes are restricted to the
set f 0; 1g) secureagainst malicious adversaries.Robustness(with respect to the
authorities) follows if the counter itself is robust (as described in Section3.5).

System Setup. The authorities run the key generation algorithm for the cryp-
tographic n-counter. Here, n is chosento be equal to the total number of voters
(or an upper bound on the number of voters if the exact number is unknown). If
robustnessis desired,and/or if somevoters are also authorities, the key genera-
tion may be done in a robust manner as outlined in Section 3.5. The public key
pk and the initial state s0 are announcedto all voters. The key generation step
may be the most expensive part of the entire protocol, but it is only a one-time
operation which can be done months before the election takesplace.

Voting. The counter always holds the current vote total. The current counter
value is always de¯ned asthe most recently posted(valid) counter value. Denote
the counter after the i th vote by si . The (i + 1)th vote is cast as follows: a voter
looks at the current counter and computes new state si +1 using the transition
function, the previous state si , the desired vote v 2 f 0; 1g, and the public key
pk. The voter publishesthis updated state si +1 which then becomesthe current
state (since it is the most recently posted counter). This proceedsfor L rounds
until every voter hasvoted once(seeSection5 for ways to reducethe number of
rounds).

Universal veri¯abilit y (and hencevote correctness)follows from veri¯abilit y
of the counter, and voter privacy follows from the de¯nition of security against
a malicious adversary. Robustnesswith respect to the authorities follows from
the (robust) distributed key generation and decryption.

Tall ying. When the election is complete, the authorities determine the ¯nal
tally by decrypting the last (valid) counter. If there is more than one trusted
authorit y, threshold decryption (seeSection 3.5) will be necessary. It may also
be desirable to have the authorities prove correctnessof the decryption; note
that it is not acceptable to just publish the secret key, since this would allow
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determination of every voter's vote retroactively. In the particular casewhere
encryption is done via quadratic residues,the authorities can easily prove that
decryption was done correctly by publishing an x for each encrypted value y
such that y = § x2. ut

5 Conclusion

For small-scaleelections, the voting scheme outlined here (when basedon the
encryption schemeusing quadratic residuosity) is e±cient enoughto be practical
(cf. Table 1). The required computation and vote sizeare quite reasonable.One
drawback to this schemeis the number of roundsrequired for voting to takeplace.
When a single cryptographic counter is used, the number of rounds is equal to
the number of voters, L . However, by using k cryptographic counters, assigning
each voter to one of k groups, and allowing voting to take place in parallel, the
number of rounds can be reduced to L=k. Even in a national election, such an
approach may be acceptable;for example,by assigninga set of counters to each
voting district.

From a theoretical point of view, the approach outlined in this paper is
especially interesting since it was previously unclear whether voting could be
done e±ciently without using fully-homomorphic encryption.
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A The Quadratic Residuosit y Assumption

These de¯nitions are standard [16,11]. We say y 2 Z¤
N is a quadratic residue modulo

N i® there exists an x 2 Z¤
N such that y = x2 mod N ; otherwise, y is a quadratic non-

residue modulo N . De¯ne the predicate QR N (y) to be 0 i® y is a quadratic residue
modulo N , and 1 otherwise. For p prime, the problem of deciding quadratic residuosity
is equivalent to computing the Legendre symbol. In fact, the Legendre symbol of y
modulo p is de¯ned by L p (y) = +1 i® y is a quadratic residue, and ¡ 1 otherwise.

Now, let p;q ´ 3 mod 4 be primes and let N = pq (such N are known as Blum
integers). No e±cient algorithm is known for deciding quadratic residuosity modulo
a Blum integer whose factorization is not known. Some information is given by the
Jacobi symbol, which extends the Legendre symbol as J N (y) = L p (y)L q(y). Despite
the way the Jacobi symbol is de¯ned, it is well-known that it can be computed in
polynomial time without knowledge of the factors of N . Application of the Chinese
Remainder Theorem shows that if J N (y) = ¡ 1, then y cannot be a quadratic residue
modulo N . On the other hand, if J N (y) = +1, no polynomial-time algorithm is known
for computing QR N (y) if the factorization of N is unknown.

De¯ne Z+1
N as the set of elements of Z¤

N with Jacobi symbol 1. It is easyto generate
a random y 2 Z+1

N which is a quadratic residue: choose random r 2 Z¤
N and set

y = r 2 mod N . It is equally easy to generate a random quadratic non-residue: choose
random r 2 Z¤

N and set y = ¡ r 2 mod N . This suggests the following semantically
secureencryption scheme [16]: the public key is a Blum integer N , and the secret key
is the prime factors of N . To encrypt a 0, send a random quadratic residue; to encrypt
a 1, send a random quadratic non-residue. This can be extended to n-bit messagesin
the obvious way, by concatenating n single-bit encryptions.

When y1 ; y2 2 Z+1
N , it is easily veri¯ed that QR N (y1y2) = QR N (y1) © QR N (y2).

This shows that the above encryption scheme is homomorphic over addition in its
messagespaceZ2 .


