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Abstract.  We presert new constructions of non-malleable commitment
schemes, in the public parameter model (where a trusted party makes
parameters available to all parties), based on the discrete logarithm or
RSA assumptions. The main features of our schemesare: they achieve
near-optimal communication for arbitrarily-large messagesand are non-
inter active. Previous schemeseither required (several rounds of) interac-
tion or focusedon achieving non-malleable commitment basedon general
assumptions and were thus etcient only when committing to a single
bit. Although our main constructions are for the caseof perfectly-hiding
commitment, we also presert a communication-excien t, non-interactiv e
commitment scheme (based on general assumptions) that is perfectly
binding.

1 Intro duction

Commitment protocols are one of the most fundamertal cryptographic primi-

tives, used as sub-protocols in suc applications as zero-knawvledge proofs (see
Goldreich, Micali, and Wigderson [17] and Goldreich [15]), secure multi-part y
computation (seeGoldreich, Micali, and Wigderson [16]), cortract signing (see
Even, Goldreich, and Lempel [13]), and many others. Commitment protocols
can also be used directly; for example, in remote (electronic) bidding. In this
setting, parties bid by committing to a value; oncebidding is complete, parties
reveal their bids by de-committing. In many of thesesettings, it is required that

participants, upon viewing the commitment of one party, be unable to generate
a commitment to a related value. For example, in the bidding scenarioit is un-
acceptableif one party can generatea valid commitment to x + 1 upon viewing
a commitment to x. Note that the value of the original commitment may remain
unknown (and thus secrecyneednot be violated); in fact, the secondparty may
only be able to decommit his bid after viewing a decommitmert of the rst. Un-
fortunately, most known commitment protocols are easily susceptibleto these
typesof attacks.
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Two types of commitment schemeshave been consideredin the literature:
perfectly-binding [19] and perfectly-hiding [21] (following [15] we refer to the for-
mer as standard and the latter as perfect). In a standard commitment scheme,
ead commitment is information-theoretically bound to only one possible(legal)
decommitmert value; on the other hand, the secrecyof the commitment is guar-
anteed only with respect to a computationally-b ounded receiwver. In a perfect
commitment scdheme, the secrecyof the commitment is information-theoretic,
while the binding property guarartees only that a computationally-b ounded
sendercannot nd a commitment which can be openedin two possible ways.
The type of commitment scheme to be used depends on the application [15];
it may also depend on assumptionsregarding the computational power of the
participants. For example, in many protocols certain commitments are never
opened;information-theoretic privacy ensuresthat the committed data will re-
main hidden inde nitely (for further discussion,see[23,21]).

Commitment sizeis an important parameter, particularly when committing
to a very large messagesuch asthe contents of a database.Unfortunately, stan-
dard commitment schemes (even malleable ones) require commitment size at
least M + ! (logk), where M is the messagesize and k is the security param-
eter. Perfect commitment schemes, on the other hand, o®er the opportunity
to achieve much shorter commitment lengths. Indeed, the non-malleable, per-
fect commitment schemespreserned here achieve commitment size only 3k for
arbitrarily-large messages.

Previous Work. Non-malleability was rst explicitly considered by Dolev,
Dwork, and Naor [11], who de ne the notion in a number of di®erert settings.
They alsoprovide the “rst construction of a standard commitment schemewhich
is provably non-malleable.Although their protocol is constructed from the min-
imal assumption of a one-way function (in particular, without assuminga public
random string), it requires a non-constart number of rounds of interaction?.
Assuming a public random string available to all participants, Di Crescenzo,
Ishai, and Ostrovsky [9] construct a non-interactive, non-malleable standard
commitment scheme. Interestingly, their construction can be modi ed to give a
non-interactive, non-malleable perfect commitment scheme. Unfortunately, the
resulting commitments are large (i.e., O(M k)), thus motivating the seard for
more excient protocols.

Constructions of non-malleablepublic-key encryption schemeshave alsobeen
proposed[11,6,25]. In somecasesthese constructions give non-malleable stan-
dard commitment schemes,in the model where public parametersare published
by a trusted party. We discussthis connectionin more detail in Section 3.

Two excient non-malleable commitment schemes, based on stronger (but
standard) assumptions, have also been proposed. Like the construction of [9],
theseprotocolsboth require publicly-available parametersgeneratedby a trusted
party (in somecasesthis can be reducedto the assumption of a public random

! Furthermore, their protocol allows an adversary to generate a di®erert commitment
to an identical value (unless user identities are assumed). Other proto cols discussed
in this paper (including our own) do not su®erfrom this drawback.
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string). The “rst can be obtained from an adaptive chosen-ciphertext secure
public-key encryption schemeproposedby Cramer and Shoup[6], whosesecurity
is basedon the decisionalDize-Hellman problem. More recertly, non-malleable
perfect commitment schemesbasedon the discrete logarithm and RSA assump-
tions were introduced by Fischlin and Fischlin [14]. Though ezcient, these pro-
tocolsrequire interaction betweenthe senderand receier.

Our Contribution. Wepresen the rst e+cient constructions of non-interactive,
non-malleable perfect commitment schemes. We work in the same setting as

other excient non-malleablecommitment schemes,where public parametersare

available to all participants [6,14] (our discrete logarithm construction can be

implemerted in the public random string model using standard techniques).

Our constructions are basedon the discrete logarithm or the RSA assumptions.
Previous constructions are either for the caseof standard commitment [11,9, 6]

or require interaction [11,14]. Our constructions allow excient, perfectly-hiding

commitment to arbitrarily-large messagesThe schemesdescribed in [14], while

able to handle large messagesrequire modi cations which render them lessef-

“cient and alsoresult in statistical secrecyonly.

Additionally , we discussthe caseof non-interactive, non-malleable, standard
commitment schemesand prove securea folklore construction basedon trap door
permutations which is near-optimal in terms of commitment size. The large
commitment sizeof this construction (though near-optimal) sernesasmotivation
for our consideration of perfect commitment schemes.Indeed, for arbitrarily-
large messagespur perfect commitment schemesrequire commitments of size
3k, where k is the size of RSA or discrete log problems believed to be hard to
solve (see Section 5 for improvemerts which reduce the commitment size even
further). Our schemesrequire only O(k) bits of public information.

2 De nitions

We discussthe communication modelsin which we presen our constructions, and
recall the notions of commitment schemes, equivocable commitment schemes,
and nally non-malleablecommitment schemes.

Comm unication models. We will consider two models: the public-random-
string model of [4, 3], and a slight generalizationof it, consideredfor instance by
[14] in the context of commitment schemes,which we call the public-parameter
model.

The former model wasintroducedin order to construct non-interactive zero-
knowledge proofs (i.e., zero-knawledge proofs which consist of a single message
sert from a prover to averi er). In this model, all parties sharea public reference
string which is assumedo be uniformly distributed. The latter model generalizes
the public random string model in the following sense:all parties still sharea
public referencestring which is now de ned asthe output of an excient algorithm
(and may therefore have arbitrary distribution).

For a uni ed treatment, we preser our de nitions for the public-parameter
model, keepingin mind that analogousde nitions may be obtained for the public



Excient and Non-Interactiv e Non-Malleable Commitment 43

random string model if the algorithm generating the public referencestring is
replacedby an algorithm which choosesa uniformly distributed string.

Commitmen t schemes. A commitment scheme(TTP;S;R) in the public-
parameter model is a two-phaseprotocol betweentwo probabilistic polynomial
time parties S and R, called the senderand the receiwer, respectively, suc that
the following is true. In the rst phase(the commitment phase),giventhe public
referencestring ¥areturned by the probabilistic polynomial time algorithm TTP,
S commits to bit b by computing a pair of keys(com;de¢ and sendingcom (the
commitment key) to R. Given just %and the commitment key, the polynomial-
time receiver R cannot guessthe bit with probability signi cantly better than
1=2 (this is the hiding property). In the secondphase(the decommitmert phase)
S revealsthe bit b and the key dec(the decommitmert key) to R. Now R chedks
whether the decommitmert key is valid; if not, R outputs a special string ?,
meaning that he rejectsthe decommitmert from S; otherwise, R can exciently
compute the bit b revealedby S and is corvinced that b was indeed chosenby
S in the “rst phase(this is the binding property).

We remark that the commitment schemesconsideredin the literature canbe
divided in two types,accordingto whether the hiding property holds with respect
to computationally bounded adversariesor to unbounded adversaries.Commit-
ment schemesof the rst (resp., second)type have beenshawvn to have appli-
cationsto zero-knownledge proofs (resp., argumerts) [17,21]. A computationally-
hiding bit-commitment schemehasbeenconstructed under the minimal assump-
tion of the existenceof pseudo-randomgenerators[19]. A perfectly-hiding bit-
commitment schemehasbeenconstructed under the assumption of the existence
of one-way permutations [21]. Both schemeshave beendesignedin the interac-
tive model (where no public referencestring is available to parties); the former,
however, can be adapted to run in the public parameter model.

Equiv ocable commitmen t schemes. Informally, an equivocable commitment
schemein the public parameter model is one for which there exists an excient
algorithm, substituting for the trusted third party (T T P), which outputs a set
of public parametersand a commitment suc that: (a) the distribution of the
generatedpublic parameters,the commitment, and any decommitmert is exactly
equivalert to their distribution in a real execution of the protocol; and (b) the
commitment can be openedin more than one possibleway.

Denition 1. Let (TTP;S;R) be a perfectly-hiding commitment schemein the
public parameter model over messagesppce M . We say that (TTP;S;R) is
perfectly equivocable if there exists a prokabilistic, polynomial time equivocable
commitment generator Equiv suchthat:

1. Equiv; (1¥) outputs (¥;com;s) (where s representsstate information).
2. For all m 2 M, Equiw(s;m) outputs dec suchthat:
(@) R(¥%com;deg = m.
(b) The following two random variables are identically distributed:
f%A TTP(1¥); (com;ded A S(¥;m) : (¥com; dedg
f(¥%com;s) A Equiv;(14); decA Equiw(s;m) : (¥s5com;dedg: t
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The notion of equivocable commitment was rst discussedby Beaver [1]. In [9] it

was shown that an adaptation of the commitment schemein [19] is equivocable
in the public random string model (this fact wasusedin the construction of the

non-malleable commitment scheme of [9]). Other applications of such schemes
include zero-knowledge protocols [10].

Non-malleable commitmen t schemes. Two de nitions of non-malleablecom-
mitment have appearedin the literature, both seekingto capture the following
intuition of security: if an adversary, after viewing a commitment to x, can pro-
duce a commitment to a related value y, then a simulator can perform at least
as well without viewing a commitment to x. The di®erenceis in the de nition

of \pro ducing a commitment”. In the original de nition [11] (non-malleability
with respect to commitment), generating a valid commitment of y is suzcient.

Note that this de nition doesnot apply to perfectly-hiding commitment schemes
since for sudh schemesthe value committed to by a commitment is not well-
de ned. In the de nition of [9] (non-malleability with resgect to opening), the
adversary must also be able to give a (valid) decommitmert to y after viewing
the decommitmert to x. Sinceour primary constructions are of perfectly-hiding
commitment schemes(for which non-malleability with respect to openingis the
appropriate notion), we presert a formal de nition of this variant, and refer
the reader elsewhere[11,14] for de nitions of non-malleability with respect to
commitment.

De nition 2. Let (TTP;S;R) be a perfectly-hiding commitment scheme,and
let k be a security parameter. We saythat (TTP;S;R) is 2-non-malleable (fol-
lowing [11]) with respect to opening if, for all 2 > 0 and every prolabilistic,
polynomial time algorithm A, there existsa simulator A°running in poly(k; 1=2)
time, suchthat for all poly-time computable,valid relations R (see note below),
for all exciently samplable distributions D, we have:

Sucq'b g (K) i Sucqopr (k) - 2+ negkk)
(for somenegligible function negl); where:

SucG'p & (K) =

Pr %A TTP(1%);m; A D;(com;;deg) A S(¥%m;);comp, A A(¥;comy);
deg A A(¥%comy;dec); my, A R(¥comy;dec) :
com, 6 comp » R(my;my) = 1]

Sucaopr (K) Edéf

~ ~ o}
Pr miA D;my A AYI%;D) : R(my;my) = 1 : t

Definition  of non-malleability  : The de nition of security above allows for
the possibility that the simulator may do arbitrarily better than the adversary.
The reasonfor this is that the adversary may simply refuseto decommit, even
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when it would have otherwise succeeded. In any case,if a simulator can do
better than an adversary who getsto seea commitment to m,, the schemestill
satis es our intuition of non-malleability.

Valid rela tions . In order for relation R to be valid, we imposethe following
restriction: for all m 2 M , we have R(m; ?) = 0. This could also be taken into
accourt by checking that m, 6 ? in the de nitions of successabove; however,
we nd it easierto simply work with valid relations only.

Mul tiple messages. The authors of [11] point out that a strictly stronger def-

inition allows the adversaryto produce seveal commitments com(zl) ; com(zz) vl
and later seweral decommitmerts deézl) ;deézl) ;iito messagesm(zl) ; m(zz) i
The simulator simply outputs message$n(21) ; m(22) ;.11 The adversary (or simu-
lator) succeedswhen a relation R(my; m(zl) ; m(zz) ;11 holds. For simplicity, we

usethe wealker de nition in this paper. However, we stressthat all the schemes
in this paper are non-malleablewith respect to this stronger de nition.

Histor y. The de nition of [11]includes the possibility of giving the adversary
hist(m,) (for any computable function hist) before he is required to generatehis
commitment. We note that the current proof of our perfect commitment schemes
doesnot considerthis property.

3 Computationally-Hiding Commitmen t Schemes

We rst (brie°y) examinethe caseof standard commitment schemes.Note that
the sizeof a standard, non-interactive commitment (even for malleable schemes)
must be at least M + ! (logk), where M is the messagelength and k is the
security parameter. Perfect binding implies that the size must be at least M,
and semariic security requires,in particular, that ead messagéhave ! (poly(k))
possiblecommitments assaiated with it.

The lemmabelow indicates that we can achieve roughly this bound for stan-
dard non-malleable commitment, assumingthe existenceof trap door permuta-
tions® (in the model with public parameters). The commitment schemeis built
from the following componerts: “rst, we usea cryptosystem that is secureindis-
tinguishable under an adaptive-chosen-ciphertextattack. Such a schemecan be
obtained using a construction in [11], and we denotethis schemeby Ey (9. Next,
we usea symmetric-key cryptosystem (with secretkey of length k) which is in-
distinguishable under adaptive chosen-ciphertextattack (which can be obtained
using, e.g., the construction of [11]), and we denote this scheme by E¢ (§. The
commitment schemeworks as follows: public parametersconsist of a public key

2 For any relation R, a simulator exists for R aswell as for its complemert R, so one
might think that this \problem" can be avoided. The ditcult y is that there is an
asymmetry here, in that both R and R must satisfy R(2;?) = R(;?) = 0 (seethe
note on valid relations).

3 Recall that [9] achieves a non-interactive, non-malleable computationally-hiding
commitment using only one-way functions. However, their scheme requires com-
mitment size O(kM ).
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pk for the public-key cryptosystem. Commitment is done by choosinga random
secretkey for the symmetric-key system, encrypting this secretkey using the
public key, and then encrypting the committed messageusing the secretkey. A
commitment to messagem is then computed as:

Eox (K) + B¢ (m): 1)

Decommitmert consists of revealing m and the random bits usedto form the
commitment. Commitment veri cation is donein the obvious way.

Although the proof of the lemmais relatively straightforward (and is a \folk
lemma" for the caseof encryption), the result below was not widely known for
the caseof commitment. Indeed, there are some complications which require
careto getright. A sketch of the proof can be found in Appendix A.

Lemma 1. Assumingthe existene of trapdoor permutations, there existsa comp-
utationally-hiding commitment schemein the public parameter model that is non-
malleable with respect to commitment and has commitment size M + poly(k),
where M s the size of the committed messageand k is a security parameter.

Note that this lemma immediately implies the security (under the decisional
Dite-Hellman assumption) of the above construction when using the excient
public-key cryptosystem of [6] for E and any adaptive chosen-ciphertext-secure
private-key cryptosystem E°. Finally, we note that the security requiremerts
for E and E” can be relaxed. One can shaw that E is only required to be non-
malleable under a chosen-plairtext attack (NM-CPA) and E* needonly be in-
distinguishable under a PO plaintext attack and an adaptive chosen-ciphertext
attack (IND-PO-C2); see]2,18] for formal de nitions). This allows for much
greater exciency since NM-CPA-secure public-key cryptosystems can be con-
structed more ezciently than IND-CCA2 scthemes[12] and IND-P0O-C2-secure
private-key schemesmay be deterministic. We remark that the result in the
lemma appliesto the public random string model when so-calleddensepublic-
key encryption schemes[8, 7] are used.

4 Perfectly-Hiding Commitmen t Schemes

The computationally-hiding commitment schemepresered in Section3 achieves
near-optimal commitment sizeM + poly(k). We cannot hope to improve this by
much (since computationally-hiding commitments have sizeat least M ). In this
section we presen perfectly-hiding commitment schemesthat improve signi -
cantly on the commitment length, achieving commitment size 3k for arbitrarily-
large messagegseeSection5 for modi cations allowing further reductionsin the
commitment size).

Both of our perfectly-hiding commitment schemesbuild on the paradigm
established in [9], with changeswhich substartially improve the etciency. A
commitment consistsof three componerts hA; B; Tag . The ‘rst componert A is
a commitment to parametersr; and r, for a one-time \messageauthentication
code" (mac) for B. The secondcomponert B cortains the actual commitment to
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the messagam, using public parameterswhich depend upon the “rst componert
A. Finally, Tag= mac,,.,(B). An adversary who wishesto generatea commit-
mert to a related value hastwo choices:he can either re-useA or usea di®eren
AL If here-usesA, with high probability he will be unable to generatea correct
Tag for a di®erert BC since he does not know the valuesr;r,. On the other
hand, if he usesa di®erert A° the public parametershe is forced to usefor his
commitment B® will be di®erent from those used for the original commitment;
thus, the adversary will be able to decommit in only one way, regardlessof how
the original B is decommitted. In particular, if it is possibleto equivocate B for
a particular choice of A, an adversary who usesa di®erert A°will be unable to
equivocate B (without breaking somecomputational assumption). We refer the
readerto [9] for further discussion.

In [9], the dependence(upon A) of the public parametersusedfor commit-
ment B wasacdhieved via a \selector function" 4, which results in public parame-
ters of sizedependert on the length of the committed messagdas a consequence,
the schemecan be excient only in the caseof commitment to a singlebit). Here,
we exploit algebraic properties to drastically reduce the size of the public pa-
rameters and obtain a more excient scheme,even in the caseof large messages.

4.1 Construction Based on the Discrete Logarithm Problem

The schemesdiscussedin this paper work over any group G of prime order for
which extracting discretelogarithms is hard but multiplication is easy However,
for concretenesave will always assumethat p;q are prime with gjpj 1 and the
group G p Zj is the set of elemerts of order g.

Our starting point is the perfectcommitment schemeof Pedersen24].Let g; h
be generatorsof G. To commit to a messagen 2 Z, chooserandomr 2 Zy and
output com = g™h". This scheme achieves information-theoretic secrecy since
com is uniformly distributed in G; furthermore, it is computationally binding as
long asthe discrete logarithm problem is hard. Note that a simple extension of
the scheme (which we refer to as extendel-Pedersen) allows commitment to two
messagessimply let gi1;0.; g3 be generatorsof G, and to commit to messages
mq;my 2 Zg, chooserandom r and output com = ¢g;™*g,™2g;. This scheme
retains perfect secrecy;furthermore, computational binding of the extended-
Pedersenschemecan be proved via a reduction to the standard Pedersenscheme
(see[5]). Note further that the Pedersenand extended-Redersenschemesare
perfectly equivocable (one simply choosespublic parameterswith known discrete
logarithms).

The public parameters, output by T TP (1X), are primes p;q with gj(pj 1)
and jpj = k, alongwith random generatorsg; ; gz; gz of G. Additionally , arandom
function H is chosenfrom a family of universalone-way hash (UOWH) functions
[20]. Commitment is as shown in Figure 1.

Theorem 1. Assuming the hardnessof the discrete logarithm problemin the
underlying group, the protocol of Figure 1 is an 2-non-malleable perfectly-hiding
commitment schemein the public-parameter model.

4 A di®erert implementation of this technique st appearedin [11].
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Public: p;0;01;02;093; H:G! Zq4
S (input m 2 Zg) R

Commitment phase:
rre;rairs Aj Zq
A=0'0’ %% ®= H(A)
B = (0r'%)" g;*

Tag=mac,;,(B)
A; B;Tag

Decommitment phase:
. ?
M;ri;ra;ra;ra _ Verify: A = g¢j'g,°5°

B2 () Mg)m gy

Tag:?macrl;,z(B)

Fig. 1. DLog-based, NM perfect commitment scheme.

Pro of It is clear that the protocol is perfectly-hiding since B is uniformly
distributed in group G independerly from the distribution of every other com-
ponert of the commitment. Computational binding of the protocol is also easy
to shaw (proof omitted).

The proof of non-malleability is more involved; however, we provide some
intuition here. As mentioned in Sec.2, we prove non-malleability with respect
to a single commitment output by the adversary; however, the sameproof tech-
nique suxces to prove non-malleability with respect to multiple commitments.
The simulator (which will do aswell as the adversary without seeingthe com-
mitment) works as follows. First, it generatespublic parameterswhich are dis-
tributed identically to the real experiment, but for which the simulator knows
sometrapdoor information which allows it to perfectly equivocate its commit-
ment (cf. De nition 1). The simulator generatesa commitment com to a random
messagegivesthis commitment to the adversary, and the adversary producesits
commitment com,. The simulator now tries to get the adversary to open com,
(this will be the messageoutput by the simulator). To do this, the simulator
decommits com to a random messageand gives the decommitmert to the ad-
versary, and repeats this step (rewinding the adversary ead time) suzciently
many times until the adversary opens® com,. Sincethe simulator can perfectly
equivocate its commitment, the adversary's view is equivalent to its view in the
original experimert. Furthermore, we show that the adversary itself is unable to

5 I the adversary never opensits commitment, the simulator outputs ? .
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equivocate its commitment com, (under the discrete logarithm assumption). A
complete proof follows.

Assume an adversary A which, given commitment bA; B; Tag, generates
commitment hA%B% Tad¥. Given decommitmert hm;ry;r,;r3;r4i, the adver-
sary givesdecommitmert hm®r?;r9;r;r%. Following the proof structure of [9],
we distinguish the following sub-cases:

Case 1. A%= A. If this occurs, there are two possibilities: either hr;r,;r3i =
hrd;r9;r3i, or not. If they are equal, sincer; and r, are information-theoretically
hidden from the adversary when giving his commitment (and assumingthe se-
curity of the mac), the adversary will have beenunable (except with negligible
probability) to generateB° 6 B and Tad’ such that Tad’ =mac,,,,(B9. If
hry;ro;rai 8 hrd;rd; rgi, we can construct an adversary C which, given oracle
accessto A, can violate the computational binding property of the extended-
Pedersenscheme (via a standard reduction). Thus, the succesgrobability of A
in this casemust be negligible.

Case 2. A6 A but H(A9 = H(A). If this happens,the security of the family
of universal one-way hash functions is violated. Simply choose p;q along with

random generatorsg;; gz; g3. Then, selectrandom m;ry;ro;r3;r4, generatethe
commitment bA; B; Tad, and output A. Upon being given a random member H

from the UOWH family, run A oninput the public parametersand the generated
commitment. The rst componert of the commitment generatedby A will then
give the desired collision.

Case 3. A6 A and H(A9 6 H(A). This is the most interesting caseto con-
sider. Fix 2, D, and R, and assumeadversary A. Denote the processof selecting
group parameters,asrun by TTP, by p;g;G A G(1¥) (i.e., this selectsprimes
p;gwith gjpj 1andjpj = k). We describe an equivocable commitment generator
Equiv which will be usedas a subroutine of simulator A%

Equiv; (1) Equiv(hra;ra;rs;t; ui;m)
P G A G(1¥) ra=uj tm
;0 A G;HA UOWH dec= tm;ry;ro;r3;ryi
rns;itA z, Output dec
A= 005®=H(A)
9% = g “g}
Ya= ;g i G2; gs; Hi
ro,uA Zq
ri=r+Q®prz=sj trp
B = gy; Tag= macy,;,(B)
com= hA; B; Tag
s=fryiry;rait Ui
Output (% com; s)

Note that Equiv satis'es De nition 1. In particular, the distributions of the
public parametersoutput by Equivand those of the real protocol are the same;
they di®er only in the \trap door" information stored by Equiv. Furthermore,
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note that p;q; g;; gs can be chosenat random and given to Equiv; knowledge of
logy, 01 is not necessary This will be crucial for the proof of security. We now
describe the simulator A

A%1%; D)
(¥%com;s) A Equiy(1¥)
Fix random coins!
com, = A(¥%com;!)
Repeat at most 221 1In 22i 1 times:
mi A D
dec = Equiv(s;my)
dec, = A (%% com; dec)
my = R(¥;comy; decy)
if m, 6?7 break
Output m»

We shaw that the di®erenceSucq 'y g (k)i Sucaopr (k) (with terms asde ned
in De nition 2) is negligible. Straightforward manipulation, using the fact that
Equiv is a perfectly equivocable commitment generatorand (TTP;S;R) is a
perfect commitment scheme, gives:

Sucq'p 5 (K) =

PriaA TTP(AX);miA D;! A - ;ryrasrs A Zg;

(comy; decy) A S(¥%mu;riira;ra);

my = R(¥%A(¥comg;! ); A(¥0omy;decs;! ) : R(mg;my) = 1]

and

QJC%O;D;R (k) =
PrieA TTP(A);mi A D;! A - ;ryrasrs A Zg;
(comy; decy) A S(¥%ma;re;ra;rs);
m; = R(¥%A(¥%comg;! ); A(¥%comy; dec®;!)) : R(my;m3) = 1]:

The notation dec” represes the fact that the decommitmert given to A was
produced according to algorithm APC. In particular, dec” represers either the
“rst decommitmert givento A which resultedin m, 6 2, or the (22i 1 In 22i 1)t
decommitmert givento A (if all decommitmerts up to then had m, =?).

De ne the tuple (34! ;rq;ry;r3;com;) asgaod if the following holds:

Primi A D:R(%A(¥%comy;!); A(¥%comy;decy;!)) 62], 2=2;

(the above probability is over choice of m; only; note that oncethe tuple is xed,
choice of m; determinesr,4, and hencedec;). Furthermore, de ne evert Good as
occurring when the tuple generatedby the experiment is good. We now have (for
brevity, we denote generation of a random tuple by ° A j (1); also, we denote
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my = R(%A(¥%com;! ); A(¥acom; dec;! ) by my, = A(%com; dec)):

Suc 'YID;R(k)i Sucaopr (K) o
Pr ° £A i (1%):m1 A D;m, = A(¥comy;decy) : R(mg;my) ~ Good
. . __@©
+ Pr£° A i@ m. A D;m, = A(¥%comy;dec;) : R(my;m,) » Good
- - a
i Pr£° A i (1%;m; A D;m5 = A(¥c0m;;dec’) : R(my;m3) A Good
- - N o }
i Pre A @%);m A D;mj= A(¥%oom;de”) : R(my;m3) ~ Good ;
from which we derive (by de nition of evert Good):
Sucq'h.r (K) i Sucqopr(K) - :
PreA i @%;miA D;my= A(¥%0omy;dec;) : R(mg;m,) ~ Good
+ 2=
- o a
i PreAj@%);mA D;mj= A(¥%comy;dec”) : R(my;m5) ~ Good :
But this, in turn, implies:
Sucq'b g (k)i Sucaopr(K) -
Pr°A j1%);miA D;my= A(¥%comy;decy); m5 = A(¥%comy; dec”) :
i

R(my;mz) & R(my;m3) A Good + 2=2;

which can be re-written as:
Sucq'hir (K) i Scaoor (k) -
PreA i (1%);miA D;mp = A(¥%comy;dec;); m5 = A(¥%comy; dec”) :
R(my;my) A R(myym3) A my=2 A GoodI @)
+ Pr£° A (1%;mi A D;m; = A(¥%comy;dec;); m5 = A(¥00my; dec”) :
R(mi;my) A~ R(my;m5) A~ m562 A Goodl (3)
+ 2=2:

We now bound probabilities (2) and (3). First, notice that expression(2)
is bounded from above by the probability that m5 =? . However, de nition of
event Good and a straightforward probability calculation show that:

£ - o
Pr° A (1%);m5A A(¥%com;;dec”) :m5 =2 ~ Good -
- - o
PreA j@%;m5A A(¥%comg;dec®) :m5 =2 jGood - 2=2:

Finally, notice that for the evert in expression(3) to occur, we must havem, 6 ?
and m, 6 m3. But this then givesa Pedersencommitment com, (using genera-

tors gz and gi@ogz = g§®0‘ ®) g5) which is decommitedin two di®erert ways. This
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would allow determination of log,, g; (recall that ®° 6 ® since we are dealing
with Case3). The experimert is as follows: chooserandom ! and ri;r,;rs and
run Equivusing the givenvaluesg; ; gs to generate¥? and com; (recall that knowl-
edgeof logg, g: is not necessaryto run Equiy). The adversary A then produces
a commitment com,. Following the description of A run A to obtain a decom-
mitment to messagems;. Then, decommit oncemore to a randomly selectedm;
and give this asinput to A to obtain a decommitmert to m,. If m, 6? and
m3 6 ? and m, 6 m; (which we call evert Succesk then log,, g; can be calcu-
lated, as discussedabove. But the probability of Successs boundedfrom belowv
by expression(3); by assumption, however, the discrete logarithm problem is
intractable and thus:
(3) - Pr[Succesk- negl(k):

Putting ewverything together givesthe desiredresult. t

Note that the proof of non-malleability is exactly the sameewven if the mes-
sageis hashedbefore commitment. Equiv can still perfectly equivocate to any
(random) messageM by rst computing m = H(M) and then running the
identical Equiv, algorithm. The simulator A®is alsoidentical (messageswill be
longer, but this does not a®ectthe analysis). The hash function must be colli-
sion resistart for the binding property to hold, but no other assumptionsabout
the hash function are necessaryand the scheme s still perfectly secref. The
presen schemetherefore givesa practical method for committing to arbitrarily
long messages.

We remark that by making minor modi cations to the above protocol, it can
be proven securein the public random string model as well.

We give an alternate proof of Theorem 1 in App. B. This proof, while more
complicated than the proof given above, achieves a slightly stronger security
guarantee by using a simulator which runs in expected polynomial time.

4.2 Construction Based on RSA

We have also developed an etcient non-interactive, non-malleable perfect com-
mitment scheme basedon the RSA assumption. Sincethe ideasunderlying this
construction, as well as the proof of security, are substartially similar to the
scheme preseried above, we defer details to the full version of this paper.

5 Extensions

There are extensionsof our schemewhich may be of practical value:

Reducing the commitment size. Our schemesproduce commitments com =
(A; B; Tag) of size 3k, wherek is the length of the string represening a group
elemern. Howewer, inspection of the proof of Thm. 1 revealsthat one can re-
place this with any string that uniquely binds the senderto com. At least two
modi cations in this vein seemuseful:

8 This can be compared to [14] which requires added complications when using an
arbitrary hash function and achievesonly statistical secrecy
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{ Using a collision-resistant hash-function h, we can replacethe commitment
com with h(com). The decommitmert phaseis the same as before. This
doesnot increasethe computational cost of the protocol by very much. The
resulting commitment sizeis the output length of a hash function believed
to be collision-resistart, e.g. SHA or MD5. In particular, this allows us to
achieve optimal commitment sizeO(! (log k)), assumingan appropriate hash
function. Note that this approad (hashing the commitment) doesnot seem
to give provable security for generalnon-malleablecommitment schemes,yet
it does work (as can be seenby careful examination of the proof) for the
particular construction given here.

{ By adding one more public parameter and making appropriate (small) mod-
i cations to the scheme, we can set the commitment to the product of
A; B and Tag (assuming Tag is computed as Bt gz?, which senes as an
information-theoretically securemac). This reducesthe commitment length
to k. We defer a proof of security to the full version of the paper.

Unique identifiers. As mertioned in [11],in many situations there is a unique
identi er (ID) assaiated to ead userand using them canimprove the exciency
of non-malleable primitiv es. This is also true of our scheme. If ead user in
the systemhas ID id 2 Z,, we can simplify the scheme by replacing ® with
id. An adversary who attempts to generate related commitments must do so
with respect to his identi er id°6 id. The public parametersare p;q and three
generatorsgs; gz; g3. The commitment is B = (g%g;)™g3® (the componerts A
and Tag are no longer needed,sincetheir only role in the original protocol was
to force an adversaryto change®). The proof of non-malleability is the sameas
for the original schemeexceptthere is no needto handle casesl and 2.
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Pro of of Lemma 1

Sketch of Pro of  First note that for (1) to be binding, we require that the
decryption algorithms for both the public-key and symmetric-key systemshave
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zero probability of decryption error’. Thus, revealing the randomnessused to
generatethe commitment perfectly binds the senderto the message.

The proof of non-malleability with respect to commitment will imply that
the schemeis sematriically secure(this hasbeennoted previously for the caseof
encryption [2,18], but a similar result holds for the caseof commitment). Note
that if we canprovethat (1) constitutes a non-malleable(public-key) encryption
scheme,we are done. Using the results of [2], it sutcesto provethat (1) is secure
under adaptive chosen-ciphertextattack.

Consider an adversary A who has non-negligible advantage in attacking (1)
under an adaptive chosen-ciphertext attack. De ne adversary B which usesA
as a black box to break E, under an adaptive chosen-ciphertext attack (the
notation D(§ meansthat B is given accesso a decryption oracle for Ey):

Algarithm B2 (9 (1k: pk) Algarithm B2 @ (y; (C;s))
(Mo;M1;s) A APOakopky| BPA AYO(yxC;s)
K A fO;1gF if °= breturn1
bA f0;1g elsereturn 0
CA E; (My)
return (K ; 0K; (C; s))

The notation B(® meansthat decryption oracle queries of A are handled by
B in the following way: in the rst stage, when A submits ciphertext y°+ C°
to its decryption oracle, B submits y° to its decryption oracle for Epk, receives
key K © and then computesM ©:= Dy o(C9). In the secondstage, B answers as
beforeexceptthat A might submit a ciphertext y+CP° Note that B would not be
allowed to submit y to its decryption oracle, since he cannot ask for decryption
of the challenge ciphertext. Instead, B \assumes" that y is an encryption of K,
and computesthe responseM := Dy (C). Adaptiv e chosen-ciphertext security
of By implies that the advantage of B is negligible.

We now consider the following adversary which usesA as a black box to
break E” under an adaptive chosen-ciphertext attack. Here, the notation D(9
meansthat Cis given accessto a decryption oracle for E; (where K is some
secretkey unknown to C). We let Gendenote the algorithm which selectspublic
and private keysfor E.

Algarithm &% (1%) Algarithm 2% (C; (y; sk; s))
(pk;sk) A GNer(l;) PA ASCO(yzc:s)
(Mo;M1;s) A Ay 91k, pk)| return P
y A Ex(0%)

return (Mo; My; (y; sk; s))

Here, the notation B(¢ meansthat decryption oracle queriesof A are handled
by Cin the following way: in the rst stage,when A submits ciphertext y°+C%to

" This can be relaxed slightly, but since many commonly-used encryption schemes
already have this property, we assumeit here for simplicity of exposition.
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its decryption oracle, C decrypts y°to get K © (it knows the secretkey) and then
computes M © := Dy o(C9. In the secondstage, howewer, C answers as before
unlessA submits a ciphertext y+CP In this case,C submits C°to its decryption
oracle for E and returns the result to A. Adaptiv e chosen-ciphertext security
of E® implies that the advantage of Cis negligible.

Informally, de ne the following probabilities of success:

Por = PIAPO (B (K) £EZ (Mo)) = 0]

Por = PHIA®O (Ey (0K) £ EE (Mo)) = 0]
Py € PIAPO (Ex (K) £EZ (M1)) = 1]
pre E PAPO(By (0F) £ EE (M1)) = 1]

B's advantage is given by 1=2f1=2(1j pos) + 1=2(1i pa: )9+ 1=4(pPo:r + Pur )
Cs advantage is given by 1=2(p,t + p1: ). Note that these are both negligible,
by the argumerts advanced above. Finally, the advantage of A in the original
experimert is givenby 1=2(po.r + p1r ). Simple algebraimplies that A's advantage
must be negligible.

Note that adaptive-chosen-ciphertext-secureprivate-key encryption schemes
can be constructed using a one-way function, while non-malleable public-key
encryption schemes(with O probability of decryption error) are known to exist
assumingtrap door permutations [11,25]. This completesthe proof. ti

B Alternate Pro of of Theorem 1

In this section, we presert an alternate proof of Theorem 1, which in fact gives
us a stronger security guarartee. First, notice that in the previous proof, the
simulator had to cut o®the simulation after 22i 1 In 22i 1 steps. This is because
for some values of the initial setup °, it is possiblethat the adversary would
not decommit at all, and thus that the simulation would never terminate. This
is an essetial problem with the sort of simulation described above: even if the
fraction of \bad setups®" were barely noticeable, the expected running time of
the simulation might be in nite!

Instead, we give a simulation which always runs in expectedpolynomial time,
provided that the adversary suaeeds with noticeable prokability. To do so, we
adapt the proof technique of DIO [9]. Unfortunately, one cannot apply their
proof directly here sincetheir proof relieson the fact that the DIO commitment
schemeis statistically binding.

Let pa be the successprobability of the adversary in the original basic ex-
periment for non-malleability with respect to opening, i.e. pa = Succl,}”\;"D;R(k).
For a given simulator A° let pao denote the simulator's successprobability, i.e.
Bao = Sucgopr (k). We will construct a simulator A° such that pa i Bao -

negl(k) iA and the expected running time of A°is polynomial in p% Notice

in particular that when the adversary's probability of successs noticeable, our
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simulation does (essetially) at least aswell asthe original adversary, and runs
in expected polynomial time.

The simulator ACis simple:it runs the adversaryin the basicnon-malleability
experiment until the adversary succeedsit then outputs whatever m, the adver-
sary succeededwvith. We describe two equivalent formulations of this simulator
belov. The rst simulation generatesall its parameters honestly; the second
simulation usesthe equivocator of the previous section.

A9(1%; D) A3(1%; D)
mq;mp =7 my;mp =7
comy;comp ;= 0 comy;conp ;= 0
Repeat until R(my;m;) =1 Repeat until R(my;m;,) =1
and comy 6 com, : and com; 6 com, :
%A TTP(1K) (¥%comy;s) A Equiv(lk)
m; A D Fix random coins!
(comy;dec;) A S(¥%m3) comy 1= A(¥comy;!)
comy A A (% comy) m; A D
dec, A A(¥c0my; decy) dec; := Equiv(s;m1)
my A R (¥ comy; decy) dec, := A(¥00my; dec;)
m; = R(¥%comy; decy)
Output m» Output m»

From the point of view of the adversary, both of these simulations are equiv-
alent, sincethe equivocator createsa public string ¥and a commitment com
which are from the samedistribution asthe \real" strings %and com;. Thus,
the output distribution of the two simulations is the same,and hencesois their
probability of successMoreover, both simulations expect to make AA calls to
A, and thus their expected running times are essetially the same.

The only di®erencebetweenthe two simulations is that in the “rst simulation
AY, the simulator knows no more than the adversary about the relationship of
the public parametersg;; g2; 93; H, and so all three of these values could come
from an outside source.In the secondsimulation A9, only g; and gz can come
from an outside source;g, and the other parametersare carefully constructed.

As before, we now considerthe three possiblecases.

Cases 1 and 2. Considerthe st simulator A?. As mertioned above, it does
not choose the public parameters g;;g;03;H, and so the analysis from the

previous proof of casesl and 2 tells usthat the probability of either of thesecases
is negligible. (Otherwise, the simulator would break either the computational

binding of the Pedersenschemeor the intractabilit y of nding collisions for the

hash function).

Hence,we can assumeevenin the second simulation that wheneer the ad-
versary generatesa new commitment to which he decommits, we have H (A% 6
H(A).

Case 3. As in the previous proof, we denote the generation of a tuple °© =
(¥%com;s;!) by the shorthand ° A j (1¥). Note that these variables uniquely
determine both com; and com,. Moreover, oncethe simulator choosesm,, the
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decommitted messagem, is completely determined by m; and °. For conciseness
we write simply m, = A(mg;°). By corvertion, we will take A(mq;°) =7
wheneer the adversary refusesto decommit or simply copiesthe commitment
(i.e. comy, = comy).

On one hand, we can calculate the adversary's succesgrobability, using the
properties of the equivocator:

£ - o
pa=Pr°A i@);miA D : my=A(my;°) and R(my;my) :
We can also calculate the succesgrobability of the simulator (secondformula-
tion):
h B - i
Bao=Pr ° A j (1); my;mY A D R(m?; A(my;°)) “R(My; A(my;°))
£ . - o
_Pro A (a%); mmfA D R(mY;A(my;°)) and R(my; A(my;®))
Pa
The numerator in the last expressioncanbeinterpreted asthe succesgrobability
of the following experimert:

Choosem; at random, and run the simulation to obtain a decommitmert
to a messagem,. Then pick a new messagam? at random and seeif both
R(m1; my) and R(m¢; m>) hold.

Now intuitiv ely, we expect that for any given° the adversary can only decommit
to one valid messageWe want to usethat intuition to show that the success
probability of the experiment above is no worsethan the following:

Choosem; and obtain m, as before. Now, for the samesetup °, pick a
new messagem? and run the simulation to get m9. Output a successf
both R(my; m,) and R(m$; m9) hold.

This intuition is captured in the following lemma:

Lemma 2. Letmy = A(my;°), and m$ = A(mY;°), wher °;my; m are cho-
senas in the previousdiscussion. Then we have:

Pr[R(mi;mz) ~ R(M2;m2)] > Pr[R(m1;my) ~ R(m2;m3)]i negl(k):
Pro of For any two everts A and B, wehave P(A)j P(B) - P(AnB). Thus:
Pr[R(m1;mz) * R(m3;m3)] i Pr [Iﬁ(ml:mz)“ R(mZ; mo)] :
i
Pr R(my;my) A R(m$;m3) » R(m%; m,) :
Now this last evert occursonly whenm, and m$ are di®erert, yet both of them
are valid messagesHowever, suc an evert allows extraction of the discrete log

of gz with respectto g;, evenin the setting of the secondsimulation. SinceA is
polynomial time, this probability must be negligible in k. t
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Using the lemma and the shorthand notation set up in the lemma, we get:

PriR(mz;mz) A R(m$;mz)]  Pr[R(myg;myp)~ R(MY;m9)] i negl(k)
Pa : Pa '

/AN

Recall that once® and m; are xed, m, is also xed. Similarly, m9 is xed
once® and m? are xed. Thus, we can write:

P _£ o : o
o Pr° =i (1) ¢Pr[R(m;my) j °]1¢Pr[R(m?;m3) j°] i nedl(k)
Bao,
. Pa .
P £ a < 012
SPre = (1% ¢PriR(mi;my) j° i ned(k)
B Pa .

For any random variable X we have E(X?) , (E(X))?2. Applying this to the
numerator we get:
3

P

£ o] 2
< Pr° =i (1% ¢Pr[R(my;mz)j°] i negi(k)
Pa '

Bac ,

negl (k) t

But the numerator is simply (pA)z. Thuspao, pa i o



