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Abstract. The security of many recertly proposed cryptosystems is
basedon the dixcult y of solving large systemsof quadratic multiv ariate
polynomial equations. This problem is NP-hard over any "eld. When
the number of equations m is the same as the number of unknowns n
the best known algorithms are exhaustive searc for small "elds, and a
GrAbner base algorithm for large “elds. GrAbner base algorithms have
large exponertial complexity and cannot solve in practice systems with
n , 15.Kipnis and Shamir [9] have recertly intro duced a new algorithm
called \relinearization". The exact complexity of this algorithm is not
known, but for sutciently overde ned systemsit was expected to run in
polynomial time.

In this paper we analyze the theoretical and practical aspects of relin-
earization. We ran a large number of experiments for various values of n
and m, and analysed which systems of equations were actually solvable.
We show that many of the equations generated by relinearization are lin-
early dependert, and thus relinearization is lessezcient that one could
expect. We then develop an improved algorithm called XL which is both
simpler and more powerful than relinearization. For all 0< 2 - 1=2, and
m, 2n2, XL and relinegrjzation are expected to run in polynomial time
of approximately n°®®= *_ Moreover, we provide strong evidence that
relinearization and XL can solve randomly generated systemsof polyno-
mial equations in subexponertial time when m exceedsn by a number
that increasesslowly with n.

1 Intro duction

In this paper we considerthe problem of solving systemsof multiv ariate poly-
nomial equations. This problem is NP-complete even if all the equations are
guadratic and the "eld is GF (2). It hasmany applications in cryptography, since

? An extended version of this paper is available from the authors.



Solving Overde ned Multiv ariate Equations 399

a large number of multiv ariate schemeshad beenproposed(and cryptanalysed)
over the last few years.In addition, the problem arisesnaturally in other subar-
easof Mathematics and Computer Science,suc asoptimization, combinatorics,
coding theory, and computer algebra.

The classicalalgorithm for solving such a systemis Buchberger's algorithm
for constructing GrAbner bases,and its many variants (see,e.qg., [1]). The algo-
rithm ordersthe monomials(typically in lexicographicorder), and eliminates the
top monomial by combining two equations with appropriate polynomial coez-
cients. This processis repeated until all but one of the variables are eliminated,
and then solves the remaining univariate polynomial equation (e.g., by using
Berlekamp's algorithm over the original or an extension "eld). Unfortunately,
the degreesof the remaining monomials increaserapidly during the elimination
process,and thus the time complexity of the algorithm makesit often imprac-
tical even for a modest number of variables. In the worst caseBuchberger's al-
gorithm is known to run in double exponertial time, and on averageits running
time seemsto be single exponertial. The most excient variant of this algorithm
which we are aware of is due to Jean-CharlesFaugere (private communication
[5,6]) whosecomplexity in the caseof m = n quadratic equationsis:

{ If K is big, the complexity is provedto be O(23") and is O(2%"") in practice.
{ When K =GF(2), the complexity is about O(22") (which is worsethan the
0O(2") complexity of exhaustive seard).

In practice, even this excient variant cannot handle systemsof quadratic equa-
tions with more than about n = 15 variables.

In this paper we are interestedin the problem of solving overde ned systems
of multiv ariate polynomial equationsin which the number of equationsm exceeds
the number of variables n. Random systemsof equations of this type are not
expected to have any solutions, and if we choosethem in such a way that one
solution is known to exist, we do not expect other interferencesolutionsto occur.
We are interested in this type of systemssincethey often occur in multiv ariate
cryptographic schemes:if the variablesrepresen the cleartext then we want the
decryption processto lead to a unique cleartext, and if the variables represen
the secret key we can typically write a large number of polynomial equations
which relate it to the known public key, to the cleartexts, and to the ciphertexts.

GrAbner basetechniquesdo not usually benet from the fact that the number
of equationsexceedghe number of variables, sincethey proceedby sequetially
eliminating a singlemonomial from a particular pair of equations.Unfortunately,
this cryptographically important casereceived very little attention in the vast
literature on GrAbner basealgorithms. To seethat much better algorithms exist
in this case,consider a system of n(n + 1)=2 random homogeneousquadratic
equationsin n variablesxq; :::x, . The well known linearization technique replaces
ead product x;x; by a new independert variable y; . The quadratic equations
give a systemof n(n + 1)=2 linear equationsin n(n + 1)=2 variables which can
be solved exciently by Gausselimination. Once we nd all the y; values, we
can nd two possiblevaluesfor eat x; by extracting the squareroot of y; in
the eld, and usethe valuesof y; to combine correctly the roots of y; andy;; .
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At Crypto 99, Kipnis and Shamir [9] introduced a new method for solving
overde ned systemsof polynomial equations, called relinearization. It was de-
signed to handle systemsof 2n? quadratic equationsin n variables where 2 is
smaller than 1=2. The basicidea of relinearization is to add to the given system
of linear equationsin the y; additional nonlinear equations which expressthe
fact that these variables are related rather than independert. In its simplest
form, relinearization is basedon the commutativit y of multiplication of 4-tuples
of variables: For any a;b;c;d, (XaXp)(XcXd) = (XaXc)(XpXd) = (XaXq)(XpXc) and
thus YanYed = YacYbd = YadYbe- There are several generalizationsof relineariza-
tion, including higher degreevariants and a recursive variant. The relinearization
technique can solve many systemsof equationswhich could not be solved by lin-
earization, but its exact complexity and succesgate are not well understood.

In the rst part of this paper, we analysethe theoretical and practical aspects
of the relinearization technique. We concerirate in particular on the issueof the
linear independenceof the generated equations, and showv that many of the
generated equations are provably dependert on other equations, and can thus
be eliminated. This reducesthe sizeof the linearized systems,but alsolimits the
typesof polynomial equationswhich can be successfullysolved by the technique.

In the secondpart of the paper, we introduce the XL (eXtended Lineariza-
tion) technique which canbe viewed asa combination of boundeddegreeGrAbner
basesand linearization. The basicidea of this technique is to generatefrom each
polynomial equation a large number of higher degreevariants by multiplying it
with all the possiblemonomials of somebounded degree,and then to linearize
the expanded system. This is a very simple technique, but we prove that it is
at least as powerful as relinearization. We analyse the time complexity of the
XL technique, and provide strong theoretical and practical evidencethat the
expected running time of this technique is:

{ Polynomial when the number m of (random) equationsis at least 2n?, and
this for all 2 > 0.
{ Subexponertial if m exceedsn even by a small number.

If the size of the underlying "eld is not too large, we can sometimesapply this
subexponertial technique even to an underde ned (or exactly de ned) systems
of equationsby guessingthe values of someof the variables and simplifying the
resulting equations.

2 Experimental Analysis of the Relinearization technique

In this part we concerrate on systems of randomly generated homogeneous
quadratic equations of the form:
X
aj kXiX; = b; k=1:::m ()
1. 9-j-n
The generalidea of the relinearization method is to “rst use linearization
in order to solve the system of m linear equationsin the n(n + 1)=2 variables
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Yi = XiXj. The systemis typically underde ned, and thus we expressead Yyj
as a linear combination of | < n(n + 1)=2 new parametersts;:::;t;. We then
create additional equations which expressthe commutativit y of the multipli-
cation of x; which can be paired in di®erert orders. Let (a;b;c;d;:::;e;f) »

other. Then:

(XaXp)(XcXg):(XeXs ) = (XaoXpo)(XcoXgo):::(XegoXt 0) (2)

This can be viewed as an equation in the y; variables, and thus also as an
equation in the (smaller number of) parametersts expressingthem. The new
systemof equationsderived from all the possiblechoicesof tuples of indices and
their permutations can be solved either by another linearization or by recursive
relinearization.

2.1 Degree 4 relinearization

We have applied the degree4 relinearization technique to a large number of sys-
tems of randomly generatedhomogeneousjuadratic equations of various sizes.
We always got linearly independert equations (except when the "eld was very
small). For se\eral small valuesof n, the critical number of equationswhich make
the system (barely) solvable is summarizedin the following table: Assuming the

Table 1. Fourth degreerelinearization

nim[1] n®[m°

68|13 104|105
8|12|24| 324 | 336
10/16|39| 819 | 825
15(30|90|41854200

n Number of variables in original quadratic system

m Number of equations in original quadratic system

I Number of parameters in the represertation of the yj
n' Number of variables in the nal linear system

m' Number of equations in the "nal linear system

linear independenceof the derived equations(which wasexperimentally veri ed),
we can easily derive the asymptotic performance of degree4 relinearization for
large n: The method is expectedto "nd the solution (in pcay_nomial time) when-
ever the number of equationsexceed®n? for 2 > 1=2; 1= 6 ¥ 0:1. This caseis
thus well understood.
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2.2 Higher degree relinearization

The problem becomesmuch more complicated when we considerdegree6 relin-
earizations, which are basedon all the equations of the form:

YabYedYet = YgnVYij Yki;  Where(a;b;c;d;e;f) » (g;h;i; j; k) 3)

Note that these equations are cubic in the free parametersts (even if the orig-
inal equations are quadratic), sowe needmany more equationsto relinearize it
successfully

Unlik e the caseof degree4 relinearizations, many of theseequationswere ex-
perimentally found to be linearly dependert. We have identi ed sewral distinct
causesof linear dependence,but its complete characterization is still an open
researd problem.

We rst haveto eliminate trivial sourcesof linear dependence We only have
to consider6-tuples of indices(a; b;c;d; e;f ) which are sortedinto non-decreasing
order within ead successie pair (a;b), (c;d), (e;f), andthen into non-decreasing
lexicographic order on these pairs. For 6-tuples which cortain 6 distinct indices
sud as (0,1,2,3,4,5),we get 15 (rather than 6! = 720) legal permutations:

(0;1; 2;3; 4,5) (0;1; 2;4; 3;5) (0;1; 2;5; 3;4)
(0;2; 1;3; 4,5) (0;2; 1;4; 3;5) (0;2; 1;5; 3;4)
(0;3; 1;2; 4,5) (0;3; 1;4; 2,5) (0;3; 1;5; 2;4)
(0;4; 1,2; 3;5) (0;4; 1,;3; 2,5) (0;4; 1,5, 2;,3)
(0;5; 1;2; 3;4) (0;5; 1;3; 2;4) (0;5; 1;4; 2;3)

sowe can create 14 possibleequations. But for the 6-tuple (0; 1; 1; 1; 1; 2), there

are only 2 legal permutations (0;1; 1;1; 1;2) and (0;2; 1;1; 1;1) and thus we
get only oneequation. In general,there are 32 typesof repetition of valuesin the
given 6-tuple, and ead one of them givesrise to a di®erert number of equations.
Table (2) summarizesthe number of non-trivial equationswhich can actually be
formed using 6-tuples for small valuesof n.

Table 2. Number of non trivial equations de ned by 6-tuples

n |equations
4 136

5 470

6| 1309

7| 3136

8| 6720

9| 13212
10] 24255
11| 42108
12| 69784
20| 1388520
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2.3 Eliminating redundan t linear equations

In this sectionwe shav that most of the non-trivial equationsde ned sofar are
redundart, sincethey can be linearly derived from other equations. Consider a
typical non-trivial equation generatedby degreer relinearization:

YivioYisia - Yie, aie = Yisi2Yisia o2 Yiei i (4)

We call such an equation special if the lists of y's are the same on both
sidesof the equation, exceptfor exactly two y's whoseindices are permuted. For
example, the non-trivial equation

Yo1Y23YasYe7Y8o = Yo1Y27Y36Y45Yso )

is special since 3 out of the 5 terms are commonin the two expressions.For
large n only a small fraction of the equations are special, but we can prove:

Lemma: The set of special equations linearly span the set of all the non-
trivial equationsfor the samerelinearization degree.

Pro of (sketch): Considertwo particular permutations A and B of the same
r-tuple of indices, which de ne one of the possibleequations. A basic property
of permutation groups is that any permutation can be derived by a sequence
of transpositions which a®ectonly adjacert elemerns. Consider the pairing of
consecutiwe indices which de nes the sequenceof y's. Applying a singletranspo-
sition of adjacert indices can permute the indices of at most two y's, and thus
we can derive the equality of the product of y's for any two permuted versionsof
somesubsetof indices from the transitivit y of the equality in special equations.

To further reducethe number of equations, recall that ead y; variable is a
linear combination of a smaller number of parametersts. Instead of having all
the possiblecommon products of y; variables on both sidesof the equation, it
suxcesto consideronly common products of tg parameters, since ead product
of the rst type is expressibleas a linear combination of products of the second
type. We can thus consideronly the smaller number of equations of the form:

YabYcdlett ¢0Ctg = YacYhatelr C00tg = YagYnctets ¢CCtg (6)

The commont's on both sidesof the equation seemto be cancellable,and
thus we are led to believe that degreer relinearization is just a wasteful repre-
sertation of degree4 relinearization, which can solve exactly the sameinstances.
However, division by a variable is an algebraic rather than linear operation, and
thus we cannot prove this claim. The surprising fact is that these seeminglyun-
necessarycommon variables are very powerful, and in fact, they form the basis
for the XL technique described in the secondpart of this paper. As a concrete
example, consider a slightly overde ned system of 10 quadratic equationsin 8
variables. Experiments have shown that it can be solved by degree6 relineariza-
tion, whereasdegree4 relinearizations needat least 12 quadratic equationsin 8
variables. Other combinations of solvable casesare summarizedin table 3.
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As indicated in this table, even the equations derived from special equations
are still somewhatdependert, sincewe needmore equationsthan variablesin the
"nal linear system. We have found se\eral other sourcesof linear dependence,
but due to spacelimitations we cannot describe them in this extended abstract.

Table 3. Experimental data for degree6 relinearization

n m | n' m"

4 8 2 9 9

4 7 3 19 19

4 6 4 34 40

4 5 5 55 86

5 9 6 83 83

5 8 7 119 129
5 7 8 164 215
5 6 9 219 443
6 10 11 363 394
6 9 12 454 548
6 8 13 559 806
6 7 14 679 |1541
7 11 17 1139 | 1363
7 10 18 1329 | 1744
7 9 19 1539 | 2318
8 12 24 2924 | 3794
8 11 25 3275 | 4584
8 10 26 3653 | 5721
9 13 32 6544 | 9080
9 12 33 7139 |10567
9 11 34 7769 |12716

n Number of variables in the original quadratic system

m Number of equations in the original quadratic system

I Number of parameters in the represertation of the yj

n' Number of variables in the nal linear system

m" number of equations which were required to solve the "nal linear system

3 The XL Algorithm

We presert another algorithm for solving systems of multiv ariate polynomial
equations called XL (which stands for eXtended Linearizations, or for multipli-

cation and linearization). As we will see,ead independert equation obtained by
relinearization exists (in a di®erernt form) in XL, and thus XL can be seenasa
simpli ed and improved version of relinearization.
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Let K be a "eld, and let A be a system of multivariate quadratic equa-
tions Iy = 0 (2 - k- m) where ead I is the multivariate polynomial

The problem is to nd at least one solution x = (Xx1;:::;Xn) 2 K", for a
givenb= (by;:::;b) 2 K™, 0

We say that the equations of the form }(:1 Xj; ali = 0 are of type xKI,
and we call x¥| the set of all these equations. For example the initial equations
o= A areof typel. Q

We alsodenoteby x* the setof all terms of degreek, }(:1 Xj; . It is a slightly
modi ed extension of the usual cornvertion x = (%g;:::;Xn)-

Let D 2 IN. We considerall the polynomials i X, al; of total degree- D.

Let | p be the set of equationsthey span. | p Is the linear spacegenerated
by all the x*I; 0- k- Dj 2.

Ip 21,1 beingthe ideal spannedby the |; (could be called | ; ).

The idea of the XL algorithm isto 'nd in somel p a set of equationswhich
is easierto solve than the initial set of equationsl o = A. As we show later, the
XL algorithm with maximal degreeD completely cortains the relinearization
technique of degreeD.

De nition 1 (The XL algorithm) Execute the following steps:

1. Multiply:  Genernate all the productsQ}‘:l Xj; ali 2 1p withk - Dj 2

2. Linearize: Consider each monomial in x; of degree - D as a new variable
and perform Gaussian elimination on the equations obtained in 1.

The ordering on the monomials must be such that all the terms containing
one variable (say x;) are eliminated last.

3. Solve: Assume that step 2 yields at least one univariate equation in the
powersof x;1. Solvethis equation over the nite "elds (e.g., with Berlekamp's
algorithm).

4. Repeat: Simplify the equations and repeat the processto nd the values of
the other variables.

The XL algorithm is very simple, but it is not clear for which valuesof n and
m it endssuccessfully what is its asymptotic complexity, and what is its rela-
tionship to relinearization and GrAbner basetechniques. As we will see,despite
it's simplicity XL may be one of the best algorithms for randomly generated
overde ned systemsof multiv ariate equations.

Note 1: The equations generatedin XL are in x¥I and belongto |, the
ideal generatedby the |;. There is no needto consider more general equations
such as|? sincethey arein | 4 and are thus in the linear spacegeneratedby the
equationsof type x?I [ xI [ I.

Note 2: Sometimesit is more excient to work only with a subset of all
the possible monomials. For example, when all the equations are homogeneous
guadratic equations, it suzcesto useonly monomials of odd (or ewven) degrees.

Note 3: A related technique was used by Don Coppersmith to 'nd small
roots of univariate modular equations[2]. Howewer, in that application he used



406 Nicolas Courtois, Alexander Klimo v, JacquesPatarin, and Adi Shamir

LLL rather than Gausselimination to handle the generatedrelations, and re-
lied heavily on the fact that the solution is small (which plays no role in our
application).

4 A toy example of XL

Let ¢ 6 0. Considerthe problem of solving:

73
X2+ 1X 1X, = ® (4:1)

X3+ °XiXp =~ (4:2)

For D = 4 and even degreemonomials, the equations we generatein step 1
of the XL algorithm are | [ x2l. Those are the 2 initial equationsand 6= 2a3
additional equationsgeneratedby multiplying the initial 2 equationsl; by the 3
possibleterms of degree2: x3;X1X2; X3 2 X2,

8
x{+ X §xp = @i (4:3)
X2x2+ °x3x, = "x2 (4:4)
X3x3 + X 1x3 = ®3  (4:5)

X4+ °x1x3="x3  (4:6)
§ X3z + X x5 = ®xax, (47)
X1X3 + OX2x3 = Tx1X, (4:8)

In step 2 we eliminate and compute:
From (4.1): X1X5 =
From (4.2):x3= (i )+ 7x%,

"l@
x
<

I
From (4.3): x3x, = &x2 1%,
From (4.4): x3x3 = (
From (4.8): xix3 = T+ (25 o )xdi oxd;
03

- B - — 2
From (4.6): x3 = (7% 255)+ (B—+ 02 S)xi+ Txd;

Finally from (4.5) we get one equation with only one variable X :

@+ xF(®© | T12; @)+ xT(1j *)=0

5 Exp erimen tal results on XL

5.1 Exp erimen tal results with m = n over GF(127)

When m = n our simulation hasshown that we needD = 2" in order to be able
to solve the equations (so the algorithm works only for very small n).
An explanation of this is given in the Sect.6.2.
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3 variables and 3 homogenousguadratic equations, GF (127) |

XL equations ¢ B XL unknowns (B degrees)
type| Free/All | reerst T |type
I 3/3 -3 1 6 [|x?

xI[ 1| 12/12 -5 3| 19 [x3[ x?[ x

x3I[ x| 30/39 -2 3| 34 X[ x3[ x
xSI[ x3I[ xI| 66/102 -1 4 70 |XT[ x5 x3[ x
xS x4 [ x?I[ 1] 91/150 0 41 94 |x8[ xO[ x#[ x?

x7I[ x®I[ x3I[ xI| 1217210 0 5[ 5 [125x%[ x7[ x5 x3[ x
XYL x¥I x8I[ :::| 821/1845 4 9| 825 [x¥[ x¥[ xB[ :::

| 4 variables and 4 homogenousquadratic equations, GF (127) |

XL equations ¢ B | XL unknowns (B degrees)
type Free/All |Freessta) T |type
I 4/4 -6 1| 10 [x?
x4 [ x2l[ 1| 122/184 -5 3] 129 [x8[ x*[ x2
x8I [ x8I[ x4 [ x2[ || 573/1180 -3 5| 580 [x10 x8[ x8[ x*[ x2
xB2I[ x¥I[ x1] :::/ 3044/7280| -2 14| 3059 (x4 [ :::
X[ x¥21[ x01[ :::[2677/6864 0 812684 x0 [ xM[ x¥2[ :::

T: number of monomials ¢ ., Owhen XL solvesthe equations, (¢ = Free+B-T-1)

B : nb. of monomials in one variable e.g. X1 Free/All : numbers of free/all equations of giventyp e

5.2 Exp erimen tal results with m = n + 1 over GF(127)

When m = n + 1 our simulations show that we have to take D = n in order to
obtain ¢ | 0 and be able to solve the equations.

|4 variables and 5 homogenousquadratic equations, GF (127)|

XL equations ¢ B | XL unknowns (B degrees)
type| Free/All ¢ reetsra T |type
I 5/5 -4 1| 10 [x?
xI'[ 1| 2525 -8 3| 34 IX3[ x?[ x
x?l[ || 45/55 1 2| 45 [x*[ x?

| 8 variables and 9 homogenousguadratic equations, GF (127) |

XL equations ¢ B |[XL unknowns (B degrees
typel Free/All |¢reesr T |type
I 9/9 -27 1| 36 [x°
X2l [ || 297/333 -68 2| 366 |x*[ x?
x4 [ x?I[ 1| 2055/3303 -25 312082 (x8[ x*[ x?
xSI[ x3I[ xI| 4344/8280 -5 414352 |x"[ x5 x3[ x
x®I [ x#I [ x?I[ || 8517/18747 3 418517 |x8[ x6[ x4[ x?
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T: number of monomials ¢ ., Owhen XL solvesthe equations, (¢ = Free+B-T-1)
B : nb. of monomials in one variable e.g. x1 Free/All : numbers of free/all equations of giventyp e

5.3 Exp erimen tal results with m = n + 2 over GF(127)

In casem = n+ 2 it may be possibleto take D = pﬁ+ C but the data is
still inconclusive. We are currently working on larger simulations, which will be
reported in the nal version of this paper.

8 variables and 10 homogenousquadratic equations, GF (127)|

XL equations ¢ B | XL unknowns (B degrees)
type| Free/All |¢reetnta T |type
[ 10/10 -26 1| 36 [x?

X2 [ 1| 325/370 | -40 | 2| 366 |x*[ x?
x3I [ xI| 919/1280 1 31920 x5 x3[ x

| 9 variables and 11 homogenousquadratic equations, GF (127) |

XL equations ¢ B |XL unknowns (B degrees
type| Free/All | reesst) T |type
N 1111 -34 1| 45 [x*

x3I [ xI|1419/1914| -40 |3 |1461|x°[ x3[ x
x [ x2I[ 1[3543/5951 2 | 3 |3543|x5[ x*[ x2

T: number of monomials ¢ , Owhen XL solvesthe equations, (¢ = Free+B-T-1)
B : nb. of monomials in one variable e.g. x1 Free/All : numbers of free/all equations of giventyp e

6 Complexit y evaluation of XL

Given m quadratic equationswith n variables, we multiply ead equation by all
the possiblex;, ¢:::¢x;, ,. The number of generatedequations (of type x® i 2I)

is about ® = % ¢m while we have about = = % linear variables of type
xP [ xPi2,
If most of the equationsare linearly independent in XL (we will commert on
this critical hypothesisbelaw), we expect to succeedwhen®, ~, i.e. when
n2
m, ———— 7
* D(Dj 1) )

We get the following evaluation

D. about p%: ®)
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6.1 Casem ¥n

If m ¥ n, and if we expect most OFB the equationsto be independert, we expect

the attack to succeedwhen D % = n. The complexity of the algorithm is thus
Ioweerounded by the complexity of a Gaussianreduction on about % variables,

D ¥  n. Its working factor is thus at least

A o !,
n n
WE. PR
where! = 3 in the usual Gaussianreduction algorithm, and ! = 2:3766 in

improved algorithms. By simplifying this expression,we get the subexponertial
complexity bound of approximately:

p_ nn
WF, ¢ %D 9)

Notes:

{ When n is "xed the XL algorithm is expectedto run in polynomial time
(in the sizeof K).

{ When K is 'xed and n! 1 ,the formula indicates that XL may run in
sub-exponertial time. We will seehowever that this is likely to be true only
whenm j n is\suxciently" big while still m Y2 n. This point is the object
of the study below.

6.2 Casem = n

When m = n our simulation shoved that D = 2" (instead of D 1/4p n).

It is possibleto give a theoretical explanation of this fact: If we look at the
algebraic closure K~ of K we have generally 2" solutions for a system of n
equationswith n variables. Sothe nal univariate equation we can derive should
be generally of degree2".

6.3 Casem=n+1

For m = n+ 1 our simulations show that D = n (instead of P n). The reasonfor
this is not clear at presen.

64 Casem=n+C,C 6 2

Form=n+C, C, Z,St seemsfrom our simulations that even for small values
of C we will have D % n. This remark will lead to the FXL algorithm belqy.

In order to know for what value of C it is reasonableto assumethat D %" n
we needmore simulations. Many of them will beincluded in the extendedversion
of this paper, howewer giventhe limitated computing power available, the results
doesnot give a preciseestimation of C.
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65 Casem=2n2,2>0

Let 0< 2. 1=2and m = 2n2, We expect XL to succeedwhen

D vadi=" Ze (10)
The working factor is in this caseWF % m So the algorithm is ex-
pectedto be polynomial (in n) with a degreeof about ! =" 2,

Remark: The fact that solving a systemof 2@n? equationsin n variableswas
likely to be polynomial was rst suggestedn [9]. Despite the fact that the relin-
earization is lessezcient than what could have been expected, the complexity
of solving 2n? equationsin n variablesis still expectedto be polynomial.

7 The FXL algorithm

In our simulations it is clear that when m % n, the smallest working degree
D decreasedramatically when m j n increases.For example, if m = n then
D=2",if m=n+ 1then D = n, and if m is larger we expectto haveD %' n

We are thus led to the following extension of XL called FXL (which stands
for Fixing and XL):

De nition 2 (The FXL algorithm)

1. Fix 1 variables (see below for the choice of 1).
2. Solvewith XL the resultant systemof m equationsin nj ' variables.

We choosethe smallest possible! sud that in step 2 we have D Y4 P n, in
order to have minimal complexity in step 2. b

The complexity of the FXL algorithm is g €5 "™ aswehaveq choicesfor
1 variablesin step 1, and XL is € "M for D Y4

How 1 kpcreaseswhen n increasesis an open question. We can notice that
it 1 = n), then the complexity of the FXL algorithm would be about
qo( n et —'”“ , which is approximately e n(Inn+1na): Thys the FXL algorithm
might be sub- exponemal even when m = n, but we have no rigorous proof of
this conjecture.

8 XL and relinearization

We have formally proved that the set of equationsde ned by a successfurelin-
earization of degreeD is equivalert to a subsetof equationsderived from the XL
algorithm with the sameD. The proof is not ditcult, but dueto its length it will
appear only in the extended version of this paper (available from the authors).
It is basedon a seriesof e®ectie syntactic transformations on the system of
equations C derived from the degreeD relinearization of a given system of m
quadratic equationsin n variables. By eliminating redundan equations we get
another system of equations D, and by replacing each monomial in D by a new
variable, we get a nal system of equationsdenoted by E. We then perform the
following steps:
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1. WereplaceC by another systemC°that cortains the sameequationswritten
in a “special form'. We de ne the “special degree'of such equations,and show
that SpecialDeg(C) - D.

2. We transform C°to D° We show that D are the equations of D written in
the special form, with SpecialDeg(D% - D.

3. We transform D%to EY, and show that E°% 1 .

Theorem 1 (Relinearization as a subcase of the XL algorithm.) Let C
be the equations obtained in a suaessful relinearization of degree D of a sys-
tem of m quadiatic equationswith n variables. Then we can e®etively construct
a set of equations E, that preservesthe solvability of the systemby Gaussianre-
duction, along with it's explicit expression E° as a sulrase of the XL algorithm:
E0%I|p:

In practice, XL is more excient than relinearization. For example,to solve
11 equations with 9 variables, relinearization requires the solution of a linear
systemwith 7769variables (seeTable 3), whereasXL requiresthe solution of a
system with only 3543 variables (see5.3). Moreover, XL can useany D while
relinearization can only use composite values of D. For example, to solve 10
quadratic equationswith 8 variableswe had to usethe relinearization algorithm
with D = 6, but the XL algorithm could use the smaller value of D = 5.
Consequetly, the systemof linear equationsderived from linearization had 3653
variables, while the system of linear equations derived from XL had only 919
variables (see5.3).

9 GrAbner bases algorithms

One way of implemernting the XL algorithm is to combine the equationsin an
organisedway, rather than to multiply them by all the possiblemonomials. This
would naturally lead to the classical GrAbner-basesalgorithms.

We de ne I'xi,m:x;, @s a subspaceof all the equations of | that can be

any (univariate) equationsin some(l p )y, -

The GrAbner basgsalgorithms construct a basis of a spaceof (univariate)
equationsin Iy, = (lk)x,. Howewer in order to get there, they compute
successiely basesof the | ..., fork=n:::1.

It is not clear what is the bestway to use GrAbner basesto solve our problem
of overde ned systemsof equations. A large number of papers have beenwritten
on Grébner basetechniques, but most of them concerirate either on the caseof
“elds of characteristic 0, or look for solution in an algebraic closure of K", and

the complexity analysis of thesealgorithms is in generalvery ditcult.

10 Cryptanalysis of HFE with XL/relinearization attac ks

The HFE (Hidden Field Equations) cryptosystem was proposedat Eurocrypt
1996 [11]. Two di®erer attacks were recertly dewveloped against it [3,9], but
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they do not compromisethe practical security of HFE instanceswith well cho-
sen parameters. Moreover it doesnot seemthat these attacks can be extended
against variations of the HFE schemesud asHFEv or HFEvi described in [8].

The “rst type of attack (such as the atne multiple attack in [11]) tries to
compute the cleartext from a given ciphertext. It is expectedto be polynomial
when the degreed of the hidden polynomial is "xed, and not polynomial when
d = O(n). In [3] Nicolas Courtois preseried seweral improved attacks in this
category, with an expected complexity of n®("(@) (which is still not polynomial)
instead of the original complexity of n® (9,

A secondline of attack tries to recover the secretkey from the public key. The
Kipnis-Shamir attack described in [9] wasthe rst attack of this type. It is also
expectedto be polynomial whend is "xed but not polynomial whend = O(n).

To test the practicality of these attacks, consider the HFE \challenge 1"
describedin the extendedversionof [11]and in [4]. It is a trap door function over
GF (2) with n = 80 variables and d = 96. A direct application of the FXL to
these80 quadratic equationsrequires Gaussianreductions on about 80°=9! v/, 238
variables, and thus its time complexity exceedshe 28° complexity of exhaustive
seard, in spite of its conjectured subexponertial asymptotic complexity. The
best attack on the cleartext (from [3]) is expected to run on \challenge 1" in
time 2%2. The best attack on the secretkey (from [9]) is expectedto run in time
2152 when XL is used, and to take even longer when relinearization is used. A
possibleimprovemen of this attack (from [3], using sub-matrices) runs in time
282 which is still worsethan the 289 complexity of exhaustive seard.

11 Conclusion

In this paper we studied the relinearization technique of Kipnis and Shamir,
along with seweral improvemerts. We saw that in high degreerelinearizations
the derived equations are mostly linearly dependert, and thus the algorithm is
much lessezcient than originally expected.

We have related and compared relinearization to more general techniques,
such as XL and GrBbner bases.We have proved that XL \contains" relineariza-
tion and demonstrated that it is more excient in practice. We also concluded
that the complexity of solving systemsof multiv ariate equations drops rapidly
when the number of equations exceedsthe number of variables (even by one or
two). Consequetly, over a small eld the FXL algorithm may be asymptotically
subexponertial even when m = n, sinceit guesseshe values of a small num-
ber of variables in order to make the system of equations slightly overde ned.
However in many practical caseswith "xed parametersm Y% n, the best known
algorithms are still closeto exhaustive seard.

Finally, when the number of equationsm and the number of variablesn are
related by m , 2n? for any constart 0 < 2 - 1=% the asymptotic complexity
seemsto be polynomial with an exponert of O(1="2).
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