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Abstract.  We presert an RSA threshold signature scheme. The scheme
enjoys the following properties:
1. it is unforgeable and robust in the random oracle model, assuming
the RSA problem is hard,;
2. signature share generation and veri cation is completely non-inter-
active;
3. the size of an individual signature share is bounded by a constant
times the size of the RSA modulus.

1 Intro duction

A k out of | threshold signature schemeis a protocol that allows any subsetof k
playersout of | to generatea signature, but that disallows the creation of a valid
signature if fewer than k playersparticipate in the protocol. This non-forgeability
property should hold even if some subset of lessthan k players are corrupted
and work together. For a threshold schemeto be useful when someplayers are
corrupted, it should should alsoberobust meaningthat corrupted playersshould
not be able to prevent uncorrupted players from generating signatures.

The notion of a threshold signature scheme has been extensively studied.
However, all previously proposedschemessu®erfrom at least oneof the following
problems:

1. the schemehasno rigorous security proof, evenin the random oracle model;

2. signature share generation and/or veri cation is interactive, moreover re-
quiring a synchronous communications network;

3. the sizeof an individual signature shareblows up linearly in the number of
players.

To correct this situation, we presert a new threshold RSA signature scheme
that enjoys the following properties:

1. it is unforgeableand robust in the random oracle model, assumingthe RSA
problem is hard;

2. signature share generation and veri cation is completely non-interactive;

3. the sizeof anindividual signature shareis boundedby a small constart times
the size of the RSA modulus.
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We stressthat the resulting signature is a completely standard \hash and
invert" RSA signature, in the sensethat the format of the public key and veri -
cation algorithm are the sameasfor ordinary RSA signatures. We do, however,
place somerestrictions on the key; namely, the public exponert must be a prime
exceedingl, and the modulus must be the product of two \strong" primes.

Our sthemeis exceedinglysimple, and it is truly amazingthat such a scheme
has apparertly not beenpreviously proposedand analyzed.

We alsoconsidera more re ned notion of a threshold signature scheme,where
there is onethreshold t for the maximum number of corrupt players,and another
threshold k for the minimum quarum size. The fact that a particular message
has beensigned meansthat at leastk j t uncorrupted players have authorized
the signature.

Previous investigations into threshold signature schemes have always as-
sumed (explicitly or implicitly) that k = t + 1. We also investigate the more
generalsetting wherek , t+ 1. This generalizationis usefulin situations where
the uncorrupted parties do not necessarilyagreeon what they are signing, but
one wants to be able to prove that a large number of them have authorized
a particular signature. In particular, threshold signatureswith k = | j t and
t < 1=3 can be exploited to reducethe sizesof the messagesert in Byzantine
agreemen protocols in an asyndironous network. This is explored in detail in
[CKSO0Q].

The application to asyndronous Byzantine agreemem was actually our orig-
inal motivation for studying this problem, and is the main reasonfor our require-
mernt that the signing protocol is non-interactive. Almost all previous work on
threshold signaturesassumesa model with a synchronous network, and whereall
players somehav simultaneously agreeto start the signing protocol on a given
message Clearly, we can not work in such a model if we want to implemert
asyndronous Byzantine agreemer.

We stressthat our notion of a \dual-parameter" threshold scheme provides
stronger security guaranteesthan single parameter threshold schemes,and such
schemesare in fact more challenging to construct and to analyze.Our notion of
a dual-parameter threshold schemeshould not be confusedwith a weaker notion
that sometimesappearsin the threshold cryptography literature (e.g., [MS95]).
For this weaker notion, there is a parameter k°> t sud that the reconstruction
algorithm requires k° shares,but the security guarartee is lost if just a single
honestparty revealsa share.In our notion, no security is lost unlessk j t honest
parties reveal their shares.

We work with a\static corruption model": the adversary must choosewhich
playersto corrupt at the very beginning the attack. This is in line with previ-
ousinvestigationsinto threshold signatures, which also (explicitly or implicitly)
assumestatic corruptions.

Our basic scheme, Protocol 1, can be proven securewhenk = t + 1 in the
random oracle model under the RSA assumption.
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We present another scheme, Protocol 2, for usein the more general setting
k , t+ 1. Protocol 2 can be be proven secure|again, in the random oracle
modellwhen k = t + 1 under the RSA assumption, and whenk > t + 1 under
an additional assumption, namely, an appropriate variant of the Decision Dite-

Hellman assumption.

As already mentioned, our proofs of security are valid in the so-called\ran-
dom oracle model,” where cryptographic hash functions are replaced by a ran-
dom oracle. This model was used informally by Fiat and Shamir [FS87], and
later was rigorously formalized and more fully exploited in Bellare and Rogawvay
[BR93], and thereafter usedin numerous papers.

For Protocol 1, we only needrandom oraclesfor robustness,if we assumethat
ordinary RSA signaturesare secure.ln fact, Gennaroet al. [GIJKR96a] presern a
non-interactive shareveri cation schemethat canbe analyzedwithout resorting
to random oracles. One could use their veri cation schemein place of the one
we suggest,thus avoiding random oraclesin the analysis, but this would have
certain practical drawbadks, requiring a special relationship betweenthe sender
and recipient of a share of a signature. Alternativ ely, one could use a simple
interactive share veri cation scheme. The resulting signature scheme would no
longer be truly non-interactive, but it would still not require any coordination
or synchronization among the players. We do not explore these alternativesin
any detail here, asthey are quite straightforward.

The analysis of Protocol 2 makesuse of the random oracle model in a more
fundamenal way. Sincethis seemedinevitable, we took se\eral lib erties in the
designof Protocol 2, sothat it is actually a bit simpler and more excient than
Protocol 1. Thus, evenif k = t + 1, Protocol 2 may be an attractiv e practical
alternativ e to Protocol 1.

We view a proof of security in the random oracle model as a heuristic argu-
mernt that provides strong evidencethat a system cannot be broken. All things
being equal, a proof of security in the random oracle model is not as good as
a proof of security in the \real world," but is much better than no proof at
all. Anyway, it does not seemunreasonableto use the random oracle model,
since that is the only way we know of to justify the security of ordinary RSA
signatures.

Previous W ork

Desmedt [Des87 introduces the more general notion of threshold signatures.
Desmedt and Frankel [DF89] presert a non-robust threshold EIGamal scheme
[EIG85] basedon \secret sharing," [Sha79 i.e., polynomial interpolation over
a nite “eld. Their scheme has small share size, but requires syncronized in-
teraction. Harn [Har94] presens a robust threshold EIGamal schemewith small
sharesize,but againrequiressyncironized interaction. It seemghat the security
of both of the above stchemescan be rigorously analyzedin a satisfactory way,
although neither paper does this. Gennaro et al. [GJKR96b] presern a robust
threshold DSS scheme with small share size that again requires syncironized
interaction; they also give a rigorous security analysis.
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All of the above-mertioned schemesare interactive. Indeed, any threshold
signature schemebasedon discretelogarithms appearsdoomedto beinteractive,
since all sudh signature stchemesare randomized, and so the signers have to
generaterandom valuesjointly, which apparertly requiresinteraction.

In [DF89], Desmedtand Frankel alsobrie®y addressthe problem of designing
a threshold RSA [RSA78] signature scheme, noting that there are sometechnical
obstructions to doing this arising from the fact that polynomial interpolation
over the coexcient ring Z4), where n is the RSA modulus and A the Euler
totient function, is somewhatawkward. Later, Desmedtand Frankel [DF91] re-
turn againto the problem of threshold RSA, and presert a non-robust threshold
RSA schemethat is non-interactive and with small share size, but with no se-
curity analysis. Frankel and Desmedt [FD92] presert results extending those in
[DF91], giving a proof of security for a non-robust threshold RSA scheme with
small sharesize,but which requiressynchronized interaction. Later, De Sartis et
al. [DDFY94] presert a variation (also non-robust) on the schemein [FD92] that
tradesinteraction for large sharesize(growing linearly in the number of players).
Both [FD92] and [DDFY94] avoid the problems of polynomial interpolation over
Z iny by working instead with over Z 5(,)[X ]5(©4(X)), where where ©y(X) is
the gth cyclotomic polynomial (taken mod A(n)), and g is a prime greater than
|. This is conveniert, as standard secretsharing techniquescan then be directly
applied, but it leadsto a much more complicated schemesthat alsorequire either
interaction or large sharesizes.

Gennaro et al. [GJKR96a] give a few general techniques that allow one to
make RSA threshold systemsrobust.

Later, Frankel et al. [FGMY97b,FGMY97a] and Rabin [Rab9§ proposeand
rigorously analyzerobust threshold RSA schemesthat have small sharesize,but
require syndhronized interaction. These papers take a di®erert approadc to the
\in terpolation over Z 5,y problem,” sidesteppingit by introducing an extra layer
of \secret sharing" and much more interaction and complexity. These schemes
have other features as well, namely they provide a type of security known as
\pro-activ e security," a topic we do not addresshere at all.

As we shall seethe \in terpolation over Z 4y problem" is not really a problem
at alllit is ertirely trivial to work around the minor technical ditculties to
obtain an extremely simple and provably securethreshold RSA scheme. We do
not even needa random oracleif we do not require robustnessand we are willing
to assumethat the RSA signature schemeis itself secure.

Organization

In x2 we describe our system model and security requiremerts for threshold
signatures.In x3 we describe Protocol 1. In x4 we analyze Protocol 1 in the case
k=t+ 1. In x5 we present Protocol 2, and analyzeit in the more general case
k, t+ 1.
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2 System model and security requiremen ts

and an adversary. There is also a signature veri c ation algorithm, a share veri-
“cation algorithm, and a share combining algorithm.
There are two parameters:

tithe number of corrupted players;
klthe number of signhature sharesneededto obtain a signature.

The only requiremerts arethat k, t+ landlj t, k.

The action. At the beginning of the game, the adversary selectsa subset of t
playersto corrupt.
In the dealing phase the dealer generatesa public key PK along with secret

obtains the secretkey sharesof the corrupted players, along with the public key
and veri cation keys.

After the dealing phase,the adversary submits signing requeststo the uncor-
rupted playersfor message®f his choice. Upon such a request, a player outputs
a signature share for the given message.

Robustness and combining shares. The signature veri cation algorithm
takes a input a messageand a signature, along with the public key, and de-
termines if the signature is valid. The signature share veri cation algorithm
takes as input a message,a signature share on that messagefrom a player i,
along with PK, VK, and VK, and determinesif the signature share is valid.
The share combining algorithm takesasinput a messageand k valid signature
shareson the messagealong with the public key and (perhaps) the veri cation
keys, and outputs a valid signature on the message.

Non-forgeabilit y. We say that the adversary forgesa signature if at the end
of the game he outputs a valid signature on a messagethat was not submitted
as a signing request to at least k j t uncorrupted players. We say that the
threshold signature schemeis non-forgeableif it is computationally infeasible for
the adversary to forge a signature.

Discussion. Notice that our model explicitly requiresthat the generation and
veri cation of signature sharesis completely non-interactive.

Also notice that we have two independert parameterst and k. As mertioned
in the introduction, previous investigations into threshold signatures have only
dealt with the casek = t + 1. In this case,the non-forgeability requiremert
simply says that a signature is forged if no uncorrupted player was asked to sign
it. As we shall see,achieving non-forgeability when k > t + 1 is harder to do
than whenk = t + 1. For simplicity, we shall start with the casek = t + 1.

3 Proto col 1. a very simple RSA threshold scheme

We now describe Protocol 1, which will be analyzedin the next section when
k=t+ 1.
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The dealer. The dealer choosesat random two large primes of equal length
(512 bit, say) p and g, wherep = 2p°+ 1, g = 2¢°+ 1, with p° o themselhes
prime. The RSA modulus is n = pg. Let m = p%P. The dealer also choosesthe
RSA public exponert e asa prime e > |.

The public key is PK = (n; e).

Next, the dealer computesd 2 Z such that de” 1 mod m. The dealer sets
ap = d and choosesa; at random from f0;:::;mj A1gfor1- i - kj 1. The
numbers ap;:::;ax; 1 de ne the polynomial f (X) = ik:‘Ol aX'2 z[X].

For1- i- I, the dealercomputes

s; = f (i) mod m: (1)

This number s; is the secretkey share SK; of playeri.

We denote by Q, the subgroup of squaresin Z.

Next, the dealer choosesa randomv 2 Qn, and for 1- i - | computesv; =
vSi 2 Q,. Theseelemerts de ne the veri cation keys:VK = v, and VK; = v;.

Some preliminary observ ations. Notethat Z, ' Zn £ Z,£ Z5: If welet Jy
denote the subgroup of elemens x 2 Z; with Jacobi symbol (xjn) = 1, then we
have Q, Y2 J, Y2 Z;; moreover, Q, is cyclic of order m and J,, is cyclic of order
2m. Also, j 12 J,nQy.

Generally speaking, we shall ensurethat all group computations are done
in Qn, and corresponding exponert arithmetic in Z,. This is corveniert, since
m = p%P has no small prime factors.

Sincethe dealerchoosesv 2 Q, at random, we may assumethat v generates
Qn, sincethis happenswith all but negligible probability. Becauseof this, the
valuesv; completely determine the valuess; mod m.

from the fact the corresponding Vandermonde matrix is invertible modulo m,
sinceits determinant is relatively prime to m.

distributions of the value of f (X) modulo m at these points are uniform and
mutually independert.

Let ¢ = I. For any subsetS of k points in f0;:::;lg, and for any i 2
fO;:::;1gnS, andj 2 S, we cande ne
Q o
s :¢Qj°25”fjg(.ll_ 9,7, )
j025nfjg(] [ ]0)

Thesevaluesare derived from the standard Lagrangeinterpolation formula. They
are clearly integers,sincethe denominator dividesj !(Ii j)! which in turn divides
Il. It is also clear that these values are easyto compute. From the Lagrange
interpolation formula, we have:

X
¢ o) .S f()modm: 3)
i2s
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Valid signatures. We next describe what a valid signature looks like. We need
a hash function H mapping messagego elemers of Z;. If x = H(M), then a
valid signatureon M isy 2 Z sudc that y¢ = x. This is just a classicalRSA
signature.

Generating a signature share. We now describe how a signature shareon a
messageM is generated.Let x = H (M ). The signature shareof player i consists
of

Xi = x?*1 2 Qn; (4)
along with a \pro of of correctness."

The proof of correctnessis basically just a proof that the discrete logarithm
of x? to the base

x= x* (5)
is the sameas the discrete logarithm of v; to the basev. For this, we can easily
adapt a well-known interactive protocol, due to Chaum and Pedersen[CP92].
We \collapse" the protocol, making it non-interactive, by using a hash function
to create the challenge|this is where the random oracle model will be needed.
We alsohaveto dealwith the fact that we are working in a group Q,, whoseorder
is not known. But this is trivially dealt with by just working with suzciently
large integers.

Now the details. Let L(n) be the bit-length of n. Let H ° be a hash function,
whoseoutput is an L1-bit integer, where L, is a secondarysecurity parameter
(L1 = 128,s&y). To construct the proof of correctness playeri choosesa random
numberr 2 f0;:::;2L(M*2 L1 19, computes

Vo= v x0= %' = HYv; % vi;x%vo%xY); z= sic+ r:
The proof of correctnessis (z; c).
To verify this proof of correctness,one cheds that
c= HOYv;x vi;x2; vAvi & xPxi 20):
The reasonfor working with x? and not x; is that although x; is supposedto be

a square, this is not easily veri ed. This way, we are sure to be working in Qp,
where we needto be working to ensuresoundness.

Com bining shares. We next describe how signature sharesare combined. Sup-

Let x = H(M) 2 Z};, and assumethat x? = x**®'i . Then to combine shares,
we compute

w= x5 g
wherethe | 's are the integersde ned in (2). From (3), we have w® = x¢’, where
= 4¢ % (6)
Sinceged(e® e) = 1, it is easyto compute y sud that y® = x, using a standard

algorithm: y = w2xP where a and b are integers such that e’%a+ eb= 1; which
can be obtained from the extended Euclidean algorithm on €° and e.
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4 Securit y analysis of Proto col 1

Theorem 1. For k = t+ 1, in the random oracle model for H° Protocol 1 is
a secure thresholdsignature scheme(robustand non-forgeable) assumingthe the
standard RSA signature schemeis secure.

We shaw how to simulate the adversary'sview, givenaccesdo an RSA signing
oracle which we useonly when the adversary asksfor a signature sharefrom an
uncorrupted player.

Let iq;:::;ik; 1 be the set of corrupted players. Recall s; © f (i) mod m for
all- i- l,andd” f(0) mod m.

To simulate the adversary's view, we simply choosethe s;, belongingto the

n=4; m= (p°+ =2+ 1=4 = O(n*™?);

and from this a simple calculation shows that the statistical distance between

Once these s;; values are chosen, the values s; for the uncorrupted play-
ers are also completely determined modulo m, but cannot be easily computed.
However, given x;y 2 Z2 with y® = x, we can easily compute x; = x2% i for an
uncorrupted player i as

2, Fote( i sip v 066, s ).

Xi=Yy
whereS = f0;iq;:::;ik; 10. This follows from (3).
Using this technique, we can generatethe valuesv;vy;:::;v, and also gen-

erate any sharex; of a signature, given the standard RSA signature.

This argumert shavs why we de ned the sharex; to bex2*s i | instead of, say,
x2S . This sameidea was usedby Feldman [Fel87] in the context of the di®erert
but related problem of veri able secretsharing.

With regardto the \pro ofs of correctness,"one can invoke the random oracle
model for the hashfunction H°to get soundnessand statistical zero-knowledge.
This is quite straightforward, but we sketch the details.

First, considersoundnessWe want to shav that the adversary cannot con-
struct, exceptwith negligible probability, a proof of correctnessfor an incorrect
share.Let x and x; be given, along with a valid proof of correctness(z; c). We
have c = HYv;x vi; x?;v%x9, where

x = x4 V0= vAvi & x0= wPxi 2
Now, x; vi; x?;v% x% are all easily seento lie in Q,, and we are assumingthat v
generatesQ,. Sowe have

x= VO v = Vo x2 0= 0 x 0
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for someintegers®; ;°;+ Moreover,
Zzics °modm and z®j ¢ ~ xmod m:
Multiplying the “rst equation by ® and subtracting the second,we have
¢ j si®  ® j £tmodm: @)
Now, a shareis correct if and only if
s;® mod m: 8

If (8) fails to hold, then it must fail to hold mod p®or mod ¢ and so(7) uniquely
determinesc modulo one of these primes. But in the random oracle model, the
distribution of c is uniform and independen of the inputs to the hash function,
and sothis even happenswith negligible probability.

Second,considerzero-knonvledgesimulatabilit y. We can construct a simulator
that simulates the adversary's view without knowing the value s;. This view
includesthe valuesof the random oracle at those points wherethe adversary has
queried the oracle, sothe simulator is in complete charge of the random oracle.
Whenewer the adversary makesa query to the random oracle, if the oracle has
not been previously de ned at the given point, the simulator de nes it to be
a random value, and in any casereturns the value to the adversary When an
uncorrupted player is supposedto generatea proof of correctnessfor a given x,
Xi, the simulator choosesc?2 f0;:::;2 1 1gandz 2 f0;:::;2-(M*2 L1 1gat
random, and for given valuesx and x;, de nes the value of the random oracle
at (v;x vi;x2;v2vi & xi °) to be c. With all but negligible probability, the
simulator has not de ned the random oracle at this point before, and soiit is
freeto do sonow. The proof is just (z;c). It is straightforward to verify that the
distribution produced by this simulator is statistically closeto perfect.

From soundness,we get the robustnessof the threshold signature scheme.
From zero-knownledge, and the above argumerts, we get the non-forgeability
of the threshold signature scheme, assumingthat the standard RSA signature
schemeis secure,i.e., existertially non-forgeableagainstadaptive chosenmessage
attack. This last assumptioncan be further justi ed (see[BR93]): in the random
oracle model for H, this assumption follows from the RSA assumption|giv en
random x 2 Z;, it is hard to compute y such that y® = x.

5 Proto col 2: a modi cation and security analysis when
k, t+1

We now present Protocol 2 and analyze its security when k |, t+ 1. In our
analysis of Protocol 2, we needto make use of the random oracle model in a
fundamental way. As such, we fully exploit the random oracle model to get a
schemethat is a bit simpler and more excient that Protocol 1.

Protocol 2 is obtained by modifying Protocol 1 as follows.
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Instead of computing the secretkey shares; asin (1), the dealer computes
it as
s = f(i)¢ 7! modm:

We add to the veri cation key VK an elemen u 2 Z; with Jacobi symbol
(ujn) = j 1. Note that the Jacobi symbol can be etciently computed, and such
a u can be found just by random sampling.

We then modify the share generation algorithm as follows. Let 2 = H(M).
We set 93

R if (Rjn) = 1;
Ru€if (Rjn) = i 1.

This forcesthe Jacobi symbol of x to be 1. The share generation, veri cation,
and combination algorithms then run asbefore,using this new value of x, except
that we make the following simpli cations: we rede ne x;, %, and €° (de ned in
(4), (5), and (6)) as
X = x%5; x= x* = 4

Thus, we eliminate the somewhat \arti cial" appearancesof ¢ in the share
generation and conbination algorithms.

The original share combination algorithm producesy sud that y¢ = x. If
X = Ru€, then we can divide y by u, obtaining an eth root of H(M ), sowe still
obtain a standard RSA signature.

That completesthe description of Protocol 2.

To analyze the security of Protocol 2, we will needto work in the random
oracle model for H. The intractabilit y assumptionswe will needto make are
then as follows:

{ The RSA assumption|it is hard to compute y such that y® = x, given
random x 2 Z;;

{ The Decision Dixe-Hellman (DDH) assumption|giv enrandom g;h 2 Q,
along with g and hP it is hard to decideif a” bmod m.

We make our DDH assumption a bit more precise.For h 2 Q,, a;b2 Z,,
and c2 f0;1g, de ne

Y,
a; —_ .
F(h;a:b:c) = h#if c= 0;

he if c= 1.

The DDH assumption states that for random g 2 Q,, and random h; a; b;c
as above, it is hard to compute|with negligible error probability| c given
g;h; g% F (h; a;b;c).

Note that this is an average-casecomplexity assumption. It is equivalent
to a worst-casecomplexity assumption, by a standard \random self reduction”
argumert [Sta96NR97], provided the inputs are restricted in the following way:
g and h should generateQ,, and gcd(@ai b;m) 2 fp%q%.

Note that the DDH is a reasonableassumption here, sincethe group Q,, has
no small prime factors [Sho97.
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By a standard \h ybrid" argumert (see[NR97]), the above DDH assumption
is equivalent to the following: the distributions

and

are computationally indistinguishable. Here s is any (small) number, g and h
are random elemerts of Q,, and the a;'s and b's are random numbers modulo
m. Note that it is possibleto prove the same equivalence using the random
self-reducibility property of the DDH (see[Sho99 or [BBMO0O]).

Theorem 2. In the random oracle model for H and H° under the RSA and
DDH assumptionsProtocol 2 is a secure thresholdsignature scheme(robustand
non-forgeable) for k , t+ 1; moreover, whenk = t + 1, the same holds under
the RSA assumption alone.

The proof of the robustnessproperty goesthrough as before. We focus here
in the proof of non-forgeability.

The reasonwe needthe DDH assumption is the following: whenk > t + 1,
somehonest players may have to generatesharesfor the \target" messageand
we needthe DDH to allow us to generate\dummy" sharesin this case.

The random oraclemodel for H will allow the simulator to choosethe outputs
of H asit wishes,solong astheseoutputs have the right distribution.

We now describe a seriesof simulators.

The “rst simulator. The simulator choosesthe sharesfor the corrupted players

Si,; 1 Si, asrandom numbers chosenfrom f0;:::;bn=4c 1g, just asit did in
the previous section.
Let 0;0,.,;::::G,, , be random elemens in Q,. Here, it+1;:::;ik; 1 are

arbitrary indices of uncorrupted players. We assumethat all of these group ele-
merts are generatorsfor Qn, which is the casewith all but negligible probability.

equation g, = g% .
We next shav how to samplefrom the distribution

We chooser 2 f0;:::;bn=4cj 1g at random, and b;;b, 2 f0;1g at random.
We set® = (g')° “eyi bie(; 1), thus de'ning the corresponding value x to be

2 .
Xs; = (gi'J )2¢ "€, For other uncorrupted playersi, we can compute x; as

S
2¢e, kit

s s o S >
xi = (g2 ror e Luasat s s (gl ) e ecooa(g], )
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We can generatevaluesin this way sothat % is the output of the random

sameway.
This simulator generates® in this way for every random oracle query, sowe
will not be able to break the RSA problem with this simulator (this is only the
rst step).
It is easyto seethat this simulation is statistically closeto perfect. The
one thing to notice is that % is nearly uniformly distributed in Z7. The proof
of this utilizes the fact that every elemen in Z; can be expresseduniquely as

The second simulator. This simulator is the same as the rst, except as
follows. Let g, g, ;:::: G, , and h;hi,, ;i hy , berandom elemerts in Qp.
This simulator \guesses"which messagewill be forged by the adversary;that is,
we can assumethat the forged messageis an input to the random oracle, and
the simulator just guessesne of these queriesis the \target" message.

Everything is the sameas before, except that when generating ®; x1;:::; X,
for the target messagethe simulator performs the samecalculations using the
valuesh;hi,, ;:::;hi, , instead of g5 g, ;::i5g), | in the calculation.

This simulation is no longer statistically indistinguishable from from the
real game, but this is where we usethe DDH assumption. On this assumption,
with non-negligible probability, the adversary will still forge a messageand that
messagewill be the selectedtarget.

Notice that the \correctness proofs" of the sharescan be still be simulated
using the random oracle model for H ®just asbefore|the fact that the statemert
being \pro ved" is falseis interesting, but irrelevant.

The third simulator. This simulator is the sameasthe rst, exceptasfollows.
Let z be arandom elemert in Z;. For the target messagehash value, the simu-
lator sets® = z. Also, whene\er the adversary asksfor a signature sharex; on
the target messagdrom any uncorrupted player, the adversary simply outputs a
random quadratic residue. The \correctness proofs” can still be simulated, just
as before. If the adversary ever asksfor morethan kj tj 1 signature shareson
the target messagethe simulator simply halts and reports an error.

It is easyto seethat the distribution of this simulation is identical to that of
the secondsimulation, provided the adversary doesnot ask for too many shares
of the target messagelndeed, becauseof the way the secondsimulator constructs
the signature sharesx; from the uncorrupted players on the target messageany
subsetof kj tj 1 of them is uniformly distributed in Q,, and independert of
all other variables in the adversary's view. So with non-negligible probability,
the adversary will forge a signature on the target message,which means,in
particular, the he doesnot ask for too many shares.Moreover, if he forgesthis
signature, then he has computed an eth root of z in Z, thus cortradicting the
RSA assumption.

To complete the proof of the theorem, we simply note that whenk = t + 1,
the DDH is not neededat all in the above argumerts.
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