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Abstract. We discussthe following problem: Given an integer Á shared
secretly among n players and a prime number e, how can the play-
ers e±ciently compute a sharing of e¡ 1 mod Á. The most interesting
case is when Á is the Euler function of a known RSA modulus N ,
Á = Á(N ). The problem has several applications, among which the con-
struction of threshold variants for two recent signature schemesproposed
by Gennaro-Halevi-Rabin and Cramer-Shoup.
We present new and e±cient proto cols to solve this problem, improving
over previous solutions by Boneh-Franklin and Frankel et al. Our basic
proto col (secure against honest but curious players) requires only two
rounds of communication and a single GCD computation. The robust
proto col (secure against malicious players) adds only a couple of rounds
and a few modular exponentiations to the computation.

1 In tro duction

In this paper we considerthe problem of computing a multiplicativ e inverseof a
known prime number over a sharedsecretmodulus. Speci¯cally, given a known
prime number e, and an integer Á shared secretly among n players, how can
the players compute a sharing of e¡ 1 mod Á, without revealing anything about
Á. The most interesting caseis when Á is the Euler function of a known RSA
modulus Á = Á(N ), sincein this casethe security of the RSA cryptosystem [22]
is basedon the assumption that Á(N ) remains secret.

The most important applications of distributed modular inversion over a
shared modulus are distributed RSA key generation, and distributing the new
signature schemesof Gennaro-Halevi-Rabin [17] and Cramer-Shoup[9]. In par-
ticular, in the latter applications it is very important to havean e±cient inversion
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protocol, since in these signature schemesthe inversion operation is performed
with a di®erent exponent e for each messagesigned.

We present new and e±cient protocols to solve the problem of inversionwith
a sharedmodulus. We ¯rst present a basic protocol which is only secureagainst
honestbut curious players.This protocol is extremely e±cient as it requiresonly
two rounds of communication and a single GCD computation on the part of the
players. The protocol is also unconditionally secure(given a network of private
channels). We then add robustnessto the protocol in order to make it secure
against malicious players. Thesemodi¯cations add only a couple of rounds and
a few modular exponentiations to the computation. To overcomethe di±cult y
of working over an unknown modulus, the protocols usecomputations over the
integers.Someof the techniquesdeveloped to prove the security of the protocols
may be of independent interest.

Previous work. Although our problem can in principle be solved using generic
multipart y computation protocols [19,3,8], the resulting solutions would hardly
be practical.

Boneh-Franklin. The ¯rst to addressthe issue of an e±cient solution for
this problem were Boneh and Franklin, who in a breakthrough result show how
n > 3 parties can jointly generatean RSA key without a trusted dealer [5]. In
particular, as part of their solution they show how the parties jointly compute
d = e¡ 1 mod Á(N ), where N ; e are the RSA modulus and public exponent,
respectively, and Á(N ) is shared among the parties. Our solution improves on
someof the features of the Boneh-Franklin protocol. In particular:

1. We only use a single invocation of the BGW [3] multiplication protocol,
while their protocol needstwo of them. Hencethe round complexity of our
protocol is half that of the protocol in [5].

2. The Boneh-Franklin protocol is based on an n-out-of-n solution where a
single crash could prevent the protocol from completing.1 To obtain a t-
out-of-n solution, they suggestusing the \share-backup" approach of Rabin
[21], but this approach has someknown problems. For one thing, it incurs
the overhead of multiple layers of (veri¯able) secret-sharing.Moreover, it
requires that the \good parties" recover the secret information of a party
who may simply be temporarily disconnected.
In contrast, our solution achievesdirectly a t-out-of-n threshold, using poly-
nomial sharingsand secretcomputations over the integers.Someof the most
interesting technical contribution of our work are in the security proofs of
thesesecretcomputations over the integers.

3. The Boneh-Franklin results are presented only in the honest-but-curious
model while we are also able to present robust solutions that tolerate mali-
cious players.

1 In their setting, this is the natural solution, since they also generate the modulus so
that it is shared n-out-of-n. Indeed, to use our solution in their setting, one would
have to implement also methods for generating and using the modulus in a t-out-of-n
fashion.
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4. In an updated version of [5], some other solutions are presented. One of
them is particularly e±cient sinceit avoids costly increasesin the sizeof the
shares.However, to achieve this e±ciency, the proposedsolution leaksa few
bits of information about Á(N ). Although this is acceptablefor a protocol
that is invoked only once(since those few bits could be guessedanyway by
an adversary), it is not clear what happens when the protocol is invoked
several times with the sameÁ(N ) (as in our signature applications). Hence,
we designedour protocols so that they do not leak any information about
Á(N ), in a strong, statistical, sense.(This requiressomeincreasein the size
of the shares,though.)

Frankel-McKenzie-Yung. Building on the Boneh-Franklin solution, Frankel,
Mc Kenzie and Yung describe in [14] a way to add robustnessto the protocols in
[5], and in particular how to add robustnessto the inversionprotocol. The FMY
protocol follows the structure of [5], so it alsoneedstwo invocations of the BGW
multiplication protocol. Moreover in order to achieve a t-out-of-n threshold, the
FMY protocol usesrepresentation changesfor the sharing of the secret data.
Namely, data which is sharedin a t-out-of-n fashion is converted into a t-out-of-t
fashion in order to perform computations, and then re-converted into a t-out-of-
n sharing to preserve toleranceof crashing or malicious players. The complexity
of the representation changeis quite high, making the combined protocol much
lesse±cient. Although the complexity of this protocol is acceptablefor the task
of distributed RSA key generation,where the protocol is only run once,it is too
high for a protocol that must be e±ciently run many times, as in the caseof the
signature applications. We avoid this e±ciency cost, by keepingthe data always
in a t-out-of-n representation.

Others. Someof the techniques that we usein this work originated in papers
over robust and proactive RSA. In particular, working over the integersin order
to overcomethe di±cult y of computing modulo an unknown integer wasusedin
several previous papers [13,18,12,21]. Finally, the \dual" problem of computing
x ¡ 1 mod p where p is known and x is sharedwas discussedin [2].

2 Preliminaries

The netw ork model. We considera network of n players, that are connected
by point-to-p oint private channelsand by a broadcast channel.2 We model fail-
ures in the network by an adversary A , who can corrupt at most t of the players.
We distinguish betweenthe following typesof \failures":

{ honestbut curious: the adversary can just read the memory of the corrupted
players but not modify their behavior;

2 The communication assumptions allow us to focus on a high-level description of
the proto cols, and they can be eliminated using standard techniques for privacy,
authentication, commitment and agreement.
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{ halting: an \honest but curious" adversary who may also causeany of the
corrupted players to crash and abort the protocol;

{ malicious: the adversary may causeplayers to deviate arbitrarily from the
protocol.

We assumefor simplicit y that the adversary is static, i.e. the set of corrupted
playersis decidedat the beginning of the computation of a protocol.3 We assume
communication is synchronous, except that we allow rushing adversaries (i.e.
adversarieswho decidethe messagesof the bad players at round R after having
seenthe messagesof the good players at the sameround).

2.1 De¯nitions

Not ations. In the following we denotethe sharedsecretmodulus by Á, and by
N we denotean approximate bound on Á, which must be known in the protocol
(in the typical RSA application, we can use the public modulus N as a bound
on Á = Á(N )). We also denote by L the factorial of n (the number of players),
i.e. L = n!

A Modular InversionProtocol is an n-player protocol, where as an input to
the protocol the players share a secret modulus Á (with player Pi having the
shareÁi ), and all the players know public inputs e (a prime number) and N (an
approximate bound on Á). At the end of the protocol, each player Pi hasa secret
output di , which would be its shareof the modular inversed = e¡ 1 mod Á.

Correctness. We say that a Modular Inversion Protocol is correct if the
output valuesd1; : : : ; dn constitute a t-out-of-n secretsharing of d = e¡ 1 mod Á

Priv acy. We de¯ne privacy using the usual simulation approach. That is, we
considerthe view of the adversary A during a protocol to be the set of messages
sent and received by the bad players during a run of the protocol. We say that
a Modular Inversion Protocol is private if for any adversary A there exist a
simulator S that runs an executionof the protocol together with A and produces
for it a view that is indistinguishable from the real one.

Security. We say that a Modular Inversion Protocol is secure if it is correct
and private.

Remark 1 (T rusted dealer) In the above de¯nition and in the presentation
of the protocols, we implicitly assumethat the modulus Á is already shared
among the players using an appropriate t-out-of-n scheme. Speci¯cally, for our
protocols we always assumethat this sharing is done over the integers, with
sharesfrom someappropriately large domain. In somecaseswe alsoassumethat
commitments to the sharesof all the playersarepublicly known (seeSection 5.2).
The exact sharing formats of Á that we needare stated explicitly in the descrip-
tion of the protocols.

3 It is possible to use recent techniques by Canetti et al. [6] to make our proto cols
secure against adaptiv e adversaries who corrupt players at any stage during the
proto col.
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Theseassumptionscan be made formal by including the initialization phase
in the protocol de¯nition, and analyzing the protocols under the assumption
that this initialization is done by a trusted dealer. However, we feel that such a
formulation will only distract attention from the focusof this paper, which is the
inversion protocol. In Section 7 we brie°y touch on the subject of eliminating
the trusted dealer and instead having the n players jointly initialize the system.

3 The Basic Idea

We begin with a very simple protocol which, although doesn't quite solve our
problem, is nonethelessuseful for illustrating the basic ideas and techniques
behind our solution. In particular, this protocol only works for n-out-of-n sharing
(i.e. although it tolerates coalitions of n ¡ 1 honest but curious players, it does
not tolerate even a single crashing player).

For this protocol, somemultiple of the secretmodulus Á is sharedadditiv ely
betweenthe players. That is, each player Pi holds a value ®i such that

P
i ®i =

¸Á , where¸ is a random integer,much larger than Á (say, of order O(N 2)). In the
inversionprotocol, each player Pi choosesa \randomizing integer" r i 2R [0::N 3],
and broadcaststhe value ° i = ®i + r i e, and all the players compute ° =

P
i ° i .

Clearly, we have
° =

X

i

° i =
X

i

®i + r i e = ¸Á + Re

(where R =
P

i r i ). Assuming that GCD(° ; e) = 1, there exist a;b such that
a° + be = 1 and thus d = aR + b = e¡ 1 mod Á. Additiv e sharesof d can be
easily obtained by having player P1 setsd1 = ar1 + b, and the other players set
di = ar i . Clearly d =

P
i di .

It is not hard to seethat the only information leaked by the protocol is the
value° = ¸Á + Re. But it is possibleto prove that the distribution of ° is (almost)
independent of Á. Speci¯cally, it can be shown that when ¸ and R follow the
probabilit y distribution described above, then the distributions f ° = ¸Á + Reg
and f ° 0 = ¸N + Reg are statistically close(up to O(1=N )).

It should be noted that the above protocol is not securewhen it is usedmore
than oncewith the same¸ and di®erent e's. Indeed, for each input e the protocol
leaks the value ¸Á mod e, and so after su±ciently many runs with di®erent e's
we can then recover the integer ¸Á via the Chinese Remainder Theorem. To
overcomethis, it is necessaryto use a "fresh" ¸ for each input e. In the next
section we show how to do this, and at the sametime get a t-out-of-n threshold
solution (but still in the \honest but curious" model).

4 The honest-but-curious case

The protocol in this section achieves t-out-of-n sharing. It assumesthe \honest
but curious" model, in which playersdo not deviate from the protocol but simply
pool together their data to try to gain information (in this model weneedn > 2t).
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It also tolerates crashing faults, i.e. players who suspend their participation in
the protocol (in this casewe needn > 3t). In the next section we show how to
add robustnessto this protocol (i.e. tolerance of maliciously faulty players).

The di®erencebetween this protocol and the one in the previous section
is that all the secretsare shared via polynomials (rather than sums), and the
multiple ¸ is chosenafreshwith each execution.The rest of the protocol is similar
to the basiccase.The protocol is described in detail in Figure 1. On a high-level
the protocol goesas follows:

{ Each player starts with input a share of the secret modulus Á (multiplied
by a factor of L = n! for technical reasons),via a t-degreepolynomial f (z)
with free term LÁ.

{ In the ¯rst round of the protocol, the players jointly generatetwo random
t-degreepolynomials g(z) and h(z) with free terms L¸ and LR , respectively,
and a random 2t-degreepolynomial ½(z) with free term 0.

{ In the second round they reconstruct the 2t-degree polynomial F (z) =
f (z)g(z) + e¢h(z) + ½(z) and recover its free term ° = F (0) = L 2¸Á + LR e.

{ Finally, they usethe GCD algorithm to compute a;b such that a° + be= 1
and set d = aLR + b = e¡ 1 mod Á. Each player Pi computes its share of d
by setting di = ah(i ) + b.

Theorem 1. If all the players carry out the prescribed protocol and n > 2t
(n > 3t for the caseof crashing faults) then the protocol in Figure 1 is a secure
Modular Inversion Protocol according to the De¯nition in Section 2.1.

The proof follows a standard simulation argument, and is described in the full
version of this paper. The crucial part of the proof is to prove that ¸Á + Re can
be statistically approximated by the simulator without knowing Á.

Remark 2 (Size of shares) Note that the sharesdi of d = e¡ 1 mod Á have
order O(N 5). If the di 's are used as exponents (as in the threshold signature
applications we discussin Section 6), this results in a factor of ¯v e slowdown
during the generationof the signature.However, the sharesdo not have to be this
large. We chosethese bounds to make the presentation and the proof simpler.
It is possibleto improve (a lot) on those bounds as we discussin Section 7.

5 A Robust Solution

We show how to deal with a malicious adversary who may corrupt up to t
players and make them behave in any arbitrary manner. We usesomestandard
techniques like:

{ Replace the simple secret-sharingof the ¯rst round with Veri¯able Secret
Sharing (VSS) a-la-Pedersen[20], to make sure that the players perform
correct sharings;
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InversionProtocol for Honest-but-Curiousplayers

Priv ate inputs: Sharing of LÁ using a t-degreepolynomial over the integers.
Player Pi has private input f i = f (i ), where f (z) = LÁ + a1z + : : : + at zt ,
and 8j; aj 2 [¡ L 2N ; L 2N ].

Public input: prime number e > n, an approximate bound N on Á.

[Round 1] Each player Pi does the following:

1. Choose¸ i 2 R [0 : : : N 2 ], and bi; 1 ; : : : ; bi;t 2 R [¡ L 2N 3 : : : L 2N 3 ],
Chooser i 2 R [0 : : : N 3 ], and ci; 1 ; : : : ; ci;t 2 R [¡ L 2N 4 : : : L 2N 4 ]
Choose½i; 1 ; : : : ; ½i; 2t 2 R [¡ L 2N 5 : : : L 2N 5 ]

2. Set gi (z) = L¸ i + bi; 1z + : : : + bi;t zt , hi (z) = Lr i + ci; 1z + : : : + ci;t zt , and
½i (z) = 0 + ½i; 1z + : : : + ½i; 2t z2t .

3. Send to each player Pj the values gi (j ); hi (j ); ½i (j ), computed over the
integers.

[Round 2] Each player Pj does the following:

1. Set gj =
P n

i =1 gi (j ), hj =
P n

i =1 hi (j ), and ½j =
P n

i =1 ½i (j ).
(These are its sharesof the polynomials g(z) =

P
i gi (z), h(z) =

P
i hi (z),

and ½(z) =
P

i ½i (z).)
2. Broadcast the value F i = f i gi + ehi + ½i

[Output] Each player Pi does the following:

1. From the broadcast values interpolate the 2t-degree polynomial F (z) =
f (z)g(z) + e ¢h(z) + ½(z).

2. Using the GCD algorithm, ¯nd a; b such that aF (0) + be= 1. If no such
a; b exist, go to Round 1.

3. The inverseof e is d = ah(0) + b. Priv ately output the shareof the inverse,
di = ah(i ) + b.

Fig. 1. Computing inversesin the all-honest case
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{ Use error-correcting codes or zero-knowledge proofs to combat malicious
players who may contribute incorrect sharesfor the reconstruction of the
polynomial F (z) in Round 2.

A few technical complications arise from the fact that we usesecretsharing over
the integers. Someare solved using known techniques that were developed for
robust and proactive RSA [15,12,21,7], others require somenew machinery.

5.1 Pedersen's VSS revisited

The problemsthat we needto tackle is how to ensurethat the secretsare shared
correctly in Round 1 and recovered correctly in Round 2. For the ¯rst problem,
we use a variant of Pedersen'sVeri¯able-Secret-Sharing protocol [20], adjusted
to account for the fact that we sharethesesecretsover the integers.

In Pedersen'sscheme the secret and the sharesare viewed as \indices" for
somecyclic group hgi . Hence,there is an e±cient mapping betweensharesand
group elements x 7! gx , and the players use the group operation to verify vari-
ous properties of the shares.There are, however, two problems with using this
approach in our setting:

{ In our setting, it is imperative that the secretssatisfy someequations over
the integers,and not just modulo the order of g. (For example, it would be
uselessif the sharesof d = e¡ 1 mod Á would interpolate to d + ord(g) over
the integers.)

{ Pedersen'sprotocol doesnot provide tools to prove that the sharedsecretis
\small enough", whereasthe secrecyof our protocol relies on the fact that
we know somebound on the sizeof the secrets.(For example, if the sizeof
¸ in ° = ¸Á + Re is much larger than other terms, then clearly ° reveals
information about Á.)

Overcomingthe secondproblem is easy. Each player simply checks that its shares
are bounded in some interval, and then we show that the secret must also be
bounded in some(slightly larger) interval. Solving the ¯rst problem is a little
harder. We proposetwo solutions to this problem, each with its own advantages
and drawbacks:

{ Work with a group of unknown order. If the order of g is not known, then it
would be potentially hard for the dealer to arrange that somerelations hold
modulo ord(g) but not over the integers. More speci¯cally, we show that
when Pedersen'sprotocol is executedover an RSA modulus M = pq, which
is a product of two safeprimes (p = 2p0 + 1; q = 2q0 + 1 with p;p0; q; q0 all
primes), then it is indeed a secureVSS under the strong-RSA assumption
(seebelow).
An advantage of this solution is that the modulus M is independent of the
bound on the size of the secretsand shares,and so a smaller M can be
used. The drawback is that we must work in a system where such an RSA
modulus of unknown factorization is available, and that we use the strong-
RSA assumption,which is stronger than, say, plain RSA or discrete-log.Still,



Computing Inversesover a Shared Secret Modulus 199

for the main applications of our result (constructing threshold versionsof the
signature schemesdescribed in [17,9]), thesedrawbacks do not matter, since
those signature schemesalready usethesespecial-form RSA moduli and are
basedon the strong-RSA assumption.

{ Work with a very large group. Another option would be to make the order
of g much larger than all the other parameters of the system. This way, if
the players verify that the size of their sharesis \small enough" then any
relation that holds modulo ord(g) must also hold over the integers, simply
becausethe numbers involved can never be large enoughto \wrap around"
ord(g).
It is therefore possible to use Pedersen'soriginal protocol modulo a large
prime, provided that all the players check the size of their shares4 and the
prime is large enough.Speci¯cally, if there are n players,and each player ver-
i¯es that its shareis smaller than someknown bound B , then it is su±cient
to work over a prime p > tn t n!B .

The secondsolution above is prett y straightforward, and will be described in the
full version of the paper. Below we only describe the details of the ¯rst solution.
For this solution, we have a public modulus M of unknown factorization, which
is a product of two safe primes (M = pq, p = 2p0 + 1, q = 2q0 + 1). For such
a modulus, the squares form a cyclic subgroup of Z ¤

M of order p0q0. We let
G; H 2 Z ¤

N to be two random squareswhich generatethe squaressubgroup and
we assumethat nobody knows the discrete log of H with respect to G. The
protocol is spelled out in Figure 2.
The Str ong-RSA Assumption. This assumption was intro duced in [1] and
subsequently used in several other works [15,17,9]. It conjectures that given a
random square G 2 Z ¤

M there exists no polynomial time algorithm that can
compute H 2 Z ¤

M and an integer x 6= 1 such that H x = G mod M .

Lemma 1. Under the Strong-RSA assumption, the protocol PedVSSis a VSS
against an adversary who corrupts at most t players when n > 2t.

The reduction from the security of PedVSS(over the integers) to Strong-RSA
follows an approach presented ¯rst in [15].

Remark 3 (Share size check) The security proof of PedVSSdoesnot require
that players check the size of their sharesin Step 4. This check however guar-
antees the good players that the shared secret is bounded by t2nt L 3M ¯ (since
the Lagrangeinterpolation formula tells us that the secretcan be written as the
linear combination of t + 1 shareswith coe±cients all smaller than L).

Remark 4 (Sharing a kno wn value) In the robust protocol we usethe pro-
tocol PedVSSto shareeither a secretunknown value, or the value 0. The latter
is usedto randomize the product polynomial in the multiplication step.
4 Note that in Pedersen'sproto col, the sharesand secretsare committed to by setting

C(x) = gx hr mod P for a random r . In our setting, the players would have to check
that the \real share" x is in the allowed interval, but the randomizing element r can
be any element in Zp¡ 1 .
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PedVSS

Dealing Phase

Public Input: RSA modulus M (product of two safe primes), two random
squaresG; H 2 Z ¤

M , and a bound ¯ .
Input for the dealer: A secret ¸ 2 [0::¯ ].

1. The dealer chooses ^̧ 2 R [0::¯ ] and b1 ; : : : ; bt ; b̂1 ; : : : ; b̂t 2 R

[¡ L 2M ¯ ::L 2M ¯ ].
Sets h(z) = L¸ + b1z + : : : + bt zt and ĥ(z) = L ^̧ + b̂1z + : : : + b̂t zt .
Sendsprivately to player Pi the values h(i ) and ĥ(i ) computed over the
integers.
Broadcasts publicly the values C0 = G¸ H

^̧
mod M and Cj =

Gbj H b̂j mod M for j = 1; : : : ; t .
2. Player Pi checks that

Gh ( i ) H ĥ ( i ) =
tY

j =0

(Cj ) i j
mod N (1)

If the check fails, Pi complains publicly . If more than t players complain
the dealer is disquali¯ed.

3. If the dealer is not disquali¯ed, it reveals the values h(i ); ĥ(i ) satisfying
Equation (1) for the players Pi who complained at the previous step. If
the dealer does not perform this step correctly it is disquali¯ed.

4. Player Pi checks that the values it received and the values broadcasted
by the dealer in the previous steps are integers bounded in absolute value
by tn t L 2M ¯ . If the check fails, Pi exposesits share. If an exposed share
is larger than tn t L 2M ¯ and matches Equation (1) then the dealer is dis-
quali¯ed. a

ReconstructionPhase

1. Each player Pi reveals h(i ); ĥ(i ). Only the values satisfying Equation 1
will be accepted.
Interpolate t + 1 of those values to reconstruct h(z) over the rationals and
output the secret ¸ = h(0).

a This step is not neededfor this proto col to be a \secure VSS proto col", see
Remark 3.

Fig. 2. Pedersen'sVSS
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5.2 The robust solution

The main change from the honest-but-curious to the robust solution is that all
the secretsare now sharedusing our variant of Pedersen'sVSS.The full protocol
is described in Figure 3. In this description we distinguish between two cases:
n > 4t or 3t < n · 4t.

When n > 4t we can use error-correcting codes to interpolate the polyno-
mial F (z) (e.g., using the Berlekamp-Welch algorithm [4] or seefor examplethe
appendix in [24]).

For the caseof 3t < n · 4t we do not have enough points to do error-
correction, so we identify and sieve out the bad sharesby having each player Pi

provesin zeroknowledgethat its value F (i ) is the correct one. In the latter case,
we need the players to have as public input commitments to the coe±cients of
the polynomial f (z) (that is usedto shareLÁ), and we usethesecommitments
in the zero-knowledge proofs. The ZK proof (described in detail in Appendix
A) is a 3-round, public-coin, honest-veri¯er statistical ZK proof. When this ZK
proof is executedin the distributed protocol above, each player will run it once
asthe prover. The veri¯er's challengewill be jointly generatedby the other n ¡ 1
servers. It is shown by Canetti et.al. [6] that it is su±cient that the protocol is
only honest-veri¯er ZK since each prover runs the protocol against a \virtual"
veri¯er which is implemented by the other n ¡ 1 players.This virtual veri¯er will
be forced to act honestly becausea majorit y of the other players is honest.

Remark 5 (N versus M ) If the value N is already an RSA modulus, product
of two strong primes, then in RobustProtocol it is possibleto set M = N . This
is indeed the casein most of our applications.

Theorem 2. Under the Strong-RSA assumption, if the dealer is honestand n >
3t, then Robust Pr otocol is a secure Modular Inversion Protocol (according
to the De¯nition in Section 2.1) in the presence of a malicious adversary who
corrupts at most t players.

6 Applications

The main application of our result is the construction of threshold variants for
two recently proposedsignature schemes[17,9]. Let us brie°y recall the concept
of threshold cryptography (which originates in a paper by Desmedt [10]). In a
threshold signature schemen parties hold a t-out-of-n sharing of the secretkey
SK for a signature scheme. Only when at least t + 1 of them cooperate they
can sign a given message.It is very important however that the computation of
such signature is performed without exposing any other information about the
secretkey; in particular the players cannot reconstruct SK and usethe signing
algorithm, but must use their shares implicitly in a communication protocol
which outputs the signature.A largebody of research hasbeendoneon threshold
signature schemes:for lack of spacewe refer the reader only to two literature
surveys [11,16].
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Robust Protocol

Priv ate inputs: Sharing of the number LÁ using a t-degreepolynomial over
the integers. Player Pi has private input f i = f (i ), where f (z) = LÁ + a1z +
: : :+ at zt , and 8j; aj 2 [¡ L 2N ; L 2N ]. If 3t < n · 4t then Pi also has f̂ i = f̂ (i ),
where f (z) = â0 + â1z + : : : + ât zt , and 8j; âj 2 R ZM .

Public input: prime number e > n, and an approximate bound N on Á.
An RSA modulus M (product of two safe primes), and two random squares
G; H 2 Z ¤

M . If 3t < n · 4t then also commitments Ga j H â j .

[P art 1] Each player Pi chooses¸ i 2 R [0 : : : N 2 ], and r i 2 [0::N 4 ], and does
the following:

1. UsePedVSSto share¸ i with bound N 2 and t-degreepolys gi (z) and ĝi (z).
2. UsePedVSSto sharer i with bound N 4 and t-degreepolys hi (z) and ĥi (z).
3. UsePedVSSto share0 with bound N 6 and 2t-degreepolys ½i (z) and ½̂i (z).

Let A be the set of players who were not disquali¯ed in Round 1, denote
¸ =

P
i 2 A ¸ i , R =

P
i 2 A r i . Also denote

g(z) =
X

i 2 A

gi (z); h(z) =
X

i 2 A

hi (z); ½(z) =
X

i 2 A

½i (z)

ĝ(z) =
X

i 2 A

ĝi (z); ĥ(z) =
X

i 2 A

ĥi (z); ½̂(z) =
X

i 2 A

½̂i (z)

[P art 2] Each player Pj does the following

1. Generates its shares of the polynomials h(z); g(z); ½(z) by summing the
sharesthat were received in Part 1 from players in A.
If 3t < n · 4t, also generatesits sharesof the polynomials ĥ; ĝ; ½̂similarly .

2. Calculates F j = f (j )h(j ) + eg(j ) + ½(j ), and broadcasts F j as its share of
the 2t-degreepolynomial F (z) = f (z)h(z) + eg(z) + ½(z).

Notice that the free term of F (z) is the integer F (0) = L 2¸Á + LR e.

[P art 3] We distinguish two cases:

1. If n > 4t then the players interpolate over the rationals, using error-
correction, the unique polynomial F (z) of degree2t passing through n ¡ t
of the broadcasted points, and set ° = F (0).

2. If 3t < n · 4t, each player Pi provesthat the value F i is correct using the
subprotocol Prove-Correct described in App endix A).
The players interpolate the unique polynomial F (z) of degree2t passing
through the broadcasted points which are proven correct, and set ° =
F (0).

[Output]

1. Using the GCD algorithm, each player computes two values a; b such that
aF (0) + be= 1. If no such a; b exist, return to Part 1.

2. Each player Pi privately compute its share of the inverse,di = ah(i ) + b.

Fig. 3. Computing inversesin the malicious case
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Threshold GHR Signa tures. In [17] Gennaro, Halevi and Rabin present a
new signature scheme which is secureunder the Strong-RSA assumption. The
scheme works as follows. The public key of the signer is an RSA modulus N ,
product of two safeprimes p;q, and a random element s 2 Z ¤

N . To sign a message
m, the signer¯rst hashesit using a suitable hashfunction H to obtain e = H (m)
and then computes ¾(m) such that ¾(m)e = s mod N . We refer the reader to
[17].

Using our Modular Inversion Protocol, we can create a threshold version
for the GHR scheme as follows. A trusted dealer can initialize the system by
choosing N and sharing Á(N ) as neededin our solution(s) (either the honest-
but-curious or the robust one depending on the model). For a reasonthat will
be soon apparent, the dealer also choosess as follows: pick a random square
s0 2 Z ¤

N and compute s = sL 2

0 mod N and make s0; s public.
Then for each messagem to be signed, the players publicly compute e =

H (m) and perform an execution of the inversion protocol, to obtain sharesdi

of d = e¡ 1 mod Á(N ). Recall that each di is the point ah(i ) + b on a t-degree
polynomial ah(z) + b whosefree term is d. It follows then that for any subsetT
of t + 1 shareswe can write

d =
X

i 2 T

¹ i;T ¢di

where ¹ i;T are the appropriate Lagrange interpolation coe±cients. Notice that
the above equation is taken over the rationals, so¹ i;T may be fractions. However
becausewe are always interpolating integer points in the set f 1; : : : ; ng we have
that L 2 ¢¹ i;T is always an integer. The protocol is concluded by having each
player reveal si = sdi

0 . Then

¾(m) = sd = s
L 2 P

i 2 T ¹ i;T ¢di

0 =
Y

i 2 T

sL 2 ¢¹ i;T
i

and the exponents are all integers.
In the caseof malicious players, a zero-knowledgeproof must be added that

si is the correct value.Notice that if n > 4t wecanstill useerror-correcting codes
inside the inversionprotocol, but we do not know how to do error-correction \in
the exponent" for the si 's and thus the ZK proof for this step is required also
when n > 4t. An e±cient ZK proof similar to Prove-Correct (seeAppendix A)
can be implemented using the public information generated by the inversion
protocol. More speci¯cally, the inversionprotocol generatespublic commitments
Ci = Gdi H d̂i to the di 's. When Pi revealssi = sdi

0 it provesthat the discrete log
of si in bases0 is the sameas the opening he knows of the commitment Ci .

A couple of remarks are in order. Becauseof the way we generate s it is
obvious that any messagem whosehash value is in the set f 1; : : : ; ng can be
forged, so we need to require that H (m) > n for all messages.This is not a
problem as [17] already assumesthat e = £ (N ). Also in one of the variations
presented in [17] the hash function is randomized, i.e. e = H (m; ½) where ½is a
random string which is then attached to the signature for veri¯cation purpose.
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In this casethe inversion protocol must be precededby a coin °ipping protocol
by the n players to generate½.

Threshold Cramer-Shoup Signa tures. In [9] Cramer and Shouppresented
the following signature scheme.The signer public key is N (the product of two
safe primes p;q), two random squaresh; x 2 Z ¤

N and a random prime e0 suf-
¯ciently long (say 160 bits). To sign a messagem, the signer generatesa new
prime e 6= e0 (also of length 160bits) and a random squarey0 2 Z ¤

N . Two values
x0; y are then computed as

x0 =
y0e

0

hH (m )
mod N and y =

³
xhH (x 0)

´ 1=e
mod N

where H is a collision-resistant hash function. The signature is (e;y; y0)
A threshold versionof the Cramer-Shoupsignature schemeis obtained in the

sameway as the threshold GHR scheme, since the only part that involves the
secretkey is the computation of y (here also, for the samereasonas above, the
dealer must chooseh; x as h = hL 2

0 mod N x = xL 2

0 mod N , and make public
the values h0; x0). The only di®erenceis that here the prime e must be gener-
ated by the players instead of being publicly computed via a hash function, and
the requirement is that the signersnever usethe sameprime e for two di®erent
messages.This can be done either by having the players together generateran-
domnessand useit for prime generation, or by having one player choosee, and
the others just check that it was never usedbefore. (For the latter solution the
players need to keep state, and there must be someprotocol to keep this state
\synchronized" betweendi®erent players).

7 Conclusions

We presented new protocols to compute a sharing of the inverseof a public inte-
ger e modulo a sharedsecretÁ. We also presented applications to construction
of threshold variants for two newly proposedsignature schemes.Our result was
constructed with these speci¯c applications in mind, and we focusedon proto-
cols which would minimize the round complexity (i.e. the interaction between
servers). This is the main improvement with respect to previous solutions from
[5,14].

We concludewith someremarks.

A Note on the Assumptions Used. In this extendedabstract we focusedon
a robust solution to the modular inversion problem which requires the Strong-
RSA assumption and the generation of \safe" primes. This solution is the more
natural one to use for the applications presented in Section 6 which already
have such requirement. We would like to stress however that the Strong RSA
assumption and the generation of safe primes is neededonly for this variant
of the protocol. As we mentioned before, by using Pedersen'sVSS over a large
prime ¯eld it is possibleto construct a robust Modular InversionProtocol based
only on the Discrete Log assumption. That is, it is possibleto state and prove
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an analogousto Theorem 2 assumingonly that computing discrete logs is hard.
Details will appear in the ¯nal paper.

A Note on E±ciency . To simplify the presentation, we did not focus on
keepingthe sizeof the integersusedin our computations as small as possible.It
is however possibleto reducethe sizeof the integers: this is particularly impor-
tant for the share di 's which are used as exponents in our threshold signature
applications.

The main reasonfor the increasein sizeof the integersis that our proofs use
logN as our security parameter (i.e. we de¯ne a quantit y to be negligible if it is
smaller than 1=N ). If instead we were to choosea di®erent security parameter
k (and de¯ne negligible anything smaller than 2¡ k ), then part of the growth in
the sizeof the shareswould be in multiplicativ e factors of 2k rather than N . In
particular the real bound on the sizeof the sharesdi is O(N 223k ) for the honest-
but-curious case,and O(N 224k ) for the malicious adversary case.For reasonable
choicesof the parameters (say k = 100 and logN = 1000) this is even lessthat
O(N 3), so the threshold signature protocols proposedin Section6 are slower by
lessthan a factor of 3 than the centralized one.

It would be interesting to come up with di®erent protocols (or proof tech-
niques for our protocol) that further reducethis size.

On the Trusted Dealer. Throughout the paper we implicitly assumedthat
the input for our protocols (i.e., the sharing of Á) was generatedby a trusted
dealer. In somecasesthis assumption can be eliminated by having the players
generateÁ cooperatively. For example, for the applications in which Á = Á(N )
for an RSA modulus N we can use the ¯rst part of the Boneh-Franklin result
[5] to have the players jointly generateN and shareÁ(N ) among them. Notice
that [5] cannot be usedto generatea product of two safeprimes, so in this case
we must usethe discrete-logbasedrobust solution.

Ac kno wledgmen t. We would like to thank Don Coppersmith for helpful dis-
cussions.We alsothank the Eurocrypt committee for their suggestionsand com-
ments.
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A The pro of of share correctness

The problem facing the players in Part 3, Step 2 of Robust Protocol can be
abstracted as follows. We have public valuesA = GaH â , B = GbH b̂, C = GcH ĉ

and e. A player P knows a; â; b;b̂; c; ĉ, it publishesa value F , and needsto prove
that F = ab+ ec(in RobustProtocol each player Pi hasto perform this task with
a = f (i ); â = f̂ (i ), b = g(i ); b̂ = ĝ(i ), c = g(i ); ĉ = ĝ(i ); we are not considering
the randomizers½(i ); ½̂(i ) for simplicit y.)

Notice that the problem arisesbecauseP has to open a value that contains
the product ab of two committed values. We solve the problem by having P
publish a new commitment D = GabH ¿ to ab and prove in zero-knowledgethat
it is correct, and then open the commitment DCe = Gab+ ecH ¿+ eĉ.

The protocol described in Figure 4 works for the casein which we use the
robust solution based on the Strong-RSA assumption and assumesthat M is
the product of two safeprimes. For the other versionof the robust protocol (the
one basedon discrete-log), a similar, simpler, protocol can be usedas described
in the ¯nal version.

Prove-Correct

Priv ate input for P : a; â; b;b̂;c; ĉ.
Public Input: RSA modulus M , G; H 2 Z ¤

M as above. A = Ga H â , B =
GbH b̂, G = GcH ĉ , and F .
Goal: Prove that F = ab+ ec.

1. P choosesa random ¿ 2 [¡ M 2 ; M 2 ] and publishes D = Gab H ¿ .
2. P proves in zero-knowledge (to a veri¯er V ) that D is correct w.r.t. A; B

as follows
(a) P chooses®; ®̂; ¯ ; ^̄; °̂ at random in [¡ M 6 ; M 6 ], and send to V the

values M 1 = G®H ®̂ , M 2 = G¯ H
^̄
, M 3 = B ®H °̂ .

(b) V choosesa random d in [0; M ] and sendsit to P .
(c) P answers with the following values x = ® + da, x̂ = ®̂ + dâ, z =

°̂ + d(¿ ¡ b̂a), y = ¯ + db, ŷ = ^̄ + db̂.
(d) V accepts if Gx H x̂ = M 1Ad , B x H z = M 3D d , Gy H ŷ = M 2B d

3. P reveals f = ab+ ec and f̂ = ¿ + eĉ. The value is accepted if and only if
Gf H

^f = D Ce mod M

Fig. 4. How to prove that F = ab+ ec



208 Dario Catalano, Rosario Gennaro, and Shai Halevi

The protocol in step2 of Prove-Correct is a honest-veri¯er, statistical ZK proof
of knowledge of the openings of the commitments A; B ; D and simultaneously
provesthat the opening of D is the product of the opening of A and B .

The extraction works using a technique due to Fujisaki and Okamoto [15]
and it assumesthat the prover is not able to solve the Strong-RSA assumption.

The proof is statistical ZK for the following reason.Notice that in our appli-
cation the product ab is O(N 4). By choosing the original randomizersin the set
[¡ N 6::N 6] we make sure that the Prover's answers in step 2c are statistically
indistinguishable from random numbers in that interval. Details will appear in
the ¯nal paper.


