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Abstract.  When designing password-authenticated key exchange pro-
tocols (as opposedto key exchange proto cols authenticated using crypto-

graphically securekeys), one must not allow any information to be leaked
that would allow veri cation of the password (a weak shared key), since
an attacker who obtains this information may be able to run an o®-line
dictionary attack to determine the correct password. We presert a new
protocol called PAK which is the rst Dite-Hellman-based password-
authenticated key exchange protocol to provide a formal proof of secu-
rity (in the random oracle model) against both passive and active ad-
versaries.In addition to the PAK proto col that provides mutual explicit
authentication, we also show a more excient proto col called PPK that
is provably securein the implicit -authentication model. We then extend
PAK to a protocol called PAK-X, in which one side (the client) storesa
plaintext version of the password, while the other side (the server) only
storesa veri er for the password. We formally prove security of PAK-X,

even when the server is compromised. Our formal model for password-
authenticated key exchangeis new, and may be of independert interest.

1 Intro duction

Two ertities, who only share a password, and who are communicating over an
insecurenetwork, want to authenticate eat other and agreeon a large session
key to be usedfor protecting their subsequet communication. This is called the
passwod-authenticated key exchangeproblem. If one of the ertities is a userand
the other is a sener, then this canbe seenasa problem in the areaof remoteuser
access Many solutions for remote user accessrely on cryptographically secure
keys,and consequetly haveto deal with issueslike key managemen, public-key
infrastructure, or securehardware. Many solutions that are password-based,like
telnet or Kerberos, have problemsthat range from being totally insecure(telnet
sendspasswords in the clear) to being susceptibleto certain types of attacks
(Kerberosis vulnerable to o®-linedictionary attacks [30]).

Over the past decade,many passvord-authenticated key exdhange protocols
that promisedincreasedsecurity have beendeweloped, e.g.,[8,9,19,18,28,21,22,
24,29]. Someof these have beenbroken [26], and, in fact, only two very recert
oneshave been formally proven secure.The SNAPI protocol in [25] is proven
securein the random oracle model [5, 6, 14], assumingthe security of RSA (and



158 Victor Boyko, Philip MacKenzie, and Sarvar Patel

also Decision Dize-Hellman [11], when perfect forward secrecyis desired). The
simple and elegan protocol in [3] is proven as secureas Decision Dite-Hellman
in a model that includes random oraclesand ideal block ciphers. (Our protocol
and the protocol of [3] were developed independertly.)

We presert a new password-authenticated key exchangeprotocol called PAK
(Passvord Authenticated Key exchange), which provides perfect forward secrecy
and is proven to be as secureas Decision Dize-Hellman in the random oracle
model. Compared to the protocol of [25], PAK (1) doesnot require the RSA
assumption, (2) hasfewer rounds, and (3) is conceptually simpler, with a simpler
proof. Compared to the protocol of [3], PAK does not require an ideal block
cipher assumptionfor security, but hasa more complicated proof. (We note that
the ideal block cipher assumption is used much lessoften in the literature than
the random oracle assumption.) In the full paper [13], we also shov how the
security of PAK can be related to the Computational Dite-Hellman problem.

In addition to PAK, we also shav a more excient 2 round protocol called
PPK (Password-Protected Key exchange)that is provably securein the implicit-
authentication model. We then extend PAK to a protocol called PAK-X, in
which one side (the client) storesa plaintext version of the password, while the
other side (the server) only storesa veri er for the password. We formally prove
security of PAK-X, even when the sener is compromised. Security in this case
refersto an attacker not being able to poseas a client after compromising the
sener; naturally, it would be trivial to poseasthe sener.

Our formal model for password-authenticated key exchangeis new, and may
be of independent interest. It is basedon the formal model for securekey ex-
changeby Shoup [27] (which follows the work of [2]), enhancedwith notions of
passvord authentication security from [20,25]. This model is basedon the multi-
party simulatabilit y tradition (e.g.[1]), in which one rst de nesan ideal system
that models, using a trusted certer, the serviceto be performed (in this case,
passvword-authenticated key exchange), and then one proves that the protocol
running in the real world is essetially equivalent to that ideal system.

2 Background

User Authen tication: Tedniques for user authentication are broadly based
on one or more of the following categories:(1) what a user knows, (2) what a
useris, or (3) what a userhas. The least expensive and most conveniert solutions
for user authentication have beenbasedon the rst category, of \what a user
knows," and that is what we will focuson in this paper.

In fact, we will focus on the harder problem of remote user authentication.
The needfor remote user authentication is greatly increasing,due mainly to the
explosive growth of the Internet and other types of networks, such as wireless
communication networks. In any of these ervironments, it is safestto assume
that the underlying links or networks are insecure,and we should expect that
a powerful adversary would be capable of eavesdropping, deleting and inserting
messagesand also initiating sessions.
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Now we considerthe question,\What cana userknow?" It is commonknowl-
edgethat userscannot remenber long random numbers, henceif the user is
required to know a large secret key (either symmetric or private/public) then
these keys will have to be stored on the user's system. Furthermore, keeping
thesesecretrequiresan extra security assumptionand intro ducesa new point of
weakness.Even if a useris required to know somepublic but non-genericdata,
like the sener's public key, this must be stored on the user'ssystemand requires
an extra assumptionthat the public key cannot be modi ed. In either case,(1)
there is a signi cant increasein administration overheadbecauseboth secretand
public keys have to be generatedand securely distributed to the user's system
and the sener, and (2) this would not allow for usersto walk up to a generic
station that runs the authentication protocol and be able to perform securere-
mote authentication to a systemthat was previously unknown to that station
(such as, perhaps, the user's home system).

To solve these problems one may wish to use a trusted third party, either
on-line (as in Kerberos) or o®-line (i.e., a certi cation authority). Howewer, the
fact that the third party is \trusted" implies another security requiremert. Also,
the usersor seners must at somepoint interact with the third party beforethey
can communicate remotely, which increasesthe overhead of the whole system.
Naturally, if an organizedand comprehensie PKI emerges,this may be lessof
a problem. Still, password-only protocols seemvery inviting becausethey are
basedon direct trust betweena user and a serwer, and do not require the user
to store long secretsor data on the user's system. They are thus cheaper, more
°exible, and lessadministration-in tensive. They alsoallow for a genericprotocol
which can be pre-loaded onto users'systems.

Password-Authen tication Proto cols: Traditional password protocolsare sus-
ceptible to o®-line dictionary attacks: Many userschoosepassvords of relatively
low ertropy, soit is possiblefor the adversary to compile a dictionary of likely
passvords. Obviously, we can't prevent the adversary from trying the passvords
on-line, but sud an attack can be made infeasible by simply placing a limit on
the number of unsuccessfuluthentication attempts. On the other hand, an o®-
line seart through the dictionary is quite doable. Here is an example an attack
against a simple challenge-respnse protocol: The adversary overhearsa chal-
lenge R and the assaiated responsef (P; R) that involvesthe password. Now
she can go o®-line and run through all the passwords P° from a dictionary of
likely passwords, comparing the value f (P% R) with f (P;R). If oneof the values
matchesthe response,then the true password has beendiscovered.

A decade ago, Lomas et.al. [23] preseried the rst protocols which were
resistart to these types of o®-line dictionary attacks. The protocols assumed
that the client had the sener's public key and thus were not strictly passvord-
only protocols. Other protocols for this scenariowere dewveloped in [19,20,12].

The EKE protocol [8] was the rst password authenticated key exchange
protocol that did not require the userto know the sener's public key. The idea
of EKE was to usethe password to symmetrically encrypt the protocol mes-
sagesof a standard key exchange (e.g., Dite-Hellman [15]). Then an attacker
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making a password guesscould decrypt the symmetric encryption, but could
not break the asymmetric encryption in the messagesand thus could not verify
the guess.Following EKE, many password authenticated key exdhange proto-
cols were proposed|[9,19,18,28,21,22,24,29]. Some of these protocols were, in
addition, designedto protect against server compromise, so that an attacker
that was able to steal data from a serer could not later masqueradeas a user
without having performed a dictionary attack.! All of these protocol proposals
contained informal argumerts for security. However, the fact that someversions
of theseprotocolswere subsequetly shovn to be insecure[26] should emphasize
the importance of formal proofs of security.
Mo dels for Secure Authen tication and Key Exchange: Bellare and Ro-
gaway [4] preseried the rst formal model of security for entity authentication
and key exchange, for the symmetric two party case.In [7] they extend it to the
three party case.Blake-Wilson et.al. [10] further extend the model to cover the
asymmetric setting. Independently, [25] and [3] present extensionsto the model
to allow for password authentication. Halevi and Krawczyk [20] and Boyarsky
[12] present models which include both passwords and asymmetric keys (since
they deal with password-basedprotocolsthat alsorely on serer public keys).
Bellare, Canetti, and Krawczyk [2] present a di®erert model for security of
entit y authentication and key exchange,basedon the multi-part y simulatabilit y
tradition [1]. Shoup [27] re nes and extends their model. We preseri a further
extensionof [27] that includes password authentication.

3 Mo del

For our proofs, we extend the formal notion of security for key exchangeprotocols
from Shoup [27] to password-authenticated key exchange. We assumethat the
adversary totally cortrols the network, a la [4].

Security for key exchange in [27] is de ned using an ideal system, which
describesthe service(of key exchange)that is to be provided, and a real system,
which describes the world in which the protocol participants and adversaries
work. The ideal system should be de ned suc that an\ideal world adversary"
cannot (by de nition) break the security. Then, intuitiv ely, a proof of security
would show that anything an adversary can do in the real system can also be
donein the ideal system,and thus it would follow that the protocol is securein
the real system.

3.1 Ideal system

Our ideal systemfollows [27], exceptfor the addition of password authentication
and a slight modi cation to explicitly handle mutual authentication. We assume
that there is a set of (honest) users indexedi = 1;2;:::. Each useri may have

! Naturally , given the data from a server, an attacker could perform an o®-line dictio-
nary attack, sincethe server must know something to verify a user's password.
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seweral instancesj = 1;2;:::. Then (i; j) refersto a given user instance. A user
instance (i; j) is told the identity of its partner, i.e., the userit is supposedto
connectto (or receivwe a connectionfrom). An instanceis alsotold its role in the
session,i.e., whether it is going to open itself for connection, or whether it is
going to connect to another instance.

There is also an adversary that may perform certain operations, and a ring
master that handles these operations by generating certain random variables
and enforcing certain global consistencyconstraints. Some operations result in
a record being placedin a transcript.

The ring master keepstrack of sessionkeys fKj g that are set up among
user instances (as will be explained below, the key of an instance is set when
that instance starts a session).In addition, the ring master has accessto a
random bit string R of some agreed-umn length (this string is not revealed
to the adversary). We will refer to R as the environment. The purpose of the
ernvironment is to model information sharedby usersin higher-level protocols.

Since we deal with password authentication, and since passwords are not
cryptographically secure,our systemmust somehav allow a non-negligible prob-
ability of an adversary successfullyimpersonating an honest user. We do this
by including passwords explicitly in our model. We let Y2 denote the function
assigningpasswords to pairs of users.To simplify notation, we will write ¥JA; B]
to mean¥JfA; Bg] (i.e., ¥JA; B] is by de nition equivalent to ¥JB;Al]).

The adversary may perform the following types of operations:

initialize user [Transcript: ("initialize user" ;i; IDj)]
The adversary assignsidentit y string ID; to (new) useri. In addition, a ran-
dom passvord ¥JID;; ID 0] is chosenby the ring master for ead existing user
i9 (seethe discussionbelow on the distribution from which these passwords
are generated). The passwords are not placedin the transcript. This models
the out-of-band communication required to set up passwords betweenusers.

set password [Transcript: ("set password";i; ID% )]
The identity ID° is required to be new, i.e., not assignedto any user. This
sets¥JID;;IDY to Ysand placesa record in the transcript.
After ID° has beenspecied in a set passwod operation, it cannot be used
in a subsequehn initialize user operation.

initialize user instance [Transcript: (“initialize user instance" ;i;j;
role(i; j ); PIDj )]
The adversary assignsa user instance (i; j) a role (one of f open; conneci)
and auserPIDj that is supposedto beits partner. If PIDj is not setto an
identit y of an initialized user,then we require that a set passwod operation
has been previously performed for i and PIDj (and hencethere can be no
future initialize user operation with PID;; asthe userID).

terminate user instance [Transcript: ("terminate user instance" ,i,j)]
The adversary speci es a userinstance (i; j ) to terminate.

test instance password
This is called with an instance (i; j) and a password guess¥. The returned
result is either true or false , depending on whether 4= %JID;; PID;; ]. If
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the result is true , then this query is called a suwessfulguesson fID;; PIDj; g
(note that a successfulguesson f A; Bg is alsoa successfulguesson f B ; Ag).
This query may only be asked onceper userinstance. The instance hasto be
initialized and not yet engagedin a session(i.e., no start sessionoperation
has beenperformed for that instance). Note that the adversary s allowed to
ask a test instance passwod query on an instancethat hasbeenterminated.
This query doesnot leave any recordsin the transcript.
start session [Transcript: ("start session” ;i; j)]
The adversary speci es that a sessiornkey K for userinstance (i; j ) should
be constructed. The adversary speci es which connection assignmentshould
be used. There are three possibleconnection assignmets:
open for connection from (i%j9. This requiresthat role(i; j) is \open,"
(i%j9 has beeninitialized and has not been terminated, role(i%j9 is
\connect,” PIDj = IDjo, PIDjoo = ID;, no other instance is open for
connectionfrom (i%] 9, and no test instance passwod operation hasbeen
performed on (i; j). The ring master generatesK; randomly. We now
say that (i; j) is open for connection from (i%j9.
connect to (i%j9. This requires that role(i;j) is \connect," (i%j9 has
beeninitialized and hasnot beenterminated, role(i%j 9 is\open," PIDj =
IDjo, PIDjojo = IDj, (i%j 9 wasopen for connectionfrom (i; j) after (i; j)
wasinitialized and is still openfor connectionfrom (i; j ), and no test in-
stance passwod operation hasbeenperformedon (i; j ). The ring master
setsKjj = Kijogo. Wenow sa that (i%] 9 is nolongeropenfor connection.
exp ose. This requiresthat either PID;; hasnot beenassignedo anidentit y
of aninitialized user,or there hasbeena successfuuessonfID;; PID; g.
The ring master setsKj; to the value speci ed by the adversary.
Note that the connection assignmet is not recordedin the transcript.
application [Transcript: ("application” ;f;f (R;fKj g))]
The adversary is allowed to obtain any information she wishes about the
ernvironment and the sessionkeys. (This models leakage of sessionkey in-
formation in a real protocol through the use of the key in, for example,
encryptions of messages.)The function f is speci ed by the adversary and
is assumedto be exciently computable.
implemen tation [Transcript: ("impl" ;cmnt)]
The adversaryis allowedto put in an\implementation commert" which does
not a®ectanything elsein the ideal world. This will be neededfor generating
ideal world viewsthat are equivalert to real world views, aswill be discussed
later.

For an adversary A”, IdealWorld(A®) is the random variable denoting the
transcript of the adversary's operations.

Discussion (passwod authentication): Our system correctly describesthe ideal
world of password authenticated key exchange.If two userssuccessfullycomplete
a key exchange,then the adversary cannot obtain the key or the password. This
is modeledby the adversary not being allowed any test instance passwod queries
on an instance after a successfulkey exchange. Our ideal model explicitly uses
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(ring mastergenerated)passwrds, and an adversary can only obtain information
about a password by issuing a test instance passwod query for an instance,
signifying an impersonation attempt by the adversary against the key exchange
protocol run by that instance. (One may think of this asmodeling an adversary
who attempts to log in to a sener by sendinga guessedpassvord.)

We did not specify how the ring master choosespasswords for pairs of users.
The simplestmodel would be to have a dictionary D, which is a setof strings, and
let all passwords be chosenuniformly and independertly from that dictionary.
To achieve the strongest notion of security, though, we can give the adversary
all the power, and simply let her specify the distribution of the passwords asan
argumert to the initialize user operation (the speci cation of the distribution
would be recorded in the transcript). The passwords of a user could even be
dependent on the passwords of other users.We note that our proofs of security
do not rely on any speci ¢ distribution of passwords, and would thus be correct
ewven in the stronger model.

We also model the ability of the adversary to set up passvords betweenany
usersand herself, using the set passwod query. This can be thought of asletting
the adversary set up rogue accourts on any computer she wishes, as long as
those rogue accourts have di®eren user IDs from all the valid users.

3.2 Real System with Passwords

Now we describe the real systemin which we assumea password-authenticated
key exchange protocol runs. Again, this is basically from [27], except that we
do not concernourseleswith public keysand certi cation authorities, sinceall
authentication is performed using shared passvords.

Usersand user instancesare denoted as in the ideal system. User instances
are de ned as state machines with implicit accessto the user's| D, PID, and
password (i.e., userinstance(i; j ) is givenaccesdgo ¥4ID;; PID ]). Userinstances
also have accessto private random inputs (i.e., they may be randomized). A
userinstance starts in someinitial state, and may transform its state only when
it receives a messageAt that point it updates its state, generatesa response
message,and reports its status, either \con tin ue", \accept" , or \reject" ,
with the following meanings:

{ \con tin ue": the userinstanceis preparedto receive another message.

{ \accept": the userinstance (say (i; j)) is nished and has generateda ses-
sion key K .

{ \reject": the userinstanceis nished, but hasnot generateda sessionkey.

The adversary may perform the following typesof operations:

initialize user [Transcript: ("initialize user" ;i; IDj)]
initialize user instance [Transcript: (“initialize user instance" ;i;j;
role(i; j ); PIDj )]

set password [Transcript: ("set password";i; ID% )]
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application [Transcript: ("application” ;f;f (R;fKj g))]
All above asin the ideal system.

deliv er message [Transcript: ("impl" ;"message';i; j; InMsg; OutMsg; status)]
The adversary delivers InMsg to userinstance (i; j). The userinstance up-
dates its state, and replies with OutMsg and reports status. If status is

\accept", the record ("start session" ;i;]) is addedto the transcript, and
if statusis \reject”, the record ("terminate instance" ;i;j) is addedto the
transcript.

random oracle [Transcript: ("impl" ;"random oracle" ;i; x; H;(x))]

The adversary queries random oracle i on a binary string x and receives
the result of the random oracle query H;(x). Note that we do not allow
application operations to query random oraclesH;. In other words, we do
not give higher-level protocols accessto the random oracles used by the
key exchange scheme (although a higher-level protocol could have its own
random oracles). The adversary, however, doeshave accesdo all the random
oracles.

For an adversary A, RealWorld(A) denotes the transcript of the adver-
sary's operations. In addition to recordsmade by the operations, the transcript
will include the random coins of the adversary in an implementation record
("impl" ;"coins" ;coins).

3.3 Denition of Security
The de nition of security for key exchangegiven in [27] requires

1. completeness : for any real world adversarythat faithfully deliversmessages
between two user instanceswith complimentary roles and identities, both
user instancesaccept; and

2. simulatabilit y: for every excient real world adversary A, there exists an ef-
“cient ideal world adversary A® such that RealWorld(A) and IdealWorld(A®)
are computationally indistinguishable.

We will usethis de nition for password-authenticated key exchangeas well.?

4 Explicit Authen tication: The PAK Proto col

4.1 Preliminaries

Let - and * denote our security parameters,where - is the \main" security pa-
rameter and can be thought of asa generalsecurity parameter for hashfunctions
and secretkeys (say 128 or 160bits), and * > - can be thought of as a security

2 We can do this becauseour ideal model includes passwords explicitly . If it did not, we
would have to somehav explicitly state the probabilit y of distinguishing real world
from ideal world transcripts, given how many imp ersonation attempts the real world
adversary has made.
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X 2R Zq
m ?
m = g“ ¢(H1(A; B;¥))" _ Testm 6 0 mod p
Y 2r Zq
1 = gy
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0
K = Ha(AB;m; % %) - TestkoZ Ha(ABimi % %Y

K = Ha(AB;m: % %)

Fig. 1. PAK protocol, with Ya= ¥JA; B]. The resulting sessionkey is K. If a \T est"
returns false, the protocol is aborted.

parameter for discrete-log-basedoublic keys (say 1024 0r 2048bits). Let f0; 1g°
denote the set of nite binary strings and f0;1g" the set of binary strings of
length n. A real-valued function 2(n) is negligible if for every ¢ > 0, there exists
ne > 0 such that 2(n) < 1=n° for all n > n..

Let q of sizeat least - and p of size” be primes such that p= rq+ 1 for
somevalue r co-prime to g. Let g be a generator of a subgroup of Z; of sizeq.
Call this subgroup Gp.q. We will often omit \ mod p" from expressionswhen it
is obvious that we are working in Z.

Let DH(X;Y) denotethe Dite-Hellman valueg® of X = g andY = ¢'. We
assumethe hardnessof the Decision Dixe-Hel Iman problem(DDH) in Gp.q. One
formulation is that giveng; X;Y;Z in Gp,q, whereX = g* andY = g@¥ are chosen
randomly, and Z is either DH(X;Y) or random, ead with half probability,
determineif Z = DH(X;Y). Breaking DDH implies a constructing a polynomial-
time adversary that distinguishesZ = DH(X;Y) from a random Z with non-
negligible advantage over a random guess.

4.2 The Proto col

De ne hash functions Hza;Hop;Hs @ f0;1g° ! f0;1g and Hp : fO;1g” !
f0;1g (where ~ ., "+ -). We will assumethat H;, Ha, Hap, and Hs are
independert random functions. Note that while H; is described as returning a
bit string, we will operate on its output asa number modulo p.

The PAK protocol is given in Figure 1.

Theorem 1. The PAK protocol is a secure passwod-authenticated key exchange
protocol in the explicit-authentication model.

Pro of: (Sketch) The completenessrequiremert follows directly by inspection.
Here we sketch the proof that the simulatabilit y requiremert holds. Complete
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details are preseried in the full paper [13]. The basictechnique is essetially that
of Shoup [27]. The ideais to create an ideal world adversary A® by running the
real world adversary A against a simulated real system, which is built on top of
the underlying ideal system.In particular, A® (i.e., the simulator combined with
A) will behave in the ideal world just like A behavesin the real world, except
that idealized sessionkeys will be usedin the real world simulation instead of
the actual sessionkeys computed in the real system.

Thus, our proof consists of constructing a simulator (that is built on top
of an ideal system) for a real system so that the transcript of an adversary
attacking the simulator is computationally indistinguishable from the transcript
of an adversary attacking the real system.

Simulator The generalidea of our simulator is to try to detect guessesn the
passvord (by examining the adversary's random oracle queries) and turn them
into test instance passwod queries.If the simulator doesnot detect a passvword
guess,then it either setsup a connection betweentwo instances(if all the mes-
sagesbetween them have been correctly relayed), or rejects (otherwise). The
main ditcult y in constructing the simulator is that we needto respond to the
adversary's requestswithout knowing the actual passwords. This causesus to
userandom valuesin place of the results of those random oracle calls that take
the password as an argumert. We can think of these as\implicit" oracle calls.
In handling the adversary's explicit random oracle queries,as well as those pro-
tocol operations that use random oracles,we needto make sure that we don't
use inconsistert values for the result of a random oracle on a certain input.
Speci cally, we must make sure the random oracle queriesto H,, and Hy, are
consistert with the k and k®valuessert or received by the userinstances.This is
relativ ely straightforward (using test instance passwod queries)exceptwhenthe
adversary sendsa ! value badk to an initiator instance. To be able to determine
the password being tested by the adversary in this case,we will make sure the
simulator has answered ead H;(A; B;%) query using a random value for which
it knows the discrete log (after that value is raisedto the r).

Indistinguishability The simulation described above is indistinguishable from
the real world aslong asthe simulator doesnot needto perform a test instance
passwod query that is disallowed in the ideal world. Speci cally, by the rules of
the ideal world, (1) only one of thesequeriescan be madefor eat userinstance,
and (2) the query cannot be made at all for any instance that performs a start
sessionoperation (previously or in the future). Soto "nish our proof, we needto
show that if the adversary can break either rule with non-negligible probability,
then we can break the DDH Assumption with non-negligible probability.

The idea of the proof of (2) goesas follows. Say that the o®endingquery is
made within the rst T queries.(T is bounded by the adversary's running time
and must be polynomial.) Take a DDH challenge (X;Y;Z). Run the simulation
(playing the ringmaster also, i.e., choosingour own passwords) with the following
changes:Choosearandomd 2 [0; T]. On the dth deliver messagequery to initiate
a protocol, say for usersA and B, setm = X. For any B instance that receives
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m = X, set!t = Y@’ for somerandomYy. If the adversary makesa query to H,,
Hp, or Hz with A; B;m, al ascalculated above, ¥ and ¥ where¥= ZXY=1"®x
for ®y, the discretelog of (H1(A; B;%))", guessthat the DDH challengeis a true
DH instance. All other queries are answered in a straightforward way, except
that the adversary may make a valid password guessusing its own * and %
for which the simulator cannot verify the ¥ value (becausethe simulator does
not know the discrete log of X ). In this casewe °ip a coin to decidewhether to
acceptor not, and cortin ue the simulation. It can be shawn that if the adversary
is ableto breakthis ideal world rule with probability 2, then we will give a correct
responseto the DDH challengewith probability roughly 1 + . (The 4 in the
denominator comesfrom the half probability of the DDH challengebeing a true
DH instance and the half probability of a correct coin °ip.)

The idea of the proof of (1) goesas follows. Say that the o®endingqueries
occur within the rst T queries. Let the DDH challengebe (X;Y;Z). Run the
simulation (playing the ringmaster also) with the following changes:Choosea
random d 2 [0; T]. Assumethe bad event will occur for the dth pair of users
mertioned (either in an H1(A; B; § query or an initialize user instance with A
and partner B) Each time H1(A; B ;%) is queried for some¥ °ip a cointo decide
whether to include a factor of X in the return value. For any rst messageto
a B instance with partner A, set! = Yg¥ for somerandom y. Note that the
Y valuesusedin any pair of H,,, Hop, and H3 queriesfor the sameA; B;m;?
(where® was calculated as Y ¢¥), and using two di®erert password guesseg¥a
and Y) can be tested against the Z value if exactly one of H1(A; B;%) and
H1(A; B; %) included a factor of X in its calculation. If any of these pairs tests
positively for the Z value, guessthat the DDH challengeis a true DH instance.
All other queriesare answered in a straightforward way. It can be shown that
if the adversary is able to break this ideal world rule with probability 2, then
we will give a correct responseto the DDH challenge with probability roughly

2

% + z7. (The 4 in the denominator comesfrom the half probability of the DDH
challenge being a true DH instance and the half probability of the adversary
making queriesfor two passwords in which exactly one included a factor of X

in the Hy() calculation.) u

5 Implicit Authen tication: The PPK Proto col

We “rst describe an Ideal System with Implicit Authentication, and then de-
scribe the PPK protocol. Note that we still usethe Real Systemfrom Section3.2.

5.1 Ideal System with Implicit Authen tication

Here we consider protocols in which the parties are implicitly authenticated,
meaning that if one of the communicating parties is not who she claims to be,
she simply won't be able to obtain the sessionkey of the honest party. The
honest party (which could be playing the role of either "open" or "connect" )
would still open a session,but no one would be able to actually communicate
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with her on that session® Thus, someof the connectionsmay be \dangling." We
will allow two new connection assignmers:

dangling open. This requiresrole(i; j) to be\open.”
dangling connect. This requiresrole(i; j) to be \connect."

In both casesthe ring master generateskK ;; randomly.
To use implicit authentication with passwords, we will make the following
rules:

{ Dangling connection assignmeits are allowed even for instanceson which
the test instance passwod query has beenperformed.

{ A test instance passwod query is allowed on an instance, even if it has
already started a sessionwith a dangling connection assignmer.

We still restrict the number of test instance passwod queriesto at most one per
instance. The rules relating to other connection assignmems do not change.

The reasonfor this permissivenessis that an instance with a dangling con-
nection assignmenm can't be surethat it wasn't talking to the adversary All that
is guaranteed is that the adversarywon't be able to get the key of that instance,
unlessshecorrectly guesseghe passvord.

In practice, this meansthat we can't rule out an unsuccessfupasswrd guess
attempt on an instance until we can con rm that somepartner instance has ob-
tained the samekey. It follows that if we are trying to count the number of
unsuccessfullogin attempts (e.g., so that we can lock the accourt when some
threshold is reached), we can't consideran attempt successfulntil we get some
kind of con rmation that the other side has obtained the samekey. We thus see
that key con rmation (which, in our model, is equivalert to explicit authentica-
tion) is indeed relevant when we use passvords.

5.2 PPK Proto col

If we don't require explicit authentication, we can make a much more excient
protocol. The PPK protocol requires only two rounds of communication. The
protocol is given in Figure 2.

Theorem 2. The PPK protocol is a secure passwod-authenticated key exchange
protocol in the implicit-authentic ation model.

The completenessrequiremert follows directly by inspection. The proof of
simulatabilit y is omitted due to pagelimits. The basic structure of the proof is
very similar to that of the PAK protocol.

% In a later version of [27], Shoup also deals with implicit authentication, but in a
di®erert way. We feel our solution is more straightforw ard and intuitiv e.
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A B
X 2R Zq
m ?,
m = g“ ¢(H1(A; B;¥))" _ Testm 6 0 mod p
Y 2r Zq

b= g G(Hi(A B
Y= (e )
Test! 6 0mod p Yo 000 K = Ha(A B:m: L %%)

Y= (e )
K = Hs(A;B;m % %%)

Fig. 2. PPK protocol, with Y= ¥JA; B]. The resulting sessionkey is K .

6 Resilience to Server Compromise|The PAK-X
Proto col

6.1 Ideal System with Passwords|Resilience to Server Compromise

Now we de ne a systemin which one party is designatedas a server, and which
describes the ability of an adversary to obtain information about passwords
stored on the sener, along with the resultant security. To accomplishthis, one
role (open or connect) is designatedas the server role, while the other is desig-
nated as the client role. We add the test passwod and get veri er operations,
and changethe start sessionoperation.

test password
This query takestwo users,say i and i®, asargumerts, alongwith a passvord
guess¥ If a getverier query has beenmade on fi; i%, then this returns
whether ¥4 = ¥JID;;IDjo]. If the comparison returns true, this is called a
successfulguesson fID;;ID;og. If no get veri er has beenmade on fi; i%,
then no answer is returned (but seethe description of get veri er below).
This query does not place a record in the transcript. It can be asked any
number of times, as long as the next query after every test passwod is
of type implementation. (The idea of the last requiremert is that a test
passwod query hasto be causedby a \real-world" operation, which leaves
an implementation record in the transcript.)

get verier [Transcript: ("get verifier" ;i; 9]
Arguments: usersi and i%. For eat test passwod query on fi; i% that has
previously beenasked (if any), returns whether or not it was successful.If
any one of them actually was successfulthen this getveri er query is called
asuccessfuguessonfID;;IDj0g. Note that the information about the success
or failure of test passwod queriesis not placedin the transcript.

start session [Transcript: ("start session” ;i; )]
In addition to the rules speci ed previously, a connection assignmen of ex-
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posefor client instance (i; j ) is allowed at any point after a getveri er query
on usersi and i® has beenperformed, where ID o = PIDj .

The test passwod query does not a®ectthe legality of open and connect
connection assignmerts.

6.2 Real System|Resilience to Server Compromise

In a real systemthat has any resilienceto server compromise,the server must
not store the plaintext passvord. Instead, the sener storesa veri er to verify
a user's password. Thus, the protocol has to specify a PPT veri er generation
algorithm VGen that, given a set of user identities fA; Bg, and a passvword %
producesa veri er V.

As above for ¥4A; B], we will write V[A; B] to meanV|[fA; Bg].

A user instance (i; j) in the serwer role is given accessto V[ID;;PIDj]. A
user instance (i; j ) in the client role is given accesso ¥4ID;; PIDj ].

The changesto the initialize user and set passwod operations are given here:

initialize user [Transcript: ("initialize user" ;i; ID;)]
In addition to what is donein the basicreal system,V[ID;;IDjo] =
VGen(fID;; 1D og; ¥4ID;; ID;o]) is computed for ead i°.

set password [Transcript: ("set password";i; ID% 4]
In addition to what is donein basic real system, V[ID;;IDY is setto
VGen(fID;; 1D %; ).

We add the get veri er operation here:

get verier [Transcript:("get verifier" ;i;i9, followed by ("impl" ;
“verifier ;i i%V[ID;;1D;o])]
The adversary performs this query with i and i° as argumerts, with
V[ID;;IDjo] being returned.

6.3 PAK-X proto col

In our protocol, we will designatethe open role asthe client role. We will useA
and B to denotethe identities of the client and the sener, respectively. In addi-
tion to the random oracleswe have usedbefore,we will useadditional functions
Ho :f0;1g° ! f0;1g%9* and H:f0;1g° ! f0;1g9* ", which we will assume
to be random functions. The veri er generation algorithm is

VGen(fA;Bg;%) = g'"B I

where we de ne V[A; B] = Ho(min(A; B); max(A; B); Y3 (we needto order user
identities, just sothat any pair of usershas a unique veri er).
The PAK-X protocol is given in Figure 3.

Theorem 3. The PAK-X protocol is a secure passwod-authenticated key ex-
change protocol in the explicit-authentication model, with resilience to server
compromise.
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The completenessrequiremert follows directly by inspection. The proof of
simulatabilit y is omitted due to page limits. (The technique that allows us to
perform authentication wherethe serer storesa veri er instead of the passvord
itself is similar to the technique developed independertly in [17] to obtain an
excient encryption schemesecureagainstan adaptive chosen-ciphertextattack.)

A B
XZR Zq
m ?
m = g* ¢(H1(A;B;V))' _ Testm 6" 0 mod p
Yy 2r Zq
1 = gy

%= (rme ;v»'o)y
c2g f0;1g ,a= g"o®
x y, 5 ak HO(c)

Y= 1 k=CcOHza(A;B;m;1 ¥%V"0l%: V)

c= kOH2a(A; B;m; % %a"';V)
TestaZ gHo(©
k%= Han(A; B;m; % %ark;c;V)
0
K = Hs(A;B;m; % %%c;V) K- Testke2 Hao(A; B;m; 3 Hask;c; V)
K = H3(A B;m; L %c;V)

Fig. 3. PAK-X protocol, with ¥a= ¥JA; B], v = V[A; B],andV = V[A; B]. The resulting
sessionkey is K .

Ac knowledgemen ts. We would like to thank Daniel Bleichenbacher for an
improvemen to our method of generating simulated random oracle responses
(as shown in the full paper [13]).

References

1. D. Beaver. Securemultipart y proto cols and zero-knowledge proof systemstolerat-
ing a faulty minority. J. of Cryptology, 4(2):75{122, 1991.

2. M. Bellare, R. Canetti, and H. Krawczyk. A modular approach to the design and
analysis of authentication and key exchangeproto cols. In STOC'98, pages419{428.

3. M. Bellare, D. Pointcheval, and P. Rogaway. Authenticated key exchange secure
against dictionary attacks. In EUROCRYPT 2000, pages??{??.

4. M. Bellare and P. Rogaway. Entity authentication and key distribution. In
CRYPTO'93, pages232{249.

5. M. Bellare and P. Rogaway. Random oraclesare practical: A paradigm for designing
excient protocols. In ACM Security (CCS'93), pages62{73.

6. M. Bellare and P. Rogaway. Optimal asymmetric encryption. In EUROCRYPT'94,
pages92{111.

7. M. Bellare and P. Rogaway. Provably securesessionkey distribution|the  three
party case.In STOC'95, pages57{66.



17

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29
30

2 Victor Boyko, Philip MacKenzie, and Sarvar Patel

. S.M. Bellovin and M. Merritt. Encrypted key exchange: Password-based proto cols
secure against dictionary attacks. In Proceedingsof IEEE Security and Privacy,
pages72{84, 1992.

. S. M. Bellovin and M. Merritt. Augmented encrypted key exchange: A password-

based proto col secureagainst dictionary attacks and password Te compromise. In

ACM Security (CCS'93), pages244{250.

S. Blake-Wilson, D. Johnson, and A. Menezes.Key agreemert proto cols and their

security analysis. In Sixth IMA Intl. Conf. on Cryptography and Coding, 1997.

D. Boneh. The decision Dite-Hellman problem. In Proceedings of the Third Al-

gorithmic Number Theory Symposium, volume 1423 of Lecture Notes in Computer

Science, pages48{63. Springer-Verlag, 1998.

M. Boyarsky. Public-key cryptography and password proto cols: The multi-user

case.In ACM Security (CCS'99), pages63{72.

V. Boyko, P. MacKenzie, and S. Patel. Provably Secure Password-Authen ticated

Key Exchange Using Dite-Hellman (full version).

http://iwww.b ell-labs.com/user/philmac/researc h/pak.ps.gz

R. Canetti, O. Goldreich, and S. Halevi. The random oracle methodology, revisited.

In STOC'98, pages209{218.

W. Dize and M. Hellman. New directions in cryptography. IEEE Trans. Info.

Theory, 22(6):644{654, 1976.

T. ElGamal. A public key cryptosystem and a signature scheme based on discrete

logarithm. IEEE Trans. Info. Theory, 31:469{472, 1985.

E. Fujisaki and T. Okamoto. Secureintegration of asymmetric and symmetric

encryption schemes. In CRYPTO'99, pages537{554.

L. Gong. Optimal authentication proto cols resistant to password guessingattacks.

In 8th IEEE Computer Security Foundations Workshop, pages24{29, 1995.

L. Gong, T. M. A. Lomas, R. M. Needham, and J. H. Saltzer. Protecting poorly

chosensecretsfrom guessingattacks. IEEE Journal on Selected Areas in Commu-

nications, 11(5):648{656, June 1993.

S. Halevi and H. Krawczyk. Public-k ey cryptography and password proto cols. In

ACM Security (CCS'98), pages122{131.

D. Jablon. Strong password-only authenticated key exchange. ACM Computer

Communication Review, ACM SIGCOMM, 26(5):5{20, 1996.

D. Jablon. Extended password key exchange protocols immune to dictionary at-

tack. In WETICE'97 Workshop on Enterprise Security , 1997.

T. M. A. Lomas, L. Gong, J. H. Saltzer, and R. M. Needham. Reducing risks

from poorly chosenkeys. ACM Operating SystemsReview, 23(5):14{18, Dec. 1989.

Proceedingsof the 12th ACM Symposium on Operating System Principles.

S. Lucks. Open key exchange: How to defeat dictionary attacks without encrypting

public keys. In Proceedings of the Workshop on Security Protocols, 1997.

P. MacKenzie and R. Swaminathan. Securenetwork authentication with password

information. manuscript.

S. Patel. Number theoretic attacks on securepassword schemes. In Proceedings of

IEEE Security and Privacy, pages236{247, 1997.

V. Shoup. On formal models for securekey exchange. IBM Researd Report RZ

3120. April, 1999.

M. Steiner, G. Tsudik, and M. Waidner. Re nement and extension of encrypted

key exchange. ACM Operating System Review, 29:22{30, 1995.

. T. Wu. The secureremote password protocol. In NDSS'98, pages97{111.

. T. Wu. A real world analysis of Kerberos password security. In NDSS'99.



