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Abstract. In this work, we present a new class of polynomial-time
attacks on the original multilinear maps of Garg, Gentry, and Halevi
(2013). Previous polynomial-time attacks on GGH13 were “zeroizing”
attacks that generally required the availability of low-level encodings of
zero. Most significantly, such zeroizing attacks were not applicable to
candidate indistinguishability obfuscation (i0) schemes. iO has been the
subject of intense study.

To address this gap, we introduce annihilation attacks, which attack
multilinear maps using non-linear polynomials. Annihilation attacks can
work in situations where there are no low-level encodings of zero. Using
annihilation attacks, we give the first polynomial-time cryptanalysis of
candidate iO schemes over GGH13. More specifically, we exhibit two sim-
ple programs that are functionally equivalent, and show how to efficiently
distinguish between the obfuscations of these two programs.

Given the enormous applicability of iO, it is important to devise iO
schemes that can avoid attack. We discuss some initial directions for
safeguarding against annihilating attacks.

Introduction

In this work, we present a new class of polynomial-time attacks on the origi-
nal multilinear maps of Garg, Gentry, and Halevi [GGH13a]. Previous attacks
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on GGH13 were not applicable to many important applications of multilin-
ear maps, most notably candidate indistinguishability obfuscation (i0) schemes
over GGH13 [GGH*13b,BR14,BGK*14,PST14,AGIS14,MSW14,BMSZ16]. In-
deed, previous attacks on GGH13 can be classified into two categories:

— Works presenting polynomial-time attacks that either explicitly required the
availability of low-level encodings of zero [GGH13a,HJ16], or required a dif-
ferently represented low-level encoding of zero, in the form of an encoded
matrix with a zero eigenvalue [CGHT15]. As a result, such “zeroizing” at-
tacks do not apply to any iO candidates.

— Works that yield subexponential or quantum attacks [CDPR16,ABD16,CJL16].
This includes the works of [ABD16,CJL16] that were announced concur-
rently with the initial publication of our work. We note that the attacks
of [ABD16,CJL16] on GGH13 mmaps, for example, require exponential run-
ning time if n = Alog? ¢.

iO has been the subject of intense study. Thus, understanding the security of
candidate iO schemes is of high importance. To do so, we need to develop new
polynomial-time attacks that do not require, explicitly or implicitly, low-level
encodings of zero.

Annihilation Attacks. To address this gap, we introduce annihilation attacks,
which attack multilinear maps in a new way, using non-linear polynomials. An-
nihilation attacks can work in situations where there are no low-level encodings
of zero. Using annihilation attacks, we give the first polynomial-time cryptanal-
ysis of several candidate iO schemes over GGH13 from the literature. More
specifically, we exhibit two simple programs that are functionally equivalent,
and show how to efficiently distinguish between the obfuscations of these two
programs. We also show how to extend our attacks to more complex candi-
date obfuscation schemes over GGH13, namely ones that incorporate the “dual-
input” approach of [BGK™14]. (Note that, even without the dual-input structure,
[BGK™14,AGIS14,MSW14,BMSZ16] were candidates for achieving iO security
when implemented with [GGH13a].) Additionally, we give the first polynomial-
time cryptanalysis of the candidate order revealing encryption scheme due to
Boneh et al. [BLR*15] when instantiated over GGH3.

We now give an overview of our attack. The overview will introduce the main
conceptual ideas and challenges in mounting our attack. After the overview, we
will discuss potential defenses that may thwart our attack and generalizations
of it.

1.1 Overview of the Attack

We begin with a simplified description of the GGH13 scheme, adapted from text
in [CGHT15].



The GGH13 scheme For GGH13 [GGH13a] with k levels of multilinearity,
the plaintext space is a quotient ring Rg = R/gR where R is the ring of integers
in a number field and g € R is a “small element” in that ring. The space of
encodings is R, = R/qR where ¢ is a “big integer”. An instance of the scheme
relies on two secret elements, the generator ¢ itself and a uniformly random
denominator z € R,. A small plaintext element « is encoded “at level one” as
u = [e/z]q where e is a “small element” in the coset of «, that is e = a4 gr for
some small r € R.

Addition/subtraction of encodings at the same level is just addition in Ry,
and it results in an encoding of the sum at the same level, so long as the nu-
merators do not wrap around modulo ¢. Similarly multiplication of elements at
levels 4,4’ is a multiplication in Ry, and as long as the numerators do not wrap
around modulo ¢ the result is an encoding of the product at level ¢ + 7'

The scheme also includes a “zero-test parameter” in order to enable test-
ing for zero at level k. Noting that a level-k encoding of zero is of the form
u = [gr/z*],, the zero-test parameter is an element of the form p,, = [hz*/g],
for a “somewhat small element” h € R. This lets us eliminate the z* in the
denominator and the g in the numerator by computing [p: - u]q = h - r, which
is much smaller than g because both h,r are small. If v is an encoding of a
non-zero «, however, then multiplying by p, leaves a term of [ha/g], which
is not small. Testing for zero therefore consists of multiplying by the zero-test
parameter modulo g and checking if the result is much smaller than q.

Note that above we describe the “symmetric” setting for multilinear maps
where there is only one z, and its powers occur in the denominators of encodings.
More generally, we will equally well be able to deal with the “asymmetric” setting
where there are multiple z;. However, we omit this generalization here as our
attack is agnostic to such choices. Our attack is also agnostic to other basic
parameters of the GGH13, including the specific choice of polynomial defining
the ring R.

Setting of our attack Recall that in our setting, we — as the attacker — will
not have access to any low-level encodings of zero. Thus, in general, we are given
as input a vector u of ¢ encodings, corresponding to a vector a of £ values being
encoded, and with respect to a vector r of ¢ random small elements. Thus, for
each i € [(], there exists some value j; < k such that

_[u] 0i £ 0
q

zJi

What o distinguishing attack entails. In general, we consider a situation where
there are two distributions over vectors of values: a(® and a(!). Rather than
directly viewing these as distributions over values, we can think of them as dis-
tinct vectors of multivariate polynomials over some underlying random variables,
which then induce distributions over values via the distributions on the under-
lying random variables. Thus, from this viewpoint, a(® and a!) are just two
distinct vectors of polynomials, that are known to us in our role as attacker.



Then a challenger chooses a random bit b € {0,1}, and we set a = a(®).
Then we are given encodings w of the values a using fresh randomness r, and
our goal in mounting an attack is to determine the challenger’s bit b.

Note that to make this question interesting, it should be the case that
all efficiently computable methods of computing top-level encodings of zero
(resp. non-zero) using encodings of a(?) should also yield top-level encodings
of zero (resp. non-zero) using encodings of a(Y). Otherwise, an adversary can
distinguish the encodings simply by zero testing.

Using annihilating polynomials Our attack first needs to move to the poly-
nomial ring R. In order to do so, the attack will need to build top-level encodings
of zero, and then multiply by the zero-testing element p,:. Because we are in
a setting where there are no low-level encodings of zero, top-level encodings of
zero can only be created through algebraic manipulations of low-level encodings
of nonzero values that lead to cancellation. Indeed, a full characterization of
exactly how top-level encodings of zero can be created for candidate iO schemes
over GGH13 was recently given by [BMSZ16]. In general, our attack will need to
have access to a collection of valid algebraic manipulations that yield top-level
encodings of zero, starting with the encodings u.

Generally, then, a top-level encoding of zero e produced in this way would
be stratified into levels corresponding to different powers of g, as follows:

gt Pt g
e = Zk

and thus
f=le palg=h-(n+gnt-g" "

Above, each 7; is a polynomial in the entries of a and 7. As suggested
by the stratification above, our main idea is to focus on just one level of the
stratification. In particular, let us focus on the first level of the stratification,
corresponding to the polynomial 7.

A simple illustrative example. Suppose that we had three ways of generating
top-level encodings of zero, e, e/, and e”, which yield products f, f/, and f”
in the ring R. Suppose further that e,e’, and e’ contained polynomials 7, =
xr; v, = ar?; and 4/ = x, where x is a random variable underlying a(®).
Then we observe that there is an efficiently computable annihilating polynomial,
Q(a,b,c) := a® — be, such that Q(y1,71,7)) is the zero polynomial. Further,
because @ is homogeneous, Q(h-7y1, h-vi, h-~{) is also the zero polynomial. (We
will always ensure that our annihilating polynomials are homogeneous, which
essentially comes for free due to the homogeneity of the v; polynomials in the
iO setting; see Lemma 1.)

Thus, if we compute Q(f, f’, f”), we obtain an element in the ring R that is
contained in the ideal (hg).

However, consider the top-level encodings of zero e, ¢/, and e” that arise from
aM | which is a different vector of polynomials over = than a(?). Suppose that in



this case, the encodings e, ¢/, and €¢” contain polynomials y; = z3r; 74 = zr; and
vy = z. In this scenario, the polynomial @ is no longer annihilating, and instead
yields Q(v1,71,7)) = 2%r? — 2%r. Thus, what we have is that if the challenge bit
b =0, then Q(f, f’, f") is contained in the ideal (hg), but if the challenge bit
b =1, then Q(f, f', ") is not contained in the ideal (hg).

Obtaining this distinction in outcomes is the main new idea behind our at-
tack.

Central challenge: How to compute annihilating polynomials? While
it was easy to devise an annihilating polynomial for the polynomials contained
in the simple example above, in general annihilating polynomials can be hard
to compute. Every set of n + 1 or more polynomials over n variables is alge-
braically dependent and hence must admit an annihilating polynomial. Indeed,
therefore, if we do not worry about how to compute annihilating polynomials,
our high-level attack idea as described above would apply to every published iO
scheme that can be instantiated with GGH13 maps that we are aware of, and it
would work for every pair of equivalent programs that output zero sufficiently
often. This is simply because every published iO candidate can be written as
an algebraic expression using only a polynomial number of underlying random
variables, whereas the obfuscated program can be evaluated on an exponential
number of inputs.

However, unless the polynomial hierarchy collapses (specifically, unless Co-
NP C AM), there are sets of (cubic) polynomials over n variables for which
the annihilating polynomial cannot be represented by any polynomial-size arith-
metic circuit [Kay09]. As a result, for our attack idea to be meaningful, we must
show that the annihilating polynomials we seek are efficiently representable by
arithmetic circuits and that such representations are efficiently computable. In
particular, we seek to do this in the context of (quite complex) candidates for
indistinguishability obfuscation.

We begin by looking deeper at the structure of the polynomials v; that we
need to annihilate. In particular, let’s examine what these polynomials look like
as a consequence of the stratification by powers of g. We see that by the structure
of encodings in GGH13, each polynomial «; will be linear in the entries of r and
potentially non-linear in the entries of . This is already useful, since the r
variables are totally unstructured and unique to each encoding given out, and
therefore present an obstacle to the kind of analysis that will enable us to find
an annihilating polynomial.

To attack iO, we will first design two simple branching programs that are
functionally equivalent but distinct as branching programs. To this end, we con-
sider two branching programs that both compute the always zero functionality.
The simplest such program is one where every matrix is simply the identity ma-
trix, and this will certainly compute the constant zero functionality. To design
another such program, we observe that the anti-identity matrix

o-(2)



can be useful, because it has the property that BB = I. Thus, to make another
branching program that computes the always zero functionality, we can create a
two-pass branching program, where the (two) matrices corresponding to z; = 0
are both set to B, and all other matrices are set to I.

With these branching programs in mind, we analyze the v; polynomials that
arise. The main method that we use to prune the search space for annihilating
polynomials is to find changes of variables that can group variables together in
order to minimize the number of active variables. We use a number of methods,
including inclusion-exclusion formulas, to do this. By changing variables, we are
able to reduce the problem to finding the annihilating polynomial for a set of
polynomials over only a constant number of variables. When only a constant
number of variables are present, exhaustive methods for finding annihilating
polynomials are efficient. For further details, refer to Section 5.

Mowing to more complex iO candidates. The above discussion covers the main
ideas for finding annihilating polynomials, and by generalizing our methods,
we show that they extend to more challenging settings. Most notably, we can
extend our methods to work for the dual-input technique of [BGK™14], which has
been used in several follow-up works [AGIS14,MSW14,BMSZ16]. Previously, no
cryptanalysis techniques were know to apply to this setting. For further details,
see Sections 4 and 5.

An abstract attack model We first describe our attacks within a new abstract
attack model, which is closely related to a model proposed in [CGH*15, App. Al.
The new model is roughly the same as existing generic graded encoding models,
except that a successful zero test returns an algebraic element rather than a bit
b € {0,1}. These algebraic elements can then be manipulated, say, by evaluating
an annihilating polynomial over them. This model captures the fact that, in
the GGH13 candidate graded encoding scheme [GGH13a], the zero test actually
does return an algebraic element in a polynomial ring that can be manipulated.

We describe our attacks in this abstract model to (1) highlight the main new
ideas for our attack, and (2) to demonstrate the robustness of our attack to
simple “fixes” for multilinear maps that have been proposed.

Theorem 1. Let O denote the single-input variant of the iO candidates in
[BGK* 14,PST14,AGIS14,MSW14,BMSZ16] (over GGH13 [GGH13a] maps).

There exist two functionally-equivalent branching programs A, A’ such that
O(A) and O(A’) can be efficiently distinguished in the abstract attack model
described in Section 2.

Note that in the single input case, the [BGK*14,AGIS14,BMSZ16] obfus-
cators over GGH13 [GGH13a] maps were shown to achieve iO security in the
standard generic graded encoding model. This theorem shows that such security
does not extend to our more refined model.

The attack in Theorem 1 works by executing the obfuscated program hon-
estly on several inputs, which produces several zero-tested top-level 0-encodings.



Recall that in our model, each successful zero-test returns an algebraic element.
We then give an explicit polynomial that annihilates these algebraic elements in
the case of one branching program, but fails to annihilate in the other. Thus by
evaluating this polynomial on the algebraic elements obtained and testing for
zero, it is possible to distinguish the two cases.

Beyond the abstract attack model Our abstract attack does not immedi-
ately yield an attack on actual graded encoding instances. For example, when
the graded encoding is instantiated with [GGH13a], the result of an annihilat-
ing polynomial is an element in the ideal (hg), whereas if the polynomial does
not annihilate, then the element is not in this ideal. However, this ideal is not
explicitly known, so it is not a priori obvious how to distinguish the two cases.

We observe that by evaluating the annihilating polynomial many times on
different sets of values, we get many different vectors in (hg). With enough
vectors, we (heuristically) can compute a spanning set of vectors for (hg). This
is the only heuristic portion of our attack analysis, and it is similar in spirit to
previous heuristic analysis given in other attacks of multilinear maps (see, e.g.,
[CGH*15]). With such a spanning set, we can then test to see if another “test”
vector is in this ideal or not. This is the foundation for our attack on obfuscation
built from the specific [GGH13a] candidate.

Dual-Input Obfuscation and Beyond. Moving on to the dual-input setting, we do
not know an explicit annihilating polynomial for the set of algebraic elements re-
turned by our model. However, we are able to show both that such a polynomial
must exist, and furthermore that it must be efficiently computable because it
has constant size. Thus we demonstrate that there exists an efficient distinguish-
ing adversary in the abstract attack model. As before, we can turn this into a
heuristic attack on obfuscation built from [GGH13a| graded encodings. We also
show that modifying the branching programs to read d > 2 bits at each level
does not thwart the attack for constant d, because the annihilating polynomial
still has constant size (albeit a larger constant).

Theorem 2. Let O denote the dual-input variant of the iO candidates found in
[BGK* 14,PST14,AGIS14,MSW14,BMSZ16] (over GGH13 [GGH13a] maps).

There exist two functionally-equivalent branching programs A, A’ such that
O(A) and O(A’) can be efficiently distinguished in the abstract attack model
described in Section 2.

We do not currently know how to extend these attacks to the multilinear
maps of Coron, Lepoint, and Tibouchi [CLT13].
1.2 Attacking Candidate Order-Revealing Encryption

We show how to apply annihilating polynomials to the candidate order-revealing
encryption (ORE) scheme of Boneh et al. [BLRT15]. ORE is a symmetric key



encryption scheme where it is possible to learn the order of plaintexts with-
out knowing the secret key, but nothing else is revealed by the ciphertexts.
Such a scheme would allow, for example, making range queries on an encrypted
database without the secret key. The ORE of [BLR™15] is one of the few imple-
mentable applications of multilinear maps. We demonstrate a polynomial such
that whether or not the polynomial annihilates depends on more than just the
order of the plaintexts. We therefore get an attack in our refined abstract model:

Theorem 3. Let & denote the ORE scheme of [BLR" 15] (over GGH13 [GGH13a]
maps). There exist two sequences of plaintexts m{ < --- < m§0 and mgl) <
e < mgl) such that E(mY),--- ,E(mY) and E(m}),--- ,E(m}) can be efficiently
distinguished in the abstract attack model described in Section 2.

We also show how to extend our attack to obtain an explicit attack when in-
stantiated over GGH13 maps. This attack has an analogous heuristic component
as in our attack on obfuscation.

1.3 Defenses

The investigation of the mathematics needed to build iO remains in its infancy.
In particular, our work initiates the study of annihilation attacks, and significant
future study is needed to see how such attacks can be avoided. We begin that
process here with a brief discussion of some promising directions. (Following the
initial publication of our work, Garg, Mukherjee, and Srinivasan [GMS16] gave
a new candidate iO construction, based on a new variant of the [GGH13a] multi-
linear maps, that provably resists all known polynomial-time attacks, including
ours, assuming an explicit PRF in NC!. Following that, we [MSZ16] gave a sim-
pler candidate iO construction, using the original [GGH13a] multilinear maps,
that provably resists all known polynomial-time attacks under a more general
assumption.)

As noted above, the primary obstacle to mounting annihilation attacks is
finding an efficiently representable annihilating polynomial. Indeed, at present
we only know how to mount our attack for a small class of matrix branching
programs. Many iO candidates work by first transforming a general program into
one of a very specific class of branching programs, that does not include any of
the matrix branching programs that we know how to attack using annihilation
attacks. However, exactly which iO candidates can be attacked using annihilation
attacks, and how annihilation attacks can be prevented, remains unclear.

Is it possible that more complex algebraic constructions of iO candidates can
avoid the existence of such annihilating polynomials? For example, we do not
know how to extend our attack to the original iO candidate of [GGH™13b], and
it is still a possibility that their candidate is secure. The difficulty of extend-
ing our attack to their scheme stems from the extra defenses they apply, namely
appending random elements to the diagonal of the branching program. This ran-
domization of the branching program means our polynomials do not annihilate,



and has so far prevented us from pruning the search space of polynomials to find
new annihilating polynomials.

On the other hand, there may still be efficiently computable annihilating
polynomials for [GGH"13b], or for that matter any other candidate iO scheme.
Given any candidate, how would we argue that no such annihilating polynomials
exist? As one approach, we propose exploring ideas from the proof of [Kay09]
that shows the existence of sets of polynomials for which no efficient annihilat-
ing polynomial can be found, unless Co-NP C AM. Perhaps these ideas can
be combined with ideas from [BR14,MSW14] to identify a candidate iO scheme
where finding relevant annihilating polynomials will be provably as hard as in-
verting a one-way function.

Going further, we propose exploring non-algebraic methods for randomizing
the matrix branching programs being obfuscated, in such a way that this random-
ization destroys all algebraic descriptions of the « values that are being given
out in encoded form. For example, suppose a matrix branching program can
be randomized (while preserving functionality) using matrices drawn randomly
from discrete matrix subgroups, resulting in matrices whose entries cannot be
written as Z-linear (or Z,-linear) polynomials. Then the usual algebraic notion
of annihilating polynomials may no longer be capable of yielding an attack.

2 Model Description

We now describe an abstract model for attacks on current multilinear map can-
didates. There are “hidden” variables X7, ..., X, for some integer n, Z1,..., Z,,
for another integer m, and g. Then there are “public” variable Y7, ...,Y,,, which
are set to Y; = ¢;({X;}) + gZ; for some polynomials ¢;. All variables are defined
over a field F.

The adversary is allowed to make two types of queries:

4

— In a Type 1 query, the adversary submits a “valid” polynomial p; on the
Y;. Here “valid” polynomials come from some restricted set of polynomials.
These restrictions are those that are enforceable using graded encodings.
Next, we consider p as a polynomial of the formal variables X, Z;, g. Write

pe= v (X} AZD) + o (X1 {Z3) + g

If pi is identically 0, then the adversary receives | in return. If p,(co) is not

identically 0, then the adversary receive L in return. If py is not 0 but p,(co)
is identically 0, then the adversary receives a handle to a new variable Wy,
which is set to be py/g = plil)({Xj}, {Z:}) + 9]91(@2)({)(]‘}, {Z:}) + ...

— In a Type 2 query, the adversary is allowed to submit arbitrary polyno-
mials r with small algebraic circuits on the W that it has seen so far.
Consider r({W}}) as a polynomial of the variables X;, Z;, g, and write r =
rO X1 AZ) + grW (X3, {Zi})) + g%.... Tf r(O is identically zero, then
the model responds with 0. Otherwise the model responds with 1.

In current graded encoding schemes, the set of “valid” polynomials is deter-
mined by the restrictions placed by the underlying set structure of the graded



encoding. Here we consider a more abstract setting where the set of “valid”
polynomials is arbitrary.

In the standard abstract model for graded encodings, Type 1 queries output
a bit as opposed to an algebraic element, and there are no Type 2 queries.
However, this model has been shown to improperly characterize the information
received from Type 1 queries in current candidate graded encoding schemes.
The more refined model above more accurately captures the types of attacks
that can be carried out on current graded encodings.

2.1 Obfuscation in the Abstract Model

We now describe an abstract obfuscation scheme that encompass the schemes
of [AGIS14,BMSZ16], and can also be easily extended to incorporate the scheme
of [BGK™14]. The obfuscator takes as input a branching program of length ¢,
input length n, and arity d. The branching program contains an input function
inp : [(] — 2[") such that |inp(i)| = d for all i € [¢]. Moreover, the branching
program contains 2%¢ + 2 matrices Ao, {Ai s, Yiep, Aer1 where S; ranges over
subsets of inp (i), and AgA¢41 are the “bookend” vectors. To evaluate a branching
program on input z, we associate x with the set T' C [n] where ¢ € T if and only
if ; = 1. To evaluate the branching program on input = (set T') compute the
following product.

4

A(T) = Ap x HAi,Tﬁinp(i) X Apy1
i=1

The output of the branching program is 0 if and only if A(T") = 0.
The obfuscator first generates random matrices { R; };e[¢41) and random scalars
{ai,s; Yie,s,cinp(i)- Then it computes the randomized branching program con-

sisting of the matrices A; 5, = a;s,(R; - Ais, - R;-lfl) and bookend vectors

:473 =Ay- R'lldj and Zg:_/l = Ryy1 - Agy1. Here R?dj denotes the adjugate matrix
of R; that satisfies R?dj x R; = det(R;) - I. Tt is easy to see that this program
computes the same function as the original branching program. B

Finally, the obfuscator sets the “hidden” variables in the model to the A ma-
trices. Denote the “public” variables as Y; s = A; s+9Zis = i sRi-Ai s ~R;-lfj1 +
9Zi s (and define Yy, Yy41 analogously). The set of valid Type 1 polynomials is
set up so that honest evaluations of the branching program are considered valid.
That is, the polynomials

y4

pr =Yy X HYi,Tminp(i) X Yo
=1

are explicitly allowed. Notice that the ¢° coefficient of pr is exactly K(T) =
A(T), so the evaluator can run the program by querying on pr, and checking if
the result is L.

10



In the case d = 1, this obfuscator corresponds to the basic single-input
branching program obfuscator of [AGIS14,BMSZ16]. In the more restricted model
where there are no Type 2 queries, it was shown how to set the underlying
graded encodings so that the only valid Type 1 queries are linear combinations
of arbitrarily-many pr polynomials. This is sufficient for indistinguishability ob-
fuscation. When d = 2 this corresponds to the dual-input version of these obfus-
cators, in which it was shown how to set up the underlying graded encodings so
that the the linear combination has polynomial size. This is sufficient for virtual
black box obfuscation (again in the more restricted model).

In any case, since for functionality the set of allowed queries must include
honest executions of the program, we always allow queries on the pr polynomials
themselves. As such, our attacks will work by only making Type 1 queries on
honest evaluations of pr. Thus with any restrictions in our abstract model that
allow for such honest evaluations of pp, we will demonstrate how to to break
indistinguishability security.

An equivalent formulation. When the obfuscator described above is concretely
implemented, the final step is to encode each element of each Y matrix in the
GGH13 candidate multilinear map scheme [GGH13a]. Recall that for this, an
element a € Z,, is mapped to a polynomial a + gr € Z[x]/(z™ + 1) (here we omit
the level of the encodings, which is without loss of generality since we only com-
pute honest evaluations of the branching program). Then, when evaluating on
an input whose output is 0, the g°-coefficient in pr will be 0 in the GGH13 ring,
namely it will be 0 modulo the ideal (g). However, we would like this coefficient
to be identically 0.

To this end, we note that the obfuscation procedure can be viewed in a
slightly different way that will guarantee this. Namely, we first encode the A
matrices in the GGH13 ring, and then we perform the randomization steps over
this ring. We note that, crucially, the necessary adjoint matrices R{” can be
computed over this ring. Then by the properties of the adjoint, we are guaranteed
that the off-diagonal entries of each (R?Y x R;) are identically 0, and this ensures
that the g%-coefficient of pr is as well.

3 Abstract Attack

Here we describe an abstract attack on obfuscation in our generic model. For
simplicity, we describe the attack for single input branching programs, which
proves Theorem 1. We extend to dual-input and more generally d-input branch-
ing programs in Section 5, which will prove Theorem 2.

3.1 The branching programs

The first branching program A is defined as follows. It has 2n + 2 layers, where
the first and last layers consist of the row vector Ap := (0 1) and the column
vector Agni1 := (1 0)7 respectively. The middle 2n layers scan through the

11



input bits twice, once forward and once in reverse, with input selection function
inp(2) := min(i,2n + 1 —4) (so z; is read in layers 1 and 2n, x2 is read in layers
2 and 2n — 1, etc.)®. In each of these layers, both matrices are the identity, i.e.

we have
10
Aio=A4A1 = (0 1>

for i € [2n]. Here, we adopt the more standard notation for branching programs
where the matrix A; is selected if xjp(;) = b.

The branching program A = {inp, Ao, Aapn+1, 44 | © € [2n],b € {0,1}} is
evaluated in the usual way:

2n

A(JJ) = AO X HAi)Iinp(i) X A2n+1.
i=1
Clearly this satisfies A(x) = 0 for all z.
The second branching program A’ = {inp’,A{J,A’%H,A;b | i € [2n],b €
{0,1}} is defined almost identically. The sole difference is that, in the layers

reading bits any of the bits x1,...,x; for some integer k& < n, the matrices
corresponding to “z; = 0” are changed to be anti-diagonal. Namely, we have

01 )
10 = Ao q1i0 = <1 O> for i € [k]

and all other components remain the same (i.e. inp’ = inp, Aj = Ao, Ay, =
Aopt1, and A, = A, for all (4,0) where b =1 or i € [k + 1,2n — k]). We
again have A’(z) = 0 for all z, because the anti-diagonal matrix above is its own
inverse and all the matrices commute.

3.2 The distinguishing attack

We now specialize the abstract obfuscation scheme from Section 2 to the single-
input case. We choose invertible matrices {R; € Z2**};cion41) and non-zero
scalars {av » € Zp}icj2n],pefo,1} uniformly at random. Next, we define

- adj Y o o adj
Ao = Ap-R Aopy1 = Rony1- Aot Aip = aipRi- A p- Ry

for i € [2n], b € {0,1}, where R¥ is the adjugate matrix of R;. Finally, each of
the entries of the various A are what are actually encoded, meaning the “public”

variables consist of
adj
Yip = aipRi- Aip - RYY +9Ziy

Next, by performing a change of variables on the Z;;, we can actually write
Yiv = ipRi- (Aip +9Zip) - Rfﬂ

3 Recall that in the single-input case, the set outputted by inp() is just a singleton
set.
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The underlying graded encodings guarantee some restrictions on the types
of Type 1 encodings allowed — however, the restrictions must allow evaluation
of the branching program on various inputs. In particular, the query

2n

Pz = Yo x HY;‘@inp(i) X Yv2n+1
=1

is allowed. Now, the coefficient of ¢° in p, is given by

2n 2n
0 — —
pé ) = Ap X HAi,minp(i) X Agpy1 = pHOéi,zinp(i)Ao X HAi,minp(i) X Agpi1
i=1 i i=1

which evaluates to 0 by our choice of branching programs. (Note that by the
discussion at the end of Section 2, we can take this coeffficient to be identically
0, and not merely divisible by g.) Here p := [[, det(R;) satisfies pI = [], R;R?%,
and we abuse notation by letting Yo 4, ., denote Yy (and similarly for the other
matrices).

Thus, the model, on Type 1 query p,, will return a handle to the variable

2n-+1
1) ._— ) A . 7. AL .
Pz’ =P Q4 Zinp 4 (Aoﬂzinp(o) Azilvzinp(ifl) Z'vainp(i) A'L+lvxinp(i+1) A2n+17minp(2n+1))
7 1=0

As in Section 2, we will associate x € {0,1}"™ with sets T C [n] where
i € T if and only if 2; = 1. For i € [2,n], write a;b = o p02nt+1—ip- Also
set o, = paypagnp. Thus pH?Zl Qizpoisy = 1l @ 4, Define this quantity
as U, = Up. It is straightforward to show that the Ur satisfy the following
equation* when |T'| > 2.

_ —(T-1)
Ur = U, ] v
JeT
Moreover, any equation satisfied by the Ur is generated by these equations.

For the other part of p_g,gl) = p(T1 ), there are two cases:

— The branching program is all-identity, with bookends (1 0) and (0 1)¥. Then
Ai,O = Ai11 =: Al Here, we write ﬂi,b = A() N 'Ai,1 . Zi,b . Ai+1 B 'A2n+1-
Notice that the 3;; are all independent. For 0 < ¢ < n, let Bab = Bip +
Bon+1—ip- Thus,

2n-+1 n
_ ’
§ : (onxinp(o) o 'Aiflafﬂinp(ifl) ! Zivminp(i) ' Ai+1vminp(i+l) o .A2n+lvzinp(2n+l)) - § :ﬁz,ml
1=0 =0

Define this quantity as V, = Vp. It is similarly straightforward to show that
the Vr satisfy the following equation when |T'| > 2.

Ve =—(T|-D)Vy+ > Vi
JeET

4 See Theorem 4 for a proof of a more general identity.

13



Moreover, any equation satisfied by the Vr is generated by these equations.
Piecing together, we have that p(Tl) = UrpVp, where Up, Vp satisfy the equa-
tions above.

— The branching program is as above, except that it has reverse diagonals for
b=0,i < k. Consider a term - A1,z 1) " Zigips) * Ait 1z~
Suppose for the moment that ¢ < k+ 1. Since each A, is either diagonal or
anti-diagonal, we have that - - .Ai_lxwinp(ifl) =---A;_1 4, , isequal to the row
vector (0 1) if the parity of x[; ;_1) is zero, and is equal to (1 0) if the parity
is 1. Similarly, Ai+17minp(i+1) .-+ is equal to the column vector (1 0)7 if the
parity of zj; ;1) is zero, and (0 1)T otherwise®. Therefore, - - - Ai 1 iy

Zi ity AitLizipisn 18 QAL 10 (Ziai)) | 5 OF (Zisdisy) 5, depending

on the parity of 21 ;_1j. Therefore, define ~; 5 ;, to be the result of the product

when x; = b and the parity of x[; ;_y) is p. For i € [2n+Fk, 2n], the same holds,

so we can absorb the product for this ¢ into ;4 ». For i € [k+2,2n —k — 1],

the same holds true, except that it is only the parity of the bits z; ;) that

matter. Therefore, we can write the product as 7;, where x; = b and the
parity of x[; x) is p. Notice that each of the 7;p , are independent.

Define

n
Wr =W, = E Vi, parity (Z(1 min(i—1,k)])
=1

Then we have that p(T1 ) = UrWr.

The W must satisfy some linear relationships, since the number of W is
2™, but the number of 7y is 4n. We have not derived a general equation, but
instead we will focus on two cases. If the bits x1,...,x, are fixed (say to
0), then the parity for these bits is always the same (0). Therefore, Wy for
these T satisfy the same equations as the Vp. Thus, any equation satisfied
by the pgpl ) for these T' in the all-identity case will also be satisfied in the
anti-diagonal case.

In the other case, take T' C {1, 2,3}, and suppose k = 1. In this simple case, it
is straightforward to show that the following are the only linear relationships
among these W:

Wiz +Wi=Wia+Wigs
Wzyg + Wq) =Wy + Ws

These are different, and fewer, than the equations satisfied by the V. This
will be the basis for our distinguishing attack.

To distinguish the two branching programs, it suffices to find a polynomial

() that annihilates the pgpl ) for T C {1,2,3} in the all-identity case, but does
not annihilate in the anti-identity case. Here is such a polynomial; we note that,

5 The rest of the bits of  do not matter, since both matrices for each of these bits

occur in the product Ai+1’l‘inp(i+l) .-+, and therefore cancel out.
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though it does not matter for our attack, this is in fact the minimal annihilating
polynomial for {p(Tl)}Tg{LQ’g}.

2 2 2 2
Q1,23 = (péf)pf%,g) + (pgl)p%) + (pgl)p%) + (pgl)pg%)

1 1 1 1 1 1 1 1 1 1 1 1
=2 (p" w1 50085 + 0B 5pn Y + 0 Vpl o nl )

D1 P33P P13+ DP1 P2 3P3 D12 2 "P1,3P3 "P1,2

1 1 1 1 1 1 1 1
+ 4(19(% )pﬁ,%pg,épé,é +p§,3,3p§ 'psIpiY)

(1, 1, 1), (1) (1, (1), (1) (1)+p(1) (1), (1) (1))

The fact that Q123 annihilates in the all-identity case can be verified by
tedious computation. The fact that it does not annihilate in the anti-diagonal
case can also be verified by tedious computation as follows. Consider a generic
degree 4 polynomial @ in the pgpl ) for T C {1,2,3}. The condition “@ annihilates
the pgrl )” can be expressed as a linear equation in the coefficients of @. Since @
has degree 4 in 8 variables, the number of coeflicients is bounded by a constant,
so the linear constraints can be solved. The result of of this computation is that
@ = 0 is the only solution.

By Schwartz-Zippel, if Q does not annihilate, then with overwhelming prob-
ability over the randomness of the obfuscation, the result of applying @ is non-
Zero.

The attack thus works as follows. First query on inputs = which are zero in
every location except the first three bits. Since the branching program always
evaluates to zero, the model will return a handle to the element p(Tl ), where
T C {1,2,3} is the set of bits where x is 1. Then, evaluate the polynomial
Q1,2,3 on the elements obtained. If the result is 0, then guess that we are in the
all-identity case. If the result is non-zero, then guess that we are in the anti-
diagonal case. As we have shown, this attack distinguishes the two cases with

overwhelming probability.

We make one final observation that will be relevant for attacking the spe-
cific [GGH13a] candidate. We note that, for either branching program, the fol-
lowing is true. Let Ty be some subset of [k+1, n] of size 3, and write Ty = 41, i2, i3.
Let Ty some subset of [1,n]\ Tp. Then for any subset T' C [3], write ]ﬁgpl) = pgpl,),
where T = {i : i € Ty or ¢ = i; for some j € T'}. If we then evaluate the above

polynomial (1,23 over the ]ﬁgpl ), we see that it annihilates. This is because the

corresponding pgpl,) satisfy the same equations as above.

3.3 Extensions

Here we consider the extension of our attack to other settings.
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More general branching programs. First, a straightforward extension of our anal-
ysis above shows that ()1 2,3 will successfully annihilate for any “trivial” branch-
ing program where, for each layer i, the matrices A; o and A; ; are the same. In
other words, the evaluation of the branching program is completely independent
of the input bits. In contrast, above we showed a very simple branching program
which does not satisfy this property for which Q)12 3 does not annihilate. More
generally, it appears that for more complicated branching programs, Q) 23 will
typically annihilate. Therefore, our attack generalizes to distinguish “trivial”
branching programs from many complicated branching programs.

Padded-[BMSZ16]. Next, we observe that our attack does not require the branch-
ing programs to compute the all-Os function, and that essentially any desired
functionality can be used.

Assume that we are given BPs A, A’ that both compute the same function
f:{0,1}" — {0,1}. We augment them to obtain new BPs B, B’ by adding 6
extra “padding” layers anywhere in the program; the first two of these input
layers read (new) input bit x,41, the next two read x,2, and the final two read
Zn+3. For B we put the identity matrix everywhere in these layers, while for B’
we put the anti-identity matrix when the bit read is 0.

The augmented BPs compute essentially the same function as before, namely
f e {0,1" — {0,1} where f'(z) = f(x|1..n). So, provided it is easy to
find an input z for which the original function f(z) = 0, we can obtain the
outputs B(zoy) and B'(xoy) for every y € {0,1}* and evaluate the annihilating
polynomial ()1 2,3 on them. By the same analysis, this will distinguish the two
BPs in our attack model.

[BGK™* 14] and [BR1/]. Our attack also extends to the candidate obfuscator from
[BGK™14]. This obfuscator differs slightly from the one described in Section 2,
as we describe now. Assume that we start with a BP consisting solely of w x w
matrices (i.e. without bookends), such that the product matrix = identity iff the
function evaluates to 0. The [BGK™14] obfuscator first chooses random vectors
s,t € Z,, and adds these as the bookends. Then, in addition to giving out
the encoded matrices Y;;, and bookends s and ¢, the obfuscator gives out the
encoded value of the inner product (s, t), as well an encoding of each «; . Finally,
evaluation of the obfuscated program on input z is given by

§ X H}/'L.wzinp(i) Xt — <5a t> : Haivzinp(i)
7 7

which is an encoding of 0 iff the product of the original BP matrices = identity.

Note that the first term in the subtraction matches the polynomial p, that
was analyzed above, so to extend our attack to the [BGK™14] obfuscator we must
account for the g'-coefficient of the second term (s,t) - []; @i a,,,,- Denoting
Q0,z0p0) ‘= (5,1), the polynomial we need to analyze becomes [[;(ciz,,.,, +
' Zivminp(i))7 where as above the z variables represent the GGH13 randomness.

The g'-coefficient of this polynomial is >, (Zi,zinpu) I Oéj,zinp(j)), which we can
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rewrite as
H Qi i i) Z gi,zinp(i) (1)
i i
via the change of variables z; ;, ;) = Zi,x;np(i)/ai,zinp(i)- Finally, observe that
expression (1) can be easily absorbed into the previous decomposition

1
pgc ) = pHaivzinp(i) Z ﬂz/,wl
7 7

and indeed the same annihilating polynomial Q123 works for the [BGK'14]
obfuscator as well.

We also believe that our attack extends to the candidate obfuscator in [BR14],
because evaluating the program in that setting corresponds to a subtraction
similar to the one just analyzed. However, we have not completely verified this
due to the complexity of the [BR14] construction.

[PST14]. The main difference between the candidate obfuscator in [PST14] and
the one in Section 2 is that the initial BP matrices are first padded with extra
1s along the diagonal, i.e. they transform

Aip
e ()

However, since this preserves the property of a layer having the same matrix for
both bits, our analysis can be applied to attack this candidate as well.

J/GGHT 13b]. The only candidate branching program obfuscator to which we do
not know how to apply our attack is the original candidate due to [GGHT13b].
In this candidate, the initial BP matrices are first padded with extra random
elements on the diagonal, i.e. they transform

Aip
Aip = ( Di,b)

where D; ; is a random diagonal matrix of dimension d (and A;p is assumed to
have dimension 5). Then, bookend vectors s and ¢ are chosen

S:(81,...,S5,0,...,0,$,...,$) t:(tl,...,t5,$,...,$,0,...,0)
—_— — —— ——
d/2 d/2 d/2 d/2

subject to >, 5 sit; = 0. (This is a slight simplification of [GGHT13b], but it
illustrates the core technical problem in applying our attack.)
Now consider the evaluation on input x:

Ajg A
Pr = 88X H < *%Finp(i) D Xt = sX HZ *Finp() D X t
i %, Tinp(i) Hz 25 Zinp(i)
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While this product indeed encodes value Zig5 sit; = 0 when [], Aivzinp(i) =1,
the g'-coefficient becomes quite complicated. This is due to the uniform entries
in s and ¢, which select some of the GGH randomization variables from the
“southwest” quadrant of the product matrix. As a result, we do not know how

to extend our attack to this setting.

4 Attack on GGH13 Encodings

In this section we explain how the abstract attack above extends to actual obfus-
cation schemes [BGK™14,AGIS14,BMSZ16] when implemented with [GGH13a]
multilinear maps. At a high level, this is done by implementing Type 1 and
Type 2 queries ourselves, without the help of the abstract model’s oracle.

Implementing Type 1 queries is straightforward: for any honestly executed
0-output of the program, namely an encoding

pe = | (POUX)AZ) + oD (X) AZ) +0%) /2]

with pS))({Xj}, {Z;}) = 0, we can multiply by the zero-testing parameter p,; =
[h2*/g], to obtain

We = o Buly = b (BOUXHAZD) + oD (12D +2) (@)

This differs from what is returned in the abstract attack because of the factor h.
To handle this, we ensure that our annihilating polynomial @ is homogeneous,
and thus Q({h - p” ({X;}, {Z:})}z) = 0 whenever Q({pt ({X;}, {Z:})}2) =
0. (Lemma 1 in fact shows we can assume @ is homogeneous without loss of
generality, because the pS) are all homogeneous and of the same degree.)

To implement Type 2 queries, we must check whether a given polynomial @

over {W, }zes (for some S C {0,1}") is an annihilating polynomial, i.e. whether
Q ({h -pg)({Xj}, {Zi})}wes) = 0. To do this we observe that, for any such

Q, Q ({Wi}zes) produces a ring element in the ideal (hg). So, we compute
many such elements v; = Q; ({Wy}zes;), where Q; is the (homogeneous) poly-
nomial that annihilates {pg(vl)({Xj}, {Z;})}zes; when the encodings were formed
by obfuscating the all-identity branching program. More specifically, we compute
enough v; to (heuristically) form a basis of (hg). Then, we compute one more
element v* which is either in (hg) or not depending on which branching program
was obfuscated, and finally we use the (hg)-basis to test this.

4.1 The Attack

We use essentially the same pair of branching programs A, A’ that were used in
the abstract attack (see Section 3.1): A consists of all identity matrices, while
in A’ the two matrices corresponding to 21 = 0 are changed to be anti-diagonal.
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Let O denote the obfuscator described in Section 2.1. This obfuscator is ex-
actly the one from [BMSZ16], with two exceptions. First, it operates on a branch-
ing program reading only one bit per layer, while in [BMSZ16] the branching
programs read two bits per layer. In Section 5, we show that our abstract at-
tack, and thus also the concrete attack described here, extends to the dual-input
setting. (In fact, we show that it extends to arity-d branching programs for any
constant d.) Second, equation (2) (and the presence of z¥ in p,;) assumes that
all encodings output by O are level-1 GGH encodings, while in [BMSZ16] a
more complicated level structure is used (following [BGK*14,MSW14]). How-
ever, since our attack only uses these encodings to honestly execute the obfus-
cated program, (2) holds even for this level structure.

Here is our attack:

— Let m = n°® be the dimension of the underlying encodings (this is a
parameter of the [GGH13a] scheme). Note that any m linearly independent
elements of (hg) form a basis for (hg). Let m’ > m be an integer.

— Repeat the following for t =1,...,m":

e Choose a random size-3 subset Ty = {i1,i2,i3} C [n] that does not
contain 1. Ty will correspond to the set of input bits that we vary.

e Choose a random subset 71 C ([n] \ Tp). Th will correspond to a fixing
of the bits outside Tj.

e For each T C [3],

x let zr € {0,1}" be the string such that z; = 1 if and only if either
i €Ty, or i =1, for some j € T (recall that Ty = {i1,2,i3}).

* Run the obfuscated program on input z, until the zero test query.
Let pgpl ) be the vector obtained from zero testing.

e Evaluate the polynomial Q123 in Section 3 on the pgpl ). Let the output
be defined as v;. That is, we let xp vary over the the 8 possible values
obtained by fixing all the input bits outside of Tj, run the obfuscated
program on each of the z7, and then evaluate the polynomial Q)1 2 5 on
the results to get v;.

— Find a linearly independent subset V' of the v;.

— Choose a random size-3 subset T = {1, 42,43} C [n] that does contain 1. For

each T' C [3], compute p(T1 ) as above. Then evaluate the polynomial Q123

on the pgpl) to obtain a vector v*.

— Finally, test if v* is in the span of V. If it is, output 1. Otherwise, output 0.

Analysis of our attack. As in Section 3, let Ty C [n], and choose an arbitrary
fixing of the remaining bits. Suppose we evaluate the branching program on
the 8 different inputs corresponding to varying the bits in T, and then run the
polynomial ()1 23 on the results. Then @)1 2,3 annihilates annihilates in either of
the following cases:

— Tp does not contain 1.
— The branching program is the all-identity program, even if T contains 1.
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Therefore, we see that Q1 2,3 annihilates for each ¢t = 1,...,m’. In the case
of [GGH13a|, Q12,3 annihilating mans that the resulting vector v is an element
of the ideal (hg).

Thus, each of the v; are elements in the ideal, regardless of the branching
program. We will heuristically assume that the v; span the entire ideal. This is
plausible since the number m’ of v; is much larger than the dimension of the
ideal. Increasing m’ relative to m should increase the likelihood of the heuristic
being true.

For v*, however, things are different. v* is in the ideal if the branching
program is the all-identity, but outside the ideal (with high probability) if the
branching program has anti-diagonals, since in this case (1,23 does not annihi-
late. Therefore, our test for v* being linearly independent from v will determine
which branching program we were given.

5 Beyond Single-Input Branching Programs

In this section, we show an abstract attack on dual-input branching programs,
proving Theorem 2. More generally, we show that generalizing to d-input branch-
ing programs for any constant d will not prevent the attack.

We first recall our semantics of branching programs in the general d-ary
setting. Fix integers d, ¢ and n which respectively correspond to the number of
bits read by each layer of the branching program, the length of the branching
program, and the input length. Let inp : [{] — 2["l be any function such that
linp(i)] = d for all ¢ € [¢]. A branching program of length ¢ then consists of
270+ 2 matrices Ay, {Ais, Yiep, Aey1 where S; ranges over subsets of inp(é), and
AgAgyq are the “bookend” vectors.

We associate an input x with the subset 7' € 2" of indices where  is 1. To
evaluate the branching program on input z (set T') compute the product

¢
A(T) = Ap x HAi,Tﬁinp(i) X A1

i=1

Consider the obfuscation of the branching program. Let R; be the Kilian
randomizing matrices. Let ;g be the extra randomization terms. Then the
encoded values seen by the adversary are the matrices Y; s = a; s R;. A;, S.Rf_ijl —+
9Zi,s

By performing a change of variables on the Z; g, we can actually write Y¥; ¢ =
a; sR;i - (Ais +9Z;5) - R?.ijl

The encodings will guarantee some restrictions on the Type 1 queries al-
lowed — however they must allow evaluation of the branching program. Thus

we assume that the following query is allowed for every T C [n].

Y4

pr =Yy X HYi,Tminp(i) X Yo
=1
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Now we will assume a trivial branching program where (1) within each layer,
all matrices are the same (A; s, = A4; 5/ for any S;, S} € inp(i)), so in particular
the program is constant, and (2), the branching program evaluates to 0 on all
inputs. Therefore, the ¢° coefficient in pr will evaluate to zero everywhere. Thus,
a Type 1 query will output a handle to the variable

P(Tl) =p (H ai,smnp(i)> Z ( : 'Ai,Tminp(iq) : Zi,Tﬁinp(i) : Ai+1,Tminp(z'+1) o )

For any sets S’ C S C [n] with |S| = d, define
as,50 = H o5 Bs,s = Z Bi,s
a:inp(2)=S a:inp(2)=S
and for any set T' C [n], define

Ur = H s, TNS Vr = Z Bs,Tns

5:|S|=d S:|S|=d

Then we have that pgpl) =UrVr.
The following theorem shows that, for |T'| > d, Ur and Vp can each be
written as rational polynomials in the variables Up, Vi for |T'| < d.

Theorem 4. Let T C [n] with |T'| > d. Then,
v QI us R

T'CT:|T'|<d

and

-y (ITI=1T"| =1

T'CT:|T|<d

Proof. We prove this equation for Vp, the proof for Ur is analogous. Consider
expanding the left and right sides of the equation in terms of the Bg 7 and
equating the coefficients of 5g 7 on both sides, we see that the following claim
suffices to prove the theorem:

Claim. For any sets T, S, Z,
Z (|T| |7 = 1) (_1)d—|T/| . {1 ifTnsS=27
T'CT:|T"|<d, T'NS=Z d—|T"] 0 #TNS#2

The left hand side (resp. right hand side) of the above equation corresponds
to the coeflicient of fg 7z in the right hand side (resp. left hand side) of the V'
equation in Theorem 4. Hence the theorem follows from the claim.
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We now prove the claim. First, suppose Z ¢ T'N S. Then the sum on the
right is empty, so the result is zero, as desired. Next, suppose Z C T'N S. Then
for any 7" in the sum, we can write 7/ = ZUT"” where 7" C T\ (SU Z) and
|T”| < d—|Z|. Therefore, we can think of the sum as being over T". The number
of T" of size i is (‘T\(Siuz)‘). Therefore, the sum on the left is equal to

d—|Z|

3 CT\OjUZ”>CTZji%f;J)F4Wi|Z

=0

Let e =d—|Z],t = |T|—|Z] = |T'\ Z] (since Z C (T'nS) CT), and
kE =T\ (SUZ)|. Notice that k¥ < ¢, and that k = ¢ if and only Z = T'NS. Thus,
we need to show that

(kN [(t—i—1 1 ifE=t
SO e
=0 k<t

First, we use the identity (—1)S(S_T_1) = () withs=e—iandr=e—tto

S

replace (t;:l) (—1)°~* with (°~!) (note that the binomial coefficients are defined

for negative integers such as e — t).
Then we have that the left hand side becomes Y ;_, (I:) (z:f) The Chu-

Vandermonde identity shows that this is equal to (k+(:_t)) = (e_(z_k)). Notice
that if ¢ = k, the result is 1. Moreover, if k < t, then the upper index of the
binomial is less than the bottom index, so the result is 0. This proves the claim
and hence the theorem.

Annihilating polynomial for p(Tl ). We now describe our abstract attack using
annihilating polynomials. The first step is to argue that it is possible to efficiently
devise a non-zero polynomial @) on several of the pgpl ) such that @ is identically
zero when the p(T1 ) come from the obfuscation. In particular, we need @ to be
identically zero as a polynomial over the a’s and §’s. Using Theorem 4, it suffices
to find @ that is identically zero as a rational function over the Ur, Vi for |T| < d.

We will first consider the values pgpl ) as polynomials in the Vp,Ur, |T| < d

over the rationals. Let k = 2d + 2, and consider all p(Tl) for T C [k]. Then
each p(Tl) is a rational function of the Uy, Vr for T C [k],|T| < d. There are
E?:o (k) < 2%d+1 guch T, and therefore fewer than 22¢+2 such Up, V. Yet

i
there are 22¢%2 different pgrl ) for T C [k] of arbitrary size. Thus, there must be
some algebraic dependence among the p(T1 ). Notice moreover that the expression

for p(Tl),T C [k] in terms of the Up/, V', T C [k],|T'| < d are fixed rational
functions with integer coefficients, independent of the branching program, n, or

/; the only dependence is on d. Recall that we are taking d to be a constant,

so the number of p(T1 ), Vi, U and the coefficients in the relation between them

are all constants. Therefore, there is a fixed polynomial Q)4 in the pgpl ) over the

rationals such that )4 is identically zero when the pgrl ) come from obfuscation.
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We note that by a more tedious argument, it is actually possible to show

there must be an algebraic dependence among the p(Tl , and hence an annihilating
polynomial for them, when T' varies over the subsets of [k] for k = 2d + 1 (as
opposed to 2d + 2).

By multiplying by the LCM of the denominators of the rational coefficients,
we can assume without loss of generality that Q4 has integer coefficients. There-
fore, there is a fixed integer polynomial Q4 such that Qd(pgpl )) is identically 0.
Since the coefficients are integers, this polynomial actually also applies in any
field or ring; we just need to verify that it is not identically zero in the field /ring.
This will be true as long as the characteristic of the ring is larger than the largest
of the coefficients. Since in our case, the ring characteristic grows (exponentially)
with the security parameter, for high enough security parameter, the polynomial
R4 will be non-zero over the ring.

Computing the annihilating polynomial Q4. In Section 3, we gave an annihilating
polynomial for the case d = 1. For more general d, we do not know a more general
expression. However, we still argue that such a QQ4 can be efficiently found for
any d:

— The polynomial Qg is just a fixed polynomial over the integers; in particular
is has a constant-sized description for constant d. Thus, we can assume that
Qg is simply given to the adversary.

— If we want to actually compute @4, this is possible using linear algebra.
Using degree bounds for the annihilating polynomial due to [Kay09], we
can determine an upper bound t on the degree of Q4. Then, the statement
“Qq annihilates the p(T1 ) can be expressed as a system of linear equations
in the coefficients of ()4, where the equations themselves are determined
by expressions for pgpl ) in terms of the Ur:, V. By solving this system of
linear equations, it is possible to obtain a polynomial 4. We note that,
for constant d, ¢t will be constant, the system of linear constraints will be
constant, and hence it will take constant time to compute Q4. In terms of
d, the running time is necessarily exponential (since the number of variables
pgpl ) is exponential).

The following lemma shows that we can take @) to be a homogeneous poly-
nomial, which will be necessary for obtaining an attack over [GGH13a].

Lemma 1. Let p1,...,px be homogeneous polynomials each of the same degree
d. Let Q be any polynomial that annihilates {p;};, and let Q, denote the homo-
geneous degree-r part of Q. Then Q. annihilates {p;}; for each r < deg(Q).

Proof. Tt Q({pi}:) # 0 for some r < deg(Q), then @, contains some degree-dr

. d r
monomial m. Then because Zre:gO(Q) Q-({pi}i) = Q({pi}i),: 0, some Q") for
' # r must contain the monomial —m. However, since Q") is homogeneous of
degree dr’ # dr, this is a contradiction.
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Completing the attack. Using the annihilating polynomial above, we immediately
get an attack on the abstract model of obfuscation. The attack distinguishes the
trivial branching program where all matrices across each layer are the same,
from a more general all-zeros branching program that always outputs zero, but
has a non-trivial branching program structure.

The attack proceeds as follows: query the model on Type 1 queries for all pr
as T ranges over the subsets of [k]. Since the branching program always outputs

0, the model will return a handle to the p(T1 ) polynomials. Then evaluate the

annihilating polynomial Q4 above on the obtained p(Tl ) If the result is non-zero
(as will be the case for many non-trivial branching programs), then we know the
branching program was not the trivial branching program. In contrast, if the re-
sult is zero, then we can safely guess that we are in the trivial branching program
case. Hence, we breach the indistinguishability security of the obfuscator.

6 Attacking Order Revealing Encryption

In this section, we describe how to attack the order revealing encryption (ORE)
scheme of Boneh et al. [BLR"15], proving Theorem 3.

Theorem 3. Let & denote the ORE scheme of [BLR" 15] (over GGH13 [GGH13a]
maps). There exist two sequences of plaintexts m{ < --- < m§0 and mgl) <
e < mgl) such that E(mY), -+ ,E(mY) and E(m}),--- ,E(m}) can be efficiently
distinguished in the abstract attack model described in Section 2.

We first recall the definition of an order revealing encryption scheme.

Definition 1. An order revealing encryption scheme consists of four algorithms
(Gen, Enc, Dec, Comp) such that:

— Gen takes as input the security parameter, and outputs public parameters PP
and a secret key sk.

— Enc(sk,m) is a secret key encryption algorithm that outputs a ciphertext c.

— Dec(sk, ¢) is a decryption algorithm that outputs a plaintext.

— Comp(PP, g, ¢1) is a public key comparison procedure that takes as input two
ciphertexts, and outputs a bit b.

— Correct Decryption. This is the standard correctness requirement for se-
cret key encryption. For any m, with overwhelming probability over the choice
of (PP, sk) and the random coins of Enc, we have that Dec(sk, Enc(sk,m))
outputs m.

— Correct Comparison. For any messages mqg, mi, mg < my, we have that
with overwhelming probability over the choice of (PP, sk) and the random
coins of Enc, Comp(PP, Enc(sk, my), Enc(sk,m1)) =0 and
Comp(PP, Enc(sk, m), Enc(sk,mg)) = 1.

— Security. For any two polynomial-length sequences of ordered messages
méo) < mgo) < e < mEO) and m((Jl) < mgl) < e < mgl) of the same
length €, we have that the following two distributions are computationally
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indistinguishable: PP, Enc(sk, m(()o)), Enc(sk, mgo)), ..., Enc(sk, mgo)) and
PP, Enc(sk, m(()l)), Enc(sk, mgl)), ..., Enc(sk, my)).

We note that the security definition is much weaker than that defined in [BLR*15],

which allowed for adaptive message queries. Nonetheless, we will give an attack
on their scheme even for our weaker definition

6.1 Description of [BLR115] in Abstract Model

We now given an abstract description of the [BLR*15] order revealing encryption
scheme in our model for graded encodings. We will actually describe a simplified
variant for which, for any ciphertext, that ciphertext can be inserted into either
the first or second ciphertext slot of Comp, but not both. That is, Enc now takes
as input an additional bit b, and if b = 0, and Comp(PP, ¢, ¢1) is only required
to be correct where ¢ is encrypted using bit 0, and ¢; is encrypted using bit
1. This is how the Boneh et al. [BLR"15] protocol works; to obtain the usual
notion of order revealing encryption, the encryption procedure simply encrypts
twice, once to each input.

The starting point for the construction is a branching program A, o, 41,1, B1,0,

Bl,l; [P ,Anyo, An,l; Bn,O; Bn,l such that:

— For any two n-bit integers z,y, [, Az, - By, = 0 if and only if z < y.
Note that it is trivial to extend our attacks to work in the case where < is
replaced with <, >, or >. _

— For any j € [n], the products [[]_; Az, - By, and [[;_,, ,, Az, - By,, which
will be vectors of some dimension, only depend on the result of comparing
the first or last, respectively, j bits of z and y. That is, [[_; A,, By, takes on
one of 3 possible values, depending on the three possible results of comparing
:c[l)i],y[lﬂ-], <,>, 0or =.

Note that here we describe a branching program without bookends, but where

the matrices are shaped so that the output is a scalar. It is straightforward to
obtain a branching program in this form by multiplying the branching program
by the bookend vectors.

The secret key sk for the ORE scheme consists of 2n — 1 random matrices

R;, as well as the necessary information to compute encodings in the graded
encoding. The public key will be the description of the graded encoding scheme,
which allows for Type 1 and Type 2 queries, with the class of valid Type 1
queries to be specified later.

Encryption. To encrypt integer x into the left input to Comp, choose random

adj

oy, for i € [n], and compute A;; = @z ;Roi—2 - Aiz, - Re;” . Here, Ry is just

the integer 1. Then the 1?4:/1 are encoded, meaning the public values seen by the
adversary are

Xoi = wiRoi o (Aiw, + 9Z04) - RSV

for random Z, ;. Here, we use the re-labeling of the Z variables used in Section 3.
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Encryption in the right input to Comp is analogous. Choose random /3, ; for
i € [n], and compute By ; = B4 ,iR2i—1 - Bi g, -R;gj. Here, Ra, is just the integer
1. Then the B, ; are encoded, meaning the public values seen by the adversary
are

Yei=BreiRoii1 - (Bix, + gWai) - RIY

for random W, ;.

Comparison. To compare two ciphertexts cp,c; consisting of X, ; and Y, ; for
integers x, y, perform a Type 1 query on the product

HXm,i Yy = H ,iByi (Aizs + 9Z2i) - (Biyy, + gWy.i)
i=1 i=1

Notice that the ¢° term is exactly equal to [T, Az, - By,, up to scaling by
the o i, By,i- Therefore, the result is zero if and only if 2 < y. Thus, it is possible
to determine the order of the two plaintexts.

Note that these Type 1 queries must be explicitly allowed for correctness.
[BLR*15] analyze the types of queries that are allowed in the standard generic
model for graded encodings; however, for our attack, we do not require any other
Type 1 queries.

6.2 Our Attack

Suppose Comp gives 0 on encryptions of z and y. We denote the coefficient of g*
by V(x,y), which is equal to the following expression.

n n 1—1 n
<H az,iﬁy,i> S A Biw, | (Aie - Wyi+ Zoi- Biy)- | TI Ajes - Bi,
=1

i=1 \j=1 J=i+1

Define a, =[]} a; and B, =[]} By.i. Recall that [[,_} A; - B, only
depends on the result of comparing the first i—1 bits, and that H?:Hl Ajz;Biy,
only depends on the result of comparing the last n — i bits. Therefore, we can
re-write the g' coefficient as:

n
V(x,y) = amﬁy § : <Zﬂ€;i7C°mP(1[1,i1]7y[1,i]);yz‘7C°mP($[i+1,n];y[i+1,n])

i=1

+ Wy;i7C°mP(I[1,i1]7y[1,i1]);1i;C°mP($[i+1,n]7y[i+1,n])>
For variables Z; ; 4.p,c, Wy.i,a,p,c Where a,c € {<,=,>} and b € {0,1}.

»@,0,
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Choosing the query points. We now describe how we choose our query points.
Let k be a positive integer, and n = 2k + 4. Let Xy, Yy, X1, Y1 be sets of n-bit
integers that have the form:

— Xp: 2 =02 000%0 for a k-bit integer Z. In particular Xy = X;.
— Yy:y=05b1% 11 ¢ b for a k-bit integer 4.

Then X, Y, satisfy the following:

— Forany z € Xp,y €Yy, z < y.
— For any € X1,y € Y1, 2115 < yp1,q for all 4 € [n]. That is, the result of
comparing the first ¢ bits for any i is always <.
— For any = € Xo,y € Yo, T11, < Y[1,5], unless
e ;=1
® S [2, k + 1] and j[l,i—l] = 11-71.
— For any x € X1,y € Y1, o3 5,) < Y[i,n for any i € [n]. That is, the result of
comparing the last n — ¢ + 1 bits for any 7 is always <.
— For any x € Xo,y € Yo, Z(i,n) < YJi,n), unless
e i =n
e ic[k+4,2k+3]and g3, =173

We first consider X1, Y;. For these x, v, Comp(:v[u,l] ,Y[,i—1)) and Comp(:v[i+17n],
Yji+1,n)) Will always be the independent of the choice of z € X; and y € Y1,
namely <.® Moreover, for i = 1 or i € [k + 2,n], x; is independent of x. There-
fore, the L i, Comp(w (1.5 —1),(1.5))Y-COMP(T (i 41 m] Ui 1.m)) for these i are independent of
y. They can thus be absorbed into the other Z,’s. Similar statements hold for
the y;’s for i € [1,k + 3] or i = n.

This lets us write

k
Vi(z,y) = azpy Z (Zaig + Wy,ia,)
i=1

for x € X1, y € Y1, and variables Z; ; 5, Wy ;5. We write this as the sum of two
inner products: V(z,y) = Z; - Iy + Ay - Wy, where

Z;E :aw(Z;E,l,O Zw,l,l Zw,2,0 Zw,2,1 Zm,n,O Zm,n,l)

Wy = By(Wy 10 Wyi1 Wy2o Wy21 - Wyno Wyn1)
Am:ax( (1—571) CEl (1—5&2) j?Q (l—jn) jjn)
Ly=8,( (1=91) 91 (1—=92) g2 -+ (L=3n) In )

Let V be the matrix of V(z,y) values as x,y vary over X1, Y7, respectively.
Let Z, A be the matrices containing the vectors Z,, A, (respectively) as rows,

6 Technically, in the case i = 1, Comp(2[1,i—1]» Y[1,i—1)) Will give =. However, this is still
independent of the choice of x and y, so all of the following arguments are still valid.
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and let W, I" be the matrices containing the vectors Wy, I, (respectively) as
columns. Then we can write

A
V=Z-T+A-W=(ZT)- <W>

Now, the smallest dimension of the matrices I', A is 2k, so their rank is clearly
at most 2k. We now argue that the rank is in fact at most k + 1 for each. To
see this, note that the columns of A are spanned by the following k 4+ 1 column
vectors: vi) = a,, and v\ = &; for i € [k]. Thus the rank of A is at most
k+ 1. Moreover, it is straightforward to argue that any k' < k4 1 rows of A are
linearly independent. Similar arguments hold for I'.

Since Z, W are full rank with overwhelming probability, Z - I" and A - W
each have rank min(k + 1,2%). Therefore, their sum V has rank at most 2k + 2.
Moreover, since Z, W are random matrices, the ranks will add with overwhelming
probability, so the total rank is min(2k + 2, 2¥).

We now consider Xy, Yy. Performing a similar treatment as we did in the case
of X1,Y1, for any x € Xy, y € Y, we can therefore write

V(LL' y - awﬁw <<Z Z1 1593500 (Frit1,k)) ) (Z Y51, 245,01 (81, 1])))

where dp(2) is 1 if and only if all the bits of z are equal to b, and 0 otherwise. Note
that one might expect there to be a Z, o 5,(5) term. However, do(g) is determined
by 91 and do(7j2,x)), and hence Z, o 5,(5) can be absorbed into Z, ;
Similar statements hold for Wy 1115, (2)s Za k5> and Wy 1 z,.

Through a similar analysis as in the X1, Y7 case, the matrix V' whose entries
are V(x,7) can be written as Z - I' + A - W for 2% x (4k — 4) matrices Z, A and
(4k — 4) x 2F matrices I',W, where Z, W contain the variables Z, i p.c, Wy ip.c
and A, I are matrices that depend on the bits of x,y. Note that these matrices
will be different than those computed in the X7, Y] case. The matrices A, I' can
each be shown to have rank min(2k, 2¥). Then V has rank min(4k, 2¥).

,91,00 (Ur2,5))

Hence, the rank of V' will depend on whether we consider X, Yy or Xi, Y.
This will be the basis for our attack.

The attack. We now describe our distinguishing attack. Set & = 4, and let
X0, Yo, X1,Y1 be the sets of 2¢ = 16 integers each, as above.

— Query on the sequences (X, Yy) and (X1, Y1), obtaining 32 ciphertexts cor-
responding to encryptions of (Xp,Y;). Let D be the ciphertexts encrypting
Xp, and E be the ciphertexts encrypting Y;. Note that we only need the
ciphertexts in D to be valid left inputs to Comp, and the ciphertexts in E to
be valid right inputs.

— For each d € D,e € E, make a Type 1 query on the polynomial corre-
sponding to runing the comparison procedure on d,e. Since z < y for each
x € Xp,y €Y, the polynomial will evaluate to 0, and hence result of the
query will be an algebraic element Vg .
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— Assemble the 2F = 16 x 2 = 16 matrix V of the V4. components.
— Compute the determinant of V. If the result is zero, output 1. Otherwise,
output 0.

In the case b = 1, V will have rank 2k +2 = 10 < 16. Hence the determinant
gives 0. In the vase b = 0, V will have rank 4k = 16. Hence the determinant
will be non-zero with overwhelming probability. Thus, our attack successfully
determines which set of encryptions it received.

Attack over GGH13. We now describe how to turn this into an actual attack
on ORE built on GGH13 multilinear maps. Let £ be some integer. Let X (*) be
X1, except with the ¢-bit integer a prepended to each of the elements in X;.
Similarly define Y(®). Define X 0 Yy as Xy, Yy, except with 0¢ prepended to each
element.

Let m = n®M be the dimension of the underlying encodings, and m’ > m
be an integer. Let S C {0,1}¢ be a set of size m’ that does not contain zero. We
will attack ORE instantiated with (12 + £)-bit integers.

The attack works as follows:

- Query on sequences (Xgu YO*)u {(X(S)7 Y(S))}SES and (Xikv Y?)u {(X(S)u Y(S))}Sesa
obtaining ciphertexts (D*, E*), {(D®), E(*))} ,cs. Note that we only need the
D ciphertexts to be valid left inputs, and the F ciphertexts to be valid right
inputs to Comp.
— For each s € S, do the following;:
e Construct the matrix V(*), which consists of all the results of comparing
d,e for d € D) e e E®),
e Compute the determinant polynomial on V() obtaining v,.
— Find a linearly independent subset U of the vs.
— Construct the matrix V*, which consists of all the results of comparing d, e
ford € D*,e € E*.
— Compute the determinant polynomial on V*, obtaining v*.
— Test if v* is in the span of U. If it is, output 1, otherwise output 0.

From our prior analysis, V(®) is not full rank, so the determinant annihilates
each of the V()| giving a vector v, in the idea (hg)T. We will heuristically
assume that the vy span the entire ideal, which is plausible since the number of
s, namely m/, is much larger relative to the dimension of the ideal. Meanwhile,
the determinant only annihilates V* in the case b = 1. Thus v* will be in (hg) if
b =1, but not if b = 0. Our linear independence test therefore distinguishes the
two cases.
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