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Abstract. The r-round (iterated) Even-Mansour cipher (also known
as key-alternating cipher) defines a block cipher from r fixed public n-
bit permutations P, ..., P. as follows: given a sequence of n-bit round
keys ko, ..., k-, an n-bit plaintext x is encrypted by xoring round key ko,
applying permutation Pi, xoring round key k1, etc. The (strong) pseudo-
randomness of this construction in the random permutation model (i.e.,
when the permutations P, ..., P, are public random permutation oracles
that the adversary can query in a black-box way) was studied in a num-
ber of recent papers, culminating with the work of Chen and Steinberger
(EUROCRYPT 2014), who proved that the r-round Even-Mansour ci-
pher is indistinguishable from a truly random permutation up to 0(2%)
queries of any adaptive adversary (which is an optimal security bound
since it matches a simple distinguishing attack). All results in this en-
tire line of work share the common restriction that they only hold un-
der the assumption that the round keys ko, ..., k, and the permutations
Pi,...,P. are independent. In particular, for two rounds, the current
state of knowledge is that the block cipher E(z) = ko @ P2 (k1 ®P1(ko®x))
is provably secure up to @(22"/3) queries of the adversary, when ko, ki,
and k2 are three independent n-bit keys, and P, and P» are two indepen-
dent random n-bit permutations. In this paper, we ask whether one can
obtain a similar bound for the two-round Even-Mansour cipher from just
one n-bit key and one n-bit permutation. Our answer is positive: when
the three n-bit round keys ko, k1, and k2 are adequately derived from an
n-bit master key k, and the same permutation P is used in place of P,
and P,, we prove a qualitatively similar O(22"/3) security bound (in the
random permutation model). To the best of our knowledge, this is the
first “beyond the birthday bound” security result for AES-like ciphers
that does not assume independent round keys.

Keywords: generalized Even-Mansour cipher, key-alternating cipher, indistin-
guishability, pseudorandom permutation, random permutation model, sum-cap-
ture problem

* Tsinghua University, P.R. China. E-mail: dragoncs16@gmail. com.
** University of Versailles, France. E-mail: rodolphe.lampe@gmail. com.
*** Sejong University, Seoul, Korea. E-mail: jlee05@sejong.ac.kr.
t ANSSI, Paris, France. E-mail: yannick.seurin@méx.org.
¥ Tsinghua University, P.R. China. E-mail: jpsteinb@gmail.com



1 Introduction

BACKGROUND. An elementary way to construct a block cipher with message
space {0,1}" from r fixed and public n-bit permutations Py, ... P, is to encrypt
a plaintext x by computing

Y=k ®Pp(kp_1 ®Pr_1(--- Po(k1 ® Pi(ko @ x))--+)),

where (ko, ..., k) is a sequence of n-bit round keys which are usually derived
from some master key K. This construction, which captures the high-level struc-
ture of (most) block cipher designs known as Substitution-Permutation Networks
(SPNs), such as AES [12], PRESENT [7], or LED [20] to name a few, was coined
a key-alternating cipher by Daemen and Rijmen [13].

In the random permutation model (i.e., when permutations P, ..., P. are
modeled as public random permutation oracles), provable security results for
this construction were first obtained for = 1 round by Even and Mansour [16],
who showed that the block cipher encrypting x into k1 @ Py (ko ®x), where ko and
k1 are independent n-bit keys, and P; is a random permutation oracle, is secure
up to O(2"/?) queries of the adversary.! For this reason, this construction is often
referred to as the Fven-Mansour cipher. Curiously, the general construction with
r > 1 remained unstudied for a long while until a paper by Bogdanov et al. [8],
who showed that for > 2, security is guaranteed up to O(22"/3) queries of the
adversary. They also conjectured that the security should be (’)(2%) for general
r, which matches a simple distinguishing attack. Progress towards solving this
conjecture was rather quick: Steinberger [32] proved security up to O(237/4)
queries for r > 3, Lampe et al. [26] proved security up to 0(2%) queries for any
even r, and finally Chen and Steinberger [9] resolved the conjecture and proved
the O(27+71 )-security bound for any r. We stress that all these results only hold
assuming that the r 4+ 1 round keys and the r permutations are independent.?

OUR PROBLEM. Let us quickly recapitulate existing provable security results on
the Even-Mansour cipher for a low number of rounds. For » = 1, we know that
the single-key Even-Mansour cipher  — k @ P(k ® z) ensures security up to
O(2"/?) queries of the adversary. As pointed out by Dunkelman et al. [15], this
construction is “minimal” in the sense that if one removes any component (either
the addition of one of the keys, or the permutation P), the construction becomes
trivially breakable. For the two-round Even-Mansour cipher, the best provable
security result we have so far requires two independent n-bit permutations P;
and Py, and two independent n-bit keys (k, k') to construct three pairwise in-
dependent round keys, for example (k, k' @ k, k). Concretely, the block cipher

! Actually it is not very hard to prove that a similar result holds when using ko = k.
2 Actually, this is not perfectly accurate: one only needs the 7 + 1 round keys

(ko,...,kr) to be r-wise independent [9], which can be obtained from only an
rn-bit long master key, the most simple example being round keys of the form
(k1,ky @ kg, ko @ k5, ..., kr_, @ k;.,k;.), in which case the resulting iterated Even-

Mansour cipher is exactly the cascade of r single-key one-round Even-Mansour ci-
phers z — ki ® P;(k; ® x).
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Fig. 1. Two constructions of “minimal” two-round Even-Mansour ciphers provably
secure up to 5(2%) queries of any (adaptive) adversary. Left: 7 is a (fixed) linear
orthomorphism of F3, and P is a public random permutation oracle. Right: P; and P,
are two independent public random permutation oracles.

z— K © Py((K ®k)® Py (k®x)) ensures security up to O(22"/3) queries of the
adversary. In this paper, we tackle the following question:

Can we obtain a O(2*"/3)-security bound similar to the one proven for
the two-round Even-Mansour cipher with (pairwise) independent round
keys and independent permutations, from just one n-bit key k and one
n-bit random permutation P?

This question is natural since in most (if not all) SPN block ciphers, round keys
are derived from an n-bit master key (or more generally an ¢-bit master key,
where ¢ € [n,2n] is small compared with the total length of the round keys),
and the same permutation, or very similar ones, are used at each round. It is
therefore fundamental to determine whether security can actually benefit from
the iterative structure and increase beyond the birthday bound, even though one
does not use more key material nor more permutations than in the single-key
one-round Even-Mansour cipher.

OUuRr REsuLTs. We answer positively to the question above. Our main theorem
states sufficient conditions on the way to derive three n-bit round keys (ko, k1, k2)
from one n-bit master key k so that the two-round Even-Mansour cipher defined
from a single permutation  — ko @ P(ky @ P(ko @ x)) is secure up to O(22"/3)
queries of the adversary, where the O(-) notation hides logarithmic (in N =
2™) factors. In particular, such a good key-schedule k — (ko,k1,k2) can be
constructed from any (fixed) linear orthomorphism of F%. A permutation 7 of
{0,1}" is called an orthomorphism if z — = @ 7(z) is also a permutation. The
good cryptographic properties of orthomorphisms have already been noticed in a
number of papers [29, 19], and are in particular used in Lai-Massey schemes [25,
34] such as the block ciphers IDEA [25] and FOX [22]. Our main theorem is as
follows.

Theorem (Informal). Let ™ be any (fixed) linear orthomorphism of F%, and
let P be a public random n-bit permutation oracle. Then the block cipher with
message space and key space {0,1}" defined as (see Figure 1, left)

EM{ (z) = k @ P(n(k) ® P(k ® 2)) (%)



is secure against any adversary making up to (5(22%) queries to EMkP and P.
(Queries can be adaptive and are allowed in both directions for EI\/IkP and P).

We remark that if one omits 7 in construction (x), i.e., if one adds the same
round key k each time, security drops back to (’)(2"/ 2) queries. More generally,
if round keys are all equal and the same permutation P is used at each round
of the iterated Even-Mansour cipher, security caps at O(2"/2) queries of the
adversary, independently of the number r of rounds. This seems to be known as
a folklore result about slide attacks [5, 6], but since we could not find a detailed
exposition in the literature, we precisely describe and analyze this attack (as
well as a simple extension for two rounds when the key-schedule simply consists
in xoring constants to the master key) in this paper. Hence, construction (x) can
be regarded as a “minimal” two-round Even-Mansour cipher delivering security
beyond the birthday bound, since removing any component causes security to
drop back to O(2"/2) queries at best (for 7 this follows from the slide attack
just mentioned, while removing any instance of permutation P brings us back to
a one-round Even-Mansour cipher). Additionally, we show that when using two
independent public random permutations P; and Ps, the trivial key-schedule is
sufficient: adding the same round key k at each round (see Figure 1, right) also
yields a O(227/3)-security bound.

To the best of our knowledge, these are the first results proving “beyond the
birthday bound” security for key-alternating ciphers such as AES that do not
rely on the assumption that round keys are independent. This sheds some light
on which exact properties are required from the key-schedule in order to lift the
round keys independence assumption in provable security results. In particular,
this seems to point out that a pseudorandom key-schedule is not needed (we
remind the reader that our results come with the usual caveat that they are
only proved in the very strong Random Permutation Model, and hence can only
be taken as a heuristic security insurance once the inner permutation(s) are
instantiated).

OVERVIEW OF OUR TECHNIQUES. In order to prove our results, we use the
indistinguishability framework, namely we consider a distinguisher which must
tell apart two worlds: the “real” world where it interacts with (EMf,, P), where
EM; is the Even-Mansour cipher instantiated with permutation P and a ran-
dom key k, and the “ideal” world where it interacts with (F, P) where E is a
random permutation independent from P. The distinguisher can make at most
¢e queries to EMf /E and at most ¢, queries to P (all queries are adaptive and
can be forward or backward, and we work in the information-theoretic setting,
i.e., the adversary is computationally unbounded). In order to upper bound the
distinguishing advantage of this attacker, we use, as already done in [9], the
H-coefficient method of Patarin [31]. In a nutshell, this technique consists in
partitioning the set of all possible transcripts of the interaction between the dis-
tinguisher and the tuple of permutations into a set 77 of “good” transcripts and
a set T3 of “bad” transcripts. Good transcripts 7 € 77 have the property that
the ratio of the probabilities to obtain 7 in the real and in the ideal world is



greater that 1 — g1 for some small €; > 0, while the probability to obtain any
bad transcript 7 € 73 (in the ideal world) is less than some small €2 > 0. Then
the advantage of the distinguisher can be upper bounded by €1 + €5.

In order to get intuition about what hides behind good and bad transcripts,
it helps to first look at an example of how an adversary might “get lucky”
during an attack. Specifically, we focus on the following attack scenario (we
assume that g. = g, = ¢ for simplicity). The distinguisher (adversary) D starts
by making ¢ arbitrary queries to EMkP/E, resulting in a set of g pairs Qp =
{(x1,11), .., (xq,yq)}; then D determines the pair of sets (U,V) with |U| =
|[V|=¢qand U,V C {0,1}", that maximizes the size of the set

K:(QE,U, V) def {k‘l S {0, 1}” : E(l‘i,yi) €EQpst.z;dk € U, yi@k‘l S V}, (1)

and D queries P(u), P~!(v) for all w € U, v € V. (This makes 2¢q queries to
P instead of ¢, but this small constant factor is unimportant for the sake of
intuition.) Note that if D is in the real world and if the real key k is in the
set K(Qpg,U, V) defined in (1), then D can see that one of its El\/l,f/E—queries is
compatible with two of its P-queries with respect to &k (in more detail, there exists
a value 7 and queries (u,v), (u’,v") to P such that x; ®k = u, v®d 7 (k) = «/, and
v' @k = y;). Elementary probabilistic considerations show that such a “complete
cycle” will occur for at most a handful of keys in K(Qg,U,V), so that “false
alerts” can be quickly weeded out and the correct key k validated in a few
extra queries, all assuming k € K(Qg, U, V). Moreover, heuristic considerations
indicate that k& will be in K(Qg,U, V) with probability |[K(Qg,U,V)|/2". In
particular, thus, it becomes necessary to show that |[K(Qg, U, V)| is significantly
smaller than 2" with high probability over Qg, i.e., that

k‘/ 0,1} :3 isYi 3.t. i k/ U, i ]41/ 14 2
U,VIE?Sfl}nH €{0,1}" : I(wi,yi) € Qu st v K e Uy, ©k € VY (2)
UI=1V]=q

is significantly smaller than 2" with high probability over Qp, in order to show
that D has small advantage at ¢ queries. One of the criteria that can make a
transcript “bad” in our proof happens to be, precisely, if the set of queries Qp to
EM; /E contained within the transcript is such that (2) is larger than desirable.
(Jumping ahead, K(Qg, U, V) will be re-baptized BadK; in Definition 1 of a bad
transcript.)

To elaborate a little more on this, note that

IK(Qe, U, V)| < {(K,u,v) € {0,1}" x U x V :
K ®u=mxz;,k ®v=uy; for some 1 <i<q}|
= (i w,0) € {1, g} XU X V5 2@ s = u b v}
Also note that the set of values {z; ® y; : (x;,y;) € Qp} is essentially a random

set since if the i-th query to EML /E is forward then y; comes at random from
a large set, whereas otherwise x; comes at random from a large set. Moreover,



as a matter of fact, the problem of upper bounding

p(A) = B {(a,u,v) e AXU XV :a=udv}
U=V I=q

for a truly random set A C {0, 1}™ of size ¢ has already been studied before [3, 21,
1, 24, 33], being dubbed? the sum-capture problem in [33]. One of the main known
results [3, 33] on the sum-capture problem is that u(A) is upper bounded by
roughly ¢3/2 for ¢ < 22"/3. Surprisingly enough, this bound is exactly sufficient
for our application, since ¢3/? < 2" for ¢ < 22*/. (Implying, thus, that (2) is
far from 2" as long as ¢ remains beneath 22/3, as desired.) Our own setting is,
of course, slightly different, since the set {x; D y; : (x;,y;) € Qp} isn’t, unlike A,
a purely random set of size q. Other complications also arise: in the general case
where the three round keys (ko, k1, k2) are derived from the n-bit master key k
using non-trivial (bijective) key derivation functions v; : k — k;, K(Qg,U,V)
takes the more complicated form

{k' € {0,1}" : I(z4,y:) € Qp s.t. z; Dyo(K) € U,y; ® (k') € V},
so that we have to upper bound
H{(i,u,v) € {1,...,q} x UV :ix; @u=r907 (v ©v)}|

All this means that we have to carefully adapt (and to some degree significantly
extend) the Fourier-analytic techniques used in [3, 33].

Once the probability to obtain a bad transcript has been upper bounded, the
second part of the proof is to show that the ratio between the probabilities to
obtain any good transcript in the real and the ideal world is close to 1. This part
is in essence a permutation counting argument. When the two permutations are
independent (Figure 1, right), the counting argument is not overly complicated.
While we could, in principle, re-use the general results of [9], we expose it in the
full version of this paper [10] since it constitutes a good warm-up for the reader
before the more complicated counting in the subsequent section. For the single-
permutation case, things become much more involved: first, we need to consider
more conditions defining bad transcripts; and second, the permutation counting
itself becomes much more intricate. Interestingly, this part is related to the
following simple to state (yet to the best of our knowledge unexplored) problem:
how many queries are needed to distinguish a random squared permutation Po P
(where P is uniformly random) from a uniformly random permutation E?

RELATED WORK. Two recent papers analyzed a stronger security property of
the iterated Even-Mansour cipher than mere pseudorandomness, namely indif-
ferentiability from an ideal cipher [2, 27]. Aside with provable security results
already mentioned, a number of papers explored attacks on the (iterated) Even-
Mansour cipher for one round [11, 6, 15], two rounds [30], three rounds [14], and
four rounds [4].

3 The terminology is attributed to Mario Szegedy.



Gazi and Tessaro [18] considered a construction they named 2XOR, which
is a variant of the DESX [23] and “Xor-Cascade” [17, 28] key-length extension
methods. Given a block cipher E with message space {0,1}" and key space
{0,1}*, the 2XOR construction defines a new block cipher with message space
{0,1}™ and key space {0,1}**" as

2XORY(z) = E.,(k® E., (k ® z)),

where (z1,292) are pairwise distinct sub-keys derived from z € {0,1}". They
showed that, when the underlying block cipher E is modeled as an ideal cipher,
this construction is secure up to O(2%t"/2) queries to E, even when the ad-
versary can make all possible 2" queries to the permutation oracle (which, in
the indistinguishability experiment, is either 2XO Rf i or an independent random
permutation). Considering a block cipher F with key-length £ = 1, one obtains a
construction which is similar to the two-round Even-Mansour cipher of Figure 1,
right, where the last key addition would be omitted.* Hence, the Gazi-Tessaro
result says that this construction is secure for ¢ = 2" and ¢, = 0(2”/ 2).5 Our
own results are incomparable with the one of [18]. First, the third key addition
is omitted in the 2XOR construction. Second, our bounds are more general: they
hold for any value of . and g, as long as ¢. < 22"/3 and ¢, < 22"/3. Though
our bounds become meaningless for ¢. = 2", they show that when ¢, < 22%/3
(an interesting case in practice since an attacker will not always have access to
the entire codebook), security is ensured up to (5(22”/ 3) queries to the internal
permutations (something that cannot be derived from the result of [18]).

OPEN QUESTIONS. Currently, our results only apply when the key derivation
functions mapping the master key to the round keys are linear bijective functions
of Fy. This is due to the fact that the proof of our sum-capture theorem in
Section 3 requires linear mappings. It is an open question whether this theorem
can be extended to nonlinear (bijective) mappings as well. A second tantalizing
yet challenging open problem is of course to generalize our results to larger
numbers of rounds. Namely, for r > 2, can we find sufficient conditions on
the key-schedule such that the r-round single-permutation Even-Mansour cipher
ensures security up to O(27+1) queries of the adversary? We stress that even the

4 There is a slight subtlety here: in the 2XOR construction used with a block cipher
with key-length k = 1, i.e., a pair of permutations (Pi, P2), there is an additional key
bit z (hidden to the distinguisher) which tells in which order the two permutations
are called.

This is in fact very closely related to the security result for the single-key one-round
Even-Mansour cipher up to (9(2"/2) queries to the inner and outer permutations [15].
In the Gazi-Tessaro case with k = 1, the adversary is given an arbitrary permutation

E, and must distinguish, given access to (P1, P2), whether P; and P» are independent,
or whether P>(k® Pi(k @ x)) = E(x) for some random key k. In the single-key one-
round Even-Mansour case, the adversary must distinguish, given access to (P1, P2),
whether P; and P» are independent, or whether k@ Py (k@) = Pa(2), i.e., Py ' (kD
Pi(k @ x)) = x. These are very similar problems, the latter being (up to changing
P into Py 1Y a special case of the former with E the identity.

ot



simpler case where permutations are independent and round keys are identical
seems hard to tackle for r > 2: we currently have no idea of how to extend our
sum-capture result in order to upper bound the probability of bad transcripts
even in the case r = 3.

It would also be interesting to reduce the time complexity of attacks against
the two-round Even-Mansour cipher (potentially down to ©(22"/3)). Currently,
the best known attack (for the case of independent permutations and identical
round keys) has time complexity O(2"1°827) [15]. Since our focus in this paper
is on query complexity, we have not investigated whether this attack applies to
the single-permutation variant (x) as well.

ORGANIZATION. We start in Section 2 by setting the notation, giving the neces-
sary background on the H-coefficient technique, and proving some helpful lem-
mas. In Section 3, which is self-contained, we prove our new sum-capture result,
which might be of independent interest. Section 4 contains our main provable
security result for the “minimized” variant of the single-permutation two-round
Even-Mansour cipher (Figure 1, left). The case where the two permutations are
independent and the three round keys are identical (Figure 1, right) is treated
in the full version of the paper [10]. The permutation counting argument in
that case serves as a good exercise before reading the corresponding one for the
single-permutation case (Lemma 3). In the full version of the paper [10], we also
detail slide attacks against the iterated Even-Mansour cipher.

2 Preliminaries

NoOTATION. In all the following, we fix an integer n > 1, and we write N = 2™.
The set of all permutations on {0, 1}™ will be denoted P,,. For integers 1 < s < ¢,
we will write (t)s = t(t —1)---(t —s+ 1) and (¢)o = 1 by convention. Given
Q= ((z1,y1),---,(24,Yq)), where the x;’s are pairwise distinct n-bit strings and
the y;’s are pairwise distinct n-bit strings, and a permutation P € P,, we say
that P extends Q, denoted P - Q, if P(x;) = y; fori =1,...,q. When two sets A
and B are disjoint, we denote AL B their (disjoint) union. We denote Fy ~ {0,1}
the field with two elements, and F} the vector space of dimension n over Fy. The
general linear group of degree n over [y, i.e., the set of all automorphisms (linear
bijective mappings) of Fy, will be denoted GL(n).

THE GENERALIZED EVEN-MANSOUR CIPHER. Fix integers n,r,m,¢ > 1. Let
¢ :{1,...,7r} — {1,...,m} be an arbitrary function, and v = (y0,...,7)
be a (r + 1)-tuple of functions from {0,1}¢ to {0,1}". The r-round General-
ized Even-Mansour construction EM[n, r, m, ¢, ¢,~] specifies, from any m-tuple
P = (Py,...,Py) of permutations on {0, 1}", a block cipher with message space
{0,1}™ and key space {0,1}¢, simply denoted EM® in the following (parameters
[n,7,m, ¢, ¢,v] are implicit and will always be clear from the context), which
maps a plaintext 2 € {0,1}" and a key K € {0,1}* to the ciphertext defined by
(see Figure 2):

EMP (K, z) = 7,(K) & Pyry(Vr—1(K) ® Pyir—1) (- - Ppy (o (K) @ ) - -+ )).



We denote EM% : z — EMP (K, ) the Even-Mansour cipher instantiated with
key K (hence, syntactically, EM§ is a permutation on {0, 1}").

S J |
T —D Py ® Py Py H— Y

Fig. 2. The r-round Generalized Even-Mansour cipher.

All previous work about the indistinguishability of the Even-Mansour ci-
pher [8, 26, 32, 9] considered the case where all permutations and all round keys
are independent, namely m = r, ¢ is the identity function, £ = (r + 1)n, and ~;
simply selects the i-th n-bit string of K = (ko, ..., k).

In the following, we will focus in particular on two special cases:

— the case where permutations are independent and the same n-bit key k
is used at each round, namely m = r, ¢ is the identity function, £ = n,
and all ~;’s are the identity function, in which case we will simply denote
EMIP[n, r] the resulting construction. Hence, for an r-tuple of permutations
P = (P,...,P,), the block cipher EMIP® maps a plaintext z € {0,1}" and
a key k € {0,1}" to the ciphertext defined by:

EMIPP (k) = k@ Po(k @ Po_y(--- Po(k @ Py (k@ 2))---)).

— the case where a single permutation P is used at each round, namely m =1
and ¢(i) = 1 for ¢ = 1,...,r, in which case the resulting construction will
simply be denoted EMSP[n,, £,~] . Hence, for a permutation P, the block
cipher EMSP” maps a plaintext 2 € {0,1}" and a key K € {0,1}¢ to the
ciphertext defined by:

EMSPF (K, z) = 7, (K)® P(yr—1(K) ® P(--- P(11(K) ® P(yo(K) D)) - - )).

When additionally ¢ = n (namely the master key length is equal to the
block length), we overload the notation and simply denote EMSP[n, r, 7] the
resulting construction.

SECURITY DEFINITION. To study the indistinguishability of the Generalized
Even-Mansour cipher (in the Random Permutation Model), we consider a dis-
tinguisher D which interacts with a set of m 4+ 1 permutation oracles on n bits
that we denote generically (Py, P ..., Py,) = (Po, P). The goal of D is to dis-
tinguish whether it is interacting with (EM%, P), where P = (Py,..., P,,) are
random and independent permutations and K is randomly chosen from {0, 1}*
(we will informally refer to this case as the “real” world), or with (E, P), where



E is a random n-bit permutation independent from P (the “ideal” world). Note
that in the latter case the distinguisher is simply interacting with m -+ 1 indepen-
dent random permutations. We sometimes refer to the first permutation Py as
the outer permutation, and to permutations Py, ..., P, as the inner permuta-
tions. The distinguisher is adaptive, and can make both forward and backward
queries to each permutation oracle, which corresponds to the notion of adaptive
chosen-plaintext and ciphertext security (CCA). We consider computationally
unbounded distinguishers, and we assume wlog that the distinguisher is deter-
ministic and never makes useless queries (which means that it never repeats a
query, nor makes a query Pfl(y) if it received y as the answer to a previous
query P;(x), or vice-versa).
The distinguishing advantage of D is defined as

9

Adv(D) = ‘Pr {DEMI’?P - 1} — Pr [DEP = 1]

where the first probability is taken over the random choice of K and P, and the
second probability is taken over the random choice of E and P. We recall that,
even though this is not apparent from the notation, the distinguisher can make
both forward and backward queries to each permutation oracle.

For ¢., g, non-negative integers, we define the insecurity of the ideal® Gener-
alized Even-Mansour cipher with parameters (n,r,m, ¢, ¢,~y) as:

Adv(é?\?lb[n,r,m,f,a'y] (QE7 qp) = mDa'X AdV(D),

where the maximum is taken over all distinguishers D making exactly g. queries
to the outer permutation and exactly g, queries to each inner permutation. The
notation is adapted naturally for the two special cases EMIP and EMSP defined
above.

THE H-COEFFICIENT TECHNIQUE. We give here all the necessary background
on the H-coefficient technique [31, 9] that we will use throughout this paper.
All the information gathered by the distinguisher when interacting with the
system of m + 1 permutations can be summarized in what we call the transcript
of the interaction, which is the ordered list of queries and answers received
from the system (i, b, z, 2’), where i € {0,...,m} names the permutation being
queried, b is a bit indicating whether this is a forward or backward query, z €
{0,1}" is the actual value queried and z’ the answer. We say that a transcript
is attainable (with respect to some fixed distinguisher D) if there exists a tuple
of permutations (P, ..., P,) € (P,)™! such that the interaction of D with
(Po, ..., Py) yields this transcript (said otherwise, the probability to obtain this
transcript in the “ideal” world is non-zero). In fact, an attainable transcript can
be represented in a more convenient way that we will use in all the following.
Namely, from the transcript we can build m + 1 lists of directionless queries

5 By ideal, we mean that this insecurity measure is defined in the Random Permutation
Model for P, ..., Py,.
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Or = ((z1,41);-- -, (xQe’yQG))7 Qp, = ((U1,17U1,1)7 ) (u17qu17qp))7 -,9p, =
(U1, Vm,1)s - -5 (Umigy > Um,g,)) as follows. For j = 1,..., ¢, let (0,b,2,2") be
the j-th query to P in the transcript: if this was a forward query then we
set z; = z and y; = 2/, otherwise we set z; = 2’ and y; = z. Similarly, for
eachi=1,...,m,and j = 1,...,qp, let (i,b,2,2") be the j-th query to P; in
the transcript: if this was a forward query then we set u;; = z and v; ; = 2/,
otherwise we set u; ; = 2z’ and v; ; = z. A moment of thinking should make it
clear that for attainable transcripts there is a one-to-one mapping between these
two representations. (Essentially this follows from the fact that the distinguisher
is deterministic). Moreover, though we defined Qg,Qp,,...,Qp, as ordered
lists, the order is unimportant (our formalization keeps the natural order induced
by the distinguisher).

For convenience, and following [9], we will be generous with the distinguisher
by providing it, at the end of its interaction, with the actual key K when it
is interacting with (EM?, P), or with a dummy key K selected uniformly at
random when it is interacting with (E, P). This is without loss of generality since
the distinguisher is free to ignore this additional information. Hence, all in all a
transcript 7 is a tuple (Qg, Op,,...,9p, , K). We refer to (Qg, Qp,,...,9p,,)
(without the key) as the permutation transcript, and we say that a transcript
T is attainable if the corresponding permutation transcript is attainable. We
denote T the set of attainable transcripts. (Thus 7 depends on D, as the notion
of attainability depends on D.) In all the following, we denote Ty, resp. Tig,
the probability distribution of the transcript 7 induced by the real world, resp.
the ideal world (note that these two probability distributions depend on the
distinguisher). By extension, we use the same notation to denote a random
variable distributed according to each distribution.

In order to upper bound the advantage of the distinguisher, we will repeatedly
use the following strategy: we will partition the set of attainable transcripts 7
into a set of “good” transcripts 7; such that the probabilities to obtain some
transcript 7 € 77 are close in the real and in the ideal world, and a set 73 of
“bad” transcripts such that the probability to obtain any 7 € 75 is small in the
ideal world. More precisely, we will use the following result, which is proved in
the full version of the paper [10].

Lemma 1. Fiz a distinguisher D. Let T = Ty U T2 be a partition of the set of
attainable transcripts. Assume that there exists €1 such that for any T € T1, one

has”
Pr[Tye = 7]

PI‘[Tid = T]
and that there exists o such that Pr[Tiq € T2] < e3. Then Adv(D) < e + 3.

Zl_gla

3 A Sum-Capture Theorem

In this section, we prove a variant of previous “sum-capture” results [3, 24, 33].
Informally, such results typically state that when choosing a random subset A

" Recall that for an attainable transcript, one has Pr[Tiq = 7] > 0.
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of Z3 (or more generally any abelian group) of size ¢, the value

1(A) SR, {(a,u,v) EAXUXV:a=u®v}
U|=1VI=q

is close to its expected value ¢3/N (if A,U,V were chosen at random), except
with negligible probability. Here, we prove a result of this type for the setting
where A arises from the interaction of an adversary with a random permutation
P,namely A={z®y: (x,y) € Q}, where Q is the transcript of the interaction
between the adversary and P. In fact our result is even more general, the special
case just mentioned corresponding to I" being the identity in the theorem below.

Theorem 1. Fiz an automorphism I’ € GL(n). Let P be a uniformly random
permutation of {0,1}™, and let A be some probabilistic algorithm making exactly
q (two-sided) adaptive queries to P. Let @ = ((x1,y1),-..,(2q,Yq)) denote the
transcript of the interaction of A with P. For any two subsets U and V of {0,1}",
let

QU V)= [{((z,9),u,v) € QXU XV :zxdu=I(ydo)}

Then, assuming 9n < q¢ < N/2, one has

UllV 202+ /|U|IV
Pr 30,V € (0.1)" s p@.0.v) > WML 20V g

2
< AT
- N
where the probability is taken over the random choice of P and the random coins

w of A.

Proof. Deferred to the full version [10] for reasons of space. O

4 Security Proof for the Single Permutation Case

A S I
S

—— P b P by

Fig. 3. The two-round Even-Mansour cipher with a single permutation and an arbitrary
key-schedule.

12



In this section, we study the security of the two-round Even-Mansour con-
struction where a single permutation P is used instead of two independent per-
mutations, namely EMSP[n,r, ¢,~] (depicted on Figure 3). Because of the slide
attack described in the full version of the paper [10], we know that we cannot
simply use the same n-bit key k at each round if we aim at proving security be-
yond the birthday bound, so that some non-trivial key-schedule v = (y0,v1,72),
with 7; : {0,1}¢ — {0,1}", is needed (we remain as general as possible in a first
phase, and will only specify the key-schedule later on). Given a key K € {0,1}¢,
we denote kg = Yo (K), k1 = 71(K), and ke = y2(K), so that:

EMSPY () = P(P(x @ ko) @ k1) @ k.

Let 7 = (Qp, Qp, K), with |Qg| = ¢, |Qp| = gp, and K € {0,1}* be an at-
tainable transcript. As previously, we start by defining the set of bad transcripts.
In all the following, we let

M=
N3

Definition 1 (Bad transcript, single-permutation case). We say that a
transcript T = (Qp, Qp, K) € T is bad if

K € BadK = U BadK;

1<i<10
where
K € BadK; < 3(z,y) € Qp, I(u,v), (u',v") € Qp 1 kg =x @ u and ke =v' & y
K € BadKy < 3(z,y) € Qp, I(u,v), (u',v") € Qp 1 kg =x®u and ky = v D/
K € BadK3 < 3(z,y) € Qp, I(u,v), (u',v") € Qp 1 k1 =vdu and ke =0 Dy
K € BadKy < 3(z,y), (2/,y) € Qr,I(u,v) € Qp :

ky=x@®uandko® ki =v® '
K € BadKs < 3(x,y), (¢',vy') € Qp, I(u,v) € Qp :
ki®ks=9y Quandky =v®y

K € BadKg & {((z,y), (u,v)) € Qp X Qp 1z D u =ko}| > %

M

K € BadK7 < |{((z,y), (u,v)) € O X Qp :v®y = ka}| > 3
M

K € BadKg & |{((x7y),(u,v)) €COrXxQp:xdv=k @le > ?

M
K € BadKg < |{((z,y), (u,v)) € O x Op:udy =k @ ko}| > 3

K € BadKio < |{((z,v), (2",y)) € Qg x Qrp : 2 ®y' = ko ® k1 ® ko }| > M.

Otherwise T is said good. We denote Ty the set of bad transcripts, and Ty = T\ Tz
the set of good transcripts.
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In this section, we focus on the case where ¢/ = n, namely the master key
length is equal to the block length (and hence to the round keys length). We
treat the (simpler) cases where the three round keys are independent, or derived
from two independent n-bit keys, in the full version of the paper [10]. First, we
specify conditions on the key-schedule that will allow us to upper bound the
probability to obtain a bad transcript (in the ideal world).

Definition 2 (Good key-schedule). We say that a key-schedule v = (vo, 71,
~2), where v; : {0,1}™ — {0, 1}", is good if it satisfies the following conditions:

(i) v0,71,72 € GL(n) (i.e., each 7; is a linear bijective map of FY);
(ii) 50 © 71 € GL(n) and 71 @7 € GL(n);
(iii) Yo ®y1 D2 is a permutation over {0,1}" (non-necessarily linear over Fy ).

A simple way to build a good key-schedule is to take for vy and ~- the identity,
and vy, = 7, where 7 is a linear orthomorphism of F} (recall that a permutation
7 of {0,1}"™ is an orthomorphism if  — = @ m(x) is also a permutation), so that
the sequence of round keys is (k, 7(k), k). We give two simple examples of linear
orthomorphisms which are attractive from an implementation point of view:

— When n is even, and k = (kr, kr) where k, and kg are respectively the left
and right halves of k, then

7 (kr,kr) = (kr, kL © kr)

is a linear orthomorphism.

— Fix an irreducible polynomial p of degree n over Fy and identify Fj and
the extension field Fan defined by p in the canonical way. Then, for any
¢ € Fan\{0, 1}, k — cOk (where ® denotes the extension field multiplication)
is a linear orthomorphism.

Lemma 2. Let v = (y0,71,72) be a good key-schedule. Assume that In <
Ges qp < N/2. Then

1

0 4q2qp + 7992 + 442\ /Teqp
PrTia € To] < - + Geflp T ey T 7y Vet

N2

94p\/e + 64er/My | qe + 12,
+ N T
3

Proof. In the ideal world, sets BadK; only depend on the random permutations
FE and P, and not on the key k, which is drawn uniformly at random at the end
of the interaction of the distinguisher with (E, P). Moreover, the size of BadK;
for i = 6 to 10 can be upper bounded independently of E, P. Indeed, since 7y,
Y2, Yo B Y1, 71 D Y2, and vy B 71 D 2 are all permutations of {0,1}", one has,
for any permutation transcript (Qg, Qp),

3¢ 2
IBadKg|, |BadKy|, |BadKs|, [BadKg| < 2% anq \BadK10|§qu,
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so that
10
Pr |k <5 {0,1}": k € | JBadK;| <
1=6

2
12¢eqp 4 & < QG+122Qp.
NM '~ NM N3

On the other hand, in order to upper bound |BadK;| for i = 1 to 5, we need to
appeal to the sum-capture theorem of Section 3. For a permutation transcript

(Qr, Qp), let
X ={z€{0,1}": (z,y) € Qp}, Y ={ye{0,1}":(z,y) € Qr},
U={ue{0,1}": (u,v) € Qp}, V={ve{0,1}": (u,v) € Qp}

denote the domains and the ranges of Qp and Qp, respectively. Then one has

|BadK:| < u(QE, U, V)

def _
= H{(z,y),u,v) € Qe x U XV :ix@u=907 " (y®v)}

|BadKs| < i(Qp, X, U)

def _
X | {(u,0),,0) € Qp x X x Usz@u =907 (0@ )}

|BadKs| < u(Qp,V,Y)

def _
= {((W,v),0,9) €EQp xV xY :0@u =707 (v @y)}

|BadKy| < 1(Qp, X, X)

Y (), 2,0) € Qp x X x Xt @u =00 (10®m) (v ')}
|BadKs| < u(Qp,Y,Y)

def _
= {((,0),5,9) €QpxY xY 1y du=(y1 ®y2) 07 '(v@y)}

By our assumption that the key-schedule is good, we have that ypovyy Ly oy L
1109 Y00 (0 @)Y, and o o (o @ 1)t are all automorphisms of F3.
Hence, we can apply Theorem 1 (note that in order to apply this theorem to
upper bound, say, |BadK;|, we consider the combination of the distinguisher D
and permutation P as a probabilistic adversary A interacting with permutation
E, resulting in transcript Qg). Thus, if we set

2 2
qeq 2qZq
Cy = Np + ]evp + 3qp\/1Ge
Geqs  202\/Telp

Cy=C5 = N + N + 3qpv/Nqe

e | 2000,
04205 = T"I‘ N +3qe,/nqp,

one has Pr[E, P <3 P, : |BadK;| > C;] < 2/N for each i =1 to 5. Since

SO LG Lot 12¢q,
N N3

5
Pr[Tiq € To] < Y Pr[E, P < P, : [BadK;| > Ci] +

i=1

we get the final result. O
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In the second stage of the proof, it remains to show that for any good tran-
script 7, the ratio between the probabilities to obtain 7 in the ideal world and
the real world is close to 1. We have the following lemma, proved in the full
version of the paper [10].

Lemma 3. Assume that N > 7% and 4q. +2q, < N. Let 7 = (Qp,Qp,K) € T1
be a good transcript. Then

Pr[Tye = 7]

>1—
Prla=1 - "

where ) )
_ 44e(ge + 9p) 4 200 | 202

e N2 Nt T NT

Combining Lemmas 1, 2, and 3, we obtain the main theorem of this paper.

Theorem 2 (Single permutation and non-independent round keys).
Consider the single-permutation two-round Even-Mansour cipher EMSP[n, 2, ]
with a good key-schedule v (see Definition 2). Assume that N > 73, 9n < g, ap <
N/2, and 4g. + 2q, < N. Then

cca 10 4¢3 + 122, + 11¢.¢% + 442 /TGy 242
AdvEMSP[n,Z,'y] (Qev q;n) <=+ P p p\/ip + 49

N N? N3
9Gp\/Nqe + 64e\ /NGy 21g. + 12g,
+ ~ + T
3

Letting ¢ = max(ge, gp), and assuming ¢ < N%, the upper bound of Theorem 2
simplifies into

10  31¢° 242 15/ng> 33 10  81y/n 10 81
¢ Ve B 10, Svee 10, B
N N2 N3 N N3 N N3 2 95t—3logyn

Hence, security is ensured up to O(2% ~z1°827) = O(2%") queries of the adver-
sary.
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