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Abstract. In this paper we propose a new key recovery attack on ir-
regular clocked keystream generators where the stream is ltered by a
nonlinear Boolean function. We show that the attack is much more ef-
cient than expected from previous analytic methods, and we believe it
improvesall previous attacks on the cipher model.
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1 Intro duction

In this paper we presern a new key recovery correlation attack on ciphers based
onanirregular clockedlinear feedbad shift register (LFSR) Itered by aBoolean
function. The cipher model we attack is composedof two componerts, the clock
control generator and the data generator and is shown in Fig. 1.

{ The data geneator sub system consistsof LFSR,, of length I, and the non-
linear multiv ariate function f. The internal state of LFSR, is Itered by a
Boolean function f. The output from f is the high linear complexity bit
streamv.

{ The clock control subsystemconsistsof LFSR; of length |5 wherethe output
from LFSRs is sert through the clock function D (). The output from D() is
the clock cortrol sequenceof integers, ¢, which is usedto clock LFSR,,.

The e ect of the irregular clocking is that v is irregularly decimated and the
positions of the bits in the stream are altered. The result from this decimation
is the keystreamz. The secretkey in this cipher is the (Iy+1s) initialization bits
for LFSR, and LFSRs (Iy;1s).

To attack this encryption schemewe needto know the positionsthe keystream
bits z had in the streamv beforev wasirregularly decimated.The previouse ec-
tiv e algorithms are not specially designedto attack irregular clocked and ltered
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Fig. 1. The general cipher model we attack in this article

generators.But there exist e ectiv e attacks on the data generator sub system[6,
1,10,3,4]. To deal with the irregular clocking, one of two techniques are often
used:

1. Do the attac k on the data generator 2's times [7]. The attack is done
onetime for ead guessfor the 2's possibleinitialization statesfor LFSRs. If
the attack on the sub system has complexity O(K ) the full attack will have
complexity O(K  2's).

2. Ignore the clock control generator [3,14,4]. If the attack on the data
generator subsystemneedsM keystream bits, we can use the fact[14] that
we know the original v position of every 2's 1 bit in the keystreamz. Thus
we canonly useevery 2's 1 keystreambit in the attack, which meansthat
weneed(2's 1) M keystream bits to succeed.

None of thesetechniquesare optimal. The rst oneleadsto large runtime com-
plexity, the secondleadsto the needfor a large number of keystream bits.

Our attack is not designedto attack the data generator subsystemonly, but
is especially aimed at irregular clocked and ltered keystreamgeneratorsasone
system. First we guessthe initialization state |5 for LFSRs. From this we can
reconstruct the positions the bits in z had in v. Using the iteration algorithm
from[11] this reconstruction is done using just a couple of operations per guess,
exploiting the cyclic redundanciesin LFSRg. This method is fuIIy explained in
Section4.3. This method givesthe guessv = (i1, ;zi;:5z5;00 0z 0 5,
where z;; z; ; zx are somekeystreambits and the stars are the deleted bits. Then
wetest v to seeif it is likely that the streamis generatedby the data generator
subsystemLFSR, and f: Hence,we only usea distinguisher test on the the v
stream to decide if the guessfor | is correct. This is easierthan to actually
decade the v streamto nd |, and then decideif we have found the correct
Is. When | is determined, we can use one of the previous attacks on the data
generator sub systemto determine | .

The distinguisher test is to evaluate a large number m of low weight parity
ched equationson the bit streamv . All equations are derived from one mul-
tiple h(x) of weight 4 of the generator polynomial g,(x). Surprisingly this test
works much better than expected from previous evaluation methods. In previ-
ous correlation attacks, the Piling up lemma[9] is often usedto calculate the
correlation[1,7,6] which the algorithm must decade. Since our algorithm only
usesa distinguisher on v we can use a correlation property of the function f



which givesmuch higher correlation betweenv and the keystreamz. Thus we
need fewer parity ched equations. This correlation property exists even if the
function is correlation immune in the normal sense.

Our attack has complexity O(2's m), independertly of the length of LFSR,,.
A cipher basedon the model we attack in this paper is LILI-128. To attack the
LILI-128 cipher our algorithm needsabout 22° parity chedk equations. In LILI-
128,15 = 39, thus the runtime for our attack is 23*23 252 parity cheds, with
virtually no precomputation. We have implemented and tested the attack, and
it works on computers having under 300 MB of RAM, and needsonly around
68 Mbyte of keystream data. The precomputation has low runtime complexity
and is negligible. When | is found, we can use one of the previous algorithms
to attack the data generator sub system.

A comparable previous correlation attack by Johanssonand Jenssonis pre-
serted in [7]. The runtime for the attack is 2% parity cheds and the precom-
putations is 27° table lookups. The keystreamlength is approximately 23, This
attack usesthe rst technique to handle the irregular clocking.

Recerly new algebraic attacks have beenproposedby Courtois and Meier[3,
4]. This attack usesthe secondtechnique to handle the irregular clocking in
LILI-128. Although the attack has an impressive runtime complexity 23* C (an
optimistic estimation for someunknown constart C), the attack needsabout 2%°
keystreambits to succeedwhich is unpractical.

There is also a time-memory trade-o attack against LILI-128 by Markku-
Juhani Olavi Saarinen[14].This attack needsapproximately 254 bits of com-
puter memory and 246 keystreambits. The runtime complexity is claimed to be
2*8 DES operations, which is not easyto comparewith our runtime complexity.
But the high use of computer memory and keystreambits also makesthis attack
unpractical.

2 A Correlation Prop erty of Nonlinear Functions

Let V = F2 and let f be a balanced Boolean function from V to F,. We start
by analyzing the boolean function f (x) for a correlation property that we will
usein the attack. A similar property is analyzedin [18] where they look at the
nonhomomorphicity of functions. In this paper we identify the probability

p=P{F X))+ f(x2)+fF(Xz)+ f(Xa) = 0jxa+ X2+ X3+ X4=0) (1)

which is crucial for our attacks succesgate.

2.1 The Correlation Prop erty

X
f’\(a) — ( 1)f (x)+ a X
x2V



Lemma 1. Letf be a function fromV = FJ to F, and let x; 2 FJ for i =
1;2;3;4. Letg= 2" and let N denotethe number of solutions of

X1+ Xo+ X3+ X4=0 (2)
f(x1) + f(x2) + f(x3) + f(x4) = O 3)
Then
¢, 1X .
N_~§+ﬁﬂvﬁm$ @)

Proof. Each term in the sum below givesa contribution 2q for ead solution of
the system of equations, and zero otherwise. Therefore, we have

X X Xt
2qN = ( ( 1)3 (X1+x2+X3+X4))( ( 1)y(f(x1)+f(x2)+f(x3)+f(x4)))
X1;X2;X3;X42V a2Vv y=0
X X X

= ( 1)yf(xl)+ +yf(xa)+axi+ +axg

a2V y=0 x1;X2;X3;X42V

X X

X yf (x)+ a x\4
( (1 )
a2V y=0 x2V

T+ @

az2Vv

where the rst term comesfrom the casey = 0 and a = 0, and the last term
from the casey = 1.

Corollary 1. If f(x) is a balanced function then the number of solutions N of
the systemof equations atove is,

3 3
¢, ¢ .
2 29 1)

P
Proof. Sincef (x) is balancedwe obtain f(0) = =, ( 1)'®) = 0. It follows
from Parsewal's identit y that the averagevalue of f'(a)? is qq_zl Hence,it follows

from the Cauchy-Schwartz inequality that ~ _,,, fa* (q 1)%; which
substituted in the lemma above givesthe result.

Corollary 2. The expected number of solutions N of the system of equations
alove s,
g 3¢ 29
E = — 4+ —
(N) 2 2 '

Proof. An averageestimate of N can be found as follows. When there exist two
equal vectors Xj, = X;, in Equation (2), the two other vectors X;,; X;, will also
be equal. When this occursiit follows that the Equation (3) will sum to zero.



This givesthe unbalancethat causesthe high correlation. Equation (2) implies
X4 = X1+ X2+ X3 Then thereareq(q 1)(g 2) triples in X1;X2; X3 wWhere all
the x;'s are distinct and there are therefore3g?> 2q triples with oneor two pairs
Xi, = Xi,. Using this fact and substituting Equation (2) into Equation (3), we
can write
X Xt
2N = ( 1)Y(f (x1)+ f(x2)+ f(x3)+ f (X1t Xx2+X3))

X1;X2;X32V y=0

o+ ( 1)f () Tl F(xa)* F(xat Xz xa)
X1;X2;X32V X
=+ (3¢ 20+ (1) (0% F 02D F(xa)* 1 (xat x4 xs).
X1;X2;x3 distinct 2V
Sincefor an arbitrary function f we can expect that f (x1), f (x2), f (x3), and
f (x1+ X2+ x3) take on all binary quadruplesapproximately equally often when

X1 6 X2 6 X3 6 X1, weexpect in the averagethe last term to be 0. This implies
the result.

Corollary 3. Letf bean arbitrary balanced function, and let p denotethe prob-
ability

p= Prob(f (x1) + f (x2) + f (X3) + f(X4) = 0] X1 + Xo2 + X3+ X4 = 0);

H -1 3q 2 H H H 1 1
then p is expected to be E(p) = 5+ ng and its minimum is pmin =~ 3 + R
Proof. SinceEquation (2) has ¢® solutions, it follows from Corollary 1 that the

expected probability is equalto E (p) = Eé’;') = 3+ %2, Further from Corollary

2 we obtain that the minimum is pmin (% + %):q2 = % + ﬁ:

Corollary 4. Given a speci ¢ balanced function f, the prokability

p= Prob(f (x1) + f (x2) + f (X3) + f(X4) = 0] X1 + Xo2 + X3+ X4 = 0);

. f(a)*

isp= 1+ e

Proof. Using the N from L 1 S e G
Io0fT. Slngt e rom Lemma 1L we getp— F- 2 20

It is straightforward to extend Lemma 1 to compute the number of common
solutions of the two equations

X1+ X+ + Xy =0
f(x)) +f(x2)+ +f(xw)=0

and show that the corresponding probability

Prob(f (x1) + f(x2) + +f(Xw 1) =0jxa+ X2+ +Xy 1=0);



% % which reducesto the result of Corollary 4 when

In the casew = 3, we can calculate the expectedvalue of a balancedBoolean
function, with a givenf (0), to be E(p) = 3 + %( 1)f () This implies that
the bias is the samefor the casew = 3 asfor w = 4. Similar argumerts for
equationswith w 5 show that theseequationsgive too low correlation, which
would lead to a high runtime complexity for our attack. It turns out that for
w = 3 the attack needsmuch more keystream bits to succeed,seethe Sections
4.1 and 5.2. Sincethe correlation bias is exactly the samefor w = 3andw = 4
it is optimal to usew = 4.

2.2 Analysis of Some Functions

In Table 1 we have analyzed somefunctions using Corollary 4. This correlation
is surprisingly high. Let papp = 0:53125be the best linear approximation to
the LILI-128 function. Due to the design of the previous attacks[6,7,10] the
channel noisehas beenindependen of the stream u generatedby LFSR,. Thus
the Piling up lemma[9], ppi = 3+ 2¥ (3 papp)"; is usedto ewaluate the
crosswer correlation 1 pyi which the algorithms must be able to decade. Using
the Piling up lemmafor weight w = 4 equations,the correlation py; for LILI-128
will be ppi = 0:50000763.From Table 1 we have the correlation p = 0:501862.

Table 1. The probability P (f (x1)+ f (X2)+ f(X3)+ f(X4) = 0j X1+ X2+ X3+ X4 = 0)
calculated for some given functions. E(p) is the expected correlation for given q= 2"
and p is the actual correlation for the given function

Function Number of | Best linear E(p) p
inputs bits n|approximation.
Ge e function 2 0:75 0:671873 0:625
LILI-128 10 0:53125 |0:5014640:501862
LILI-I 1 12 0:51367 |0:5003660:500190

The reasonfor the higher correlation, is that our attack only usesa distinguisher
on the data generator sub system,and not a completedecader. Hence,in our key
recovery attack on the clock control system,we canuseCorollary 4 from Section
2.1to calculate the correlation. To test the corollary we generated2000random
and balancedBooleantables for n = 10, and calculated the averagecorrelation.
The result wasthat the averagep was 0:501466which is closeto the theoretical
expected E (p) = 0:5001464.

3 A General Mo del

Here we de ne a generalmodel for irregular clocked and ltered stream ciphers,
and somewell known properties for the model.



3.1 General Mo del

Let gu(x) and gs(x) be the feedbad polynomials for the shift registers LFSR,
of length |, and LFSRs of length Is. We let |s = (Sp;s1;:58, 1) and Iy =
(uo;ug; i uy, 1) bethe initialization statesfor LFSRs and LFSR,,. The initial-
ization states (Is;1,) de ne the secret key for the given cipher system.

From gs(x) we can calculate a clock cortrol sequencec in the following way.
Let ¢t = D(Li(ls) 2 far;az;i;ang; g 0, be a function where the input
LL(ls) is the inner state of LFSRg after t feedbad shifts and A is the number of
valuesthat c; cantake. Let p; be the probability p; = Prob(c; = a;).

LFSR, producesthe streamu = (Ug; us;:::) whichis ltered by f . The output
fromf isvk = f (Uk+io; Uk+iys i Uksi, 4 ), OF the equivalent v = f(Lﬁ(Iu)). The
clock ¢; decideshow many times LFSR, is clocked before the output bit vy is
taken as keystream bit z;. Thus the keystream z; is produced by z; = vy,
where k(t) is the total sum of the clock at time t, that is k(t) k(t 1)+ c.
This givesthe following de nition for the clocking of LFSR,,.

De nition 1. Given bit stream v and clock control sequen@ c, let z = Q(c;Vv)
be the function that geneates z of length M by

Qciv) 1zt Vu; 0 t< M
P t
where k(t) = i G L

If g 1, 1 A, the function Q(c;v) can be consideredas a deletion
channel with input v and output z. The deletion rate is

1
Pd = 1 PA— (5)

The D() function described above canin this model be amongothers the shrink-
ing generator, the step-1/step-2 generator and the stop and go generator. Next
we de ne the (not complete) reverseof De nition 1.

De nition 2. Given the clock control seguen@ c and keystream z, let the func-
tion v = Q (c;z) be the (not complete) reverseof Q, de ned as

Q(G2): vy z;0 t<M;

P
wher Kk(t) = ]-t:o ¢ 1l andvg = fortheentriesk in v wher v, is deletel.
When this occurs we say that v, is not de ned.

P
The length of v will be N = J-M:O ! ¢ . Given a stream z of length M, the
expectedlength N of the streamv is

M x

E(N)ZWZM' pia;: (6)



Note that the only di erence betweenthis de nition and De nition 1, is that v
and z have switched sides.Thus Q (c;z) is a reverseof Q(c;Vv). But sincesome
bits are deleted, the reverseis not complete and we get the streamv .

The probability for a bit v, beingde ned is Prob(v,) = 1 Pgy. This happens
whenk = k(t) holds for somet, 0t < M. It followsthat the sumv, + v, +
mi+ Vi, ,Will bedened if and only if all of the bits in the sum are de ned.
Thus the sum will be de ned for givenk in v with probability

Paer = (1 Pq)™: (@)

4 The Attac k

4.1 Equations of Weight 4

To succeedwith our attack we needto nd exactly oneweight 4 equation

u ' Ukt Ugrj, + Uksj, ¥ Uk+j, = 0 (8)

that holdsoverall u generatedby LFSR,, for k 0. This correspondsto nding a
multiple h(x) = a(x)g,(x) of weight 4. There exist seweral algorithms for nding
sudh a multiple, seeamongothers [13,2,5,17,12].

In this paper we usethe fast seard algorithm in [12,11], which is a modi ed
versionof the David Wagner'sGeneralizedBirthda y Algorithm[17]. If the stream
u haslength N, this algorithm hasruntime complexity O(N logN) and memory
complexity O(N), whereN is of order 2'v=3. The algorithm is e ectiv ein practice,
and we have succeededn nding multiples of the generator polynomial of high
degree,seeSection 6.3 for an example. We refer to Appendix C in [11] for the
details for this seard algorithm.

Next, we let the input vector xx to the Boolean function f (x) be

Xk = (Uktio;Uksiys i Uk iy 1) 9)

where(io;i1; 2 in 1) de nes the tapping positions from the internal state L¥(1,)
of LFSR, after k feedbadk shifts. Substituting the vector (9) into the Equation
(8) we have that Xy + Xg+j, + Xk+j, + Xk+j; = O always holds for k 0. Since
vk = f (Xx) we have from Corollary 4 that the equation

v Vk+Vk+j1+Vk+j2F')" Virjs O (10)
_ _ . f(a)*
will hold for k O with probability p= 1 + ———

Remark 1. In [8] the multiple of gy(x) of weight w = 3 is exploited to de ne
an iterativ e decading attack on regularly clocked LFSRs ltered by Boolean
functions. The constrained system
W 1
Xk+j, = 0 (12)

a=0

Zurja = F(Xkeja); 0 @< w



is analyzed. This systemis similar to the onewe usein this paper, but it is used
di erently. Sincethere arelimited solutionsto this system,the a posteriori prob-
abilities for ead of the input Dits (Ui+j,+io; Uk+ja+tis; iUkt jatin 1) IN Xktja
can be calculated. Then these probabilities are put into a Gallager like prob-
abilistic decading algorithm(SOJA) which outputs I,. However the correlation
property in Corollary 4 is neither identi ed or exploited in [8].

4.2 Naiv e Algorithm

Let s be a guessfor the initialization state |s. Given the keystreamz of length
M, wg generate & = D(Lts(’l\s)), 0 t M and ¢ = Q (€;2) of length
N ", €. Then we test if ¢ is likely to have been generatedby LFSR,
using the following method.

Find m entries in ¢ wherethe equation is de ned. From this we get a set of
m equations. We test the m equations, and let the metric for the guessbe the
number of equationsthat hold. When we have the correct guessfor | s we expect
pm of the equationsto hold, where p is calculated using Corollary 4. Thus, this
is a maximum likelihood decading algorithm.

The runtime complexity for the attack will be of order 2's (m + N), since
we have to generatethe bit stream ¢ of length N for ead of the 2's guessesin
a real attack, N will be a large number and the naive algorithm will have very
high runtime complexity.

4.3 Some Observ ations

If we use the technique in the previous section the attack has the runtime
2's (m+ N). In [11, Sec.3.3] two important obsenations were made that re-
ducethe complexity down to 2's m. SinceN m, theseobsenations will speed
up the attack considerably We start with an initial guessl? = (1;0;:::;0) and
let the i'th guessbe the internal state of LFSRs after i feedbadk shifts, that is
15 = L(19).

Let ¢' = (c);c;:cy ) bethe i'th guessfor the clock control sequence
dened by ¢ = D(LL%(1;0;:::;0)); 0 b < M. Let vi = Q (c';2) be the
corresponding guessfor v of length N; = = ™ 'cl. We can now give a iterativ e
method for generatingv'** from v'.

Lemma 2. We can transform v' into vi** = Q (¢'*!;z) using the following
methad: Delete the rst ¢ entries ( ;::; ;2zo) in v', append the c',ql 1 = Cy

entries ( ;::; ;zw) attheend,and repla@ z; with zz ; forl t M.
Proof. SeeAppendix B.1 in [11].

Lemma 2 shows that we can generateead v' using just a few operations instead
of N operations, when implemerted properly (SeeAppendix A.1 for the imple-
mentation details). This givesa fast method for generating all possibleguesses
for v given a keystreamz. But using this lemma we still have to seard for m



ertries in v where the equations are de ned. Since on averagewe must seard
through 1=Pgy; ertries in v per equation, we want to avoid this seard. In the
next theorem we shov how this can be done. The theorem provesthat we can
reusethe equation setfor vi in vi*l,

Theorem 1. If the sum
Vi + Vibkg T 00+ Vv, o = 2t Ztej, 00+ Zevjy, 1 = 2t
is de ned over v', then the sum
Vi oo Pt Vi, oo T 4 1t Zeejy 10 Zevjy, 17zt 1
is de ned over vi*l .
Proof. SeeAppendix B.2 in [11].

The main result from this theorem is that the equation set de ned over v’ will
be de ned over vi*1 when we shift the equationsc, ertries to the left over v+t .
This meansthat we can just shift the equationsone entry to the left over z, and
we will have a sum that is de ned for the guessfs = D(L (1;0;:::;0). Thus,
the theorem shows that we can avoid a lot of computations if we let the i'th
guessfor the inner state of LFSRs be L(1;0;:::; 0).

Remark 2. To usethe lemma and theorem above we do not put the actual bit
values z; and restore them to the position k(t) in v givenby Q (c;z): Instead
we store the index z; (the pointer to the position t in z) in vi(,. This means
that v, ., holds the position t, which the keystreambit z; havein z. But when
we evaluate an equation we usethe indicesto put in the actual bit values.

44 An Ecien t Algorithm

Assume we have found an equation  : Vg + Vi+j, + Vk+j, + Vk+j, 0. The
equation holds over v with probability p calculated using Corollary 4. Let the
rst guessfor the initialization state for s be 12 = (1;0;0;:::;0), generate c°
by @ = D(L(1;0;::0)), t < M, and v® = Q (c%;z). Next wetry to nd m
ertries (ki;Kz;:: Km) in v0 where the equation  is de ned. From this we get
the equation set

0 0 0 0
V|(<)1+Vk1+j1+vk1+jz+vlt<)1+is 0
Vka + Vk2+J'1 + sz"‘jz + sz"'is (12)

0 0 0 0 .
Vi +Vkm+j1+vkm+iz+vkm+13 0:

Since every v, +j, in this equation setis de ned in vl and z = Vi(t), We can
replacev, +j, with the corresponding bit z;, from the keystreamz. Thus, vOis
a sequenceof pointers to z and we can write the equationsover z asthe equation
set



Ztg ¥ Zyyp 2ty 2y, 0

Zt, Y Zt,, t 2y, T 7y, 0
' L ‘ (13)

Zty o ¥ Zty o t 2ty s t 21y, O

We are now nished with the precomputation. Let metricpest be the number of
equationsin  that hold. We iterate asfollows:

Input The keystreamz of length M, the equation , the equation set , the
index sequencev?, the states L°(1;0;:::0) and LM (1;0:::;0), and let i 0.

1. Calculate ¢ ; = ¢, = D(LY*1(1;0;::;0)).

2. Use Lemma 2 to generatevi™* = Q (c'*';z) and lower all indexesin the
equation set by one.Theorem 1 guaranteesthat the equationsare de ned
over vi*l,

3. If the rst equationin  gets a negative index, then remove the equation

from . Find a new index at the end of vi*1 where is de ned, and add

the new equation over z to

Calculate metric asthe number of equationsin  that hold.

If metricpest > Metric; setmetrichest  metric and I = LL(10;0;:::0).

Seti i+ landgoto stepl.

Output I‘S as the initialization state for LFSRs.

No oA

Remark 3. The algorithm is presered this way to make it readableand to showv
the basicidea. To reach the complexity O(2's m) a few technical details on the
implemertation of the algorithm are needed.Thesedetails are givenin Appendix
A.

5 Theoretical Prop erties

5.1 Success Form ula

We can let an (unusual) encader be de ned by removing the Boolean function
from the cipher. Then we can use coding theory to evaluate the attack. Let the
initialization state |5 for LFSRs de ne the information bits in such a system.

Lety = (yo;y1; 5 ym 1) bethe (not Itered) irregular clocked stream from
LFSRy, that isy = Q(c;u) and ¢ = D(LY(Is)). Then the bitstream y de nes
the codeword that is sert over a noisy channel. Let the keystreamz = Q(c;V)
(the Itered versionofy) be the received codeword.

Assumewe have the wrong guessfor | s, then approximately m=2 of the equa-
tions in the set (13) will hold. Now assumewe have have guessedhe correct | ¢:
According to the obser\ely'on in Section2.1the equationsin the set(13) will hold
with probability p= 3+ _, f\(@)*=2¢", independertly of the initialization bits

ly.



Let p de ne the channel 'noise'. The uncertainty is dened by H(p) =

plogp (1 p)log(l p);andthe channelcapacity isgivenby C(p) = 1 H(p).

We can approximate C(p) with C(p) 2(p %)Z:In 2. Following Shannon'snoisy
coding theorem we can set up this bound for success.

Prop osition 1. The attack will suceed with prokability > % if the number of
parity check equations m is
s 0:347s
CP (p 3)?
P
wheep 3+ y2v f\(y)*=2q* and q= 2", wher n is the numkber of input bits
in f(x).

When m is closeto 2 mg we expect the probability for succesgo be closeto 1,
see[15]. The simulations of our algorithm show that if we setm = 2:1 mg the
succesgate is approximately 99%.

m > mg

5.2 Keystream Length

If the generator polynomial g,(x) has weight w > 4, we must nd a multiple
h(x) of gu(x) of weight 4 and a degreel,,. We needat least the v stream to be
of length I. In addition, to nd m ertries in v where the equation is de ned v
must at least have length

N > Ih + M=Pges: (14)

From the expectation (6) of N wegetE(M) = N(1 Pq)= (1 Pg)lh+ m=(1
Pg4)3, which provesthe following proposition:

Prop osition 2. Letan equation overv be de ned by h(x) of weight4 and degree
In. To obtain an equation set  of m equations over z, the length of the z stream
must be

M > (1 Pg)lp+m=1 Pg): (15)

The keystream length M dependson the number of equations m, the deletion
rate P4 and the degreel,, of h(x) . The degreel,, is then again highly dependert
on the seard algorithm we useto nd h(x). When we usethe seard algorithm
in [11,17] the degreely, of gn(x) will be of order I, = 2* 11)=3 which is closeto
the theoretical expected degree2'«=W 1 [5] for w = 4.

5.3 Runtime Complexit y
The runtime complexity for our attack is

2s g
(P 3)?
parity ched tests, wherep is calculated using Corollary 4. Note that the runtime
is independert of the length I, of LFSRy.

02" m) = O ) (16)



5.4 Memory Complexit y

If we implement the attack directly as described in Sections 4.3 and 4.4 the

algorithm will needaround 32N + 4 32m bits of computer memory. The reason
for the 32N term isthat vi = zo; ; ;z1;22;::5; ;zw 1 oflength N is a sequence
of pointers of 32 bits. In appendix A.2 we shov how we can store v' using

N memory bits without a ecting the runtime complexity. The total amount of

memory bytes neededis then

Ng + 16m (17)

6 Simulations of the Attac k

The LILI-128 cipher[16]is basedon the generalmodel we attack in this paper.
To be able to compare our attack with previous attacks, we have tested the
attack on this cipher.

6.1 The LILI-128 cipher

In the LILI cipher the clock control generatoris de ned by
gs(x) - X39 + X35+ X33+ X31 + X17+ X15+ X14+ X2 + 1;

and ¢, = D(St+12 ;St+20) = 1+ Ste12 + 2St420 . The data generator sub systemis
Qu(x) = x89 + x8 + x80 4+ x55 4 x53 4 x%2 4+ x39 4 x + 1:

and Vi = f (Uk;Uk+1; Uk+3 ; Uk+7 ; Uk+12 3 Uk+20 ; Uk+30 ; Uk+44 ; Uk+65 ; Uk+80 ), de-
ned by a Boolean table of size 1024. Further on we get P4 = 0:6, and Py =
0:0256for w = 4, and p = 0:501862.The number of keybits in the secretkey
(Is;1y) is 39+ 89= 128.

6.2 Simulations

We have done the simulations on some versions of the LILI-128 cipher with
LFSRs of dierent lengths to empirically verify the successformula in Section
5.1. SeeTable 2 for the simulations. Note that we usethe full size LFSR, from
the LILI cipher in the three attacks in the bottom of the table. For | = 11 and
p = 0:501862we get mg = 1:1 10°.

We have implemerted the attack in C code using the Intel icc compiler on a
Pertium IV processorUsing the full 32-bit capability and all the implemertation
tricks explained in Appendix A our implemertation usesonly approximately 7
cyclesper parity ched test. Hencethe algorithm works fast in practice and will
take 7 2'sm processorcycles.

Each attack is run 100times, and the table showsthat the estimated success
rate holds and that the algorithm is e cien t.



Table 2. We have tested the attack on the LILI-128 Boolean function with p =
0:501862.Note that the runtime for nding I isindependert of the length I, of LFSRy,
and the length M of the keystream. The attack on a full LFSR, of length 89 and re-
duced LFSRs of length 11 took 12 seconds

Is | lu |Keystream length M oSul:C(():f:SL?)%S m|Runtime [2's m
1160 2701 59 mo| 6sec] 2%
11/60 251 100 |2:2 mo| 13sec| 2%
11(40 2740 51 mo| 6sec] 2%
11/40 270 100 |2:2 mo| 13sec| 2*
10[89 2% 99 2:1 mo 6 sed 2%
11/89 2% 99 2.1 mo| 12sed 2%
1289 2% 99 2.1 mo| 24sedq 2%

6.3 A Complete Attac k on LILI-128

Prepro cessing For the LILI cipher, we have found a multiple h(x) = a(x)gy(x)
which correspondsto the recursionu; + Ut+139501803 + Ut+210123252 + Ut+1243366916 =
0 and we have that

Prob(vi + Vi+139501803 + Vi+210123252 + Vi+1243366016 = 0) = 0:501862  (18)

This precomputation took only 5 hours and 40 Gbyte hard disk space.We see
that I = 1243366916.

Finding 1s Wehavep = 0:501862,and mo = 39=C(0:501862) 3:9 10° 22%9,
To be almost sure to succeedwe usem = 2:1mg equations. Hence,the runtime

for attacking LILI-128 is
239 223 — 262

parity chedks. Using our implemertation this corresponds to 262 7 processor
cycles.Using Proposition 2 with Py = 0:6 we need a keystream of length M
22°_ The attack needsabout 290 Mbyte of RAM. It can easily be parallelized
and distributed among processorswith virtually no overhead, since there is no
needfor communcation betweenthe processor,and no needfor shared memory.
If we have 1024 Pertium IV 2:53 GHz processorsead having accessto about
290 MB of memory, the attack would take about 4:5 months using 68 Mbyte of
keystream data.

Finding |, when |5 is known Our attack only nds the initialization bits I
for LFSR. It is possibleto combine the Quick Metric from [12]with the previous
attack againstLILI in [7]to nd I, whenlg is given. Sincethis is not the scope
of this paper we will not go into details, and we refer to [7,12] for the exact
description. The preprosessingstagewill have complexity of order 2447 memory



lookups, and runtime complexity of order 2425 parity chedks. The complexity
for the method above is much lower than the complexity for nding s and will
therefore have little e ect on the overall runtime for a full attack.

7 Conclusion

We have proposeda new key recovery correlation attack on irregular clocked
keystream generatorswhere the stream is ltered by a nonlinear Boolean func-
tion. Our attack usesa correlation property of Boolean functions, that gives
higher correlation than previous methods. Thus we needfewer equationsto suc-
ceed.The property holds even if the function is correlation immune. Using this
property together with the iteration techniquesfrom [11] we get a low runtime
and low memory complexity algorithm for attacking the model. The algorithm
outputs the initialization bits |s for LFSRs. Knowing | there exist previous
algorithms which can determine |, e cien tly.
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App endix
A Implemen tation Details

To reach the runtime complexity O(2's m) and memory complexity down to
N + 128m bits, the implementation of the algorithm has sometricks. Since not
all of thesetricks are obvious we give more detailed descriptions of them below.

A.1 Runtime details

Sliding windo w In Lemma 2 we get vi*! by among other things deleting the
¢, rst bits of vi. This is done using the sliding window technique, which means
that we move the viewing to the right instead of shifting the whole sequenceo
the left. This way the shifting can be done in just a couple of operations. To
avoid heavy use of memory, we slide the window over an array of xed length
N, sothat the entries that becomefree at the beginning of the array are reused.
Thus, the left and right indexesof the sliding window after i iterations will be

(left; right) = (imod N;i + N; modN);



whereN > N;, foralli,0 i< 2.
The same sliding window technique is also used on the equation set when
equations are deleted and added to the equation set.

Up dating the indices In Lemma 2 every pointer z;+; in v is replacedwith z
forevery0 t M, whichwould takeM operations. If we skip the replacemerts
we note that after i iterations the entry z; in v will becomez.;. It is also
important to note that when we write v = (i:3; 20552505 2w 5 32), the entries
Zo;::5Zt; 02w are pointers from v to z. They are not the actual key bits.
Thus, in the implemenrtation we do not replacez; with z; ;. But whenwe after i
iterations in the searc for equations nd anequationvj+ Vi, +:+ V., , =0
that is de ned, we replacethe corresponding equation z;, + z;, + i + z;, with
Zy, itzi, i+t 1z, i, t0 compensate.

Reducing the memory accesstime When we test an equation we must use
pointers to pointers to the keystream. Then ead equation test will have high
memory accesstime. We can reduce this signi cantly by testing the equations
on 32 states simultaneously. This is possiblesincethe next state |.*! is tested
by shifting all the equations one entry to the left over z: We can now take the
bits z,;z;,+1;::5; 2,431 for eath of the term 1 < a 4 in the equations and
put them into 32 bit registers. Now we can test the states and add one to the
metrics of the statesthat satisfy the equation. This speedsup the runtime by a
factor of approximately 20.

A.2 Memory Details

Reducing the use of memory Instead of storing all the pointers, we set 1
in v where the bits are de ned and 0 otherwise. When we seard in v to nd
ertries where the equation  is de ned, we keeptrack of wherein z the four
termsin , points to by counting the number of 1's we passduring the seard.
This is done for eat of the 4 terms in the equation . This way we always
know wherein z the given equation of v points to. Using this trick the number
of memory bits neededduring an attack is reducedfrom 32N + 128m bits to

N + 128m

Implementing this trick will not a ect the runtime of the attack.



