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Abstract. Hada and Tanaka [11,12] showed the existence of 3-round,
negligible-error zero-knowledge arguments for NP based on a pair of
non-standard assumptions, here called KEA1 and KEA2. In this paper
we show that KEA2 is false. This renders vacuous the results of [11,
12]. We recover these results, however, under a suitably modied new
assumption called KEA3. What we believe is most interesting is that we
show that it is possibleto \falsify" assumptions like KEA2 that, due to
their nature and quanti er-structure, do not lend themselves easily to
\etcien t falsi cation" (Naor [15]).

1 Intro duction

A classicalquestion in the theory of zero knowledge (ZK) [10] is whether there
exist 3-round, negligible-error ZK proofs or argumerts for NP. The ditcult y in
answering this question stemsfrom the fact that sud protocols would have to
be non-black-box simulation ZK [9], and there are few approacesor techniques
to this end. A positive answer has, however, beenprovided, by Hada and Tanaka
[11,12]. Their result (a negligible-error, 3-round ZK argumert for NP) requires
a pair of non-standard assumptionsthat we will denote by KEA1 and KEAZ2.

The assumptions, roughl y. Let g be a prime suc that 2g+ 1 is also prime,
and let g be a generator of the order g subgroupof Z3,, . Supposewe are given
input g;g; g and want to output a pair (C;Y) sud that Y = C2. One way to
do this is to pick somec2 Zq, let C = ¢°, and let Y = (g?)°. Intuitiv ely, KEA1
can be viewed as saying that this is the \only" way to produce suc a pair. The
assumption captures this by saying that any adversary outputting sud a pair
must \know" an exponert c such that g° = C. The formalization asksthat there
be an \extractor" that canreturn c. Roughly:

KEAL1l: For any adversary A that takesinput g;g;g® and returns (C;Y)
with Y = C2, there exists an \extractor" A, which given the same
inputs as A returns c suc that g° = C.

Suppose we are given input ¢;g;g%; g% ¢®® and want to output a pair (C;Y)
such that Y = CP. One way to do this is to pick somec 2 Zg, let C = ¢,



and let Y = (gP)°. Another way is to pick somec 2 Zg, let C = (g?)°, and let
Y = (g?)C. Intuitiv ely, KEA2 can be viewed as saying that theseare the \only"
ways to produce suc a pair. The assumption captures this by saying that any
adversary outputting sud a pair must \know" an exponert c¢ such that either
g® = C or (g?)¢ = C. The formalization asksthat there be an \extractor" that
can return c. Roughly:

KEA2: For any adversary A that takesinput q;g;g?; g% g® and returns
(C:;Y) with Y = CP, there existsan \extractor" A, which giventhe
sameinputs asA returns c suc that either g° = C or (g?)° = C.

As per[11,12],adversariesand extractors are poly-sizefamilies of (deterministic)
circuits. SeeAssumption 2 for a formalization of KEA2, and Assumption 4 for
a formalization of KEAL.

Histor y and nomencla ture of the assumptions. KEA1 isdueto Damdard
[7], and is usedby [11,12] to prove their protocol is ZK. To prove soundnessof
their protocol, Hada and Tanaka [11,12] introduce and use KEA2. (In addition,
they make the Discrete Logarithm Assumption, DLA.) The preliminary version
of their work [11] referred to the assumptionsas SDHA1 and SDHA2 (Strong
Dite- Hellman Assumptions 1 and 2), respectively. However, the full version
[12] points out that the formalizations in the preliminary versionare “awed, and
provides corrected versionscalled non-uniform-DA1 and non-uniform-DA2. The
latter are the assumptions consideredin this paper, but we use the terminol-
ogy of Naor [15] which we feel is more re°ective of the content of the assump-
tion: \KEA" stands for \ K nowledge of Exponert A ssumption”, the exponert
being the value c above.

Falsifying KEAZ2. In this paper we show that KEA2 is false.What is interest-
ing about this |b esidesthe fact that it rendersthe results of [11,12] vacuous|
is that we are able to \falsify" an assumption whosenature, as pointed out by
Naor [15], does not lend itself easily to \etcient falsi cation." Let us explain
this issuebefore expanding more on the result itself.

The most standard format for an assumption is to ask that the probabil-
ity that an adversary producesa certain output on certain inputs is negligible.
For example,the Factoring assumptionis of this type, askingthat the probabil-
ity that a polynomial-time adversary can output the prime factors of an integer
(chosenby multipling a pair of random primes) is negligible. To shawv such an as-
sumption is false,we can presen an \attac k," in the form of an adversary whose
successrobability is not negligible. (For example, a polynomial-time factoring
algorithm.) KEA1 and KEA2 are not of this standard format. They involve a
more complex quarti cation: \F or every adversary there exists an extractor such
that ...". To show KEA2 is false, we must shaw there is an adversary for which
there existsno extractor. As we will seelater, it is relatively simple to identify an
adversary for which there doesnot appear to exist an extractor, but how can we
actually show that none of the in nite number of possibleextractors succeeds?



An analogy. The ditcult y of falsifying an assumption with the quarnti er

format of KEA2 may be better appreciated via an analogy The de nition of
ZK has a similar quanti er format: \For ewvery (cheating) veri er there exists
a simulator such that ...". This makesit hard to show a protocol is not ZK,

for, even though we may be able to identify a cheating veri er strategy that

appearshard to simulate, it is not clear how we can actually shov no simulator

exists. (For example, it is hard to imagine how onecould nd a simulator for the
cheating veri er, for Blum's ZK proof of Hamiltonian Cycle [5], that producesits
challengesby hashing the permuted graphs sert by the prover in the rst step.
But there is to date no proof that suc a simulator doesnot exist). Howewer it

has beenpossibleto shaw protocols are not black-box simulation ZK [9], taking

advantage of the fact that the quanti cation in this de nition is di®erert from
that of ZK itself. It hasalsobeenpossibleto shav conditional results, for example
that the parallel version of the Fiat-Shamir [8] protocol is not ZK, unlessthere is
no hashfunction that, when applied to collapsethis protocol, resultsin a secure
signature scheme[16]. Our result too is conditional.

Falsifica tion resul t. At an intuitiv e level, the weaknessin KEA2 is easy
to see,and indeed it is surprising this was not noted before. Namely, consider
an adversary A that on input g;g; g?; g% g picks c;;¢c, in some fashion, and
outputs (C;Y) where C = g°%(g?)® and Y = (g°)°(g®)%. Then Y = CP
but this adversary does not appear to \know" c such that either g° = C or
(g?)¢ = C. The ditcult y, however, as indicated above, is to prove that there
doesnot exist an extractor. We do this by rst specifying a particular strategy
for choosing ¢; and c; and then shawing that if there exists an extractor for
the resulting adversary, then this extractor can be usedto solwe the discrete
logarithm problem (DLP). Thus, our result (cf. Theorem 1) is that if the DLP
is hard then KEA2 is false. Note that if the DLP is easy then KEA2 is true, for
the extractor can simply compute a discrete logarithm of C and output it, and
thus the assumptionthat it is hard is necessaryto falsify KEA2.

Remark. We emphasizethat we have not found any weaknessesn KEA1, an
assumption usednot only in [7,11,12] but also elsewhere.

KEA3. Providing a 3-round, negligible-error ZK protocol for NP is a challenging
problem that has attracted considerablereseart e®ort. The fact that KEA2 is
false meansthat we \lose" one of the only positive results [11,12] that we had
on this subject. Accordingly, we would like to \recover" it. To this end, we
propose a modi cation of KEA2 that addressesthe weaknesswe found. The
new assumption is, roughly, as follows:

KEA3: For any adversary A that takesinput q;g;g?; g% g® and returns
(C:;Y) with Y = CP, there exists an \extractor" A, which given
the sameinputs as A returns c;; ¢, suc that g®(g?)% = C.



Before proceedingto usethis assumption, we note a relation that we consider
interesting, namely, that KEA3 implies KEA1 (cf. Proposition 2).* The relation
meansthat KEA3 is a natural extensionof KEAL. It also allows us to simplify
result statemerts, assumingonly KEA3 rather than both this assumption and
KEAL.

Recovering the ZK resul t. Let HTP denotethe 3-round protocol of Hada
and Tanaka, which they claim to be sound (i.e., have negligible error) and ZK.

The falsity of KEA2 invalidates their proof of soundness.Howevwer, this does
not meanthat HTP is not sound: perhapsit is and this could be proved under
another assumption, such as KEA3. This turns out to be almost, but not quite,

true. Weidentify a small bug in HTP basedon which we can presen a successful
cheating prover strategy, shawing that HTP is not sound. This is easily xed,

howewer, to yield a protocol we call pHTP (patched HTP). This protocol is
closeenoughto HTP that the proof of ZK (basedon KEA1) is unchanged.On

the other hand, the proof of soundnessof HTP provided in [12] extends with

very minor modi cations to prove soundnessf pHTP basedon KEA3 and DLA

(cf. Theorem 2). In summary, assumingKEA3 and DLA, there exists a 3-round,

negligible error ZK argumert for NP.

Strength  of the assumptions. The knowledge-of-expnernt assumptionsare
strong and non-standard ones,and have beencriticized for assumingthat one
can perform what somepeoplecall \rev erseengineering" of an adversary. These
critiques are certainly valid. Our falsi cation of KEA2 does not provide infor-
mation on this aspect of the assumptions, uncovering, rather, other kinds of
problems. However, by showing that such assumptionscan be falsi ed, we open
the door to further analyses.

We alsostressthat in recovering the result of [12] on 3-round ZK we have not
succeededn weakening the assumptionson which it is based,for KEA3 certainly
remains a strong assumption of the samenon-standard nature as KEAL.

Rela ted Work. Since[11,12]there hasbeenmore progresswith regard to the
design of non-bladk-box simulation ZK protocols [1]. Howewer, this work does
not provide a 3-round, negligible-error ZK protocol for NP. To date, there have
beenonly two positive results. One is that of [11,12], broken and recovered in
this paper. The other, which builds a proof systemrather than an argumen, is
reported in [14] and further documerted in [13]. It also relies on non-standard
assumptions,but di®erer from the Knowledgeof Exponert type ones.Roughly,
they assumethe existenceof a hash function suc that a certain discrete-log-
basedprotocol, that usesthis hashfunction and is related to the non-interactive
OT of [3], is a proof of knowledge.

! KEA2 was not showvn by [12] to imply KEAL. Our proof of Proposition 2 does

extend to establish it, but the point is moot since KEA2 is false and henceof course
implies everything anyway.



2 Preliminaries

If x is a binary string, then jxj denotesits length, and if n | 1is aninteger, then
jnj denotesthe length of its binary encaling, meaning the unique integer *~ such
that 21 1. n< 2.The empty string is denoted". Welet N = f1;2;3;:::gbethe
setof positive integers.If gis a prime number such that 29+ 1 is alsoprime, then
we denote by Gq the subgroup of quadratic residuesof Z3,,, . (Operations are
modulo 2g+ 1 but we will omit writing \ mod 2g+ 1" for simplicity.) Recallthis is
a cyclic subgroupof order g. If g is a generatorof G4 then we let DLog,.4: Gq'!
Z, denote the assaiated discrete logarithm function, meaning DLog4(9%) = a
for any a2 Z,. We let

GL = f (g0 : g 29+ 1areprimes and g is a generator of G4 g:

For any n 2 N we let GL,, be the setof all (g;g) 2 GL such that the length of
the binary represenation of 2q+ 1is n bits, i.e.,

GL, = f(q9)2GL :j2q+ 1=ng:
Assumptions and problemsin [11,12] involve circuits. A family of circuits C =
fCnhdn2n COMains one circuit for ead value of n 2 N. It is poly-sizeif there is
a polynomial p sud that the sizeof C, is at most p(n) for all n 2 N. Unless

otherwise stated, circuits are deterministic. If they are randomized, we will say
so explicitly. We now recall the DLA following [12].

Assumption 1. [DLA] Letl = fl,gn2n be afamily of randomized circuits,
and°: N! [0;1] afunction. We assaiate to any n 2 N and any (q;g) 2 GL,
the following experimert:

Experiment Exp ¥ (n; g; g)
ak zq,; AA ¢@; 8k I1,(qgA); If a= &then return 1 elsereturn 0

We let h |
Adv '(niqig) = Pr Exp{'(nigig) = 1

denotethe advantageof | oninputs n; g; g, the probability being over the random
choice of a and the coins of |, if any. We say that | has suaessbound © if

8n2 N 8(q;g) 2 GL, @ Adv {'(n;g;g) - °(n):

We sgy that the Discrete Logarithm Assumption (DLA) holdsif for every poly-
sizefamily of circuits | there exists a negligible function © sud that | hassuccess
bound©°. 1

The above formulation of the DLA, which, aswe have indicated, follows [12], has
somenon-standard featuresthat are important for their results. Let us discuss
thesebrie®y.

First, we note that the de nition of the successbound is not with respect
to (q; g) being chosenaccordingto somedistribution asis standard, but rather
makesthe stronger requiremert that the advantage of | is small for all (g; g).



Second,we stressthat the assumption only requires poly-size families of de-
terministic circuits to have a negligible succesdound. Howewer, in their proofs,
which aim to cortradict the DLA, Hada and Tanaka [11,12] build adversaries
that are poly-size families of randomized circuits, and then arguethat thesecan
be converted to related poly-size families of deterministic circuits that do not
have a negligible successbound. We will also needto build such randomized
adversaries,but, rather than using ad hoc conversionargumerts repeated across
proofs, we note the following more general Proposition, which simply says that
DLA, asper Assumption 1, implies that poly-sizefamilies of randomizedcircuits
alsohave a negligible succesdound. We will appealto this in seweral later places
in this paper.

Prop osition 1. Assumethe DLA, and let J = fJ,g,2n be a poly-size family
of randomized circuits. Then there exists a negligible function ° suchthat J has
suaesshound°. |

As is typical in such claims, the proof proceedsby showing that for every n there
exists a \good" choice of coins for J,, and by embedding these coins we get a
deterministic circuit. For completenesswe provide the proof in the full version
of this paper [4].

3 KEA2 is false

We begin by recalling the assumption. Our presenation is slightly di®erert from,
but clearly equivalent to, that of [12]: we have mergedthe two separate condi-
tions of their formalization into one. Recall that they refer to this assumption
as \non-uniform-D A2," and it was referred to, under a di®erent and incorrect
formalization, as SDHAZ2 in [11].

Assumption 2. [KEA2] LetA = fA,gnon and A = fA, gn2on be families of
circuits, and °: N ! [0; 1] a function. We assaiate to any n 2 N, any (q;g) 2
GLn, and any A 2 Gq the following experimert:

Experimert Exp 5°% (n; g, g; A)

bR Z4;BA ¢°; X A AP
(CGY)A An(4gA B;X); cA An(g g A B;X)
If (Y = CP AND g°6 C AND A°¢ 6 C) then return 1 elsereturn 0

We let h i

Adv 552 (n;q;g;A) = ProExp 2(niggA) = 1
denote the advantageof A relativeto A oninputs n; q;g; A. We say that A is a
kea2-extractor for A with error bound ° if

8n 2 N 8(q;g) 2 GL, 8A 2 Gq : Adv 5X(n;g;g;A) - °(n) :
We say that KEA2 holds if for every poly-size family of circuits A there exists

a poly-size family of circuits A and a negligible function © suc that A is a
kea2-extractor for A with error bound °. |



We stressagainthat in the above formulations, following [12], both the adversary
and the extractor are families of deterministic circuits. One can considervarious
variants of the assumptions, including an extensionto families of randomized
ciruits, and we discussthesevariants following the theorem below.

Theorem 1. If the DLA holdsthen KEA2 is false. |

The basic idea behind the failure of the assumption, as sketched in Section 1,
is simple. Consider an adversary given input g;g;A; B; X, where A = g?;B =
g® and X = g@®. The assumption says that there are only two ways for the
adversary to output a pair C;Y satisfying Y = CP. One way is to pick somec,
let C = g° and let Y = B®. The other way is to pick somec, let C = A® and
let Y = X €. The assumptionthus statesthat the adversary\knows" ¢ suc that
either C = ¢° (i.e,, c = DL0g,4(C)) or C = A° (i.e.,, ¢ = DLogga (C)). This
ignoresthe possibility of performing a linear combination of the two stepsabove.
In other words, an adversary might pick c;; ¢y, let C = g®*A% andY = B X ¢,
In this case,Y = CP but the adversary does not appear to necessarilyknow
DL0gq4(C) = ¢1 + c2DL0ggq(A) or DLOg,.4 (C) = c1DLoggA (9) + C2.

Howewver, going from this intuition to an actual proof that the assumption
is false takes somework, for seeral reasons.The above may be intuition that
there exists an adversary for which there would not exist an extractor, but we
needto prove that there is no extractor. This cannot be done unconditionally,
sincecertainly if the discretelogarithm problem (DLP) is easy then in fact there
is an extractor: it simply computesDLog,(C) and returns it. Accordingly, our
strategy will be to presen an adversary A for which we can prove that if there
exists an extractor A then there is a method to e+ciently compute the discrete
logarithm of A.

An issuein implemernting this is that the natural adversary A arising from
the above intuition is randomized, picking ¢;; ¢, at random and forming C;Y as
indicated, but our adversariesmust be deterministic. We resolwe this by designing
an adversary that makescertain speci ¢ choicesof c;; c,. We now proceedto the
formal proof.

Pr oof of Theorem 1. Assumeto the cortrary that KEA2 is true. We show
that the DLP is easy

The outline of the proof is as follows. We rst construct an adversary A
for the KEA2 problem. By assumption, there exists for it an extractor A with
negligible error bound. Using A , wethen present a poly-sizefamily of randomized
circuits J = fJngn2n and show that it doesnot have a negligible successound.
By Proposition 1, this cortradicts the DLA.

The poly-sizefamily of circuits A = fAgn2n IS presered in Figure 1. Now,
under KEA2, there exists a poly-size family of circuits A = fAngn2N and a
negligible function © such that A is an extractor for A with error bound ©. Using
A, we de ne the poly-size family of circuits J = fJ,gn2n Shovn in Figure 1.

Claim 1. For all n % N, all (g;9) 2 GL, and all A 2 Gq
i
Pr ak J,(qgA) : g6 A - °mn): |



An(g9;A; B; X) Jn(g;9;A)

CA gA bR z4;BA ¢°; X A AP
Y A BX cA A, (ggA B;X)
Return (C;Y) CA gA

If g°= C then &aA (cij 1) mod q EndIf
If A= Cthen &A (ci 1)' ! mod q EndIf
Return &

Fig. 1. Adversary A = fA,gn2n for the KEA2 problem and adversary J = fJn0On2n
for the DLP, for the proof of Theorem 1.

Note the claim shavs much more than we need.Namely, J doesnot merely have
a succesdound that is not negligible. In fact, it succeedwith probability almost
one.

Proof (Claim 1). We let Pr[§ denote the probability in the experiment of exe-
cuting Jn(g; g; A). We rst write someinequalities leading to the claim and then
justify them:

£ o]
Pr 6 A - Pr[g°6 C"A®6 C] (1)
Adv $°%(n; g g A) 2
°(n): (3)

We justify Equation (1) by showing that if g° = C or A® = C then g® = A. First
assumeg® = C. SinceC = gA, we have g° = gA, whenceA = g *. Sincewe
seta = (cj 1) mod g, we have A = g&. Next assumeA¢ = C. SinceC = gA,
we have A = gA, whenceA°® ! = g. Now obsene that ¢ 6 1, becauseotherwise
A= A 6 gA. (Sinceg is a generator, it is not equalto 1). Sincec6 1 and qis
prime, cj 1 hasan inversemodulo g which we have denoted by &. Raising both
sidesof the equation\A¢ ! = g" to the power & we get A = g&.

Exp 132(n; g;0; A) returns 1 exactly whenY = CP and g° 6 C and A° 6 C.

By construction of A, we have C = gA and Y = BX, and thusY = CP, so
Exp /'fjf(n; g;g; A) returns 1 exactly when g® 6 C and A® 6 C. This justi es

Equation (2).

Equation (3) is justied by the assumptionthat A is an extractor for A with
error bound°. |

Claim 1 implies that J does not have a negligible successbound, which, by
Proposition 1, shows that the DLP is not hard, contradicting the assumption
made in this Theorem. This completesthe proof of Theorem 1.

Extensions and variants. There are many ways in which the formalization
of Assumption 2 can be varied to capture the same basic intuition. Howevwer,
Theorem 1 extendsto thesevariants aswell. Let us discussthis brie®y.



As mertioned above, we might want to allow the adversaryto be randomized.
(In that case,it isimportant that the extractor get the coins of the adversary as
an additional input, sinceotherwisethe assumptionis clearly false.) Theorem 1
remains true for the resulting assumption, in particular becauseit is stronger
than the original assumption. (Note however that the proof of the theorem would
be easierfor this stronger assumption.)

Another variant is that adversariesand extractors are uniform, namely stan-
dard algorithms, not circuits. (In this casewe should certainly allow both to
be randomized, and should again give the extractor the coins of the adversary)
Again, it is easyto seethat Theorem 1 extendsto show that the assumption
remains false.

4 The KEA3 assumption

The obvious x to KEA2 is to take into accourt the possibility of linear combi-
nations by saying this is the only thing the adversary can do. This leadsto the
following.

Assumption 3. [KEA3] Let A = fAngron and A = fA .2~ be families of
circuits, and °: N ! [0;1] a function. We assaiate to any n 2 N, any (q;g) 2
GL,, and any A 2 Gq the following experimert:

Experimert Exp 5°%(n; g, g; A)

bR Z4;BA ¢°; X A AP
(C:Y)A An(G0:A B;X); (cric2) A An(q A B;X)
If (Y = CP AND g®*A% 6 C) then return 1 elsereturn 0
We let h i
Adv K8 (n;qig;A) = Pr Exp ¥ (niggA) =1

denotethe advantageof A relativeto A oninputs n; q; g; A. We say that A is a
kea3-extractor for A with error bound © if

8n 2 N 8(q;9) 2 GLy, 8A 2 Gy : Adv ,':‘ijs(n;q; g;A) - °(n):
We say that KEA3 holds if for every poly-size family of circuits A there exists

a poly-size family of circuits A and a negligible function © such that A is a
kea3-extractor for A with error bound °. |

We have formulated this assumptionin the style of the formalization of KEA2
of [12] given in Assumption 2. Naturally, variants such as discussedabove are
possible. Namely, we could strengthen the assumption to allow the adversary
to be a family of randomized circuits, of coursethen giving the extractor the
adversary's coins as an additional input. We do not do this becausewe do not
needit for what follows. We could also formulate a uniform-complexity version
of the assumption. We do not do this becauseit does not sutce to prove the
results that follow. Howewer, these extensionsor variations might be useful in
other contexts.



In Appendix A we recall the formalization of KEA1 and prove the following:
Prop osition 2. KEA3 implies KEA1. 1

This indicates that KEA3 is a natural extensionof KEA1L.

5 Three-round zero knowledge

The falsity of KEA2 renders vacuousthe result of [11,12] saying that there
exists a negligible-error, 3-round ZK argumert for NP. In this section we look
at recovering this result.

We “rst consider the protocol of [11,12], here called HTP. What has been
lost is the proof of soundness(i.e., of negligible error). The simplest thing one
could hope for is to re-prove soundnessof HTP under KEA3 without modifying
the protocol. However, we identify a bug in HTP that rendersit unsound. This
bug has nothing to do with the assumptionson which the proof of soundness
was or can be based.

The bug is, howewer, small and easily xed. We considera modi ed protocol
which we call pHTP. We are able to show it is sound (i.e., has negligible error)
under KEAS3. Since we have modi ed the protocol we needto re-establish ZK
under KEA1 aswell, but this is easily done.

Ar guments. We begin by recalling somede nitions. An argumert for an NP
languagelL [6] is a two-party protocol in which a polynomial-time prover tries
to \convince" a polynomial-time veri er that their commoninput x belongsto
L. (A party is said to be polynomial time if its running time is polynomial in
the length of the commoninput.) In addition to x, the prover has an auxiliary
input a. The protocol is a messageexchange at the end of which the veri er
outputs a bit indicating its decisionto accept or reject. The probability (over
the coin tossesof both parties) that the veri er acceptsis denoted Acc \F;?a(x).
The formal de nition follows.

De nition 1. A two-party protocol (P;V), whereP andV are both polynomial
time, is an argumentfor L with error probability +: N! [0; 1], if the following
conditions are satis ed:

Completeness: Forall x 2 L there existsw 2 f0; 1g° such that Acc\P,;W x) = 1.

Soundness: For all probabilistic polynomial-time algorithms B, all suzciently
longx 2L, and all a2 f0;1¢°, Accf:;a(x) - H(jxj).
Wesay (P;V) is anegligible-error argumentfor L if there existsa negligible func-

tion £: N! [0;1] such that (P;V) is an argumert for L with error probability
Ll |

Canonical protocols. The 3-round protocol proposedby [11,12], which we
call HTP, is basedon a 3-round argumert (P;V) for an NP-complete language
L with the following properties:



Prover P Verier V
Initial State St = (x; w; R)

((Cmt;q;9);St) A P(";St) dA 1
nA jxj i
If (q;9) 2 GL, then d A 0 EndIf
rR zi;ChA ¢
3, Ch
(Rsp; St) A P(Ch;St)
Rsp -
If DECx((Cmt ;q;9); Ch;Rsp) = 0
then d A 0 Endlf

Fig. 2. A 3-round argumen t. The common input is x. Prover P has auxiliary input
w and random tape R, and maintains state St. Veri er V returns boolean decision d.

1)

()

®3)

The protocolis of the form depictedin Figure 2. The proverisidenti ed with
afunction P that givenanincoming messageM i, (this is" whenthe prover is
initiating the protocol) and its current state St, returns an outgoing message
Moyt and an updated state. The initial state of the prover is (x; w; R), where
X is the commoninput, w is an auxiliary input and R is a random tape. The
prover's rst messagss called its commitment. This is a tuple consisting of
a string Cmt, a prime number gq and an elemen g, where (¢, g) 2 GLjy;.
The veri er selectsa challenge Ch uniformly at random from G, and, upon
receiving a respnse Rsp from the prover, applies a deterministic decision
predicate DEC, ((Cmt ; g; g); Ch; Rsp) to compute a boolean decision.

For any x 2 L and any commitment (Cmt ;g; g), where (q; g) 2 GLj4;, there
is at most one challenge Ch 2 G for which there exists a responseRsp 2
f0; 1g° such that DEC,((Cmt ;q;g); Ch;Rsp) = 1. This property is called
strong soundness

The protocol is honest-veri er zero knowledge (HVZK),meaning there ex-
ists a probabilistic polynomial-time simulator S such that the following two
ensenbles are computationally indistinguishable:

£S(X)geL and fView 5™ P (g ;
where W is any function that given an input in L returns a witnessto its
membership in L, and View E;W(X)(x), is a random variable taking value
V's internal coin tossesand the sequenceof messagest receives during an

interaction betweenprover P (with auxiliary input W (x)) and verier V on
commoninput X.



Prover P Veriers V;V°
Initial State St = (x; w; R)

(Cmt;q;g); St A P(";St)
ak zq; AR ¢ dA 1
(Cmt;q,g;A)
nA jxj i
If (0;g) 2 GL, then d A 0 Endif
bR z5;BA ¢°; X A AP

3, (B;X)
If X 6 B? then abort
elsecR z3; CA ¢°; ChA B®
(Rsp; St) A P(Ch; St) EndlIf
(Rsp; C; Ch)

fCheCPl_ Ch=1_
DEC,((Cmt;q;g);Ch;Rsp) = 0
then d A 0 Endlf

Fig. 3. HTP and pHTP . Verier V of protocol HTP = (P;V) doesnot include the
highlighted portion. Verier V° of protocol pHTP = (P; V9 does.

If (P;V) is a 3-round argumert for an NP-complete language, meeting the three
conditions above, then we refer to (P;V) as a canonical argument In what
follows, we assumethat we have suc canonical argumerts. They can be con-
structed in various ways. For example,a canonicalargumert can be constructed
by modifying the parallel composition of Blum's zero-knowvledge protocol for the
Hamiltonian circuit problem [5], as described in [11,12].

The Hada-Tanaka protocol. Let (P;V) be a canonical argumert for an
NP-complete languagelL, and let DEC be the veri er's decisionpredicate. The
Hada-Tanaka protocol HTP = (P;V) is described in Figure 3. Note V's decision
predicate doesnot include the highlighted portion of its code.

We now obsene that the HTP protocol is unsound. More precisely there
exist canonical argumerts suc that the HTP protocol basedon them does not
have negligible error. This is true for any canonical argumert (P;V) satisfying
the extra condition that for in"nitely many x 62L there exists a commitment
(Cmt «; a; gx) for which there is a responseRspy to challenge 1 that will make
the veri er accept. There are many such canonical argumerts. For instance, a
canonical argumert satisfying this condition results from using an appropriate
encading of group elemers in Hada and Tanaka's modi cation of the paral-
lel composition of Blum's zero-knawvledge protocol for the Hamiltonian circuit
problem.



Prop osition 3. Let HTP be the Hada-Tanaka protocol basal on a canonical
argument satisfying the condition stated alove. Then there exists a polynomial-
time prover for HTP that can make the veri er accept with prolability one for
in"nitely many common inputs not in L. |

Proof (Proposition 3). Let (P;V) be the canonical argumert and let V be the
veri er of the corresponding protocol HTP. Consider a cheating prover B that
on initial state (x; ((Cmt y;ax; 0k); Rspx);") selectsan exponert a 2 Zy, uni-
formly at random, and sends(Cmt «; 0k; Ox; 92) as its commitment to veri er
V. Upon receiving a challenge (B; X), it chedks if X = B?2. If not, it aborts.
Otherwise, it sends(Rspy; 1;1) asits responseto V. By the assumption about
protocol (P;V), for innitely many x 62L there exists an auxiliary input y =

((Cmt ;0 0y); Rspy) 2 0; 1g° sud that Accf:;y(x) =1. 1

Pr otocol pHTP. The above attack can be avoided by modifying the veri er
to include the highlighted portion of the code in Figure 3. We call the resulting
veri er VO The following guaranteesthat the protocol pHTP = (P;V9 is sound
under KEA3, if the DLP is hard.

Theorem 2. If KEA3 holds, the DLA holds,and (P;V) is a canonical 3-round
argument for an NP-complete languageL, then pHTP = (P;V9 as de ned in
Figure 3 is a negligible-error argument for L.

Pr oof of Theorem 2. The proof is almost identical to that of [12]. For com-
pleteness,however, we provide it.

Completenessfollows directly from the completenessof protocol (P;V). To
prove soundnesswe proceedby cortradiction. Assumethat pHTP is not sound,
i.e., thereis no negligible function + suc that the soundnessondition in De nition 1
holds with respect to +. We shaw that the DLP is easyunder KEA3.

By the assumptionthat pHTP is not sound and a result of [2], there exists
a probabilistic polynomial-time algorithm ® such that the function

Err p(n) = maxf Accfjga(x) :x2f01g" A x 62 ~ a2 f0;1g" ¢?

is not negligible. Hencethere exists a probabilistic polynomial-time algorithm
B, apolynomial p, and aninnite setS = f(x;a) : x 2 f0;1g°nL ~ a2 f0;1g°g
such that for every (x;a) 2 S
Acc Y (x) > 1=p(ix]) ; (4)
andf x 2 f0;1g" : 9a 2 f0; 1g° such that (x;a) 2 S gis in nite.
Since® takesan auxiliary input a, we may assumewithout lossof generality,

that B is deterministic. We also assumethat, if (Cmt ;% g% A9 is B's commit-
ment on input " when the initial state is (x; a;"), for somex; a 2 f0;1g® with

ixj = n, then (g% g% 2 GL,. (There exists a prover B° for which Acc Sﬂ?a(x) =

2 \We note that this setis nite since® is a polynomial-time algorithm and Acc f/”;oa (x)
dependsonly on the st ty(jxj) bits of a, where ty (9 is the running time of b



An(g;g;AB;X) ==n2K
StA (x;&"); (Cmt;q%g%A%;st) A B(";St)
If °6 q_g°6 g_ A°6 A then return (1;1)
else ((Rsp; C;Ch);St) A B((B;X); St) ; return (C;Ch) Endlf

An(99;AB;X) ==n6X
Return (1;1)

Jn(99;A) ==n2K
StA (x;a"); (Cmt;q’g%A9;St) A B(";st)
If °6 q_g°6 g then return ? EndIf
bR z,:BA Ac¢g®; X A B®
((Rsp;C; Ch); Sty) A B((B;X); St); (c1;c2) A An(q;g;A%B;X)
If DECx((Cmt;q;g);Ch;Rsp) = 0_ Ch 6 B X °2 then return ? EndlIf
PA z,; B°A ¢ ; Xx°A B®’
If B= B%then &aA K°j bmod q; return & Endif
(Rsp%C%Ch%;std) A B((B%XY;St); (<) A An(qgA%B% X0
If DECx((Cmt;q;g);Ch%Rsp® = 0_ Ch°6 BEIX ®2 then return ? EndIf
If c; + a%; 6" 0 (mod q) then

aA (1% + B’%a%3 i ba j ba’s) ¢(c, + a’;)i  mod q; return &

elsereturn ? EndIf

Jn(g;g;A)  ==n6XK
Return ?

Fig. 4. Adversary A = fAnOn2n for the KEA3 problem and adversary J = fJngn2n
for the DLP, for the proof of Theorem 2.

Acc "Jga(x) for every x; a 2 £0; 1g° and this assumption holds.) We will use® to
construct an adversary A for the KEA3 problem. By assumption,there exists for
it an extractor A with negligible error bound. Using A and B, we then presen
a poly-sizefamily of randomized circuits J = fJ, g2 N and show that it doesnot
have a negligible successhound. By Proposition 1, this shaws that the DLP is
not hard.

Let K = fn2N: 9(x;a) 2 Ssud that jxj = ng. We obsene that K is
an in nite set. For ead n 2 K, x (x;a) 2 S suc that jxj = n. The poly-size
family of circuits A = fA,gn2on IS preseried in Figure 4. Now, under KEAS3,
there exists a poly-sizefamily of circuits A = fA ,g.»n and a negligible function
° such that A is an extractor for A with error bound ©. For each n 2 K, let
a”= DLogqoq0(A9), where (Cmt ;% g% A9 is B's commitment on input " when
the initial state is (x; a;"). Using A, we dene the poly-size family of circuits
J = fJn0h2n Shovn in Figure 4. The proof of the following is in [4].



Claim 2. For in nitely many n 2 N there exists(g; g) 2 GL, sud that for every

A2 Gy .

! 18
p(n? " 2°p(n)

Claim 2 implies that J does not have a negligible successbound, which, by

Proposition 1, shows that the DLP is not hard, contradicting the assumption
madein this Theorem.

Pr a& J.(qgA) : g*=A i 22(n):1

Zer o kno wledge of pHTP. Having modi ed HTP, we needto revisit the zero
knowledge. Hada and Tanaka proved that if the canonical argumern is HVZK
(property (3) above) then HTP is zero knowledge under KEA1. However, we
obsene that pHTP modi es only the veri er, not the prover. Furthermore, only
the decisionpredicate of the veri er is modi ed, not the message# sends.This
meansthat the view (i.e., the internal coin tossesand the sequenceof messages
received during an interaction with a prover P) of veri er VCof pHTP is identical
to that of verier V of HTP. Thus, zero knowledge of pHTP follows from zero
knowledgeof HTP, and in particular is true under the sameassumptions,namely
KEAL.

Summary. In summary, pHTP is a 3-round protocol that we have shown is a
negligible-errorargumert for NP assumingDLA and KEA3, and is ZK assuming
KEAL. Given Proposition 2, this meanswe have shawvn that assumingDLA and
KEA3 there exists a 3-round negligible-error ZK argumert for NP.
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KEA3 implies KEAl

We recall KEA1, following [12], but applying the samesimpli cations as we did
for KEA2 soasto mergetheir two conditions into one:

Assumption 4. [KEA1] LetA = fA,gnon and A = fA, gn2on be families of
circuits, and °: N'! [0;1] a function. We assaiate to any n 2 N, any (q;g) 2
GLn, and any A 2 Gq the following experimert:

keal

Experimert Exp % (n; g; )

bR z,;BA ¢°
(C;Y)A An(g9:B); cA Ay(q0:B)
If (Y = C° AND ¢° 6 C) then return 1 elsereturn 0



We let h i
Adv K5 (n;g;0) = Pr BExp K3 (nigig) = 1

denote the advantageof A relative to A on inputs n; g;g. We say that A is a
keal-extractor for A with error bound © if

8n2 N 8(q;0) 2 GL, : Adv K3(n;gg) - °(n):

We say that KEAL holds if for every poly-size family of circuits A there exists
a poly-size family of circuits A and a negligible function © such that A is a
keal-extractor for A with error bound°. |

Proof (Proposition 2). Let A be an adversary (poly-size family of circuits) for

KEAl. We needto show there exists a negligible function © and a poly-size

family of circuits A such that A is a keal-extractor for A with error-bound °.
We begin by constructing from A the following adversary A ° for KEA3:

Adversary AQ(q; g; A; B; X)
(CY)A An(g,9:B)
Return (C;Y)

We have assumedKEAS3. Thus there exists a negligible function ° and an ex-
tractor A°such that ACis a kea3-extractor for A°with error bound ©. Now we
dene an extractor A for A asfollows:

Extractor A, (q;g;B)
a/& Zq,AA gaix A B®
(c;0) A A%q ;A B; X)
cA ¢ + ac; mod q
Return ¢

We claim that A is a keal-extractor for A with error bound °. To seethis, as-
sumeAﬂ(q;g;A; B; X) is successfulmeaning gt A® = C. Then ¢® = g1+ a2 =
gtA% = C soA,(q;g;B) is successfulaswell. 1|



