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Abstract. Weintro ducethe notion of multi-tr apdoor commitments which
is a stronger form of trap door commitment schemes.We then construct
two very e cien t instantiations of multi-trap door commitment schemes,
one basedon the Strong RSA Assumption and the other on the Strong
Di e-Hellman Assumption.

The main application of our new notion is the construction of a compiler
that takes any proof of knowledge and transforms it into one which is
secure against a concurrent man-in-the-middle attack (in the common
reference string model). When using our speci ¢ implementations, this
compiler is very e cien t (requires no more than four exponertiations)
and maintains the round complexity of the original proof of knowledge.
The main practical applications of our results are concurrently secure
identi cation protocols. For these applications our results are the rst
simple and e cien t solutions basedon the Strong RSA or Di e-Hellman
Assumption.

1 Intro duction

A proof of knowledgeallows a Prover to corvince a Veri er that he knows some
secretinformation w (for example a witness for an N P-statemert y). Sincew
must remain secret,one must ensurethat the proof doesnot reveal any informa-
tion about w to the Veri er (who may not necessarilyact honestly and follow the
protocol). Proofs of knowledgehave seweral applications, chief amongthem iden-
ti cation protocolswhere a party, who is assaiated with a public key, identi es
himself by proving knowledge of the matching secretkey.

However when proofs of knowledge are performed on an open network, like
the Internet, one hasto worry about an active attacker manipulating the con-
versation between honest parties. In such a network, also, we cannot expect to
cortrol the timing of messagelelivery, thuswe should assumethat the adversary
has cortrol on when messagesre deliveredto honest parties.
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The adversarycould play the \man-in-the-middle" role, betweenhonestprovers
and veri ers. In such an attack the adversarywill act asa prover with an honest
veri er, trying to make her accepta proof, even if the adversary doesnot know
the corresponding secretinformation. During this attack, the adversarywill have
accesso honestprovers proving other statemerts. In the most powerful attack,
the adversary will start seweral such sessionsat the sametime, and interleave
the messagesn any arbitrary way.

Informally, we say that a proof of knowledgeis concurrertly non-malleable,
if such an adversary will never be able to corvince a veri er when she does not
know the relevant secretinformation (unless, of course, the adversary simply
relays messagesinchangedfrom an honestprover to an honestveri er).

Our Main Contribution.  We presen a generaltransformation that takesany
proof of knowledgeand makesit concurrertly non-malleable.The transformation
presenesthe round complexity of the original schemeand it requiresa common
referencestring sharedby all parties.

The crucial technical tool to construct such compiler is the notion of multi-
trapdoor commitments (MTC) which we introduce in this paper. After de ning
the notion we shaw speci ¢ number-theoretic constructions basedon the Strong
RSA Assumption and the recertly introduced Strong Di e-Hellman Assump-
tion. Theseconstructions are very e cien t, and when applied to the concurrert
compiler described above, this is the whole overhead.

Mul ti-Trapdoor ~ Commitments. Recall that a commitment scheme consist
of two phases,the rst onein which a sendercommits to a messagethink of it
as putting it inside a sealedervelope on the table) and a secondone in which
the senderrevealsthe committed messaggopensthe ernvelope).

A trapdoor commitment schemeallows a senderto commit to a messagewith
information-theoretic privacy. l.e., giventhe transcript of the commitment phase
the receiver, even with in nite computing power, cannot guessthe committed
messagebetter than at random. On the other hand when it comesto open-
ing the messagethe senderis only computationally bound to the committed
messagelndeed the schemeadmits a trapdoor whoseknowledge allows to open
a commitment in any possibleway. This trapdoor should be hard to compute
e cien tly.

A multi-tr apdoor commitment scheme consistsof a family of trap door com-
mitments. Each schemein the family is information-theoretically private. The
family admits a master trap door whoseknowledge allows to open any commit-
mert in the family in any way it is desired. Moreover each commitment scheme
in the family admits its own speci ¢ trapdoor. The crucial property in the def-
inition of multi-trap door commitments is that when given the trap door of one
schemein the family it is infeasibleto compute the trap door of another scheme
(unlessthe master trap door is known).

Concurrent  Composition in Det ail. When consideringa man-in-the-middle
attacker for proofs of knowledgewe must be careful to de ne exactly what kind
of concurrert composition we allow.



Above we described the casein which the attacker acts as a veri er in sev-
eral concurrert executions of the proof, with seweral provers. We call this left-
concurrency (as usually the proversare positioned on the left of the picture). On
the other hand right-concurrency meansthat the adversary could start seweral
concurrernt executionsas a prover with seweral veri ers.

Under theseattacks, we needto prove that the protocols are zero-knowledge
(i.e. simulatable) and also proofs of knowledge (i.e. one can extract the wit-
nessfrom the adversary). When it comesto extraction one also has to make
the distinction betweenon-line and post-protocol extraction [27]. In an on-line
extraction, the witness is extracted as soon as the prover successfullycorvinces
the veri er. In a post-protocol extraction procedure,the extractor waits for the
end of all the concurrernt executionsto extract the witnessesof the successful
executions.

In the commonreferencestring it is well known how to fully (i.e. both left and
right) simulate proofs of knowledgee cien tly, using the result of Damgard [16].
We use his techniques, so our protocols are fully concurrertly zero-knowledge.
Extraction is more complicated. Lindell in [30] shows how to do post-protocol
extraction for the caseof right concurrency We can use his techniques as well.
But for many applications what really matters is on-line extraction. We are able
to do that only under left-concurrency*. This is however enoughto build fully
concurrertly secureapplications like identi cation protocols.

Prior Work. Zero-knowledgeprotocolswereintroducedin [24]. The notion of
proof of knowledge (already implicit in [24]) was formalized in [21,6].

Concurrent zero-knowledgewas introduced in [20]. They point out that the
typical simulation paradigm to prove that a protocol is zero-knowledgefails to
work in a concurrert model. This work sparked a long seriesof papers culmi-
nating in the discovery of non-constart upper and lower bounds on the round
complexity of concurrernt zero-knawledgein the black-box model [13,34], unless
extra assumptionsare used sudch as a common referencestring. Moreover, in a
breakthrough result, Barak [2] shows a constart round non-black-box concurrert
zero-knowledge protocol, which however is very ine cien t in practice.

If oneis willing to augmern the computational model with a common refer-
encestring, Damgard [16]showshow to construct very e cien t 3-round protocols
which are concurrernt (black-box) zero-knowledge.

However all theseworks focusonly on the issueof zero-knowledge,where one
hasto provethat averi er who may engagewith seweral proversin a concurrert
fashion, does not learn any information. Our work focusesmore on the issue
of malleability in proofs of knowledge,i.e. security against a man-in-the-middle
who may start concurrert sessions.

The problem of malleability in cryptographic algorithms, and speci cally
in zero-knowledge proofs, was formalized by Dolev et al. in [19], where a non-
malleable ZK proof with a polylogarithmic number of rounds is preserted. This
protocol, however, is only sequentially non-malleable,i.e. the adversary can only

! However, as we explain later in the Introduction, we could achieve also right-
concurrency if we use so-called -proto cols



start sessionssequettially (and non concurrertly) with the prover. Barak in [3]
shows a constart round non-malleableZK proofin the non-bladk-box model (and
thus very ine cien t).

Using the taxonomy introduced by Lindell [29], we can think of concurrert
composition as the most general form of composition of a protocol with itself
(i.e. in a world where only this protocol is run). On the other hand it would
be desirable to have protocols that arbitrarily compose, not only with them-
selwes, but with any other \secure" protocol in the environment they run in.
This is the notion of universal composablesecurity as de ned by Canetti [11].
Universally composablezero-knavledge protocols are in particular concurrertly
non-malleable. In the common referencestring model (which is necessaryas
provenin [11]), a UCZK protocols for Hamiltonian Cycle was presened in [12].
Thus UCZK protocols for any NP problem can be constructed, but they are
usually ine cien t in practice sincethey require a reduction to the Hamiltonian
Cycle problem.

As it turns out, the common referencestring model is necessaryalso to
achieve concurrert non-malleability (see[30]). In this model, the rst theoretical
solution to our problem was preserted in [17]. Following on the ideas preseried
in [17] more e cien t solutions were preseried in [27,22,31].

Our compiler usesideasfrom both the works of Damgard [16] and Katz [27],
with the only di erence that it usesmulti-trap door instead of regular trap door
commitments in order to achieve concurrert non-malleability.

Simula tion-Sound  Trapdoor = Commitments. The notion of Simulation-
Sound Trapdoor Commitments (SSTC), introducedin [22] and later re ned and
improvedin [31],is very related to our notion of MTC. The notion wasintro duced
for analoguepurposes:to compile (in a way similar to ours) any -protocol into
one which is left-concurrently non-malleable. They show generic constructions
of SSTC and speci ¢ direct constructions basedon the Strong RSA Assumption
and the security of the DSA signature algorithm.

The concept of SSTC is related to ours, though we de ne a weaker notion
of commitment (we elaborate on the di erence in Section 3). The important
cortribution of our paper with respect to [22,31] is twofold: (i) we show that
this weaker notion is su cien t to construct concurrertly non-malleable proofs;
(ii) becauseour notion is weaker, we are able to construct more e cien t number
theoretic instantiations. Indeed our Strong RSA construction is about a factor of
2 faster than the one preseried in [31]. This e ciency improvemert is inherited
by the concurrertly non-malleable proof of knowledge, sincein both casesthe
computation of the commitment is the whole overheacf.

2 In [22,31] -protocolsare intro duced, which dispenseof the needfor rewinding when
extracting and thus can be proven to be left and right-concurrently non-malleable
(and with someextra modi cation even universally composable). It should be noted
that if we apply our transformation to the so-called -protocolsintro duced by [22],
then we obtain on-line extraction under both left and right concurrency. However we
know how to construct e cien t direct constructions of -protocols only for knowl-
edge of discrete logarithms, and even that is not particularly e cien t. Since for the



Remark. Becauseof space limitations, all the proofs of the Theorems, and
various technical details are omitted and can be found in the full version of the
paper.

2 Preliminaries

In the following we say that function f (n) is negligible if for every polynomial
Q() there exists an index ng sud that for all n > ng, f(n) 1=Q(n).
Also if A() is a randomized algorithm, with a  A() we denote the evert

2.1 One-time Signatures

Our construction requires a strong one-time signature scheme which is secure
against chosenmessagettack. Informally this meansthat the adversaryis given
the public key and signatureson any message®f her choice (adaptively chosen
after seeingthe public key). Then it is infeasible for the adversaryto compute a
signature of a new messagepr a di erent signature on a messagealready asked.
The following de nition is adapted from [25].

De nition 1. (SG Sig, Ver) is a strong one-time secure signature if for every
prokabilistic polynomial time forger F, the following

> (skv SAIMIM F(W;

Probgsig Sig(M ; sk ; F(M;sig vk) = (M % sid?) :é
Ver(M % sig® vk) = 1 and
(M 8 MO or sigé sif)

is negligiblein n.

One-time signaturescan be constructed more e cien tly than generalsignatures
sincethey do not require public key operations (see[7,8,28]). Virtually all the
e cien t one-time signature schemesare strong.

2.2 The Strong RSA Assumption.

Let N be the product of two primes, N = pg With (N) we denote the Euler
function of N, i.e. (N)=(p 1)(q 1). With Z, we denotethe set of integers
between0Oand N 1 and relatively prime to N.

Let e be an integer relatively prime to (N). The RSA Assumption [35]
statesthat it is infeasibleto compute e-roots in Z, . |.e. given a random elemeri
S2r Zy it ishard to nd x sud that x® = smod N.

applications we had in mind left-concurrency was su cien t, we did not follow this
path in this paper.



The Strong RSA Assumption (introducedin [4]) statesthat given a random
element s in Zy it is hard to nd x;e 6 1 suc that x® = smod N. The
assumption di ers from the traditional RSA assumption in that we allow the
adversary to freely choosethe exponert e for which shewill be able to compute
e-roots.

We now give formal de nitions. Let RSA(n) be the set of integersN, such
that N is the product of two n=2-bit primes.

Assumption 1 We say that the Strong RSA Assumption holds, if for all prob-
abilistic polynomial time adversariesA the following probability

ProfN RSA(n);s Zy : A(N;s)=(x;e) s.t. x*=smodN ]
is negligible in n.

A moree cien t variant of our protocol requiresthat N is selectedasthe product
of two safe primes, i.e. N = pgwherep = 2p°+ 1, g = 29°+ 1 and both p% ¢
are primes. We denote with SRSA(n) the set of integersN, such that N is the
product of two n=2-bit safeprimes. In this casethe assumptionsabove must be
restated replacing RSA(n) with SRSA(n).

2.3 The Strong Die-Hellman Assumption

We now briey recall the Strong Die-Hellman (SDH) Assumption, recertly
intro duced by Boneh and Boyenin [9].

Let G becyclic group of prime order g, generatedby g. The SDH Assumption
can be thought as an equivalent of the Strong RSA Assumption over cyclic
groups. It basically says that no attacker on input G; g; gx;gxz;gx3; :::, for some
random x 2 Zq, should be ableto comeup with a pair (e;h) such that h** ¢ = g.

Assumption 2 We say that the *-SDH Assumption holds over a cyclic group
G of prime order q geneanted by g, if for all prokabilistic polynomial time adver-
saries A the following probability

Prodx Zq: A g g )= (e2 Zg;h2 G) st h*"¢=g]
is negligible in n = jqj.
Notice that, depending on the group G, there may not be an e cient way to
determine if A succeededn outputting (e;h) asabove. Indeedin order to ched
if h**¢ = g when all we have is g*', we needto solve the Decisional Di e-
Hellman (DDH) problem on the triple (g*g®; h; g). Thus, although Assumption
2 is well de ned on any cyclic group G, we are going to useit on the so-called
gap-DDH groups,i.e. groupsin which there is an e cien t test to determine (with
probability 1) oninput (g?;g° o) if c = abmod g or not. The gap-DDH property
will also be required by our construction of multi-trap door commitments that
usesthe SDH Assumption.

% Gap-DDH groups where Assumption 2 is believed to hold can be constructed using
bilinear maps intro duced in the cryptographic literature by [10].



2.4 Denition of Concurren t Pro ofs of Kno wledge

Pol ynomial Time Rela tionships. Let R be a polynomial time computable
relationship, i.e. a languageof pairs (y; w) such that it can be decidedin polyno-
mial time in jyj if (y;w) 2 R or not. With Lr we denote the languageinduced
by Rie.Lgr = fy : 9w : (y;w) 2 Rg.

More formally an ensentle of polynomial time relationships PTR consists
of a collection of families PTR = [ ,PTR, whereeach PTR,, is a family of
polynomial time relationships R,. To an ensenble PT R we assaiate a random-
ized instance geneamtor algorithm IG that on input 1" outputs the description of
a relationship Ry,. In the following we will drop the sux n when obvious from
the context.

Pr oofs of Knowledge. In a proof of knowledge for a relationship R, two
parties, Prover P and Veri er V, interact on a common input y. P also holds a
secretinput w, sud that (y;w) 2 R. The goal of the protocol is to corvince V
that P indeedknows such w. Ideally this proof should not reveal any information
about w to the verier, i.e. be zero-knowvledge.

The protocol should thus satisfy certain constraints. In particular it must be
complete if the Prover knows w then the Veri er should accept. It should be
sound for any (possibly dishonest) prover who does not know w, the verier
should almost always reject. Finally it should be zero-knowledge no (poly-time)
veri er (no matter what possibly dishoneststrategy shefollows during the proof)
can learn any information about w.

-pr otocols. Many proofs of knowledge belong to a classof protocols called
-protocols. Theseare 3-move protocolsfor a polynomial time relationship R in
which the prover sendsthe rst messagea, the veri er answerswith a random
challenge c, and the prover answers with a third messagez. Then the verier
applies a local decisiontest on y; a; c;z to acceptor not.
-proto cols satisfy two special constraints:

Special soundness A cheating prover can only answer one possiblechallenge
c. In other words we can compute the withessw from two accepting corver-
sations of the form (a;c;z) and (a;c® z9).

Special zero-kno wledge Giventhe statemert y and a challengec, we can pro-
duce (in polynomial time) an accepting corversation (a;c;z), with the same
distribution of real accepting conversations,without knowing the witnessw.
Special zero-knowledge implies zero-knowledge with respect to the honest
veri er.

All the most important proofs of knowledgeusedin cryptographic applications
are -protocols(e.g.[36,26]).

We will denotewith a 1[y; w] the processof selectingthe rst messagea
accordingto the protocol . Similarly we denotec 2 andz sly; w; a;cl.

Man-in-the-middle  Att acks. Considernow an adversaryA that engageswith
a verier V in a proof of knowledge. At the sametime A acts asthe verier in



another proof with a prover P. Even if the protocol is a proof of knowledge
according to the de nition in [6], it is still possiblefor A to make the verier
accept even without knowing the relevant secretinformation, by using P asan
oracle. Of courseA could always copy the messagedrom P to V, but it is not
hard to shaw (seefor example[27]) that shecan actually prove even a dierent
statemert to V.

In a concurrent attack, the adversary A is activating seweral sessionswith
seweral provers, in any arbitrary interleaving. We call such an adversary a con-
current man-in-the-middle. We say that a proof of knowledge is concurrertly
non-malleable if such an adversary fails to corvince the verier in a proof in
which he doesnot know the secretinformation. In other words a proof of knowl-
edgeis concurrertly non-malleable, if for any sud adversary that makes the
veri er acceptwith non-negligible probability we can extract a witness.

Sincewe work in the common referencestring model we de ne a proof sys-
tem as tuple (crsG,RV), where crsGis a randomized algorithm that on input
the security parameter 1" outputs the common referencestring crs. In our def-
inition we limit the prover to be a probabilistic polynomial time machine, thus
technically our protocols are argumentsand not proofs. But for the rest of the
paper we will refer to them as proofs.

If A isaconcurrent man-in-the-middle adversary, let A (n) bethe probability
that the veri er V accepts.That is

A = ProdR, IG(1"); crs  crs@1") ; [APOEPOK v (ersy) = 1]

with ViewWA; P; V] s the view of A at the end of the interaction with P and V
on common referencestring crs.

De nition 2. We say that (crsG,RV) is a concurrently non-malleable proof of
knowledgefor a relationship (PTR;IG) if the following properties are satis ed:

Completeness For all (y;w) 2 R, (for all R,) we havethat [P(y; w); V(y)] =
1

Witness Extraction  There exist a prokabilistic polynomial time knowledgeex-
tractor KE, a function :f0;1g ! [0;1] and a negligible function , such
that for all prokabilistic polynomial time concurrent man-in-the-middle ad-
versary A, if a(n) > (n) then KE, given rewind accessto A, computesw
suchthat (y;w) 2 R, with prokability at least o(n)  (n)  (n).

Zero-Kno wledge There exist a probabilistic polynomial time simulator SIM =
(SIM1; SIMp; SIMy), suchthat the two random variables

Real(n) = [crs  crs@1") ; ViewA;P;V]es |

Sim(n) = [crs  SIM(1") ; ViewWA; SIMp; SIMy]ers |

are indistinguishable.



Notice that in the de nition of zero-knowledgethe simulator doesnot have the

power to rewind the adversary. This will guarantee that the zero-knowledge
property will hold in a concurrert scenario. Notice also that the de nition of

witness extraction assumesonly left-concurrency (i.e. the adversary has access
to many provers but only to one veri er).

3 Multi-trap door Commitmen t Schemes

A trapdoor commitment scheme allows a senderto commit to a messagewith
information-theoretic privacy. l.e., giventhe transcript of the commitment phase
the receiver, even with in nite computing power, cannot guessthe committed
messagebetter than at random. On the other hand when it comesto opening
the messagethe senderis only computationally bound to the committed mes-
sage.Indeed the scheme admits a trapdoor whose knowledge allows to open a
commitment in any possible way (we will refer to this also as eguivacate the
commitment). This trapdoor should be hard to compute e cien tly.

A multi-tr apdoor commitment scheme consistsof a family of trap door com-
mitments. Each schemein the family is information-theoretically private. We
require the following properties from a multi-trap door commitment scheme:

1. The family admits a master trap door whoseknowledge allows to open any
commitment in the family in any way it is desired.

2. Each commitment scheme in the family admits its own specic trap door,
which allows to equivocate that speci ¢ scheme.

3. For any commitment scheme in the family, it is infeasible to open it in
two di erent ways, unlessthe trap door is known. However we do allow the
adversary to equivocate on a few schemesin the family, by giving it access
to an oracle that opensa given committed value in any desired way. The
adversary must selectsthis schemes,before seeingthe de nition of the whole
family. It should remain infeasible for the adversaryto equivocate any other
schemein the family.

The main di erence between our de nition and the notion of SSTC [22,31]
is that SSTC allow the adversary to choosethe schemesin which it wants to
equivocate even after seeingthe de nition of the family. Clearly SSTC are a
stronger requiremert, which is probably why we are able to obtain more e cien t
constructions.

We now give a formal de nition. A (non-interactive) multi-trap door com-
mitment schemeconsistsof v e algorithms: CKG, Sel, Tkg, Com, Open with the
following properties.

CKG s the master key generationalgorithm, on input the security parameter
it outputs a pair PK, TK where PK is the master public key assaiated with the
family of commitment schemes,and TK is called the master trapdoor.

The algorithm Selselectsa commitment in the family. On input PK it outputs
a speci ¢ public key pk that identi es one of the schemes.



Tkg is the specic trapdoor generation algorithm. On input PK,TK,pk it
outputs the speci ¢ trapdoor information tk relative to pk.

Com is the commitment algorithm. On input PK,pk and a messageM it
outputs C(M) = Com(PK;pk;M;R) where R are the coin tosses.To open a
commitment the senderrevealsM ;R and the receiver recomputesC.

Open is the algorithm that opensa commitment in any possibleway given
the trap door information. It takesasinput the keysPK,pk, a commitment C(M )
and its opening M ; R, a messageM °6 M and astring T. If T= TK or T = tk
then Open outputs R° such that C(M) = Com(PK; pk; M % R9.

We require the following properties. AssumePK and all the pk's are chosen
accordingto the distributions induced by CKG and Tkg.

Information  Theoretic Securit y For every messageair M ; M °the distribu-
tions C(M) and C(M 9 are statistically close.
Secure Binding Considerthe following game.The adversaryA selectsk strings

mitment family, generatedwith the samedistribution asthe onesgenerated
by CKG. Also, A is given accessto an oracle EQ (for Equivocator), which
is queried on the following string C = Com(PK;pk;M;R);M;R;pk and a
messageM ® 6 M. If pk = pk; for somei, and is a valid public key, then
EQ answers with R such that C = Com(PK; pk; M % R9 otherwise it out-
puts nil. We say that A wins if it outputs C;M;R;M %R%pk sudc that
C = Com(PK;pk;M;R) = Com(PK;pk;M%R9, M 6 M%and pk 6 pk; for
all i. We require that for all e cient algorithms A, the probability that A
wins is negligible in the security parameter.

We can de ne a stronger version of the Secure Binding property by requiring
that the adversary A receivesthe trap doors tk;'s matching the public keyspk;'s,
instead of accessto the equivocator oracle EQ. In this casewe say that the
multi-trap door commitment family is strong’.

3.1 A scheme based on the Strong RSA Assumption.

The starting point for the our construction of multi-trap door commitments based
on the Strong RSA Assumption, is a commitment schemebasedon the (regular)
RSA Assumption, which has beenwidely usedin the literature before (e.g. [14,
15)).

The master public key is a number N product of two large primes p;q, and s
arandom elemert of Z, . The master trap door is the factorization of N, i.e. the
integersp;g. The public key of a schemein the family is an “-bit prime number

4 This was actually our original de nition of multi-trap door commitments. Phil
MacKenzie suggestedthe possibility of using the weaker approach of giving accessto
an equivocator oracle (as donein [31]) and we decidedto modify our main de nition
to the weaker one, sinceit su ces for our application. However the strong de nition
may also have applications, so we decided to presert it as well.



esuc that GCD(e; (N)) = 1. The speci c trapdoor of the schemewith public
key e is the e-root of s, i.e. avalue 2 Zy sudthat ¢=smodN.

To commit to a 2 [1::2 1] the senderchoosesr 2g Z, and computesA =
s? r® mod N. To decommit the senderrevealsa;r and the previous equation is
veri ed by the receier.

Prop osition 1. Under the Strong RSA Assumption the schemedescrited alove
is a multi-tr apdoor commitment scheme.

Sketch of Pro of: Each schemein the family is unconditionally secret.Givena
value A = s? r® we note that for ead value a6 a there exists a unique value
rOsud that A = s2'(r%e. Indeed this value is the e-root of A s? 2°, Obsenw,
moreover that r° can be computed e cien tly as 2 2 thus knowledge of
allows to open a commitment (for which we know an opening) in any desired
way.

We now argue the Secure Binding property under the Strong RSA As-
sumption. Assumewe are given a Strong RSA problem istance N; . Let's now
run the Secure Binding game.The adversary is going to selectk pub@ keys
which in this caseare k primes, e;;:::;e. Wesets = E whereE = :(:1 €
and return N;s asthe public key of the multi-trap door commitment family. This
will easily allow us to simulate the oracle EQ, aswe know the e;-roots of s, i.e.
the trap doors of the schemesidenti ed by e;.

Assume now that the adversary equivocates a commitment scheme in the
family identi ed by a prime e 6 . The adversaryreturns a commitment A and
two distinct openingsof it (a;r) and (a%r9. Thus

A=sre=g(19e =) @ = 1)

Let = a al Sincea;a’< e and e and the g's are all distinct primes we have
that GCD( E;e) = 1. Wecan nd integers; suchthat E+ e= 1. Now
we can compute (using Shamir's GCD trick [37] and Eq.(1))

= Fre=(F) = (s) = L e %)

By taking e-roots on both sideswe nd that .= rr—o S . t

Remark: The commitment scheme can be easily extendedto any messagedo-
main M , by using a collision-resistart hash function H from M to [1::2° ]. In
this casethe commitment is computed ass" (@ r¢, In our application we will use
a collision resistart function like SHA-1 that mapsinputs to 160-bit integersand
then choosee's larger than 269,

3.2 A scheme based on the SDH Assumption

Let G be a cyclic group of prime order g generatedby g. We assumethat G
is a gap-DDH group, i.e. a group suc that deciding Di e-Hellman triplets is



easy More formally we assumethe existenceof an e cien t algorithm DDH-Test
which on input a triplet (g?;g° ¢°) of elemens in G outputs 1 if and only if,
c= abmod g. We also assumethat the Assumption 2 holds in G.

The master key generation algorithm selectsa random x 2 Z4 which will be
the master trapdoor. The master public key will be the pair g;h whereh = g*
in G. Each commitment in the family will be identied by a specic public key
pk which is simply an elemert e 2 Z. The speci ¢ trapdoor tk of this schemeis
the valuefe in G, such that fX*¢ = g.

To commit to a messagea 2 Zy with public key pk = e, the senderchoosesat
random 2 Z, and computeshe = (h g°) . It then runs Pedersen'scommitment
[33] with basesg; he, i.e., it selectsa random r 2 Z4 and computesA = g*hg.
The commitment to a is the value A.

To open a commitment the senderrevealsa and F = g ". The receiver
acceptsthe opening if DDH-Test(F;h g% A g ?) = 1.

Prop osition 2. Under the SDH Assumption the schemedescrited alove is a
multi-tr apdoor commitment scheme.

Sketch of Pro of: Each schemein the family is easily seento be unconditionally
secret. The proof of the Secure Binding property follows from the proof of
Lemma 1 in [9], where it is proven that the trapdoors f. can be considered

able (under the (" + 1)-SDH) to compute f, for anewe6 ¢g.

The proof is then completed if we can show that opening a commitment in
two di erent ways for a speci ¢ e is equivalent to nding fe.

Assume we can open a committment A = g in two ways a;F = g and
a%F%= g’ with a 6 a° The DDH-Test tells us that a= (x+e€)and

a%= Yx+e),thusa a%= (% )(x+e)or

FO (x+e) !

F

FO (a a%

(a a9 -
g F

:) fe=

By the samereasoning,if we know f and weohave an opening F; a and we want
to openit asa’we needto setF°= F f2 &, t

4 The Proto col

In this sectionwe describe our full solution for non-malleableproofs of knowledge
secureunder concurrert composition using multi-trap door commitments.

Inf ormal Description.  We start from a -protocol as described in Section
2. That is the prover P wants to proveto a verier V that he knows a withessw
for somestatemert y. The prover sendsa rst messagea. The veri er challenges
the prover with a random value ¢ and the prover answers with his responsez.
We modify this -protocol in the following way. We assumethat the parties
share a common referencestring that contains the master public key PK for a



multi-trap door commitment scheme.The commonreferencestring also cortains
a collision-resistart hash function H from the set of veri cation keysvk of the
one-time signature scheme, to the set of public keys pk in the multi-trap door
commitment schemedetermined by the master public key PK.

CNM-POK

Common Reference String: PK the master public key for a multi-trap door
commitment scheme. A collision resistant hash function H which maps inputs
to public keys for the multi-trap door commitment scheme determined by PK.

Common Input: A string y.

Priv ate Input for the Prover: awitnessw for the statement y, i.e. (y;w) 2
R.

{ The Prover computes (sk;vk)  SG1"); pk= H(vK); a 1ly;w]; r 2r
Zy; A = Com(PK;pk;a;r)
The Prover sendsA and vk to the Verier.

p A; vk

-V

{ The Verier selectsarandom challengec 2 and sendsit to the Prover.
P c %

{ The Prover computes z 3ly; w; a; c] and sig = Sigy(y; A; c;a;r;z). He

sendsa;r; z; sig to the Verier.

p ar;z;sig | y

{ The Verier acceptsi A = Com(PK;pk;a;r); Vernk(y;A; c;a;r;z) = 1and
Acc(y;a;c;z) = 1.

Fig. 1. A Concurrently Non-malleable Proof of Knowledge

The prover choosesa key pair (sk; vk) for a one-time strong signature scheme.
The prover computespk= H (vk) and A = Com(PK; pk;a;r) wherea is the rst
messageof the -protocol and r is chosenat random (as prescribed by the
de nition of Com). The prover sendsvk; A to the veri er. The crucial trick is that
we usethe veri cation key vk to determine the value pk usedin the commitment
scheme.

The veri er sendsthe challengec. The prover sendsbadck a;r as an opening
of A and the answer z of the -protocol. It also sendssig a signature over the
whole transcript, computed using sk The veri er cheds that a;r is a correct
opening of A, that sigis a valid signature over the transcript using vk and also



that (a;c;z) is an accepting conversation for the -protocol. The protocol is
described in Figure 1.

Theorem 1. If multi-tr apdoor commitments exist, if H is a collision-resistant
hash function, and if (SG,Sig,\ér) is a strong one-time signature scheme,then
CNM-POK is a concurrently non-malleable proof of knowledge (see De nition 2).

4.1 The Strong RSA Version

In this sectionwe are going to add a few commerts on the speci ¢ implementa-
tions of our protocol, when using the number-theoretic constructions described
in Sections3.1 and 3.2. The main technical question is how to implement the
collision resistart hash function H which maps inputs to public keys for the
multi-trap door commitment scheme.

The SDH implemertation is basically ready to use\as is". Indeed the public
keys pk of the multi-trap door commitment scheme are simply elemers of Zg,
thus all is neededis a collision-resistart hash function with output in Z4.

On the other hand, for the Strong RSA basedmulti-trap door commitmernt,
the public keysare prime numbersof the appropriate length. A prime-outputting
collision-resistart hash function is described in [23]. However we can do better
than that, by modifying slightly the whole protocol. We describe the modi ca-
tions (inspired by [32,15]) in this section.

Modifying the One-Time Signatures. First of all, we require the one-time
signature scheme(SG,Sig,\ér) to have an extra property: i.e. that the distribution
induced by SGover the veri cation keysvk is the uniform one®. Virtually all the
known e cien t one-time signature schemeshave this property.

Then we assumethat the collision resistart hash function usedin the pro-
tocol is drawn from a family which is both a collision-resistart collection and a
collection of families of universal hash functions ©.

Assumethat we have a randomly chosenhashfunction H from such a collec-
tion mapping n-bit strings (the veri cation keys)into k-bit strings and a prime
P > 2k=2,

We modify the key generation of our signature scheme as follows. We run
SGrepeatedly until we get a veri cation key vk such that e = 2P H(vk) + 1
is a prime. Notice that * = jej > 3k. Let us denote with SG this modied key
generation algorithm.

We note the following facts:

{ H(vK) follows a distribution over k-bit strings which is statistically closeto
uniform; thus using results on the density of primes in arithmetic progres-
sions (see[1], the results hold under the Generalized Riemann Hypothesis)

5 This requirement can be relaxed to asking that the distribution has enough min-
entropy.

5 This is a reasonableassumption that can be made on families built out of a collision-
resistant hash function (such as SHA-1). Seealso [18] for analysis of this type of
function families.



we know that this processwill stop in polynomial time, i.e. after an expected
" iterations.

{ Sinceeis of the form 2PR + 1, and P > e'*3, primalit y testing of all the e
candidates can be done deterministically and very e cien tly (seeLemma 2
in [32]).

Thus this is quite an e cien t way to assaiate primes to the veri cation keys.

Notice that we are not compromising the security of the modi ed signature
stheme.Indeedthe keysof the modi ed schemeare a polynomially large fraction
of the original universe of keys. Thus if a forger could forge signature on this
modi ed scheme,then the original schemeis not secureas well.

On the length of the primes. In our application we needthe prime eto be
relatively prime to (N) whereN is the RSA rBogqus usedin the protocol. This
can be achieved by setting *~ > n=2 (i.e. e> = N). In typical applications (i.e.
jNj = 1024)this is about 512 bits (we can obtain this by setting jPj = 352 and
k, the length of the hashfunction output, to 160). Sincethe number of iterations
to choosevk dependson the length of e, it would be niceto nd away to shorten
it.

If we usesafe RSA moduli, then we can enforcethat GCD(e; (N)) = 1 by
choosing e small enough (for 1024-bit safe moduli we needthem to be smaller
than 500bits). In this casethe collision-resistart property will becomethe limit-
ing factor in choosingthe length. By today's standards we needk to be at least
160. Sothe resulting primes will be 240 bits long.

4.2 Identication Proto cols

The main application of our result is the construction of concurrertly secure
identi cation protocols. In an identi cation protocol, a prover, assaiated with
a public key pk, communicates with a veri er and tries to corvince her to be
the legitimate prover (i.e. the personknowing the matching secretkey sk) An
adversary tries to mount an impersonation attack, i.e. tries to make the veri er
acceptwithout knowing the secretkey sk

The adversary could be limited to interact with the real prover only before
mounting the actual impersonation attack [21]. On the other hand a more re-
alistic approad is to considerthe adversary a \man-in-the-middle" possibly in
a concurrert fashion [5]. Clearly sudch an attacker can always relays messages
unchangedbetweenthe prover and the veri er. In order to make a security def-
inition meaningful, one de nes a successfulimpersonation attack as one with a
transcript di erent from the onesbetweenthe attacker and the real prover’.

It is not hard to seethat CNM-POK is indeed a concurrertly secureidenti -
cation protocol. It is important to notice that we achieve full concurrencyhere,

" In [5] an even more powerful adversary is considered, one that can even reset the
internal state of the prover. The resulting notion of security implies security in the
concurrent model. We do not consider the resettable scenario, but our proto cols are
more e cien t than the onesproposedin [5].



indeed the extraction procedurein the proof of Theorem 1 does not \care" if
there are many other executionsin which the adversary is acting as a prover.
Indeed we do not needto rewind all executions,but only onein order to extract
the onewitnesswe need. Thus if there are other such executions\nested" inside
the one we are rewinding, we just run them asthe honestveri er.
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