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Abstract.  We intro duce a compact and e cien t represenation of ele-
ments of the algebraic torus. This allows us to design a new discrete-
log based public-k ey system achieving the optimal communication rate,
partially answering the conjecture in [4]. For n the product of distinct
primes, we construct e cien t EIGamal signature and encryption schemes
in a subgroup of Fgn in which the number of bits exchanged is only a

(n)=n fraction of that required in traditional sdemes, while the se-
curity o ered remains the same. We also presert a Di e-Hellman key
exchange proto col averaging only (n) log, q bits of communication per
key. For the cryptographically important casesof n = 30 and n = 210,
we transmit a 4=5 and a 24=35 fraction, respectively, of the number of
bits required in XTR [14] and recert CEILIDH [24] cryptosystems.

1 Intro duction

In classicalDi e-Hellman key exchangethere are two xed system parameters
- a large prime q and a generator g of the multiplicativ e group F of the eld
Fq. In [10], the idea of working in nite extension elds instead of prime elds
wasproposed,but no computational or communication advantageswereimplied.
In [26] Schnorr proposedworking in a relatively small subgroup of F, of prime
order, improving the computational complexity of classical DH, but requiring
the sameamount of communication.

In [4] it is shown how to combine thesetwo ideassothat the number of bits
exdchangedin DH key exchangeis reducedby a factor of 3. Speci cally, it is shown
that elemens of an order r subgroup G of F can be e cien tly represerted
using 2log, q bits if r divides ¢ g+ 1, which is one third of the 6log, q bits
required for elemerts of Fos- Since the smallest eld cortaining G is Fge, ONE
can show [13] that with respect to attacks known today, the security of working
in G is the sameas that of working in Foe for r large enough. In [14, 15] the
XTR public key systemwas developed using the method of [4] together with an
e cien t arithmetic to achieve both computational and communication savings.
These papers also shav how to reduce communication in ElGamal encryption
and signature schemesin an.
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In [4] it was conjectured that one can extend this technique to any n by
working in the subgroup of F,. of order n(qg), where ,(x) denotesthe nth
cyclotomic polynomial. Sincethe degreeof ,(x) is (n), where is the Euler
function, one could transmit a (n)=n fraction of the number of bits neededin
classicalDH, while achieving the samelevel of security. For n the product of the
rst k primes, (n)=n! Oask! 1, sothe savings get better and better. In
[3, 24], evidencethat the techniques of [4] cannot generalizeto arbitrary n was
preseried, and in [3, 24], some speci ¢ versions of the conjecture in [4] made
in [3] were shaovn to be false. Also in [24, 25, 23] it is shawvn that the group
of order ,(q) is isomorphic to the well-studied algebraic torus T, (Fq) [30] and
that a positive answer to the conjecture in [4] is possibleif one can construct
an e cien t rational parameterization of T, (Fq). However, such a construction
is only known when n is a prime power or the product of two prime powers,
although it is conjectured to exist for all n [24, 30]. In [24] a construction is
given for n = 6, which is the basisfor the CEILIDH public-key cryptosystem.
CEILIDH achievesthe samecommunication as XTR with a few computational
di erences.

In this paper we nally breakthe \n 6 barrier" by constructing, for every
n, ecient ElGamal encryption and signature schemesin Fq, which require
transmitting at most a (n)=n fraction of the bits required in their classical
courterparts. Further, we presert an asymptotical variant of DH key exchange
in which the averagenumber of bits exchanged per key approadcies (n)log, g.
The key property that we useis the fact that T, (Fq) is stably rational (see[30],
section5.1). Speci cally, our enabling technique is the construction of e cien tly
computable bijections and ! with

: Tn(Fq) djn; (n=d)= 1qu ! djn; (n=d)=1 qu;

where  denotesdirect product, and is the Mebius function®. This allows
us to bypassthe torus conjecture of [24], by relaxing the problem of e cien tly
represerting a single symbol of T, (Fg), to the problem of e cien tly represeriing
asequencef symbolsin T, (Fg). Our pijections enableusto compactly represent
m elemeris of T, (Fg) with (m (n) + din: (n=d)= , d) log g bits, which for large
enoughm, is roughly (n)logq bits per elemen. We stressthat while our key
exdchange proto col achievesthe optimal n= (n) reduction factor asymptotically,
our encryption and signature schemesachieve this even for the encrypting or
signing of a single message.

Note that the domain and rangeof neednot be isomorphic. Indeed, letting
Gq denote the cyclic group of order d, if n = 2 and q = 3, then the domain
of isisomorphicto G4 G2, while the rangeis isomorphic to Gg. We shaw,
however, that can be decomposedinto isomorphismsplus a map requiring a
table lookup. We showv how to chooseq sothat constructing and querying this
table is extremely e cien t.

% For an integern, (n) = 1if n = 1, (n) = 0if n has a repeated factor, and
(n) = (1) if nis a product of k distinct primes (see[11], section 16.3).



Our choiceof gand r for xed n will alsoa ect the security of our scheme.
We give an e cien t heuristic for choosing q and r for the practical casesof
n = 30 and n = 210, where we achieve a communication reduction by factors
of 15=4 and 35=8, respectively. Further, for any n, we give an e cien t algorithm
for choosingqg and r with a theoretical guarantee on its performance.This latter
algorithm is primarily of theoretical interest, showving how to optimally choose
gand r whenn tends to in nit y for a su cien tly large security requirement.

While our main focus and cortribution is on the communication complexity,
we also calculate the amount of computation necessaryto evaluate and !
for generaln, and we attempt to minimize the number of modular exponertia-
tions. We shaow that our represeration enjoys someof the samecomputational
advantages of CEILIDH over XTR, including the ability to multiply elemers
of Tn(Fq) directly. This allows us to come closeto the non-hybrid version of
ElGamal encryption in [24]. Indeed, in addition to constructing a hybrid ElGa-
mal encryption scheme,we construct a schemein which to encrypt m messages,
we form m ElGamal encryptions in T, (Fq) plus one additional encryption us-
ing a symmetric cipher. Unfortunately, the computational complexity of our
schemeis not that practical, whereasXTR for instance, permits very e cien t
computations if just exponertiation is required. For n = 30, we hand-optimize
the computation of and 1. Our analysisfor generaln shows that all of our
protocolsand algorithms are (theoretically) e cien t in n and the sizesof gandr.

Outline: Section?2 discusseghe algebraicand number-theoretic tools we use.In
section 3 we construct the bijections and !. Section4 shows how to choose
system parameters to guarantee security and e ciency, giving both a practi-
cal algorithm for n = 30 and n = 210, and a theoretical algorithm for general
n. In section 5 we discussour cryptographic applications. Section 6 treats the
computational complexity of our bijections, and we concludein section7.

2 Preliminaries

2.1 Cyclotomic Polynomials and Algebraic Tori

We rst state a few facts about the cyclotomic polynomials. See[19] for more
badkground.

De nition 1. Letn bea positive integerandlet , = € =" . The nth cyclotomic
polynomial (x) is de ned by:
Y k
n(x) = (GO

1 k n; ged(k;n)=1

It is easyto seethat the degreeof ,(x) is (n), where is the Euler-totient
function. We also have: %
X" 1= a(x);
djn



and using the Mebius function

Y —
n() = (x* 1) (D
djn

It can be shawn that the cyclotomic polynomials are irreducible polynomials
over Q with integer coe cien ts. For g a prime power, let Fy denote the nite
eld with g elemerts. For integersn > 0 we de ne the algebraic torus* T, (Fq):

Ta(Fg)=f 2F,j @ =1g

2.2 Num ber Theory
The following is the celebrated prime number theorem (see[11], chapter 22):

Theorem 1. For large enoughn, the number of primes lessthan or equalto n

H n n
|Sm+0m.

We alsoneedthe fact that for any n > 6, (n) > n=(6InInn), and for n the prod-
uct of the rst k distinct primes, (n) = (n=loglogn). We use the following
density theorem in our analysis:

Theorem 2. (Cheb otarev [5, 16]) For any integern and any a 2 Z,, the
density of primes p (among the set of all primes) with p=a mod n is 1= (n).

3 The Bijection

Let g be a prime power, n a positive integer, F,, the multiplicativ e group of
the eld of order g", and T, (Fq) the (n)-dimensional algebraic torus over Fy.
For an integer k, let [K] = f1;2;:::;kg. The goal of this section is to construct
e cien tly computable bijections and !, where
I

:Ta(Fg) din; (n=d)= 1 Fg din; (n=d)=1 Fga:

Our strategy isto rst nd ecien t bijections and !, where
:Fqn ! djan(Fq):

Note that in generalFg and 4, Ta(Fq) neednot be isomorphic. Let Gy, de-
note the cyclic group of order m. We rst needa few lemmas. The following is
an immediate consequenceof the structure theorem of abelian groups, but for
completenessand to exhibit the e cien t isomorphisms,we include it:

Lemma 1. Supmsen=r; r, r¢ for pairwise relatively prime positive inte-
gersri;:::;rk. Then there exist e ciently computableisomorphisms : Gp !
i2iGry and 1 i2pqGr, ! Gh.

4 Technically, Tn(Fq) just refers to the Fq points of the algebraic torus rather than
the torus itself (see[24, 30)).



Proof. For i 2 [K], put di = n=r;. Sincethe r; are pairwiﬁe relatively prime,

ged(dy; dp;::i;dk) = 1, sothere exist integerse for which 2 K] ed, = 1. For
2 G, dene ()= ( %)ippg- Since( %) = 1, maps elemerts of G,

to elemeris ithhe product group i2kGr, . FOr ( i)z 2 i2kGry, dene
(€ iz = 2 K] 7', where multiplication occursin Gy,.

The claim isthat and are inverseisomorphis(nsmsbetweenGn and > Gy, .

For 2 Gp,wehave ( ()= (( %))z = 02K die = o Similarly, for
( Dizgg 2 i2pgGriowehave ((( Dizpa)) = Cizgg 1) 0 j2 jeidi)iZ[k]-

Now,rj j d; if j 6 i, soin this case % = 1.Also, &% = + 1o9% = 1 kn
for an integer k, so ie‘d‘ = . Hence, ( (( i)i2i1)) = ( )iz, Which shovs
and areinverses.Obsernethat ( 1 2) = (( 1 Z)di)ié[k] = ( fi)iz[k]
H2)izia= § 1) ( o) andsimilarly (( Dizpa ( Dizpa) = “ipgg( i D =
i2[k]( i)ei i2[k]( io)ei = (( i)i2[k]) (( io)i2[k])a which showsthat the maps
areisomorphisms.Computing and just requiresmultiplication and exponen-

tiation, which can be made e cien t by repeated squaring.

Let U = U(n; g) bethe smallestpositiveintegerfor which gcd( 4(q); <(Q); qnu—l) =
lforall dé ewith djnandejn.

Lemma 2. For djn, let yq = gcd( 4(Q); an—l). Then Fg = Gy dinGyq -
Furthermore, the isomorphismsare e ciently computable.

Proof. By lemma 1 it suces to shov (1) " 1= U
gcd(U;yg) = 1, and (3) for all d 6 e, gcd(yq; Ye) = 1.

din Yd, (2) for all d,

Using the fact that " 1= den 4(0), the following establishes(1):

0 1
1 Y no1, Y 1Y
= gcd@ d(q):qTA = god  a(); 2 TR AL

djn djn djn

qn
U

where the secondequality follows from the de nition of U. For (2), obsene that

q q 1

ged(Uiya) = ged Ui a(Q); jged U =1

U
since if prime p j U, by minimality of U there exist d 6 e for which p j
ged( a(@); e(q), soif p j Sg=, then p j ged( a(A); e(q); Lg+), a cortra-

diction. To see(3), note that gcd(yq;Ye) = gcd( ¢(0); (Q); qnu—l) = 1 by the
de nition of U.

We use the following bijections with complexity proportional to U, which we
later show to be negligible for an appropriate choice of g.

Lemma 3. For d j n, let zg = gcd( 4(q);U). There exist bijections between
Gy and jn Gz, requiring O(logU + logn + loglogg) time to evaluate and
Oo(uUn'* logq) space for any > 0.



Proof. Using the de nition of U,
0 1

Y Y
jGzj=  ged q¢(a);U) = ged@  4(0); UA = ged(g” 1;U) = U;
djn djn djn

Y

so there exists a bijection between the two groups. Choose a generator g of
Gu and generatorsgq of G,,. For eadh i 2 [U], make a table ertry mapping
g' to a unique tuple (94 )ajn- Since the sum of the divisors of n is lessthan
O(n'* ) for any > 0 ([11], section 18.3), the table consumesO(Un'* logq)
space.We sort the ertries in both directions sothat both bijections are e cien t.
Evaluations of either bijection can then be performed with a binary seard in
O(log U + logn + loglogq) time.

We needanother auxiliary map:

Lemma 4. Letyq andzy be asin the previoustwo lemmas.Then, 4 Ta(Fq) =
din Gyq dinGz, . Furthermore, the isomorphisms are e ciently com-
putable.

Proof. It suces to show forany djn, T¢(Fq) = Gy, Gg,,andthat this isomor-
phismis e cien tly computable. Note that yqyzq = gcd( 4(q); qnu—l) ged( 4(q); V)

4(q) since gcd(U; an—l) = 1 by the de nition of U. By the same obsenation,
gcd(yg; z4) = 1. Lemma 1 establishesthe claim.

The following is immediate from the previous 3 lemmas:

Lemma 5. Assumingthe maps of lemma 3 are e cient, there exist e ciently

computablebijections and ', where :Fg, ! din Ta(Fq)-

We now have the bijection claimed at the beginning:

Theorem 3. Assumingthe mapsof lemma3 are e cient, there exist e ciently
computablebijections and !, wher :Tn(Fq) din; (n=d)= 1 qu !

din;  (n=d)=1 Fga:

Proof. Lemmabs givese cien t bijections betweenT, (Fq) din; (n=d)= 1Fg
and T, (Fq) djn; (n=d)= 1 edee(Fq) , and alsobetween djn; (n=d)=1 qu
and gjn; (n=d)=1  ejdTe(Fq) - By permuting coordinates, the theoremwill fol-

low if we show the multiset equality

G G
fng[ fest ejdg= fes.t. ejdg:
djn; (n=d)= 1 djn; (n=d)=1

From section 2, n(x)Q ey (X4 1) = Q (n=dy=1 (X* 1) in the polyno-
mial rng QI[x]. Degj)mposingthiﬁequationégto irreducible polynomials, we have

n(X) " (nzdy= 1 eja e(X) = (n=d)=1  &a e(X), and sinceQ[x] is a unique
factorization domain, the irreducible polynomials on the left must be the same
asthose on the right. This givesthe desired multiset equality.



4 Parameter Selection

The two constraints on choosing g and r for xed n are security and e ciency
constraints, the latter measuredby the size U(n; g) of the tables neededin our
bijections. We rst discussthe role of security in parameter selection:

4.1 Securit y measures

Our schemes derive their security from the same assumptions of XTR and
CEILIDH. That is, if there is a successfulattack against one of our crypto-
graphic primitiv es, then there is a successfulattack against the corresponding
primitiv e in the underlying group we use, which we assumeis impossible. Let
hgi  Fg beamultiplicativ e group of order r with generatorg. The security of
our applications relieson the hardnessof both the Computational Di e-Hellman
problem (CDH) and the Decisional Di e-Hellman problem (DDH) in hgi. The
former is the problem of computing g® given g* and ¢ and the latter is that
of distinguishing triples of the form (g?; g°; g2°) from (g?; g°; g°) for random a;b;
and c. The hardnessof both of these problems implies the hardnessof the dis-
crete logarithm problem (DL) in hgi: nd x giveng*. Due to the Pohlig-Hellman
algorithm [21], the DL problem in hgi can be reducedto the DL problem in all
prime order subgroupsof hgi, sowe might aswell assumethat r is prime.

There are two known approadcesto solvingthe DL problemin hgi [1,7,9, 13,
20, 27, 28], one which attacks the full multiplicativ e group of Fq itself using the
Discrete Logarithm variant of the Number Field Siewe, and one which concen-
trates directly on the subgroup hgi using Pollard's Birthday Paradox basedrho
method [22]. Let s be the smallestdivisor of n for which hgi canbe embeddedin
Fgs- The heuristic expected running time of the rst attack is L[g°; 1=3; 1:923],
whereL[n; v;u] = exp((u+ o(1))(In n)¥(In Inn)* V). If gis small, e.g.q= 2, then
the consbart 1:923can bereplacedwith 1:53. The secondattack, dueto Pollard,
takesO(" r) operations in hgi.

Hencewe seethat the dicult y of solving the DL problem in hgi depends
on both the size of the minimal surrounding sub eld and on the size of its
prime order r. If Fg is itself the minimal surrounding sub eld, asis the case
if we chooser j ,(q) with r > n, then for sucien tly large r the DL, CDH,
and DDH problems in hgi are widely believed to be just as hard as solving
their classical courterparts w.r.t. an elemen of prime order r in the prime
eld of cardinality " [14]. As mertioned in [14], when nlog,q 1024 and
log,r 160, solving the DL problem in hgi is generally believed to be harder
than factoring an 1024-bit RSA modulus provided q is not too small.

4.2 Practical algorithm for n = 30 and n = 210

Basedon our security discussion,it is shown in [4] that, assumingan RSA key
length between1024and 2048bits givesadequatesecurity, for n = 30 we should
chooseq to be a prime between35 and 70 bits long, and for n = 210 we should
chooseq to be a prime between5 and 10 bits long. Note that for the next value



of n for which we achieve a communication savings,n = 2310= 2 3 5 7 11,the
eld sizewill have to be at least 2310 bits, so any setting of q already exceeds
the 2048bits neededfor adequatesecurity.

In [13] it is shown how to quickly nd agandanr meetingtheserequiremerts
for xed n. The algorithm is heuristic, and involves choosing random q of a
certain size and cheding if ,(q) contains a su cien tly large prime factor r
by trial division with the primes up to roughly 10°. On a 166MHz processor,
for n = 30 it was shown that it takes 12 secondsto nd an r of size between
214 and 251 bits for q of size 32 bits. Note that for n = 30 we actually need
r to be slightly smaller, as claimed in the previous paragraph. This way we
can achieve the largest e ciency gain for a xed security guarantee. Using the
algorithm of [13], xing the sizeof r to be approximately 161 bits and searding
for an appropriate qtook three hoursinstead of the 12 secondsneededpreviously.
However, there are three reasonswe do not considerthis to be problematic. First,
CPU speedsare easily ten times asfast thesedays. Second,we don't needto x
the sizeof r to be exactly 161 bits; we just needto nd anr of approximately
this size. And third, nding the system parametersis a one-time cost and can
be doneoine, or evenby a trusted third party.

From the e ciency analysisin the next section and lemma 6, one can shov
that the table size U(n; g) resulting from choosing g at random subject to the
above constraints is likely to be small with good probabilit y. Hence,this heuristic
algorithm is likely to nd a q and an r so that both security and e ciency
constraints are met in a reasonableamount of time.

4.3 Theoretical algorithm for general n with probabilistic
guaran tees

In this section we use properties of the density of primes to design a parame-
ter selection algorithm and rigorously analyze its performance. Unfortunately,
since the factorization of ,(q) for random primes g doesnot seemto be well-
understood, we are forced to chooseq > r, which with respect to attacks known
today, doesn't allow for choosing the optimal g and r for n = 30 and n = 210
if we just want 2048bit RSA security. A straightforward calculation shows that
for n = 30, the following algorithm givesus the largeste ciency gain for a xed
security guarantee if and only if g is at least 558 bits. Hence, we should view
the algorithm as theoretical in nature, and apply the heuristic of the previous
section for small n.

Let k be a positive integer tending to in nit y and let n be the product of the
rst k primes. We want to chooseq so that:

1. nlogqis sucien tly large.
2. There exists a large prime factor r of ,(q).
3. U= U(n;q) is small.

We say an integer is squaefree if it contains no repeated factors. The selection
algorithm is as follows:



Parameter SelectionAlgorithm PSA(Nh = p1 px; Q; R):

1. Let S be the subsetof the rst k primes p for which p 1 is squarefree,and

2. Find an R-bit prime r for whichr = 1 mod n, and nd az 2 Z, of order n.
3. Find a Q-bit prime g= z + kr > n, for someinteger k, suc that:
(@ Forallp2 S, gP°(® 6 1 mod p3, where Op(q) denotesthe order of q
inZpg.
(b) Forallp2 T, Op(q) =p 1.
4. Find a generator g of the subgroup of order r of Fy, . Output r;q; and g.

We rst claim that if the PSA algorithm terminates, then r and q meet the
aforemertioned properties. By setting Q large enough,the rst property holds.
Wehave ,(q) = n(z+kr)= n(2)+ sr for someintegers, and sinceOy (z) =

n, n(z)+ sr = 0 mod r. Hence by choosing R su cien tly large, the second
property holds. To shav U = U(n; g) is small, we needthe following lemma:

Lemma 6. Letp beaprime and g an integer suchthat p§ g. Thenpj U if and
only if pOy(g) j n. In caseof the latter, p' j U if and only if p' j (P°»(@  1).

Proof. By minimality of U, p j U if and only if there exist divisors d < e of n
for which pj gcd( 4(q); e(0q). Fix two such divisors d and €, let f = gcd(d;e),
and supposef < d. Sincef < d,pj q(@j(q° =g 1)=1+d + ¢ +

+ % D' Sincepj ged( o(d); () j ged(d® Lk 1) =d 1, we
haveq = 1 mod p, sod=f = 0 mod p, or pj d=f. Similarly, pj e=f. But then
pj gcd(d=f; e=f), contradicting our choice of f . Hence,d = f which meansdj e
and pj e=dj n.

Suppose there is another divisor ¢ < d of n for which pj <(g). Then by the
above, cj d and pj (d=9, and sincepj (e=d, p? j ej n, cortradicting the fact
that n is squarefree.This meansthat (d;e) is the unigue pair of divisors for which
pjgedl a(a); e(d). Sincepj g’ 1, Op(q) j n, and since ged(Op(a);p) = 1,
POy (a) j n. Put d = Oy(q) and e = pOy(q). Then d is the smallest positive
integer for which ¢® = 1, sopj 4(qQ). Also, (@) = (¢ 1)=(o¢ 1) =
1+ @+ + ¢ D9 = e=d mod p= 0 mod p. Henceif pj gcd( ¢(q); &(0)),
then d = Oy(g) and e = pO,(q). Conversely if pOy(a) j n, then pj U for these
d;e.

We have shovn p j U if and only if pO,(g) j n. The above shows that if
P iU then p'j ( 0,@(@ po@(@) | (P%@ 1), and corversely if
PP @ 1)j(q" 1), thenp jged( a(a); e(d)jU.

Remark 1. Note that p? j (gqP°»(® 1), since on the one hand we have p j
(g® (@ 1), and on the other hand we have (" 1)=(q°*(® 1) = 1+ °» (@ +
2@ +  + qgP DO(@ =1+ 1+ + 1= 0 modp. Henceif pj U, then
(gPC»(@  1)j(q" 1), soit followsthat p?j U.



The following lemma provides tight asymptotic boundson U = U(n; q):

Lemma 7. If the PSA algorithm terminates, U = (n?C), whee C  :374is
Artin's constant.

and hencep j U. Combining this with the remark above, step 3a of the PSA
algorithm, and the previous lemma, we concludethat U is exactly the square of
the product of primesin S and that the PSA algorithm choosesq sothat U is
minimal.

To obtain the bound on U it suces to show that the density of primes p
for which p 1 is squarefreeis C, where C is Artin's constart [8]. The bound
will then hold for large enoughk. For a prime p, p 1 is not squarefreeif and
only if p= 1 mod ¢? for a prime g. By the inclusion-exclusion principle, the
multiplicativit y of (), and theorem 2, the density of primes p for whichp 1
is squarefreeis:

X 1 X 1 Y 1
! Cal CZ ®
primes p P primes p;q P°q primes p P
By theorem 1, for su cien tly large k, px  klogk and k % where the

approximation is up to low order terms. Hence,U  pZ¢*  (klogk)2Ck
log n

(Iog n)2C log gl’og n n2C .
Finally, we shaw the PSA algorithm terminates quickly in expectation:

Eciency Analysis: By theorem 1, k 80— and pc  logn. Determin-

ing S and T in step 1 can therefore be done by trial division in O(log?n)
time. We can perform step 2 by choosing a random R-bit number r, e cien tly
cheding if r is prime, and chedking if r = 1 mod n. This requires an expected

(MR = O samplesr. To nd z, we choosea random 2 Z,, set

= %, andchek that 96 1 mod r for all proper divisors d of n. In ex-

pectation, after O(log R) trials onesudh will be a generator of Z, , for which
settingz= = i givesz with O; (z) = n. Conversely if for all proper divisors
dofnwehave 96 1modr, then O,( ) = n. Sincethe number of proper divi-
sorsof nisO(n ) forany > 0([11], section18.1),the ched in step2isecien t.

Rn
log log n

For step 3, for eath p2 T, wecan nd anelemert ap 2 Z, with Op(ap) = p 1
by simply trying ead of the p 1= O(logn) elemerts of Z;, until we succeed.
We then choosea random integer k for which q= z + kr is a Q-bit number and
e cien tly ched if qis prime. If so,then for eadp 2 S, we can compute Op(q) in
O(log n) time, then ched if g°°»(® 6 1 mod p* by repeated squaring. For eact



p2 T we chek if g= a, mod p.

The claim is that the number of random samplesk neededin step 3 is only
O(Qn' ©). Using the fact that the density of primes amongst integers of the

form z+ kr is O , an integerk for which z + kr is prime can be found

W
with O(Q) samplesin expectation. By independence,the density of primes q

which are a; mod p for every p2 Tis ~ 7 - = S9%0  where C is

Artin's constart. Fix any p 2 S. By theorem 2, for all but a negligible fraction
of primes g, g = g mod p® for g a generator of Zp3. Since g is a generator,

gPC» (@ = 1 mod p? if and only if i is a multiple of po(,f’f%y and there are only

pOp(q) p(p 1) such multiples. By theorem 2, it is equally likely that q= ¢!
forany i 2 [ (p%)], sothe density of primes q for which g°°»(% 6 1 mod p® is at
least 1 1=p. By independence,the density_of g for which ¢°®»(® & 1 mod p?

forall p2 Sis at least ~ ,5(1 1=p) = ~ ;5 = W . Applying in-
dependenceone last time, we conclude that g can be found with an expected

o(Qnt ©) samplesk.

Finally, step 4 can be implemerted by choosing a random g 2 F,, and making
surethat (¢ 1)=r 6 1. The number of generatorsof Fy, is (q" 1) which is

W , sothe expected humber of samplesg neededis O(log n + log Q).

5 Cryptographic Applications

Let n be the product of the rst k primes, and Igt r;g; and g be public param-
pters generatedasin section4. Dene  (n) = 4 (g dand " (n) =

din:  (n=d)=1 d, and obsere that (n) + (n) = *(n). From section 3,
we have an e cien tly computable bijection  and its inverse !, with

Tn(Fq) din; (n=d)= 1 Fga ! din; (n=d)=1 Fge-

From the proof of theorem 3, we seethat there are a number of choices
for depending on which coordinate permutation is chosen.While this choice
does not a ect the communication of our protocols or the size of our encryp-
tions/signatures, it can a ect the computational costs.In section 6 we choosea
speci ¢ permutation and analyzethe computational requiremerts for n = 30.

Wewill think of and ! ase cien tly computatble mapsbetweenT, (Fq)

Fq ™ and Fq " (m by xing polynomial represenations of Fg« with dj n. An ele-

ment of Fq M s then just alist of  (n) g-ary coe cien ts with respectto these
polynomials, and canbe treated asan elemert of g, (n=d)= 1 qu. Letig;ig+

1;:::;ig+d 1denotethe coordinates of an elemeri x 2 Fq (m corresponding

(n)

However, if y 2 Fq is chosenrandomly, the probability that somecoordinate



of y is zerois lessthan  (n)=q= O(n =q) for any > 0, which is negligible.
The sameis true of a randomly chosenelemert of Fq () Hence,if we apply
and !torandom (x1;X2) 2 To(Fq) Fq " andy2 Fqo ™, (x1;x2) and
L(y) are well-de ned with overwhelming probability.
It is possibleto modifyP and ! if one wants more lg,han a probabilistic

guarantee.Dene d (n) = 4. (nzq)= 1landd™(n) = g (hoayr 1 We
cane cien tly extend to the well-de ned map 7,
TiTa(Fe)  Fq ™M1 g eam Fe  fOr2gt

where for ead (x;y) 2 Ta(Fq) Fq ") and for eath djnwith (n=d)= 1,

restricted to the image of ~, is alsowell-de ned. Similarly, letting denote 1,
we can extend to a well-de ned map ~: Fq (™ | Tn(Fq) Fq ™
f0;1g%" (M and construct ~ .

The next sections describe our cryptographic applications. For simplicity,
in our security analyseswe assume and ! are actually bijections between

Ta(Fq) Fq ™ andFq "M although it should be understood that our pro-
tocols can be slightly modied sothat ~or can be used without a ecting
the security. The only application where this is not immediately obvious is the
non-hybrid ElGamal encryption, but step 3 of that protocol can be modi ed to
additionally encrypt the \extra bits" from ~ using, say, the samekey usedin

step 3.

5.1 Die-Hellman Key Agreemen t

For Alice and Bob to agreeon a sequenceof m secretkeysK, they engagein
the following protocol:

1. Alice and Bob chooserandom Sp and To in gjn.  (n=d)= 1 Fga. respectively,

qd )
and treat them as elemerts of Fq ),
2. Fori=1to m,
(a) Alice selectsa random integer x; with 1 x; r, setsA; = g*/, com-
putes (Ai;S 1) = (&:S) 2 Fq™ Fq ™ and transmits a to Bob.
(b) Bob selectsarandom integery; with 1 y; r, setsB; = ¢, computes
(Bi;Ti 1)=(b;T)?2 Fq(”) Fq (M and transmits b to Alice.
3. Alice sendsS,, to Bob and Bob sendsT,, to Alice.
4. Fori=mto 1,
(@) Alice computes *(b;Ti) = (Bi;Ti 1), and setsK; = B = g<iVi.
(b) Bob computes (ai;Si) = (Ai;Si 1), and setsK; = A’ = g<ivi,



The number of bits sert from Alice to Bob (and from Bob to Alice) is about
(m (n)+ (n))logq, sothe rate approachesthe optimal (n) logq bits per key
as m gets large. This beats all known schemesfor n  30. In particular, for
n = 30, our schemerequires only 8logq bits per shared key while generalizing
the schemein section4.110f [14] to n = 30 givesa schemerequiring 10logq bits
per key exdhange. The schemein [24] would also achieve our rate, but needsan
unproven conjecture concerningthe rationalit y of Tzo(Fq).

Obsenethat (A1;Sp) and (Bi; To) arerandom, and since is a bijection, the
last  (n) coordinatesof (A1;Sp) areofarandomelemertin g, (n=d)=1 qu.
Hencethe probability that somecoordinate of S; is zerois even lessthan that
for a random elemert in Fq ' @ which is negligible. One can then verify that
every application of or ! is on arandom elemer. It follows from the fore-
going discussionand the union bound that the probability of either Alice or
Bob ever attempting to apply or ! on an elemen outside of the domain is
negligible. For deterministic guarantees, one can replace and ! with ~and
~ , negligibly changing the rate to (n)logqg+ O(n ) for any > 0. Giventhe
overwhelming probability guaranteesfor and 1, this doesnot seemnecessary

5.2 ElGamal Signature Schemes

Supposethe messageM to be signedis at least (n)logq logr bits long. If
this is notrghe case,onecanwait until there arem > 1 message; to be signed
for which ~ ; jMjj (n)logq logr, then de ne M to be the concatenation
M1 Mp andsign M. Forarandoma, 1 a r 1, let a be Alice's
private key and A = g2 her public key. Let h: f0;1g ! Z, be a cryptographic
hashfunction. We have the following generalizedElGamal signature scheme(see
p.458 of [18] for background):

SignatureGeneration(M ):

1. Alice selectsa random secretintegerk, 1 k r; and computesd = gX.

2. Alice then computese= k (h(M) ah(d)) modr.

3. Alice expressesM e as(R;S) 2 Fq M fo; 1g , computes (d;R) = T,
and outputs (S;T) as her signature.

SignatureVeri cation (M ; S;T):

1. Bob computes (T) = (d;R) and constructs M and e from R and S.
2. Bob acceptsthe signature if and only if AMdge = gh(M),

The communication of this schemeis at the optimal jMj+ logr + (n)logq for
ElGamal signature schemes,evenfor onemessagdasliong asM is large enough).



This beatsthe jMj + logr + (n=3)logq communication of the schemein [4, 17]
whenn 30, in particular for the practical valuesn = 30 and n = 210. Our
communication is the sameasthat in [24], but we do not rely on any conjectures.

Note that our map may fail sinceM neednot be random. One can avoid
this by excluding the negligibly few M for which is not de ned (as in RSA
or the sthemesof [24]), or one can replace with ~, as de ned above, and
communicate an additional O(n ) bits of overhead. Alternativ ely Alice can use
a pseudorandomgenerator to randomize M and communicate the small seed
usedto Bob, requiring even lesscommunication than the already asymptotically
negligible O(n ) bits.

We note that a simple modi cation of our protocol, making it similar in spirit
to our key exdhange protocol, can allow Alice to sign each M; individually, al-
lowing for incremertal veri cation.

Securit y: In this schemethe veri er obtains (S;T), which is equivalent to ob-
taining M ; d, and e. Thus, the security of this schemereducesto the security of
the generalizedElGamal signature schemein hgi.

5.3 ElGamal Encryption

We present two a vors of EIGamal encryption. The rst is a hybrid schemewith

shorter encryptions than the one in [14], while the secondis essetially a non-
hybrid analogueof ElGamal in T, (F). In the second,to encrypt a sequenceof
m messagesm + 1 encryptions are createdand m of them are performed directly

in Th(Fg). The rst schemeachieves optimal communication, while the second
is asymptotically optimal.

Hybrid ElGamal Forrandomb, 1 b r 1,let bbeBob's private key and
B = g his public key. SupposeAlice wants to encrypt the messageM 2 Fq ()
with Bob's public key. Let E be an agreedupon symmetric encryption scheme
with domain Fq (") We have the following protocol:

Encryption(M ):

1. Alice selectsa random secretintegerk, 1 k r, and computesd = g*.

2. From B Alice computese = BX = g°k.

3. From e Alice derives a key Q for E and computes the encryption of M,
E (M), under key Q. Alice writes E(M) as(R;S) 2 Fq M o 1g .

4. Alice computes (d;R) = T and outputs her encryption (S;T).

Decryption(S;T):

1. Bob computes  (T) = (d;R).

2. From d and b Bob computese = g°.

3. From e Bob derives Q and decrypts E(M) = (R;S) to obtain and output
M.



The communication of this schemeis at the optimal jE(M)j+ (n)logq bits
for hybrid ElGamal encryption. As in our protocol for signature schemes,we
achieve this rate even for a single messageThis beatsthe jE(M)j+ (n=3)logq
bit schemein [14] for n  30.

It isunlikelythat or ! isappliedto an elemen with any zerocoordinates
sinced is random and E(M) is likely to \lo ok random" in practice, so (d;R) is

likely to be a random elemeri of Fq "™ for which it is extremely unlikely that
any coordinates are zero. An exact analysis, though, depends on one's choice
of E. As in our protocol for signature schemes,one can randomize E(M) to
decreasethe error probability or replace with ~for a deterministic guarantee
at the cost of a few bits of communication.

Securit y: An adversary learns (S;T), which is equivalent to learning d and
E(M). Assuming the CDH problem is hard in hgi, the security of this scheme
is just that of the symmetric scheme E, assumingthe key Q to E is chosen
reasonably from e. To derive Q from e, one can extract bits that are hard to
compute by an eavesdropger, see[2].

Almost Non-Hybrid ElGamal In the following, Alice will encrypt a sequence

of which are encryptions in T, (Fg), and onerequiring the useof an agreedupon
symmetric encryption schemeE.

In the encryption phaseof our schemewe will apply ! to (M; R) for some
R 2 Fq () For semartic security, for all i it must hold that *(M; R) 2
hgi  Fq ), which in generalmay be strictly cortained in To(Fq) Fq ™.
For this we adopt the technique in section 3.7 of [25]. Namely, by reserving a
few bits of each M; to be \redundancy bits", if hgi has small enoughindex in
Tn(q), then for any R we needonly try a few random settings of thesebits until

YM; R)2hgi Fq ™= (c;d)2hgi Fq ™, which we cantest by cheding
if ¢ = 1. In the following protocol description we ignore this issueand assume
whenewer ! is applied, its imageisin hgi  Fq ),

For random by;bp, 1 by by r 1, let bh;b, be Bob's private keys and
B1= g™;B, = g be his public keys. We have the following scheme:

Encryption(M ):

1. Alice choosesa random Rq 2 Fq ()

2. Fori=1to m,
(a) Alice computes (M; R; 1)= (c;R)2 i Fq ™.
(b) Alice choosesa random secretinteger kij;1  k; r, and forms the

encryption (di;e) = (g ;¢ B'f ).

3. Alice usesthe hybrid ElGamal encryption scheme with symmetric cipher
E and public key B, to encrypt Ry as (Tm;S) with Ty 2 Fq ™ and
S2f0;1g .



4. Fori=mto 1,
(a) Alice computes (di;Ti) = (xi;W;) 2 Fq™  Fq ™.
(b) Alice computes (e;W;) = (vi;Ti 1)2 Fq™ Fq .
5. Alice outputs X1;:::;Xm;VY1;:::;Ym; To; S asherencryption of M1;:::;Mn,.

Decryption(X1;:::;Xm;Y1;:::;Ym; To; S):

1. Fori=1tom,
(@) Bob computes (yi Ti 1) = (&;Wi).
(b) Bob computes (x; W,;) = (di;Ty).
(c) Bob computesc; = g=d™.
2. Bob usesT,, and S, together with by, in the decryption procedure of the
hybrid ElGamal schemeto recover Ry, .
3. Fori = mto 1, Bob computes (¢;Rij)=M; R; 1.

The communication of this schemeis 2m (n)logq+ JE(Rm)j + (n)logq bits.
Hence, as m grows, the rate of this scheme approaches 2 (n)logg, which is
optimal for EIGamal type encryption.

Note that the M;'s need not be random, and consequetly MR 1)
may not be well-de ned. Choosing random Ry will increasethe chancesthat

L(Mi;R; 1) is always de ned. Alternativ ely, one can usethe ideas of section
5.2 to randomize M;, or one can use instead of . Again, sinceE(Ry) =
(S;Tm) needn't be random even if E is semarically secure,one may want to
use ~in placeof . This addsa negligible amount to the communication, and as
stated earlier, encrypting the extra bits of ~ can be donein step 3.

hybrid encryption scheme.AssumingDDH is hard in hgi, (d;; &) is a semartically
secureencryption E®{c) of ¢ for all i. The security of the schemethen follows
from the fact that the keypairs (b;;B1) and (bp; B,) of E% E®are independert.

6 Computational Complexit y

In this sectionwe presert e cien t algorithms for computing and 1, analyze
their complexity, and suggestan alternative way of improving computational
costswith slightly more communication. Each of theseis described in turn.

6.1 Algorithm

Before describing and !, we needsomenotation:

{ Fordj n, let U4 be the smallestinteger for which gcd( ¢(q); ¢ (Q); qL—dl) =1
for all e6 f with ejdandf jd.



Forejdjn, wedene yge = gcd( e(0); qt—dl) and zge = gcd( e(a); Ug).

.. . d d
Generalizingsection3, wecan nd wq and wge S.t. %W(ﬁ o %led;e =
1. Further, we can nd ug.e and vge for which %ud;e + %vd;e = 1.

Let o(d):fd:ejdjn (n=d)= 1g! fd:ejdjn; (n=d) = +1g for
ejn, e6 n, be a bijective mapping and de ne ,(n) = n.

A naive implementation of consistsof the following steps:

. We rst usean isomorphism

Tn(Fq) (n=d)= 1Fq ! Tn(Fq) (mn=d)= 1Gus G(gr 1)=us"

. By using a table lookup we map  (n=q)= 1Gu, ! (n=d)= 1 ejd Gzge
and we useanisomorphism  (n=q)= 1G(q¢ 1)=u, (n=d)= 1 &jdOyge -
By the structure theorem of Abelian groupsthere is an isomorphismG.,,
Gy, ! Te(Fq) for eadh djn with (n=d)= 1andejd.

. By using a permutation we obtain a mapping

Tn(Fq) (n=d)= 1 ed Te(Fq) ! (n=d)=+1  ejd Te(Fq):

. By the structure theorem of Abelian groups there is, for ead djn with
(n=d) = +1 and ej d, anisomorphismTe(Fq) ! G, Gy, - By usinga
table lookup we map  (n=d)=+1  ejd Gzge ! (n=d)=+1 Gu, and we use
anisomorphism  (4=q)=+1  ¢jd Gyge ! (n=d)=+1 G(q? 1)=Uy-
. In the last step we use an isomorphism

(n=dy=+1 Guy  Gg¢ 1)=U, (n=d)=+1 Fgo:

Each of the isomorphismsare de ned by taking simultaneous exponertiations.
An improved implemertation combinesdi erent isomorphismsin a single simul-
taneous exponertiation. Each table lookup followed by an exponertiation can
be implemented as a single table lookup. This reducesthe number of exponen-
tiations and multiplications.

Computationof (X; (Xd)djn; (n=d)= 1) for (Xa)gjn; (n=d)= 12 djn; (n=d)= 1Fg
andx 2 Tn(Fq):

1. Fordjn, (n=d)y= 1,

(@) Compute ngd D=Ua 5 Gy, and map it to (Zge)ejd 2 ¢jdGzqe DY USINg
a table look up.
e 9 1)Uge =Yge _ .
(b) Compute (Z ,(q)e = (Zc\il;dé ng )ge Vo ) 2@ ey 2 ¢qGy e(d)e *
2. Compute Zp, = x (@FZm 2 G,

n(n)n *

3. Fordjn, (n=d)= +1,

(@) Map (Zge) .(d9= dejd 2 ¢jdGzqe 10 Zg 2 Gy, by using a table look up.

d0 _
—_ W Vg0e (a l)udo;e =Yq0e (QYWge =Ya:
(b) Computexqy = Z o (dO)= d;ejd;een(ZdO;e X o ) e(@Wae =Yae

which isin Gy, Gg 1y=u, = -y



4. Multiply x, with x »(@Wnn Yo
5. (X; (Xd)djn; (n=d)= 1) = (Xd)djn; (n=d)=+1 -

The ideasin section 3 can be usedto show the algorithm above is well-de ned.
The improved computation of ! is similar, where we make sure to use the
inverseof the coordinate permutation usedin

6.2 Complexit y

For badkground on e cien t computationsin elds and subgroups,see[6, 12, 29].
gonsiderthe algorithm for . In step1,fordjn, (n=d)= 1, we perform 1+
ejd 1 exponertiations in Fqq . Notice that, in step 1b we do not needto compute

Z;"’e sinceit canbe combined with the table lookup in step 1a (there is an entry
in the table corresponding to Z ., for every v). Step 2 costs 1 exponertiation in
Fqn .

Fordjn, (n=d)= 1ord= n, weprecompute xg', 0 i dlogg. This
costsdlog g multiplications in Fg« . By usingthe results of the precomputation, an
exponertiation x{, for somet, in Fq costson average(dlogg)=2 multiplications
in Fga (the bit length of the exponert t is (dlogq) and roughly half the time a
bit is equalto 1). Each multiplication in Fg costsf (d) d? multiplications in
Fq. Summarizing, steps1 and 2 cost about

0 1

X X
C1= @3f (n)n + @+ Df(d)dA 'O%
djn; (n=d)= 1 ejd

multiplications in Fq.

In step 3, for dj n, (n=d) = +1, we needto perform, for each e j d with
¢(d9 = d, one exponertiation in F_.o. We do not needto compute zgg.‘;e which
can be combined with the table lookup in step la. '

The cost of step 3, measuredin m@tiplications in the base eld Fq, is on
average approximately 4. (nzgjers ol (o '(d)) o *(d)(log )=2. Since .
de nes a permutation, this expressionis equal to

0 1

X X
Co = @ (n)n + ¢ D (d)dA 'O%:
djn; (n=d)= 1 ejd

The total costis C1+ C, multiplications in Fq, wherewe neglectf:he cost of tal?Ie
Iookups,lglddition, and muItichation modulo ara)integer. Since pid 1= 0(d),
wehave g (hogy= 1B+ 2 g Df(d)d=O( g, d®* ") = O(( din d)s*") =
O(n®"), since the sum of divisors of n is O(n'* ) for any > 0. This proves
C1+ C, = O(n®* " logQ).

The sametechniquesshov ! requires O(n** logd) multiplications in Fq.



6.3 Eciency Impro vements

To improve the e ciency we may useexponertiation algorithms for xed expo-
nents using vector addition chains. Also, we may group seweral exponertiations
of x4 together into one exponertiation by appropriately choosing the bijections
e. If n is not too large, we may use simultaneous exponertiation to speedup
the computations. Full simultaneous exponertiations in every step requires a
precomputation of 2" multiplications. We may optimize by using simultaneous
exponertiation to compute intermediate results which we multiply together to
compute the full exponertiation. Finally, we may combine the exponertiations
required in our applications with the ewaluation of
Notice that is much more ecient if, for d j n with (n=d) = 1, x4 2
G(q¢ 1)=uy- Then, forejdjnwith (n=d) = 1,Zge = 1andZy = 1. Table
lookups can be avoided. Therefore eadh x4, for d j n with  (n=d) = +1, can
be computed by a single simultaneous exponertiation of X; Xg 2 Gga 1)=u,:d ]
n; (n=d) = 1, with xed exponerts in step 3. To make use of this, we de ne
anewmap which maps(x; (Xd)gjn; (n=d)= 1) iNto (X; (xgd)djn; (n=d)= 1) and

the table entries of (xf,qd l):U“)djn; (n=d)= 1. This increasesthe communication
cost by X
log, Ug
djn; (n=d)= 1
bits which in practice is much lessthan log, g. Soat the cost of a small increase
in communication we improve the computational e ciency .

Computationof (X; (Xg)djn: (n=d)= 1) and

; —q) = 0 = y(a D=Uay
1. Fordjn, (n=d)= 1, compute(xg= Xg din: (n=d)= 1-
2. Compute
Y a0 _
u 1)Ugoe ZYqo, -
Xg = (ngo(q JUgoe ydO,e) e(DWde =yae 2 G(qu 1)=Us qu;

¢(d%= d;ejd;e6 n

fordjnwith (n=d)= +1. Multiply X, with x »(@Wn=zan + n(DWnn =Yun

3. (% (Xd)din; (n=d)= 1) = (Xd)din; (n=d)=+1 s (XPdjn; (n=d)= 1)-
(9" vpn =Un+( 9" LUnn =Ynn

4. Compute Xn = X.
5. Compute
g0 Y (@ 1Uge 07y ge 0 = b B0, Ugabyo
X dg ( (Xd die die ) eo(q)wdo;eo—ydo;eO) 10 = ¥ dg ng 0 — Xdo;
d= .0(d9);e%d°
0

for j n with (n=d) = 1, where Q‘Ldoladﬁ Ugobyo = 1.

6. ((Xd)djn; (n=d)=+1 :(XS)d,—n; (n=d)= 1) = (X (Xd)djn; (n=d)= 1)-

Forn=30,fdjn: (n=d = 1g= f15/106;1gandfdjn: (n=d) =
+1g = f30;5;3;29. We dene 1(15) = 5; 3(15) = 30; s5(15) = 5; 15(15) =



30; 1(10) = 2; 2(10) = 2; 5(10) = 30; 10(10) = 30; 1(6) = 3; 2(6) = 30,

3(6) = 3; 5(6) = 30; 1(1) = 30; 30 = 30. We usef (30) = 234,f (15) = 78,
f(10) = 45,f(6) = 18,f(5) = 15,f(3) = 6, and f (2) = 3 [31]. In step 1, we
compute x%s, x95, x2, and x§ using single exponertiations by using the square
and multiply method [18, p. 614]. This costsin total 3(78 15+ 45 10+ 18 6+
1)(log g)=2 = 25935logq multiplications in Fq.

In step 2, x3p is computed as a simultaneous exponertiation [18, p. 618]in
X 2 Fgo;X1s 2 Fqis;X10 2 Fgo;Xe 2 Fge;X1 2 Fg. In a precomputation we
a)mpute for eadh of the 2° possiblesets S fx; X15; X10; Xs; X1 the product

w2s W. The whole precomputation costsat most 2° multiplications in Fgwo. In
the computation of x3o the exponerts of x, X35, X190, €tc., havebit lengths 30logq,
15logq, 10logq, etc. This meansthat in the secondhalf of the simultaneous
exponertiation (the last 30logg 15logq bits of the exponerts) we only needto
squareor square-and-multiply with x 2 Fq0 . Sothe averagecostsin the second
half of the simultaneous multiplication is equal to 3(15logqg)=2 multiplications
in Fqe0 . The simultaneousexponertiation corresponding to the bits ranging from
position 10logq to 15logq involves square or square and multiply with x, X5,
or X Xss. This costson average7(5log q)=4 multiplications (5 is the di erence
between 15 and 10, on average we need 1 multiplication in 1 out of 4 cases
and 2 multiplications in 3 out of 4 cases).Notice that we treat squaring as a
single multiplication in this excersiseContin uing this argumert we needin total
234(2 + 15(3=2) + 5(7=4) + 4(15=8) + 5(31=16) + 1(63=32))(log g) = 192831logq
multiplications in Fq (2° comesfrom preprocessing).

The outputs xs, X3 and x, are single multiplications in X35, Xg, and Xig,
respectively costing a total of 3(78 15+ 18 6+ 45 10)(log q)=2 = 2592logq mul-
tiplications. Concluding, the computation of costsapproximately 244686logq
multiplications in Fq. A single exponertiation in Fgo costs234 30(logg)3=2 =
10530logq multiplications. Hence, costsabout 2:32 exponertiations in F g .

In the implementation of we compute X asa single exponertiation in Xsg,
costing 234 30(logg)3=2 = 10530logq multiplications. In step 5, X5 is a simul-
taneousexponertiation in x3p and xs (and atable look up for the exponertiation
in x95). This costs78(2%+ 25(3=2)+ 5(7=4))(log g) = 39195logq multiplications.
Similarly, x1o costs45(2° + 28(3=2) + 2(7=4))(log ) = 22275logq and xg Ccosts
18(2% + 27(3=2) + 3(7=4))(log ) = 8955logq multiplications. We compute x; as
a single exponertiation in X3g, costing 234 30(logg)3=2 = 10530logqg multipli-
cations. Concluding, the computation of costs approximately 281025logq
multiplications, which is equivalent to 2:67 exponertiations in Fgso .

7 Conclusions and Open Problems

Our fundamental contribution is a compact and e cien t represenation of ele-
merts of T, (Fq), namely, the construction of bijections and ! of section 3.
This allows us to construct EIGamal signature and encryption schemesmeeting
the optimal rate of communication, as well as a secret key exchange protocol
meeting this rate asymptotically. If the torus conjecture of [24] is proven, the



schemesin that paper will alsoachieve this rate, and moreover, their schemefor
DH key exchange will meet the optimal rate even for a single key exchanged.
Hence, resolving their conjecture is an important problem. Another important
question is whether the computational cost of our schemescan be reduced to
a more practical level. Finally, our represenation of T,(F;) may have other
applications.
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