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Abstract. We construct seweral new statistical zero-knowledge proofs
with excient provers, i.e. oneswhere the prover strategy runs in proba-
bilistic polynomial time given an NP witness for the input string.

Our “rst proof systems are for approximate versions of the Shor test

Vector Problem (SVP) and Closest Vector Problem (CVP),
where the witness is simply a short vector in the lattice or alattice vector
closeto the target, respectively. Our proof systemsare in fact proofs of
knowledge, and as a result, we immediately obtain excient lattice-based
identi cation schemeswhich can be implemented with arbitrary families
of lattices in which the approximate SVP or CVP are hard.

We then turn to the general question of whether all problems in SZK \

NP admit statistical zero-knowledge proofs with ezcient provers. To-
wards this end, we give a statistical zero-knowledge proof system with
an excient prover for a natural restriction of Statistical Difference ,
a complete problem for SZK . We also suggesta plausible approach to
resolving the general question in the positive.

1 Intro duction

Zero-knowledge proof systems,introduced in [1], have proven to be a powerful
tool for constructing cryptographic protocols. They have alsoturned out to bea
rich object of study from the perspective of complexity theory. In this paper, we
focus on statistical zero knowledge (SZK ), which is the form of zero knowledge
that provides the strongest security guaranteesand whosecomplexity-theoretic
study hasbeenmost active in recert years.One signi cant gap betweenmuch of
the recen theoretical study and the cryptographic applicability of SZK involves
the prover's exciency, i.e. whether the prover can beimplemented in polynomial
time (given someauxiliary information). This property is clearly essetial for a
zero-knownledge proof to be used in cryptographic protocols, but many of the
theoretical results ignore this issue.Prover exciency for SZK has beenconsid-
eredin the past, leading to the result of Bellare and Petrank [2] that any SZK
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proof system admits a prover that runs in probabilistic polynomial time given
an NP oracle. However, this notion of exciency is insuxcient for cryptography,
as the NP oracle cannot be realized e+ciently. In cryptographic applications,
onewould like the prover to run in probabilistic polynomial time given only the
input string x (drawn from someNP languagelL) and an NP -witness w (the
\secret key") that x 2 L. We call a proof systemwith this property a proof sys-
tem with an excient prover. (These were called prover-practical proof systems
in [3].) A number of the classicperfect and statistical zero-knovledge proof sys-
tems [1,4] have excient provers, but not all problemsin SZK \ NP are known
to have such proof systems.Indeed, it remains an intriguing open problem to
characterize the classof problems which have statistical zero-knowvledge proofs
with excient proversand extend known results about statistical zeroknowledge
to this class.

In this paper, we construct statistical zero-knavledge proofs with ezxcient
provers for seweral problems previously not known to have such proofs. We “rst
do this for approximate versions of the Closest Vector Pr oblem (CVP)
and Shor test Vector Pr oblem (SVP) in lattices. These proof systemsim-
mediately yield excient identi cation schemesbasedon the hardnessof these
problems. An interesting property of our schemesis that they allow us to use
arbitrary lattices (where CVP and SVP are hard), which givespotential advan-
tagesboth from the exciency and security points of view; for example,there is
no needto embed a \trap door basis" in the lattice. Then we construct a sta-
tistical zero-knowledge proof with an excient prover for a natural restriction of
Statistical  Difference , which is known to be a complete problem for SZK .
We view the latter result asprogresstowards characterizing the classof problems
having statistical zero-knowledge proofs with excient provers.

1.1 Statistical Zero Kno wledge

Zero-knowledge proof systemsare protocols by which a computationally un-
bounded prover can corvince a probabilistic polynomial-time veri er, of an as-
sertion, i.e. that somestring x is a yes instance of somedecision problem. The
zero-knowledge property requires that the veri er \learns nothing" from this
interaction other than the fact that the assertionbeing proveniis true. In a sta-
tistical zero-knavledge proof system, the security for both parties is very strong.
Speci cally, it holds even with respect to computationally unboundel cheating
proversor veri ers. Note that eventhough the security holds for computationally
unbounded parties, the prescriked veri er strategy is always required to be poly-
nomial time. We will discussthe prover's exciency later. The classof problems
possessingstatistical zero-knavledge proofs is denoted SZK .

In addition to its cryptographic signi cance, SZK hasturned out to be quite
interesting from a complexity-theoretic perspective. On the onehand it is known
to contain important computational problems, such as Graph Nonisomor-
phism [4] and Quadra tic Residuosity [1]. On the other hand, it is cortained
in the classAM \ co-AM [5,6] and henceis unlikely to contain NP -hard prob-
lems. More recertly, it was discoveredthat SZK is closedunder complemer [7]
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and hasnatural complete problems|[8,9]. Moreover, a number of useful transfor-
mations of statistical zero-knovledgeproof systemshave beengiven, for example
showing that every proof systemwhich is statistical zeroknowledgefor the hon-
estveri er can be transformed into one which is statistical zeroknowledgeeven
for cheating veri ers [7,10].

The above theoretical investigations focus on the traditional de nition of
SZK , wherelby no computational restriction is placed on the prover strategy,
and many manipulations usedin the study of SZK do not presene the prover's
exciency; indeed, this is inherent in the techniques used (namely, black-box
transformations) [11]. Nevertheless,we considerit an important researt direc-
tion to overcomethis barrier and extend the study of SZK to protocols with
excient provers.In particular, canwe characterizethe subclassof SZK possess-
ing statistical zero-knowvledge proofs with ezcient provers? Since the excient
prover property only makessensefor problemsin NP (actually MA ) and SZK
is not known to be cortained in NP ,® sowe do not hope to shaw that all of
SZK has excient provers. But do all problemsin SZK \ NP have statistical
zero-knowvledge proofs with e+cient provers?

1.2 Lattice Problems

A lattice is a subsetof R" consisting of all integer linear combinations of a set of
linearly independent vectors. Two basic computational problems involving lat-
tices are the Shor test Vector Pr oblem, nding the shortest nonzerovector
in the lattice, and the Closest Vector Pr oblem, 'nding the lattice vector
closestto a given target vector. These problems have received a great deal of
attention recertly in both the cryptography and complexity theory literature.
On the complexity side, approximate versionsof both of these problems have
beenshawn to be NP -hard [15{18], and variants of the approximate Shor test
Vector Pr oblem have beenshown to be related by a worst-case/average-case
connection[19]. On the cryptography side,a number of cryptographic primitiv es
have beenproposedwhich implicitly or explicitly rely on the hardnessof these
problems. Theseinclude the one-way functions of [19,20], the collision-resistart
hash functions of [21,22], the public-key encryption schemesof [23{25].

In [26], Goldreich and Goldwasserexhibited statistical zero-knavledgeproofs
for approximate versionsof the complementsof Shor test Vector Pr oblem
and Closest Vector Pr oblem .* That is, they gave protocolsfor proving that
a lattice hasno short vector (resp., hasno vector closeto the target vector). The
Goldreich{Goldw asserproof systemsdo not have excient provers. Indeed, the
problems they considerare not known to be in NP and their main motivation
wasto provethat they arein AM (and, beingalsoin co-NP , arethusunlikely to
be NP -hard under standard typesof reductions). Howewer, since SZK is closed
under complemert [7], it follows from their result that the corresponding approx-
imate versionsof the Shor test Vector Pr oblem and the Closest Vector

3 Actually , there is somerecert evidencethat AM may equal NP [12{14] which would
imply that SZK u NP \ co-NP .
4 In fact, their proof systemsare perfect zero knowledge (against an honest veri er).
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Pr oblem themseles (rather than their complemens) are alsoin SZK . Since
these problems are in NP , we can hope to construct statistical zero-knavledge
proofs with excient provers for them. Howewer, the SZK proofs obtained by
applying the generalresult of [7] (or even later simpli cations [8,9,27]) do not
guarantee excient provers,and in addition would be extremely cumbersomeand
impractical.

1.3 Our Results

We rst construct statistical zero-knavledge proof systemswith excient provers
for approximate versionsof the Shortest Vector Problem and Closest
Vector Pr oblem . The approximation factor for our proof @/stem can be as
small asin the Goldreich{Goldw asserproof systems,namely £ ( n=logn) where
n is the rank of the lattice. The prover strategy can be implemenrted in poly-
nomial time given only a short lattice vector (resp., lattice vector closeto the
target vector). The proof systemsare actually proofs of knowledge, and hence
immediately give rise to identi cation schemes[28] provided one can exciently
generatelattices in which either of theseproblemsis hard together with the cor-
responding witnesses.We remark that in order to exciently prove that a target
point is closeto the lattice (or that the lattice contains short vectors) it is not
necessaryto know a short (trap door) basis, i.e., a basis consisting entirely of
short vectors. On the security side, embedding a trap door basis has often been
regardedas a weak point for many lattice and subset-sumbasedcryptosystems.
Our identi cation schemescanbe instantiated with any lattice, o®eringthe high-
estdegreeof security. For example,one can uselattices derived from the random
classesof [19] or [22]. This results in provably securelattice-based identi cation
(ID) schemeswith an average-case/vorst-caseconnection®® On the exciency
side, complete freedomin the choice of the lattice enablesthe useof lattices with
special structure (e.g., the cyclic lattices of [20], or the corvolutional modular
lattices of NTRU [25]), or sharethe samelattice amongdi®erer users,in order
to get smaller key size or faster identi cation procedures.(SeeSection5.)

We then return to the general question of etcient provers for SZK . We
generalizetechniques of Itoh, Ohta, and Shizuya [29] to show that a natural
restriction of Statistical Difference  has a statistical zero-knowledge proof
with an excient (polynomial time) prover.” In the Statistical  Difference
problem, one is given two (suitably represened) probability distributions, and

5 In order to usethese lattices in our construction one needsa procedureto generate
a lattice together with a short vector, but this can be achieved as explained in [19]
by slightly perturbing the lattice distribution.

® The results of [19,22] immediately give one way functions from worst casehardness
assumptions, which, in turn, imply the existence of secure ID schemes. However,
these generic constructions are pretty inexcient. Our constructions build ID schemes
directly from the underlying lattice problems (i.e. without going through one-way
functions), resulting in substantially more etcient ID schemes.

" The prover in this proof system runs in polynomial time, but is not as practical as
those for the lattice problems. In particular, our results about statistical di®erence
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the question is to determine if they are relatively close (say, within statistical
distance at most 1=2) or are far apart (say, at statistical digelnce at least1; 2).
This is a complete problem for SZK for any 0 < 2 < 1= 2 [8]. Statistical
Difference is not known to be in NP , sowe cannot give a proof systemwith
excient proversfor it. We considerthe restriction of Statistical  Difference
obtained setting 2 = 0: determine if two distributions are within statistical dis-
tance 1=2 or are completely disjoint. We obsene that this problem is in NP,
and shaw that it admits a statistical zero-knawvledge proof systemwith excient
provers. Thus we view this as a step towards nding proof systemswith ex-
cient provers for all problemsin SZK \ NP . In addition, the techniques we
use (namely [29]) are not \black box," so this approad is not subject to the
limitations in [11].

1.4 Related Work

The rst zero-knowledge proof systems,namely those for Quadra tic Residu-
osity and Quadra tic Nonresiduosity [1], and Graph Isomorphism [4] had
excient proversand achieved perfect zero-knovledge. Subsequetly, SZK proof
systemswith ezcient provers have beenfound for a number of other number-
theoretic problems (e.g., [3,30]), all random self-reducible problems [31] and
monotone formulae over random self-reducible problems [32]).

Other notions of prover exciency (mostly interesting from the perspective of
computational complexity) have beenconsideredbefore.Building upon previous
work, Bellare and Petrank [2] shaw that for any SZK proof system,it is possible
to implemert the prover strategy in probabilistic polynomial time given an NP
oracle. Notice that given an NP oracle for Satisfiability =, one can exciently
‘nd NP -witnessesfor arbitrary NP problems, by the self-reducibility of NP -
complete problems (such as Satisfiability ). So, the provers consideredin [2],
are considerablymore powerful than ours, and allow oneto prove arbitrary SZK
languages,even those outside NP .

A more restrictive notion of prover exciency is consideredin [33], where
the prover is given oracle accessto a decision oracle for the samelanguagelL
underlying the proof system® For example, the (honest-veri er) perfect zero-
knowledge proof system for Graph Nonisomorphism [4] satis es this notion
of prover exciency. The results of [33] are negative: there are NP languagesfor
which "nding an NP witness for x 2 L, or even proving membership x 2 L
interactively (whether or not in zero-knavledge), cannot be exciently reduced
to deciding membership in L. This notion of proof system, called competitive

should be regarded as a plausibilit y result aimed at characterizing the complexity
class of statistical zero-knowledge proof systemswith excient provers, rather than
a concrete proposal of a proof system to be usedin cryptographic applications.

8 When L is an NP -complete problem, then these provers are as powerful as those
of [2]. However, SZK is not likely to contain any NP -complete problem. So, for an
arbitrary languagel in SZK , it is not clear how to exciently prove membership in
L given oracle accessto a decision procedure for L.
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in [33], is incomparable with ours. On the one hand, our provers are given an
input string x together with an NP -witnessfor x 2 L, and it is not clear how
to exciently compute sudh a witness given only a decisionoracle for L when L
is not NP -complete or self-reducible.On the other hand, the provers of [33] can
make queries\y 2 L?" to the oracle for arbitrary strings y (possibly di®eren
from the input string x), while our prover is only given a witness for the input
string Xx.

In any case,the notions of prover exciency consideredby [2,33] and related
papers, seemmostly interesting from a computational complexity perspective,
and do not match the requiremerts of cryptographic applications. A crucial
di®erenceis that the notion we study here makes senseonly for problems in
NP , while the results of [2,33] apply to languagesoutside NP as well.

Organization. The rest of the paper is organized as follows. In Section 2 we
give somebasic de nitions about statistical di®erenceand the lattice problems
studied in this paper. In Section 3 we presert and analyze the proof system for
CVP . The proof systemfor SVP is sketchedin Section4. Section5 discussesur
lattice basedidenti cation schemes.Finally, in Section 6 we study St atistical
Difference , and the problem of designing SZK proofs with excient provers
for all problemsin SZK \ NP . Becauseof spaceconstraints, most proofs are
not preseried here, and can be found in the full version of the paper.

2 Preliminaries

In this sectionwe recall somebasic de nitions and techniquesthat will be used
in the rest of the paper. For more details the readeris referred to the books [34,
35] or the papersin the references.

2.1 Statistical di®erence

The statistical distance betweentwo discrete rgndom variables X and Y over a
(countable) setA is the quartity ¢ (X;Y) = % a2a JPrfX = agj PrfY = agj.

Statistical  Difference is a collection of problems (parameterized by two
real numbers0- ®< ~ - 1) of the form: given two succinctly speci ed proba-
bilit y distributions, decidewhether they are statistically closeor statistically far
apart. The probability distributions are speci ed by circuits which samplefrom
them. That is, we are given a circuit X : f0;1g™ ! f0; 1g" which we interpret
as specifying the probability distribution X (Uy) on f0; 19", where Uy, is the
uniform probability distribution over f 0; 1g™. More formally, for0- ®< = - 1,
we de ne the following promise problem.

Denition 1 (Statistical Difference ). Instancesof promise problemSD®
are pairs (X;Y) wher X and Y are prokability distributions. (X;Y) is a yes
instance if ¢ (X;Y) - ®, and a no instance if ¢ (X;Y), ~. (We havede ned
theseproblemsas the complementsof those de ned in [8], becausethis formula-
tion is more convenient for our purposes.)
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In [8] it is shovn that SD®  is completefor SZK forall 0< "=2< ®< ~2<
1.1n parucula{) SD¥%2%3 s SZK -complete, and SD¥*%i * is SZK -complete for
all0< 2< 1=

2.2 Lattice problems and technical tools

Let R™ be the m-dimensional Euclidean space.A lattice in R™ is the set of
all integral corTblnatlons of n linearly independen vectors bl;::"bn in Rm

respecnvely Using matrix notation, if B = [b1;:::;by], the lattice generatedby
basismatrix B is L(B) = fBx:x 2 Z"g, where Bx is the usual matrix-v ector
multiplication. For computational purposes,B and y are usually restricted to
haveinteger (or, equivalertly, rational) ertries. In this paper, we will occasionally
use real vectors in order to simplify the exposition. However, the use of real
numbers is not essetial, and integer or rational approximations can always be
substituted for real vectors whenewer they occur. Moreover, we often assume
that the lattice if full rank, i.e., n = m, asany lattice can be transformed into a
full-rank real lattice.
Approximate versions of the Shor test Vector Pr oblem and Closest

Vector Pr oblem described in the introduction are captured by the promise
problems GapSVP - and GapCVP - de ned as follows.

De nition 2. Instances of promise problem GapSVP - are pairs (B;t) wher
B 2 ZM£" js alattice basisand t 2 Q a rational numter. (B;t) is a yes instance
if kBxk - t for somex 2 Z" nf0g. (B;t) is a no instance if kBxk > °t for all
x 2 Z" nf0g.

De nition 3. Instancesof promise problemGapCVP - aretriples (B;y;t) wher
B 2 ZM£" s a lattice basis,y 2 Z™ is a vector and t 2 Q is a rational number.
(B;y;t) is a yes instance if kBx j yk - t for somex 2 Z". (B;y;t) is ano
instance if kBx j yk> °t for all x 2 Z".

In our proof systemsfor lattice problems we make extensive use of a mod-
ular reduction technique proposedin [36] to emulate the e®ectof selecting a
point uniformly at random from ar_l,a\ttice. Any lattice L(B) de nes a natural
equivalencerelation on spanB) = ; b; ¢R, where two points x;y 2 span(B)
are equivalert if x j y 2 L(B). For any lattice basis B de ne the half open
parallelepiped P(B) = fBx:0 - x; < 1g. It is easyto seethat for any point
X 2 span(B), there exists a unique point y 2 P(B) sudc that x is equivalent
to y modulo the lattice. This unique represerativ e for the equivalence class of
x is denotedx mod B. Intuitiv ely, x mod B is the displacemern of x within the
fundamenrtal parallelepiped containing x. Notice that if we x a (small) pertur-
bation vector r, we add it to a lattice point Bv and reducethe result modulo B,
we get a vector (Bv + r) mod B = r mod B that doesnot depend on the lattice
point Bv from which we started. In other words, if we start from the origin, and
simply compute r mod B, we obtain exactly the samedistribution.
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3 The Closest Vector Problem

In this section we describe a statistical zero-knowledge proof system (in fact, a
proof of knowledge) with ezxcient provers for approximating the closestvector
problem.

Consider an instance (B;y;t) of GapCVP -. Look at a small ball around y
and a small ball around a lattice point Bw closestto y. If y and Bw are closeto
ead other, the relative volume of the intersection of the two balls is quite large.
So, if we pick a few random points from both balls, with high probability at
least one of them will bein the intersection. The proof systemworks as follows:
the prover picks random points from the two balls, reducesthem modulo B,
and sendsthe reduced points to the veri er. Reducing the points modulo B
has the nice e®ectthat the resulting distribution can be exciently sampled
even without knowing the lattice point Bw closestto y. (In fact, using two balls
certered around y and the origin 0, resultsin exactly the samedistribution after
the reduction modulo B. This is a crucial property to achieve zero-knovledge.)
Let's say that the total number of points picked by the prover is even. Then,
the veri er challengesthe prover asking him to show that either (1) there is an
even number of points from ead ball; or (2) there is an odd number of points
from ead ball. If the prover can answer both challenges,then somepoint must
belongto the intersection of the two balls, proving that the two balls intersect,
and therefore their certers cannot be too far apart. Intuitiv ely, the proof system
is zeroknowledgebecauseall that the veri er seeds a set of random points from
an exciently samplabledistribution.

Note that the proof system sketched above achieves neither perfect com-
pletenessnor perfect zero knowledge, but rather has a small (but negligible)
completenesserror and is statistical zero knowledge. The reasonis that there is
a nonzero probability that all the randomly chosenpoints will lie outside the
intersection of the two balls, and in this casethe prover will only be able to
answer one of the two challenges.And intuitiv ely, the veri er learns something
in casethe prover cannot answer, namely that none of the chosenpoints is in
the intersection. Below, we achieve perfect completenessby having the prover
modify the points chosento ensurethat at least one is in the intersection (if
needed).However, this doesnot yield perfect zero knowledge, becausenow the
points sert are no longer uniform in the two balls, but have a slightly skewed
distribution that may be hard to sampleexactly in polynomial time.

We now give the formal description of the proof system (Pcyp ; Vevp ). In the
description below k is a parameter to be determined that dependson the value
of °. In fact, the proof systemis valid for any value of ° and k, and the choice
of these parametersonly a®ectsthe zero-knavledge property.

The Verier. Oninput (B;y;t), the veri er Veyp proceedsas follows.

3. Receiwe k bi}§ C1;:::;¢ and k lattice points Bv 1;:::;Bvk and chedk that
they satisfy ;¢ =g (mod 2)andkm; (Bv;+ cy)k- °t=2for alli.
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The following lemma shaws that the protocol de ned by the veri er is sound,
both as an interactive proof systemand even as a proof of knowledge.

Lemma 4 (soundness). If (B;y;t) is a no instance of GapCVP -, then the
veri er Veyp rejects with probability at least 1=2 wheninteracting with any prover
strategy P“. Moreover, there is a prokabilistic algorithm K (the knowledge ex-
tractor) suchthat if a prover P® makesVcyp accept with probability 1=2+ 2 on
someinstance (B;y;t), then KP"(B;y:t) outputs a vector w 2 Z" satisfying
kBw j yk- °tin expected time poly(n)=2

The Prover. Now that we know that the above proof systemis sound, we show
that if (B;y;t) is a yes instance, then it is always possibleto make the veri er
accept. Suppose (B;y;t) is a yes instance of GapCVP -, i.e., there exists an
integer vector w 2 Z" suc that ky j Bwk - t. We describe a probabilistic
polynomial time prover Pcyp that, given the witnessw (or, equivalertly, u =
y i Bw) asauxiliary input, makesthe veri er acceptwith probability 1. The
prover Pcyp , oninput (B;y;t) andu =y j Bw, proceedsas follows:

random. Then, ched if there exists an index i” such that kri= + (2¢= j
Luk - °t=2. If not, seti® = 1 and redene ¢= = 0 and rj= = u=2, so
that kri= + (2¢i- j 1)uk - °t=2is certainly satis ed. Finally, compute points

2. Wait for the veri er to reply with a challengebit g2 f0; 1g.
3. If g= ©;q, then the prover completesthe proof sendingbits ¢; and lattice

then the prover sendsthe same messagegso the veri er, but with ¢ and
Bv s replacedby 1i ¢= and Bvi- + (2¢= j 1)(y i u).

It is clearthat Pcyp canbeimplemented in polynomial time. The readercan
easily verify that if the honestveri er Veyp interacts with prover Pcyp , then it
always accepts.

The Simulator. We prove the zero knowledge property by exhibiting a proba-
bilistic polynomial-time simulator that outputs the transcript of a conversation
betweena (simulated) prover and a given cheating veri er V® with a probabil-
ity distribution that (for appropriate valuesof °;k) is statistically closeto that
betweenV*® and the real prover Peyp .

The simulator Scyp , oninput (B;y;t), and given black-box accesdo a (pos-
sibly cheating) veri er V*, proceedsas follows:

® We can assume,without loss of generality, that the verier always output a single
bit answer. Any other messagecan be interpreted in some standard way.
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3. If g = ©c, then output the transcript (fm;d<,;q;f(c;Bv;)d<,), where
Bvi=m;ji (rj + qy). If g6 ©c, then output fail

Theorem 5. If (B;y;t) is ayes instance of GapCVP -, then the statistical dif-
ference between the output of the simulator Scyp (conditioned on the eventthat
Scvp does not fail), and the interaction between V*® and the real prover Pcyp ,
is at most2(1j ~(2=°))k, wher ~(?) is the relative volume of the intersection
of two unit spheeswhosecenters are at distance 2.
3 .

Using the bound ~(2) , max W; 1j 2P A on the relative volume of

the intersection of two spheres,® we immediately get the following corollary.

Corollary 6. (Pcvp ; Vevp ) is a statistical zero-knowledgeproof systemwith per-
fect completenessand soundnesserror 1=2, provided one of the following condi-
tions holdstrue:

{ °=- (p n=logn) and k = poly(n) is a suzciently large polynomial, or
{ °=-( n)yandk =" (logn) is any sugerlogarithmic function of n, or
{ °=n%*- @ andk = ! (1) is any superconstant function of n.

Negligible Error. As is, the proof system has constart soundnesserror (1=2),
but it is often important to have negligible soundnesserror (1=n' ®). There are
seweral approaciesto reducing the soundnesserror, with di®erent advantages:

(1) Repeat the proof system™(n) = ! (logn) times in parallel. This unfortu-
nately doesnot presene the zeroknowledge property, but doesyield a constart-
round statistically witness-indistinguishableproof of knowledge with negligible
soundnesserror. (Witness indistinguishability meansthat for any two witness
w and w? the veri er's view when the prover usesw is statistically closeto its
view when the prover usesw® See[34].)

(2) Repeatthe proofsystem™(n) = £ (log n) timesin parallel and then repeat
the resulting protocol ! (1) times sequettially . This doespresene zeroknowledge,
yielding an ! (1)-round statistical zero-knavledge proof of knowledge.

(3) In both of the approades above, the "-fold parallel repetition can be
combined with the k-fold repetition already presen in the original protocol to
obtain more excient protocols. Consider a modi cation of the original protocol
(Pcvp : Vevp ), wherein addition to sendingk vectorsin the rst step, the prover
alsosendsarandom k£ ~ matrix M over GF(2) = f0; 1g. The veri er's challenge
is then a random vector g 2 f0; 1g , and the condition ©;¢ = q is replacedwith
Mc = g. The advantage of this protocol is that it achievesboth simulation and
soundnesserror 21 - (K) with a protocol that involves only O(k) n-dimensional
vectorsrather than O(k?) as achieved by independert repetitions of the original
protocol.

10 see[26] for a prove of the Tst inequality. The secondone can be proved using similar
techniques.
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4 The Shortest Vector Problem

In this sectionwe describe a statistical zeroknowledgeproof system(Psyp; Vsvp)
for GapSVP - . The reasonswe are interestedin the Shor test Vector Pr ob-
lem are both theoretical (being SVP a di®erert problem from CVP , it is inter-
esting to know if it admits SZK proofs with excient prover), and practical, as
proofs of knowledgefor SVP can be usedin conjunction with the lattices of [19]
to yield identi cation schemeswith worst-case/average-casesecurity guarantees.
(SeeSection 5.) Intuitiv ely, our proof systemfor GapSVP can be thought asa
combination of the reduction from GapSVP - to GapCVP - of Goldreich, Mic-
ciancio, Safraand Seifert [37], followed by the invocation of the proof systemfor
GapCVP described in the previous section. Things are not as simple because
the reduction of [37] is not a Karp reduction, and in order to solve a shortest
vector problem instance, it requiresthe solution of (polynomially) many closest
vector problems. So, we combine all the GapCVP instancestogether using the
Goldreich-Levin hardcore predicate [38]. This is just the intuition behind the
proof system that we are going to describe. In fact, our proof system requires
neither the explicit construction of many GapCVP instances, nor the compli-
cated analysisof the Goldreich-Levin predicate. So,below we brie°y describe the
proof systemwithout referenceto those generaltools. For a detailed description
seethe full version of this paper.

The basicideais the sameasthe proof systemfor the closestvector problem,
but this time instead of selectingpoints closeto the origin or closeto the target
vector y, we consider balls certered around all lattice points of the form Bc,
where ¢ 2 f0;1g", and reduce the points modulo 2B. The prover starts the
interaction by sending points m; closeto randomly chosen certers Bc;. For
ead such point, the prover also sendsa binary vector s;. If the lattice doesnot
contain short vectors, then balls certered around di®erert Bc are disjoint (even
after reduction rrlgpdulo 2B), and the rst messagesert by the prover uniquely
g,eterminesa bit  ;hsi;cii mod 2. Then the veri er asksthe proverto show that

isi;cii mod 2= g, whereqis arandom bit chosenby the veri er. If the prover
can answer both questions,then there must be a messagem; that is closeto two
di®erent certers (modulo 2B), proving that the lattice contains short vectors.

5 Identi cation Schemes

An identi ¢ ation schemeis a protocol by which one party, Alice, can repeatedly
prove her identit y to other parties in such a way that these parties cannot later
impersonate Alice. Following the now-standard paradigm of [28], ID schemes
are immediately obtained from zero-knowvledgeproofs of knowledge.It should be
remarked that the computational problemsunderlying our identi cation schemes
are not likely to be NP -hard (cf. [26]). The sameis true for most computational
problems used in cryptography (e.g., factoring), so, in some sense,ours is as
good a hardnessassumption as any. Howewer, factoring is a much more widely
studied assumption than lattice problems, so our identi cation schemesshould
be usedwith caution. The discussionbelow concertrates on exciency issues.
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The proofs of knowledgefrom Section 3, give riseto ! (1)-round ID schemes,
becausewitness-indistinguishability is not enough to guarantee the security.
Howewer, we can obtain a 3-round identi cation scheme as follows. First, we
consider a new problem OR-GapCVP - whoseinstances are pairs (xi;x») of
GapCVP - instances,and whoseyes instancesare those for which at least one
of the x;'s is a yes instance of GapCVP -. Using a technique from [32], we can
corvert our proof systeminto onefor OR-GapCVP -. Parallel repetition yields
a constart-round statistically witness-indistinguishable proof of knowledge with
negligible soundnesserror. For such "OR' problems, witness indistinguishabilit y
implies \witness hiding," which sutces for the identi cation sceme [39] (cf.,
[34]). Details will be givenin the full version of the paper.

We stressthat, unlike all known cryptosystemsbasedon lattice problems|[24,
23], theseidenti cation schemesonly require the generation of lattices in which
the approximate Closest Vector Pr oblem (resp.Shortest Vector Pr ob-
lem) is hard together with a closevector (resp. short vector). In particular, we
do not needto generatean additional \short" basis, nor do we need\unique
short vectors" or \hidden hyperplanes”. In particular, this opensup more pos-
sibilities for using lattices with potential advantagesboth in terms of etciency
and security. As an example, for identi cation scemesbasedon SVP one can
usethe random classof lattices of [19,22], which, for appropriate choice of the
parameters, results in identi cation schemesthat are at least as hard to break
(on the average) as the worst caseinstance of approximating GapSVP in the
worst casewithin factor O(n*), or approximating other lattice problems(shortest
linearly independert vectors or covering radius) within factor O(n®). Alterna-
tively, one can uselattices with special structure like the cyclic and quasi-cyclic
lattices of [20], or the convolutional modular lattices of [25] (but possibly with
di®eren, more secure,valuesof the parameters, sincewe do not needto embed
a decryption trapdoor), in which the basis has a more compact represertation
(almost linear in the security parameter, rather than the standard matrix repre-
sertation, whosequadratic sizehasbeena practical barrier for the useof lattice
cryptosystems.) Another very interesting possibility for identi cation scemes
basedon our CVP proof systemis to uselattices where CVP with preprocessing
(CVPP ) is hard. This is a variant of the standard CVP problem introduced
in [40] and studied in [41,42], where nding closelattice vectorsis hard even if
the lattice is xed, and the only input is the target vector. This allows to use
the samelattice B for all users,and hardwire the description of the lattice B in
the key generation, identi cation and veri cation algorithms. When a new user
wants to generatea key, he choosesa random short error vector r (the secret
key) and computesy = r mod B asits public key. The security of the scheme
relies on the fact that approximating CVP in the lattice generatedby B (for
appropriately constructed, but "xed, B) is hard. The advantage is that both the
secretand public keysare just a single vector which takes storage proportional
to dimension of the lattice n (the security parameter),!* rather than a matrix

11 This is obvious for the secretshort vector r. The public vector y can be much bigger
becauseit contains large integer entries. Fortunately, as shown in [36], it is possible
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(represerting the lattice) which in generaltakesstorageat least proportional to
n2. There are still big gapsbetween our understanding of CVPP and its cryp-
tographic applicability: the strongest inapproximabilit y results known to date
[42] only show that CVPP is hard to approximate W'Bhin factors smaller than

3, while our systemrequiresinapproximabilit y within = n. More importantly, all
known lower bounds [40{42] only establishthe hardnessin the worst-case(NP -
hardness),while for cryptographic applications one needsaverage-casdardness.
Still, the possibility that further dewvelopmerts about the complexity of lattice

problems might lead to practical and provably secure identi cation schemeswith

worst-case/average-casayuararteesis very appealing. In this perspective, estab-
lishing a worst-case/average-caseconnection for CVPP along the lines of [19,
22] would be very interesting.

6 Statistical Di®erence

In this section, our focus will be the problem SD® for various v%lues of 0 -
®< ~ - 1. Considerthe SZK -complete problem SD**%1i * for 1= 2> 2> 0.
Sincewe do not know if SZK p NP, we do not hope to give a proof systemwith
e+cient proversfor this language.Instead we considerthe limit problem SD*%1
obtained setting 2 = 0, i.e. deciding whether two distributions are statistically
close or have disjoint supports. Unfortunately, this problem is not known to
be complete for SZK . Note that SD**%1 is in NP, as coin tossesrx , ry for
which the circuits produceidentical samples(i.e. X (rx ) = Y(ry)) are a witness
that (X;Y) is a yes instance. We will prove that SD'*%! has a statistical zero-
knowledge proof systemwith an e+cient prover.

We now state a usefullemmathat allows usto make the statistical di®erence
exponertially small in yes instancesof SD**%1.

Lemma 7 (XOR Lemma [8]). Given probability distributions X ;X and a

and then samplingeach x; A X, independently. Then ¢ (Yo; Y1) = ¢ (Xo; X1)X.

Thus, given an instance (X o; X 1) of SD*%, this lemma shows how to con-
struct circuits for a new pair of distributions (Yp; Y1) whosestatistical di®erence
is exponertially small if (Xq;X1) is a yes instance, and whose supports are
disjoint if (Xo;X1) is a no instance. We can usethis to obtain simple statisti-
cal zero knowledge proof system for SD**%*, mimicking the well-known proof
systemsfor Quadra tic Residuosity [1] and Graph Isomorphism [4]: (1)
First, the prover sendsthe verier y A Yo, (2) and the verier replies sending
b A f0;1g to the prover; (3) then the prover sendsr A fs : Yy(s) = yg to
the veri er, (4) and the veri er acceptsif Yp(r) = y. It canbe veri ed that the
above proof system has soundnesserror 1=2, completenesserror 1=2¢*1 | and is

to selectthe basisB in an optimally secureway that results also in reduced vectors
y with small bit-size.
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statistical zero knowledgewith simulator deviation 1=2k*1 (cf., [27]). Howewer,
even though SD¥*%1 2 NP , it doesnot appear that the prover strategy can be
implemented in polynomial time given a witness. (If the veri er selectsb= 0, the
prover can respond with the coin tossesit usedto generatey, but if the veri er
selectsb = 1, the prover must be able to nd collisions betweenthe circuits Yq
and Y7, which may be infeasible.)

To obtain excient proversfor SD¥"%! itself, we usethe ideasof Itoh, Ohta,
and Shizuya [29]. The key conceptis that of problem dependert commitment.
This is acommitment schemewherethe senderand receiver get asauxiliary input
an instancex of a promiseproblem| . The operations performed by the protocol
depend on the value of x, and the protocol has di®erert security properties
depending on whether x is a yes or a no instanceof | . Typically, the protocol
is required to be secretwhen x 2 | yes and unambiguous when x 2 | no, or
vice-versa. As usual, a problem dependert commitment is statistically secureif
the secrecyand unambiguity properties hold in a statistical sense.

Itoh, Ohta, and Shizuya [29]consideredonly noninteractiv e problem-dependert
commitment schemesin which both security properties are perfect. (Notice that
any noninteractiv e statistically unambiguouscommitment is necessarilyperfectly
unambiguous.) They proved that if a problem | hasa noninteractive problem-
dependent commitment scheme which is perfectly secreton yes instancesand
perfectly unambiguous on no instances,then | has a perfect zero-knovledge
proof systemwith an excient prover. We obsene that this result can be gener-
alized as follows

Theorem 8 (generalizing [29]). Suppse a promise problem | is in NP,
with NP relation R, and that | has a problem-degndent commitment scheme
which is statistically secret on yes instancesand statistically unambiguouson no
instances. Then | hasa statistical zer-knowledge proof systemwith an e+cient
prover (using any R-witness).

We apply the theoremto SD**?1, by de ning a problem dependert commit-
mert for this problem asfollows. On input (b;(Xo; X1); 1), the sendercommits
to b by sending the receiver y A Y, where Y, is obtained by applying the
XOR Lemma (Lemma 7) to (Xo;X1) with parameter k. In the reveal phase,
the senderrevealsb and the coin tossesusedto generatey. The receiver chedks
that Yp(r) = y. The reader can easily ched that this commitment schemeis
statistically secreton yes instancesand perfectly unambiguouson no instances.
Using Theorem 8, we get the following result.

Theorem 9. SD¥™?! has a statistical zer-knowledge proof systemwith an ef-
“cient prover.

6.1 Excien t provers for all of SZK?

As discussedin the introduction, part of our motivation in this work is the
generalquestion of whether every problem in SZK \ NP has a statistical zero-
knowledgeproof systemwith an excient prover. The following theorem suggests
three possibleapproacesto solve this problem.
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Theorem 10. If any of the following conditions hold, every problemin SZK \
NP has a statistical zero-knowledge proof with an excient prover:

1. SD¥%2%3 has a statistically secure problem-depndent commitment scheme.

2. SD¥3%= reducesto SD?* via a randomizel Karp reduction with one-sided
error (even constant error).

3. Any NP problemthat reducesto SD*=32=3 also reducesto SD*=%1.

The rst approach is proved using the closure of SZK under complemerna-
tion, and using the fact that if a promise problem | reduces(via a randomized
Karp reduction with one-sidednegligible error probability) to a promise prob-
lemj , andj hasa problem-dependert commitment scheme,then | alsohasa
problem-dependert commitment schemewith the samesecurity properties. The
secondapproad is just a way to prove the rst condition, using the fact that
one-sidederror in Karp reductions to SD'“%1 can be made negligible. The last
approad, essetially asksto prove that SD'“%1 is completefor SZK \ NP .

The proof systemsdescribed in this sectiondi®erin oneimportant way from
previous ones.All previous proof systemsfor variants of Statistical  Differ-
ence e.g.[8,9,43], usedthe input circuits as\black boxes." That is, the useof
the circuits by the veri er and prover consistedsolely of evaluating the circuits
on various inputs, and newver referred to the internal structure of the circuits.
It is not dizcult to show, using constructions like [11], that no protocol of this
form can be a statistical zero-knavledge proof with an excient prover for even
SD%! (if one-way functions exist). The proof system of Theorem 9 is not black
box, however, and doesmake use of the internal workings of the circuits (due to
the techniques of [29], which in turn use[4]). This suggeststhat this approac
doesindeedhave potential to resolve questionsthat may have previously seemed
intractable.

We concludethis sectionby showing yet another relationship betweenproblem-
dependent commitment schemesand SZK . If we remove the assumption that
problem | isin NP from the hypothesis of Theorem 8, we can still conclude
that | hasan SZK proof system, although not necessarilyone with ezcient
prover.

Prop osition 11. If a problem| has a statistically secure problem-degndent
commitment scheme,then| 2 SZK.
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