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Abstract. We presert a new general multipart y computation proto col
for the cryptographic scenariowhich is universally composable| in par-
ticular, it is secureagainst an active and adaptive adversary, corrupting
any minorit y of the parties. The proto col is asexcient asthe bestknown
statically secure solutions, in particular the number of bits broadcast
(which dominates the complexity) is - (nkjCj), where n is the number
of parties, k is a security parameter, and jCj is the size of a circuit doing
the desired computation. Unlik e previous adaptiv ely secureproto cols for
the cryptographic model, our proto col doesnot use non-committing en-
cryption, instead it is based on homomorphic threshold encryption, in
particular the Paillier cryptosystem.

1 Intro duction

The problem of multipart y computation (MPC) dates back to the papers by
Yao [14] and Goldreich et al. [11]. What was proved there was basically that a
collection of n parties can exciently compute the value of an n-input function,
s.t. everyone learns the correct result, but no other new information. More pre-
cisely, these protocols can be proved secureagainst a polynomial time bounded
adversary who can corrupt a set of lessthan n=2 parties initially , and then make
them behave as he likes,we say that the adversary is active. Even so, the adver-
sary should not be able to prevert the correct result from being computed and
should learn nothing more than the result and the inputs of corrupted parties.
Becausethe set of corrupted parties is xed from the start, such an adversaryis
called static or non-adaptive.

Proving security of the protocol from [11] requiresa complexity assumption,
such asexistenceof trap door one-way permutations. This is becausehe model of
communication consideredthere is s.t. the adversary may seeevery messagesert
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betweenparties, this is sometimesknown asthe cryptographic model. Later, un-
conditionally secureMPC protocolswere proposedby Ben-Or et al. and Chaum
et al. [2,6], in the model where private channelsare assumedbetweenevery pair
of parties. These protocols are secure,even against an adaptive adversary who
may decidedynamically during the protocol who to corrupt.

Over the years, seweral protocols have been proposedwhich, under speci ¢
computational assumptions,improve the exciency of general statically secure
MPC, seefor instance[10]. In particular, Cramer, Damdard and Nielsen[7] pro-
poseda generalMPC protocol that is secureagainsta static adversary corrupting
any minority of the parties. The protocol assumeshat keysfor a threshold ho-
momorphic cryptosystem have beenset up, and has communication (broadcast)
complexity - (nkjCj), where n is the number of parties, k is a security parame-
ter, and jCj is the sizeof a circuit computing the desiredfunction. This is the so
far the most excient protocol known for the cryptographic model, tolerating a
dishonestminority (which is the best possibleif we want to guarantee termina-
tion). The homomorphic threshold cryptosystem can be the one of Paillier[13],
or can be built from the quadratic residuosity assumption.

It is possibleto get adaptive security, also in the cryptographic model: we
can start from an adaptively secureprotocol for the private channelsmodel ([2,
6]), and then, instead of assuming perfect channels, we implement them using
public-key encryption. While this will in general reduce adaptive security to
static, using non-committing encryption, adaptive security carries over to the
cryptographic model [4]. In [5], it is shovn that non-committing encryption plus
someadditional techniquescan provide MPC that is universally composable an
even stronger notion of security de ned by Canetti [3]. All these protocols are,
however, much lessezxcient than the best statically secureones.An alternative
approach that also gives adaptive security is to assumethat parties can be
trusted to securelyerasecertain critical data [1].

Our Results In this paper, we present a new general MPC protocol for the
cryptographic model, basedon Paillier encryption. The protocol is universally
composable,in particular, it is secureagainst an active adaptive adversary cor-
rupting any minority of the parties. Up to a constart factor, it is asezcient as
the (statically secure)protocol from [7]. It is therefore the rst general MPC
solution for the cryptographic model where going to adaptive security does not
causea major lossin exciency (or costsan extra assumption, such assecureera-
sures). It is alsothe rst that doesnot use non-committing encryption, which
may be of separateinterest from a technical point of view. (The protocol in [5]
is not for the private channels model, but it usesnon-committing encryption
for building adaptively secureoblivious transfer.) Instead of non-committing en-
cryption we usesomeideasfrom the universally composablecommitments of [9],
and combine this with the protocol from [7]. Thus we work on the sameprinciple
that parties supply encrypted input, and the protocol producesencryptions of
the outputs, that the parties can then cooperate to decrypt. To make this se-
cure, we intro duce a new technique for randomizing encryptions beforethey are
decrypted. This meansthat the adversary has no control over the encryptions
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that are decrypted, and this turns out to be essetial for our proof of security
to go through.

We prove our protocols securein the framework for universally composable
(UC) security by Canetti[3]. This framework allows to de ne the security of
general reactive tasks, rather than just evaluation of functions. This allows us
to prove that our protocol does not just provide securefunction ewaluation,
but is in fact equivalent to what we call an arithmetic black box (ABB). An
ABB can be thought of as a securegeneral-purposecomputer. Every party can
in private specify inputs to the ABB, and any majority of parties can ask it
to perform any feasible computational task and make the result (and only the
result) public. Moreover the ABB can be invoked seweral times and keepsan
internal state betweeninvocations. This point of view allows for easierand more
modular proofs, and also makesit easierto useour protocols astools in other
constructions.

2 An Informal Description

In this section, we give a completely informal introduction to somemain ideas.
All the conceptsintroducedherewill betreated more formally later in the paper.
We will assumethat from the start, the following scenariohas beenestablished:
we have a sematriically securethreshold public-key system given, i.e., there is
a public encryption key pk known by all parties, while the matching private
decryption key has beensharedamongthe parties, s.t. eat party holds a share
of it.

We will usea threshold version of the Paillier cryptosystem, sothe message
spaceis Zy for someRSA modulus N. For a plaintext a2 Zy, we let a denote
an encryption of a. We have certain homomorphic properties: from encryptions
a; b, anyone can easily compute (deterministically) an encryption of a+ b, which
we denote a ¢ b. We also require that from an encryption a and a constart
® 2 Zy, it is easyto compute a random encryption of ®a, which we denote
®j a This immediately givesus an algorithm ~— for subtracting.

We can then sketch how a computation was performed securelyin the (stati-
cally secure)protocol from [7]: we assumethe desiredcomputation is speci ed as
a circuit doing additions and multiplications in Zy | This allows usto simulate
a Boolean circuit in a straightforward way using 0/1 valuesin R. The protocol
then starts by having ead party publish encryptions of his input valuesand give
zero-knowvledgeproofsthat he knows thesevalues. Then any operation involving
addition or multiplication by constarts can be performed with no interaction: if
all parties know encryptions a;b of input valuesto an addition gate, all parties
can immediately compute an encryption of the output a+ b. This leaves only
the problem of multiplications: Given encryptions a; b (where it may be the case
that no parties knows a nor bh), compute securelyan encryption of ¢ = ab. This
can be done by the following protocol (which is a slightly optimized version of
the protocol from [7]):
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1. Each party P; choosesrandom d; 2 Zy and broadcastsencryptions d; and
db

2. All parties prove in zero-knowvledge that they know their respective values
of di, and that d;b encrypts the correct value. Let S be the subset of the
parties succeedingwith both proofs.

3. All parties cannow computeac (¢ »sd;). Thi's_,ciphertext is decrypted using
threshold decryption, sqall parties learna+ ;¢ d.

4. All parties setc= (a+ ,5di)i b~ (¢i2sdb).

At the "nal stagewe know encryptions of the output values, which we just
decrypt using threshold decryption. Intuitiv ely this is secureif the encryption
is securebecause,other than the outputs, only random values or values that
should be known to the adversary are ever decrypted. This intuition was proved
for a static adversary in [7]. But in the UC framework, where the adversary is
adaptive, it is well known that there are seweral additional problems:

Loosely speaking, a proof of security requires building a simulator that sim-
ulates in an indistinguishable way the adversary's view of a real attack, while
having accessonly to data the adversary is supseal to know at any given time.
This meansthat for instancein the input stagethe simulator needsto show the
adversary encryptions that are claimed to cortain the inputs of honest parties.
At this time the simulator doesnot know theseinputs, soit must encrypt some
arbitrary values. This is ne for the time being, but if one of the honest par-
ties are later corrupted, the simulator learns the real inputs of this party and
must reveal them to the adversary along with a simulation of all internal data
of the party. The simulator is now stuck, since the real inputs most likely are
not consistert with the arbitrary valuesencrypted earlier.

We handle this problem using a combination of two tricks: rst, weinclude in
the public key an encryption K = 1. Then, we rede ne the encryption method,
and "x the rule that to encrypt a value a, one computesaj K. Under normal
circumstances, this will be an encryption of a. The point, however, is that in
the simulation, the simulator can decidewhat K should be, and will setK = 0.
Then all encryptions usedin the simulation will contain 0, in fact | using the
algebraic properties of the encryption scheme| the simulator can compute C
as an encryption of 0, store the random coins used for this and later make it
seemasif C wascomputedasC = aj K for any a it desires.

However, the simulator must also be able to nd the input valuesthe ad-
versary supplies, immediately as the encryptions are made public. This is not
possibleif it only seesencryptions of 0. We therefore rede ne the way inputs
are supplied: for ead input value x of party P;, P; usesthe UC commitment
schemeof [9] to make a commitment commit(x) to x, and also sendsan encryp-
tion C = xj K. Finally he provesin zero-knavledge that commit(x) contains
the samevalue as C. This can be done ezciently because[9] is also basedon
Paillier encryption, and the UC property of the commitments precisely allows
the simulator to extract inputs of corrupted parties and fake it on behalf of
honest parties.
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A "nal problem we faceis that the simulator will not be ableto \cheat" in the
threshold decryption protocol. The key setup for this protocol xes the shares
of the private key even in the simulation, so a ciphertext can only be decrypted
to the value it actually contains. Of course,when decrypting the outputs, the
correctresults should be producedboth in simulation and real life, and sowe have
a problem sincewe just said that all ciphertexts in the simulation really cortain
0. We solve this by randomizing all ciphertexts before they are decrypted: we
include another xed encryption R = 0in the public key. Then, given ciphertext
C, the parties cooperate to create an encryption r j R, wherer is a (secret)
randomly chosenvalue that dependson input from all parties. Then we compute
C ¢ (rij R) and decrypt this ciphertext. Under normal circumstances,it will of
coursecortain the sameplaintext asC. But in the simulation, the simulator will
setR = 1, and \cheat" in the processwherer is chosen,s.t. r = a, where a is
the value the simulator wants the decryption to return. This works, sincein the
simulation any C actually encrypts O.

3  Preliminaries

Notation Throughout the paper k will denote the security parameter. For a
probabilistic polynomial time (PPT) algorithm A we will usea A A(x;r) to de-
note running A on input x and uniformly random bits r 2 f0; 1g°P0*)) producing
output a; Here p(9 is a polynomial upper bounding the running time of A.

Non-erasure § -protocols Consider a binary relation R p f0; 1g° £ f 0; 1g® where
(x; w) 2 R canbechedkedin PPT. By L(R) we denotethe setfx 2 f0; 1g°j9w 2
f0;19°((x; w) 2 R)g.

A non-erasure§ -protocol for relationR is six PPT algorithms (A; I;Z; B; hvs;
rbs; xtr ) (and an integer ) specifying a three move, public randomness,honest
veri er zero-knavledge protocol with special soundness.The prover has input
(x; w) 2 R and the veri er hasinput x. The prover rst computesa message
a A A(x;w;ra) and sendsa to V. Then V returns a I-bit challenge e. The
prover then computes a responseto the challengez A Z(x; w;ra;€) and sends
z to the verier. The veri er then computesbA B(x; a;e;z), whereb?2 f0;1g
indicates whether to believe that the prover knows a valid withessw or not. The
algorithm hvs is called the honestveri er simulata and takesasinput x 2 L(R),
e2 f0;1g' and a uniformly random bit-string rp,s and producesasoutput (a;z)
which is supposedto be distributed asthe (a;z) produced by a honest prover
with instance x receiving challenge e | this is de' ned formally below. The
algorithm rbs is called the randombits simulata. It takesasinput (x;w) 2 R, a
challengee 2 f0;1g' and bits rpys, which we think of asthe random bits usedby
hvs in arun (a;z) A hvs(x; €;rns), and it producesas output a bit-string ra
st.a= A(Xx;w;ra) andz = Z(x;w;ra;e). le.if (a;z) is the messagesimulated
using hvs givenjust x 2 L(R), then if w s.t. (x; w) 2 R later becomesknown it
is possibleto construct random bits ra s.t. it looks like (a;z) was generatedas
aA A(x;w;rp) andz A Z(x;w;ra;€). Finally xtr is a knowledge extractor,
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which given two correct corversationswith the same rst messagecan compute
a witness. We now formalize these requiremerts along with completeness.

Completeness: For all (x;w) 2 R, ro and e 2 fO;lg' we have that
B(X; A(X; W;ra); €Z(X; W;ra;€)) = 1.

Special non-erasure honest verier zero-kno wledge: The following tworandom
variables are identically distributed for all (x;w) 2 R and e2 f0;1g':

EXEQ; w;e) = [aA A, w;ra);zA Z(x;w;ra;e): (X, wW;a;ra;e;z)]
SIMx; w;€) = [(a;2) A hvs(X; € Ths)i ra A rhs (X, W;e;rns) : (X; W;a;ra;e;z)]

Special soundness: Forall x 2 Sand(a;e;z) and (a; e% z°) wheree 8 €°, B(x; a;e;z) =
1and B(x; a;€%z% = 1, we have that (x; xtr (x; a;e;z;e%z%) 2 R.

4 Non-Erasure Concurren t Zero-Kno wledge Pro ofs of
Kno wledge

In [8] a concurrert zero-knavledge proofs of knowledge is presenied basedon
any 8§ -protocol. The protocol assumesghat the prover P and veri er V agreeon
a key K for a trapdoor commitment scheme. The prover hasinput (x;w) 2 R
and the veri er knows x. The protocol proceedsas follows.

1. The prover generatesa A A(x;w;ra), commits ¢ A commitk (a;r.) and
sendsc to the veri er.

2. The veri er sendsuniformly random e 2 f0; 1g' to the prover.

3. The prover computesz A Z(x; w;ra;€) and sends(a;r; z) to the veri er.

4. The veri er outputs 1i® c= commitk (a;r¢) and B(x; a;e;z) = 1.

To simulate the protocol without w one assumesthat the simulator knows
the trapdoor t of K. The simulator can then let c be a fake commitment and
when it receivese compute (a;z) A hvs(x; €;rnys), uset to computerc s.t. ¢ =
commitk (a;rc) and send(a;r¢;z). As obsened in [9], if the § -protocol is non-
erasurethe above protocol is adaptively secure.Assume namely that P is cor-
rupted and the simulator learnsa witness. Then computera A rbs (X; W; €;r hys)
and by special non-erasurehonestveri er zero-knavledgethe simulation is per-
fect. In the following we will call this to patchthe state of the proof of knowledge

In [8] a knowledge extractor xtr is given working as follows. AssumeK is a
random commitment key sothat commitc is computational binding and assume
a corrupt prover succeedsn giving an acceptableproof with probability p say.
Then by rewinding and giving new random challengese® until a proof is accepted
again we get, e.w.n.p., values a; e;z;a;€% z% s.t. B(x; a;e;z) = B(x;a;e%z9 =
1 and e 6 € and can compute a witness w for x. The expected number of
rechallengesneededis % so if we run a proof and extract if a correct proof is

given the expected number of rechallengesusedin the extraction is p: where p
is the probability that the proof is acceptedin the rst place. This generalizes
to sewral proofs run concurrertly. Each time a proof is acceptedinvoke xtr

and get a witness. If the corntext in which the proofs are run is PPT, then the
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running time, and the number of proofs, is bounded by a polynomial P, and
so ead invocation of xtr has expected running time lessthan P which with a
total of at most P invocations, by the linearity of expectation, givesan expected
polynomial running time of at most P 2.

Note that for the zero-knavledgesimulator it is enoughthat K is a trap door
commitment key, whereasfor knowledge soundnessit was neededthat the key
wasrandom to ensurethat commitx is computational binding. We can therefore
let V pick the key K and sendit to P. All we needto ensureis that is the
simulator can get its hands on the trap door of K. We will usethe protocol and
simulator exactly this way later.

5 Univ ersally Comp osable Security

In this sectionwe give a sketch of the notion of universally composablesecurity of
syndhronous protocols for the authenticated link model. Except for someminor
technical di®erencest is the syndironous model described in [3].

madhines (ITMs). The execution of a protocol takesplace in the presenceof an
ernvironment Z, alsoa PPT ITM, which suppliesinputs to and receivesoutputs
from the parties. Z also modelsthe adversary of the protocol, and so schedules
the activation of the parties and corrupts parties. In ead round r ead party
Pi sendsa messagem;; ;. to ead party P;; The messagem;;, is the state of
P; after round r, and mii. o = (k;r;) will be the security parameter and the
random bits used by P;. We model open channels by showing the messages
fMij . Gj2[nnfig t0 Z, where [n] = f1;:::;ng. In ead round Z inputs a value
Xir to P; and receivesand output y;, from P;. We write the r'th activation of
Pi as (fmij v G2 Yir ) = Pilfmyiiv ; 19,27; Xir ). We model that the parties
cannot reliably erasetheir state by giving ri to Z when P; is corrupted. In the
following C will denote the set of corrupted parties and H = [n]nC. In detail
the real-life execution proceedsas follows.

Init:  The input is k, random bits r = (r1;:::;rn) 2 (f0;1g%)" and an auxiliary input
z2 f0;1g°. Setr = 0Oand C = ;. Fori;j 2 [n] let mij.o = 2 fori 6 j and
mi;i: o = (k;ri). Then input k and z to Z and activate Z.

Environmen t activ ation: When activated Z outputs oneof the following commands:
(activate  i; Xiy ;fmj.r ; 1Gj2¢) for i 2 H; (corrupt i) for i 2 H; (end round);
or (guess b) for b 2 f0; 1g. Commands are handled as described below and the
environment is then activated again. We require that all honest parties are acti-
vated betweentwo (end round) commands. When a (guess b) command is given
the execution stops.

Party activ ation: fmj.ir ; 1021 were de ned in the previous round; Add these to
fmjir ; 1g2c from the ervironment and compute (fmij i QapmpYir) =
Pi(fMjiir i 192015 Xir ). Then give fmij . G2 njntig t0 Z.

Corrupt:  Giver; to Z. SetC = C[ fig.

End round: Give the value fyir gion dened in Party activation to Z and set
r=r+1.
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The result of the execution is the bit b output by Z. We denote this bit
by REAL (k;r;z). This de nes a Boolean distribution ensenble REAL,; =
fREAl;z (K; Z)Jka N 2 2f 0;1g°» Where we take r to be uniformly random.

To de ne the security of a protocol an ideal functionality F is speci ed. The
ideal functionality is a PPT ITM with n input tapesand n output tapeswhich
we think of as being connectedto n parties. The input-output behavior of the
ideal functionality de nes the desiredinput-output behavior of the protocol. To
be able to specify protocols which are allowed to leak certain information F
has a special output tape (SOT) on which it writes this information. The ideal
functionality alsohasthe specialinput tape (SIT). Each time F is given an input
for P; it writes somevalue on the SOT modeling the part of the input which is
not required to be kept secret. When F receivesthe input (activate v) around
is over, in responseto which it writes a value on the output tape for ead party.
The value v models the inputs from the corrupted parties. When a party P; is
corrupted the ideal functionality receivesthe input (corrupt i) on the SIT.

We then say that a protocol Yarealizesan ideal functionality F if there exists
an interface also called simulata, S which given accesso F can simulate a run
of Yawith the sameinput-output behavior. In doing this S is given the inputs
of the corrupted parties, and the information leaked on the SOT of F, and can
specify the inputs of corrupted parties. In detail the ideal process proceedsas
follows.

Init:  The input is k, random bits r = (rg;rs) 2 (f0;1g")? and an auxiliary input
z2f0;1g". Setr = 0 and C = ;. Provide S with rs, provide F with rg and give
k and z to Z and activate Z.

Environmen t activ ation: Z is de ned exactly as in the real-word, but now com-
mands are handled by S, as described below.

Party activ ation: Give fmj; ; 10i2c to S and give x;; to F on the input tape for
P; and run F to get somevalue ve on the SOT. This value is given to S which is
then required to compute somevalue f mj;j i gj2[njnig Which is givento Z.

Corrupt:  When Z corrupts Pi, S is given the values x;. o; Vi 0; Xi: 1; : : : exchanged be-
tweenZ and F for P;. Furthermore (corrupt i) is input on the SIT of F and F
writes a value on the SOT; This value is givento S. Then S outputs some value
ri which is givento Z. SetC = C[ fig.

End round: S is activated and producesa value v. Then (activate V) isinput to F
which produces output fyir gi2[nj. Then fyir gi2c is givento S and fyir gizn is
givento Z. Setr = r + 1.

The result of the ideal-processis the bit b output by Z. We denotethis bit by
IDEAL 5.z (k;r; z). This de nes a Booleandistribution ensenble IDEAL .s.z =
fIDEALr ;s;z (K; 2) Q2N ;22f 0,19 -

De nition 1. We saythat Yt-realizesF if there existsan interface S s.t. for all
environmentsZ corrupting at mostt parties it holdsthat IDEAL¢ sz 7, REAL;z .

We then de ne the hybrid models. The G-hybrid model is basically the real-
life model where the parties in addition to the communication lines also have
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accessto an ideal functionality G. In ead round all parties give an input to G
and receiwe the output from G in the following round. The inputs to the SIT
of G are given by Z and Z receives the outputs on the SOT. When de ning
security of a protocol in a hybrid model the interface S must in addition to the
communication and internal state of parties also simulate the valuesexcanged
betweenG and Z. We call this a hybrid interface.

De nition 2. We say that Yt-realizes F in the G-hybrid model if there exists
a hybrid interface S s.t. for all environments Z corrupting at most t parties it

holdsthat IDEAL: sz ¥ HYE,, .

A universal composability theorem can be proven for this framework. l.e. if
a protocol realizesa given functionality it can be replacedfor the functionality
in all cortexts. The above description easily generalizesto the caseof seweral
ideal functionalities in a hybrid model. In particular we will in the protocols
following assumethat the parties have accessto an ideal functionality Fgp for
doing Byzantine Agreemen. It expectsa bit by asinput from all parties. If all
honestparties agreeon a value v, then Fgaoutputs v to all parties. Otherwise the
ernvironment is allowedto determine the output through the SIT. We alsoassume
a broadcast channel, which can easily be model with an ideal functionality.

6 The Palllier Cryptosystem and Some Tools

In this sectionwe describe the Palillier cryptosystem[13]. The public key is a k-bit
RSA modulus pk = N = pg, wherep an q are chosens.t. p= 2p°+ 1;q= 20°+ 1
for primes p% o, and both p and g have k=2 bits. The plaintext spaceis Zy and
the ciphertext spaceis Zy,. To encrypt a2 Zy, one choosesr 2 Zy, uniformly
at random and computes the ciphertext as Epc(a;r) = g®r™ mod N2, where
the element g= N + 1 hasorder N in Z§ .. The encryption function is homo-
morphic in the following senseE  (ay;r1)Epk(a2;r2) mod N 2 = Epk (azaz mod
N;rirp mod N) and Epc(a;r)® = Epc(@bmod N;rP mod N). The private key
is e.g. sk = AN)(A(N)i ' mod N), and it is straightforward to verify that
(N +2)2rN)sk mod N2 = Na+ 1 from which amod N canbe computed. Given
aonecanthen computerN andr = (rN)N' ' mod AN) mod N 2. Under an appro-
priate complexity assumption| the DCRA | this systemis semaric secure.
The DCRA states that random elemers in Z§, are computationally indistin-
guishablefrom random elemeris of form rN mod N 2.

For any ciphertext K = Epk (a; rk ) we canconsiderthe function E .k (m;r) =
KMrN mod N2 = Epc(am;s™r mod N). If r is uniformly random in Zy, then
s™r mod N is uniformly random in Z§ and so Ep.x (m;r) is a uniformly ran-
dom encryption of am mod N. Notice that if a 2 Zy, then from K and ¢ =
Epk:k (m;r) and sk we can exciently compute m. Therefore Epe.x (m;r) is again
a semariically secureencryption function. If on the other hand a = 0, then
Epkx (m;r) is auniformly random encryption of 0. So, Ep.x (m;r) canbe seen
as a perfect hiding commitment scheme commity.x (M;r) = Epex (M;r). It is
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trivial to seethat commity.x (m;r) is computationally binding. If K 2 Ey (1),
then commityx (mM;r) would be perfect binding, so no algorithm can nd two
di®eren openings.An algorithm "nding two di®erert openingswhenK = E (0)
would therefore distinguish encryptions of 1 from encryptions K of 0.

Notice furthermore that if K = Epc(0;rk ) and rg is known, then given ar-
bitrary m;m°2 Zy and r 2 Zg we can compute r®= s™i ™’r mod N, so that
Epk:k (M;1) = Epk (M%r9. All in all we have arguedthat if K = Epc(0;rk ) is
a random encryption, then commitc (m;r) is a perfect hiding computationally
binding trap door commitment schemewith trap door tx . When consideringval-
uesK 2 Zy . askeyswe will call keysof the form K = Ep(0;tk ) trapdoor keys
and we will call keysof the form K = Ep(a;s) for a2 Z,, encryption keys. We
now describe a commitment schemefrom [9].

A UC Commitment Scheme First we have to introduce a so-called double-
trap door commitment scheme. Consider a trap door commitment scheme with
key K = (K1;K>), whereK; and K, are both encryptions of 0. We commit as
commitk , . ,(M) = (Epk:k, (M1); Epkik ,(M2)), wheremy and my are uniformly
random valuesfor which m = m; + m, mod N . To make a fake commitment just
commit to random valuesm; and m,, call the commitment (c;; c,). To trap door
open such a commitment it is enoughto know the trap door of one of K, and
K,. To open c = (c;;¢;) to m we can openc; to mj my or we can open c;
to mij mjy. We note for later usethat the distribution of the random bits is
independert of which trapdoor is used. Note that the domain of commitx can
be extended by committing block-wise. Here is the protocol from [9].

Setup: We assumethat commitment sender S and receiver R agree on two inde-
pendertly chosen Paillier public-keys N and N° and a commitment key K =
(K1;K2) = (Eno(0;t1); ENo(0;t1). If R is honest at the beginning of the proto-
col we furthermore assumethat t; and t, are uniformly random.

Commitmen t: S commits to s2 Zy as follows.

1. S generate uniformly random Ls 2 Zy ., commits c. = commityox (Ls;ri)
and sendsc_ to R.

2. R generatesuniformly random Lr 2 Z2 and sendsLr to R.

3. ScomputesL = LsLr mod N2, commits to s under L ascs = commit_ (S;s)
for uniformly random s 2 Zy and sendscs to R along with (Ls;r.), and
outputs (L; Cs;rs).

4. R chedsthat c. = commityox (Ls;r.) andif socomputesL = LsLr mod N2
and outputs (L; cs).

In [9] a simulator Scommit for the UC framework is given which hasthe prop-
erty that given any so-calledhitting commitment(L; c5) it can simulate a run of
the protocol which results in R outputting (L; cs). All the simulator needsto do
this is the trap door(s) of K when R is corrupted and an opening (s;rs) of (L; ¢s)
when S is corrupted. The simulator has someproperties given in Theorem 1.

Theorem 1. Considera simulation with hitting commitment (L; ¢s) and output
commitment (L% c?) from R.
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1. If L is uniformly random from Z§, and ¢ is a uniformly random commit-

ment to s, then the simulation is distributed exactly as the real-life protocol

on input s.

If S is honestafter the simulation, then (L% ) = (L; cs).

3. If N%is a modulus for which commity o is computationally binding, then
after a simulation wher S wascorrupted whenc, wassentand R washonest
by the end of the simulation, L%is an encryption key, e.w.n.p.

n

By simulating a trapdoor commitment under (pk; K') we mean the following.
GenerateL = Ey (0;r) for uniformly random ro and compute ¢s = En. (0;1s)
for uniformly random rs. Then run Scommit With hitting commitment (L; cs). We
write the resulting commitment as (L; ¢cs; ?). If at somepoint any s 2 Zy is
given, then userg and rs to compute r? s.t. ¢ = Epen (s;12) and give (s;rf) to
Scommit t0 patch the state of the simulation. We call this patching (L; cs; ?) to s.

A Non-Erasure § -Protocol In [9] a non-erasure§ -protocol for identical plaintext
is given for the Paillier cryptosystem. The instance is (K1;c1;K2;¢) and a
witnessis (s;r1;r2) s.t. ¢ = Epkik,(S;r1) and ¢ = Epkik ,(S;r2).

Esape-Seure ThresholdDecryption In this sectionwe intro ducethe adaptively
securethreshold decryption protocol from [12]. We "rst make a de nition which
will help us state the results precisely We will intro duce a weaker notion of UC
security, which we call escape-security. An esca-simulate S is de ned asa sim-
ulator in the UC framework augmerted with a special escape state. An escae-
simulationIDEAL: 5.z (K; z) proceedsexactly asin the UC framework exceptthat
if S enters the escae state, then the simulation terminates with the output ?
| wesay that the simulation wasescaped. For environment Z and valuesk 2 N
and z 2 f0; 1g° of the security parameter we de ne the simulation probability by
sz(k;z) = 1 Pr[IDEAL .s.z7 (k;z) = ?]. When sz (k; z) is non-zerowe de ne

the conditional probabilities ¢z (k;z;b) = PLPEAESZ (228 when s; (k;2) is

zerowede ne cz (k;z;b) = % for b2 f0; 1g. Then (cz (k; z; 0); cz (k; z; 1)) de nes
a Boolean distribution ensenfle which we denote by [IDEAL: .s.7j:? ].

De nition 3. We say that ¥ t-es@pe-seurely realizes F if there exists an

es@pe-simulator S s.t. REAL,; U [IDEALk 5.z j:? ] for all environmentsZ cor-
rupting at mostt parties.

We now proceedto presert the result from [12] in the above framework.
Let (G;E;D) be a public-key cryptosystem and consider the following ideal
functionality F e ;p) for threshold decryption.

Init:  In the Tst round it generates(pk;sk) A G(k) and outputs pk to all parties and
to the adversary.

Decryption:  After a public key pk has been output we allow the parties to input a
ciphertext C for decryption in any round and we also allow that more than one
ciphertext is input in each round. Each ciphertext is handled as follows: If in some
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round r all honest parties input C, then send (C;m = D« (C)) to the adversary*
and in round r + 6 return m to all parties.

In our terminology here, what is proved in [12] is:

Theorem 2. There existsa protocol ¥a es@pe-seurely realizing F pa with sim-
ulation prokability 3.

In [12]the key distribution is handled using a trusted party or ageneralMPC.
Here we model this by assumingthe key is generatedby an ideal functionalit y

parties and pv is public valuesusedin the protocol for a.o.t. chedking decryption
shares.In [12] a decryption protocol Yai :qec USiNg this key is then described.
Their simulator consistsof two parts. A simulator Spai:key; gen Which given

Spal keyi gen (PK) With the property that (N; pv) is computationally indistinguish-
able from areal key. Furthermore a simulator Sy .gec for the decryption protocol
is given, which again is computationally indistinguishable from the real protocol
as long as the simulation is not escaped. We needa last property of the proto-
col. Given a random Paillier key (pk;sk) it is possibleto generatea threshold

7 An Arithmetic Black Box

The ABB is an ideal functionality Fagg Initially Faggoutputs a uniformly ran-
dom key pk = N to all parties, de ning the ring Zy that Faggdoesarithmetic
over. In ead activation it expectsa commandfrom all honestparties and carries
out the command if all honest parties agree. Typically agreemen meansthat
the parties gave the samecommand,e.g.(x A X1+ X»), but this doesnot always
make senself e.g.party P; is to load a secretvalue s into variable x, using the
command(P; : x A s), of coursethe other parties cannot acknowledgeby giving
the samecommand. In this casethey input (P; : x A ?); The intended meaning
is that P; is allowed to de ne x using a value unknown to the other parties.
If two honest parties ever disagreeF agg goes corrupted in the following sense:
It outputs its ertire current state and all future inputs on the SOT. Besides
this it lets the ervironment determine all future outputs through the SIT. The
functionality Fagg holds a list of de ned variable namesx and stores a value
val (x) 2 Zy for ead. For all commandswe require that variables on the right
hand side of A are de'ned and that x is de ned when a (output x) command
is given. In the command (P; : x A x1 ¢x») we require that x; was de ned by
a (P; : x4 A ?) command. A violation of these requiremerts will make F agg go

! We return these values to the adversary to specify that it is not part of the func-
tionalit y to keepC or m secret
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corrupted. Each time a variable x is de ned F g outputs (defined x) to all
parties. Except for the siin (P; : x A s) all input valuesare output on the SOT.

Init:  Let c bethe number of rounds usedfor setting up the keysin the real-life proto col.
When the init command is given the ABB simply runs for ¢ rounds ignoring all
inputs. Then it generatesa random Paillier key (N;sk) and outputs pk to all
parties and outputs (N;sk) to the adversary.

Load: On (P; : x A ?)in round r, if P; inputs (P; : x A s) for s 2 Zy, then set
val (x) = sin round r + 8. If in a round beforeround r + 8 P; is corrupted and the
adversary inputs (change s% on the SIT, then val (x) = s° and if the adversary
inputs fail , then val (x) is not de_Bed.

Linear combination: On (x A ao + ;:1 ajxj) for a; 2 Zy dene val (x) = ap +
;:1 gjval (x;) mod N in the sameround.
Priv ate multiplication: Oon (Pi : x A x4 ¢xz) in round r, if P; alsoinputs (P; : x A

X1 €X2), (this is an extra requirement as P; might be corrupted), then in round
r + 4 de ne val (x) = val (x1)val (x2) mod N. If in a round before round r + 5 the
adversary inputs fail on the SIT and P; is corrupted, then val (x) is not de ned.

Output:  On (output x) in round r output (output x = val (x)) onthe SIT and output
(output x = val (x)) to all parties in round r + 12.

The functionalit y hasno generalmultiplication command, but running in the
F asshybrid model, parties can do a multiplication of any two variable using the
multiplication protocol from the introduction. We now describe a protocol ¥agg
realizing Fags A variable x with val (x) = s is represerted by an encryption
enc(x) = Epkk () on which the parties agree.

Init:  The protocol runs in the hybrid model with accessto two copies of the func-
tionalit y Fpaikey; gen described in Section 6. We call the public key returned by
the “rst copy pk = N, and we assumethat the rst copy also returns two random
encryptions K = Ep (1) and R = Ep (0). We call the public key returned by the
secondcopy pk®= N°? and we assumethat the secondcopy also return 3n random
encryptions Ki; = Epo(0) for i 2 [n];1 2 £0;1;29. The key Kj;o is for for running
the proof of knowledge proto col from Section 4 with the relation in Section 6 with
P; asverier. We will denote this by P; provesto P;. The double-trap door key
K; = (N%K;.1;Kj:2) will be usedfor running the universally composable commit-
ment scheme in Section 6 with P; asreceiver to generate commitments under N.
When P; is the committer with somevalue s we will denote this by Pi commits to
sto Pj. In the "rst round the parties call the ideal functionalities and wait until
all keys are returned.

Load: Below we use M as the key under which encryptions are made. When the
parties carry out the load commands given from the environment they always use
M = K. However the implementation of Output also usesthe load command as
an internal sub-routine, with M = R.

1. Pi computes S = Ep:m (S;rs) and broadcasts S.

2. Forj 6 i party P; commits to sto P;. Denote the commitment by (Lj;cCs; ;rs; ).

3. For j 6 i party P; provesto P; with instance x = (pk;M;S;L;j;cs;) and
witness (s;rs;S;rs; ).
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4. Forj 6 i party P; inputs 1to Fgai® the zero-knowledge proof given by P; to
P; was accepted.

5. Wait until Fgaoutputs a bit b. If b= 1 the parties set enc(x) = S.

Linear combination: Set enc(x) = g?° ::1 enc(x;)® mod N2,

Priv ate multiplication: Weassumethat P; knows (s;rs) s.t. enc(X1) = Epkk (S;Ts).

1. Pi computes X = Epx.enc(x,)(S:Ix ) and broadcasts X .

2. Forj 6 i party P; provesto P; with instance x = (pk; K; enc(x1); enc(xz); X)
and witness (s;rs;S;rx ), and as above the parties run a BA to determine
whether to accept the proof.

3. If the result of the BA is 1 the parties setenc(x) = X.

Output: 1. P; generatesrandom r; 2 Zy and loadsit into variable x; usingM = K.
Let fCjgjsi denote the commitments usedin Step 2 of the load.

2. Parti P; loads r; into variable y; using M = R, but reusesthe commitments
fCjgei from the previous load. If a party P; input 0 to the BA in the previous
load for P;j, then input 0 again in this load.

3. Let | beasizet+ 1 subsetof the set of indicesi for which y; is now de ned. Let
f,l g2 bedegreet Lagra&ge coexcients interpolating from ff (i)gi2, to f (0)

over Zy . Compute S = ~,, enc(yi)-' mod N2 and T = enc(x)S mod N 2.
We assumesome xed way of picking the subset| sothat all parties agreeon
T

4. The parties run ¥%q .¢ec from Section6 on T and take astheir output the value
v returned by Ypa dec -

Theorem 3. Yaggd(nj 1)=2e-securely realizesF agg

Due to spacelimitations we can only sketch the proof of Theorem 3, a full
proof will appearin the Ph.D. dissertation of the secondauthor. In the proof we
construct an interface S simulating ¥aggin the ideal processwith accesgo F agg
The simulator runs a copy of the protocol ¥aggand keepsit consistert with the
inputs and outputs of Faggin ideal process(in which S is run). In simulating
Yagg S must provide inputs to Fagg on behalf of the corrupted parties. For
all commandsexceptLoad and Priv ate Multiplication  only the inputs from
honestparties are considerby F ags However for aload (P; : x A ?) and a private
multiplication (P; : x A X1 ¢x,) the input from S matters. In the st caseS
must provide an input (P; : x A s) for x to be de'ned and in the secondcase
S must provide the input (P; : x A X1 ¢x,) for x to be de'ned. Whether the
simulator supplies these inputs, and the value of s, dependson Z: If Z lets
P; participate in the simulation of ¥aggin a way which results in the honest
parties de ning enc(x) to hold someencryption, then S will provide the input
to Faggand in the caseof a Load it will determine an appropriate value of s.
The initialization is simulated as follows::

Init: For the rst copy it receives the key (pk = N;sk) from Fags and computes
(N;pv;sky;:::;skn) = SingleToThesh(pk; sk).(1) Then it computesK = Ep (0;rk )
and computes R = Ep (1;rr) and outputs (pk; pv;ski;R;K) to party P;. For the
secondcopy it generatesN °and all the keysK y = Eyo(0; rj; ) itself and distributes
theseasin the proto col. When running the simulator for the zero-knowledge proofs
with P; asverier the key Ko is givento the simulator, and if P; is corrupted tj.o
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is given to the simulator. Notice that we do not usesk®sothe commitment schemes
Epkok ., Will be computationally binding asrequired. When running the simulator

for a commitment from P; to P; the key (Kj;1;Kj;2) is givento the simulator, and
if P; is corrupted tj;1 and tj;> are given to the simulator. Notice that except for K

and R this initialization simulates perfectly the proto col.

The simulator maintains the invariant that a variable x is de ned in the

simulated Yggi® it is de ned in Fagg Furthermore the simulator maintains that
for all de ned variables x it knows ran(x) s.t. enc(x) = Ep(0;ran(x)). These
valuesare usedfor trap door openingsunder K , e.g.in the simulation of the load
command:

Load: We only describe how to simulate for M = K as for all loads with key R we

will actually know the value to load, so the 'simulation’ can be done by running
the protocol. On (P; : x A ?), if P; is honest we proceedas follows:

1. Pi computes S = E (0;ro) and broadcasts S. If P; is corrupted after this
step, then we learn (P; : x A s) from the ideal process.Then using rx and ro
compute rs S.t. S= Ep (S;rs) and usesrs asthe internal state of P;.

2. Forj 6 i party P; simulates a trap door commitment to P; giving commitment
(Lj;csj ;). If Piis corrupted in or after this step, then “rst patch asasabove,
and then patch (L;j;cs;j ;?) to s.

3. For eadch party P; wherej 6 i party P; run the simulator from Section 4 with
instance x = (pk;K; S;(Lj;cs; )). If Pi is corrupted after this Step, then “rst
patch as above. Then w = (s;rs;rs;j ) is a witness to x. Give this witness to
the simulator from Section 4 to patch the state of the proof of knowledge.

4. The parties executethe BA following the protocol. If the result is 1 the parties
setenc(x) = S and ran(x) = ro.

For corrupted P; the simulator inputs (P; : x A 0) to Faggon behalf of P; and
then lets the honest parties follow the proto col. If the BA fails the simulator inputs
fail on the SIT of Fags If the broadcast value enc(x) = S is accepted, then the
simulator must at the end of the load input (change s) on behalf of P; on the SIT
of Fags Sincethe BA output 1, at leastt + 1 parties input 1, soat least one party
P; which is still honestinput 1. Let (L;;cs; ) bethe commitment received by P;.
Since the proof received was accepted, P; can, e.w.n.p., open (L;;cs; ) and S to
the samevalue, s say | i.e. if we could rewind we could extract such a value.
By Theorem 1 we can assumethat if S was sert by the adversary, then L; is a
binding key, so (L;;s;j) can only be openedto one value. Therefore we can using
sk decrypt(2) (L;;csj ) to obtain the value s to which P; can open S. The intuition
here is that if K had beenan encryption of 1, then this value s, to which P; can
open S, would indeed be its plaintext value, so we have extracted the 'plain text'
of S.

If P;i is honest at the onset of the load but is corrupted before the third message
of the commitment protocol is sert, i.e. in round r + 2, then the environment
might send a commitment (L;;cs; ) to a value s° di®erert from the s which has
already beeninput to Fage and we have no guarantee that L; is an encryption
key. However, we have no need to decrypt either: Since the simulator sert S it
patched the state of P; to be consistert with S = encpk (S;rs). So,if K had been
a binding key, then the state of P; would be consistert with F ags

In all cases,if enc(c) is acceptedthe simulator decrypts(3) enc(x) to learn random
bits ran(x) s.t. enc(x) = Ep (0; ran(x)).
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A private multiplication is simulated similarly, letting X = E(0;ro) and if
s becomesknown, computing rx s.t. X = Epg.encx,)(Sirx) | in doing this
we use that we know ran(x;) s.t. enc(xp) = QEpk(o; ran(x;)). Linear com-
bin&tion is simulated by letting enc(x) = gao !:1 enc(xj)¥ and ran(x) =

ap ::1 ran(x;)® mod N. An output is simulated as follows:

Output:  On input (output x = v) from Faggwe know that all honest parties got the
input (output x) and will output v in 12 rounds. We cannot use the simulator
from Section 6 to simulate a decryption to v, as the inconsistent party might get
corrupted. Instead we cheating in the randomization asto make T an encryption
of v, and then decrypt honestly.

1. For honest P; run the load command by committing to uniformly random
elemerts r? under trap door keys.

2. Let J bethe indicesj of corrupted parties for which the load into x; succeeded.
If jJj < t, then add the indices of someuniformly random honest parties until
jJj = t and for those parties, let r; = r?. Pick a random degreet + 1 polynomial
f()stf(G)=rj forj 2 J andf(0) = v. Then for the honest parties set
ri = f (i) and patch the load into x; to be consistert with s = r;. Then load
ri into y; under R by running the load proto col honestly. This is possible as
the previous load is nhow consistert with r;.

3. This step is simulated by following the protocol. Since R is an encryption of
1, unlessa corrupted party P; was able to load di®erert valuesinto x; andy;,
we will have that S is an encryption of f (0) = v and sois then T.(4)

4. Run the decryption protocol asin the proto col.

We then prove IDEALg ;5.7 0 REAl,.;z using a hybrids argument. De ne
H8 by taking Fags S and Z and running IDEALg,.4s.z with the modi cation
that Syen: pal (PK) is run at (1) to producethe key and Spaidec(T; Dsk (T)) is run
at (4) instead of Yjpai,gen. Let Ho = [Hoj:? ]. Doing this we got rid of the use
of sk at (1) but introduced one at (4). By the results in Section 6 we will have
that IDEALg,.;s.z Ya Ho. Dene HY asHY but at (2, 3) usextr from Section
4 to extract the plaintext (and for (3), the random bits.) Let H; = [H%:? 1.

By the results in Section 4 we will have Ho %2 Hy. Dehe HY asH? but at (4)
run Spai:gec(T;V) instead of Spaidec(T; Dsk(T)). Let Ho = [H2:? ]. By using
Sections 4 it can be proved that v = Dg(T), e.w.n.p. So, H; 7, H:. Notice
that H, can be produced without using sk, so now we can use the semartic
security of Epx. De'ne HY asHJ, but useR = Ep(0). It follows via semartic

security that Hz = [H9:? 1% H,. Dehe HQ asHY exceptthat we use correct
inputs to all honest parties and pick the r; values uniformly at random for all
honest parties. It can be seenthat Hy = [Hj:? 1= H3, asK;R 2 Ey(0), so
no information is leaked about the inputs and the ervironment seesat most t
of the r; values and so cannot distinguish random values from random values
consistert with a degreet+ 1 polynomial. De'ne HY asH2 but with K = Ep (1)
and use semartic security to prove Hs = [H3:? ] 9, H4. BecauseK = E(1)
we cannot use the simulator from 6 for simulating the commitments anymore.
However this not not neededeither as from HY all honest parties use correct
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inputs, so at the sametime we start running all commitments honestly. De ne
H2 as H? but starting to use sk at (2) again and as for Hg 9 H; get that
He = [HY:? ] U4 Hs. De e HY9 asHQ but at (4) run Spai:gec ON (T; Dk (T))
instead. Proving H7 = [HY%:? ] Ui H§ basically involves proving the protocol
correct, which is done using the results from Sections 4. The only di®erence
betweenH; and REAL,.;7 is betweenthe useof Spai;key; gen @Nd Spal ;dec iNStead

Of Fpai keyi gen and Yeal gec, and Hy ¥ REAL, ¢ follows as IDEAlg ;5.2 4 Ho.
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