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Abstract. NTR UEncr ypt is unusual among public-k ey cryptosystems
in that, with standard parameters, validly generated ciphertexts can fail
to decrypt. This a®ectsthe provable security properties of a cryptosys-
tem, asit limits the ability to build a simulator in the random oracle
model without knowledge of the private key. We demonstrate attacks
which use decryption failures to recover the private key. Such attacks
work for all standard parameter sets, and one of them applies to any
padding. The appropriate countermeasure is to change the parameter
sets and possibly the decryption processso that decryption failures are
vanishingly unlik ely, and to adopt a padding schemethat prevents an at-
tacker from directly controlling any part of the input to the encryption
primitiv e. We outline one such candidate padding scheme.

1 Intro duction

An unusual property of the NTRU public-key cryptosystem is the presenceof
decryption failures with standard parameters,validly generatedciphertexts may
fail to decrypt. In this paper, we shaw the importance of decryption failures with
respect to the security of the NTRU public-key cryptosystem. We beliewe this
fact has beenmuch overlooked in past researd on NTRU.

First, we notice that decryption failures cannot be ignored, as they happen
much more frequertly than one would have expected. If one strictly follows the
recommendationsof the EESS standard [3], decryption failures happen as often
as ewvery 212 messagesvith N = 139, and every 2°° messagesvith N = 251.
It turns out that the probability is somewhatlower (around 2 4°) with NTRU
products, as the key generation implemented in NTRU products surprisingly
di®ersfrom the onerecommendedin [3]. In any case,decryption failures happen
suzciently often that one cannot dismissthem, evenin NTRU products.

One may a priori think that the only drawbadk with decryption failures
is that the receiver will not be able to decrypt. Howewer, decryption failures
have a big impact on the con dence we can have in the security level, because
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they limit the ability to build a simulator in the random oracle model without

knowledge of the private key. This limitation is independert of the padding
used. This implies that all the security proofs known (see[14,21]) for various
NTRU paddingsmay not be valid after all, becausedecryption failures have been
ignored in such proofs. This also meansthat existing generic padding schemes
(such asREACT [23]) may not apply to NTRU as, to our knowledge,no existing
padding schemetakesinto accourt the possibility of decryption failures, perhaps
becausethe only competitiv e cryptosystem that experiencesdecryption failures
is NTR UEncr ypt .

From a security point of view, the situation is even worse. It turns out that
decryption failures not only in°uence the validity of a security proof, they leak
information on the private key. We demonstrate this fact by presering new ex-
cient chosen-ciphertextattacks on NTR UEncr ypt (with or without padding)
that recover the private key. These chosen-ciphertext attacks are very di®erert
from chosen-ciphertextattacks [17,15]formerly known againstNTR U: they only
usevalid ciphertexts, while the attacks of [17,15] use fake ciphertexts and can
therefore be easily thwarted. Moreover, these chosen-ciphertext attacks do not
use the full power of chosen-ciphertext attacks, but reaction attacks only [9]:
Here, the attacker selectsvarious messagesencrypts them, and cheds whether
the receiver is able to correctly decrypt the ciphertexts: evertually, the attacker
has gathered suzciently many decryption failures to be able to recover the pri-
vate key. The only way to avoid suc chosen-ciphertextattacks is to make sure
that it is computationally infeasibleto 'nd decryption failures. This requiresdif-
ferent parameter setsand certain implementation changesin NTR UEncr ypt ,
which we hint in the "nal section of this paper.

The rest of the paper is organized as follows. In Sections2 and 3, we recall
NTR UEncr ypt and the padding usedin EESS [4]. In Section 4, we explain
decryption failures, and their impact on security proofs for NTRU paddings.
In Section 5, we presen seweral excient attacks basedon decryption failures:
some are tailored to certain paddings, while the most powerful one applies to
any padding. In Appendix A, we give additional information on NTR UEn-
cr ypt , pointing out the di®erencebetweenthe speci cation of the EESS stan-
dard and the implementation in NTRU products. In Appendix B, we describe an
alternativ e attack basedon decryption failures that work against certain NTRU
paddings.

2 The NTR U Encryption Scheme

2.1 De nitions and Notation

NTR UEncr ypt operations take placein the quotient ring of polynomials P =
Z[X1=(XNj 1).In this ring, addition of two polynomialsis de ned aspairwise ad-
dition of the coezcients of the samedegree,and multiplication is de ned ascon-
volution multiplication. The corvolution product h= f a g of two polynomials f
and g is given by taking the coexcient of X X to equal hy = i+j kmod N Ti G
Se\eral di®erert measuresof the size of a polynomial turn out to be useful. We
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de ne the norm of a polynomial f in the usual way, asthe squareroot of the
sum of the squaresof its coetcients. We de ne the width of a polynomial f as
the di®erencebetweenits largest coexcient and its smallest coetcient.

The fundamenal parameter in NTR UEncr ypt is N, the ring dimension.
The parameter N is takento be prime to prevent attacks dueto Gentry [6], and
suzciently largeto prevert lattice attacks. We alsousetwo other parameters, p
and g, which are relatively prime. Standard practice is to take qto be the power
of 2 betweenN=2 and N, and p to be either the integer 3 or the polynomial
2+ X . Wethus denote p asa polynomial p in the following, and we focuson the
casep= 2+ X asp= 3is nolongerrecommendedin NTRU standards[3,4].

2.2 Overview

The basic NTR UEncr ypt key generation, encryption, and decryption primi-
tivesare as follows.

Key Genention | Requiresa source of (pseudo-)random bits, and subspaces
Lt;Lg u P from which the polynomials f and g are drawn. Thesesubspacesave

the property that all polynomials in them have small width { for example,they

are now commonly taken to be the spaceof all binary polynomials with ds ;dg

1srespectively.

{ Input : ValuesN, p, q.
2 Randomly choosef 2 Ls and g 2 Ly in sudh a way that both f and g are
invertible modg;
2 Seth=pogaf imodag
{ Public output : The input parametersand h.
{ Priv ate output : The public output, f, and f, © fi * mod p.

Encryption | Requiresa sourceof (pseudo-)randombits, subspaced ; and L,
from which the polynomials r and m are to be drawn, and an invertible means
M of converting a binary messagem to a messageepresetiatvem?2 L. The
subspaced.,; L, alsohave the property that all polynomials in them have low
width.

{ Input : A messagan and the public key h.
2 Convert m to the messagaepresenatvem?2 Lp,: m= M (m);
2 Generaterandomr 2 L,.

{ Output : The ciphertext e= h @ r+ mmod q.

Decryption |

{ Input : The ciphertext e, the private key f, f, and the parametersp and q.
2 Calculate a= f @ emod g. Here,\mod " denotesreduction of a into
the range[A; A + g 1], wherethe \centering value" A is calculated by
a method to be discussedater;
2 Calculate m= f, @ amod p, where the reduction is to the range [0; 1].
{ Output : The plaintext m, which is m corverted from a polynomial in L
to a message.
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2.3 Decryption Failures
In calculating a= f @ emod g, one actually calculates
a=foe=fo(reh+m)=porog+fommodaq: Q)

The polynomials p, r, g, m, and f are chosento be small in P, and so the
polynomial p & r & g+ f & m will, with \v ery high probability”, have width less
than q. If this is the case,it is possibleto reduceainto arange[A; A+ gj 1]
such that the mod g equality in the Equation (1) is an exact equality in Z. If
this equality is exact, the secondcornvolution gives

fppa=poe(ferag)+fyafam=0+1am= mmodp; recoering m:

Decryption only works if the equality mod g in Equation (1) is alsoan equal-
ity in Z. This condition will not hold if A has beenincorrectly chosenso that
some coexcients of p @ r & g+ f @ m lie outside the certering range, or if
parag+ famhappensto have a width greater than g (so that there is no
mod g range that makesthe Equation (1) an exact equality). In this case,the
recovered m will di®erfrom the encrypted m by somemultiple of g mod p. These
events are the decryption failures at the core of this paper.

Before NTR UEncr ypt canbe used,the subspaced ¢; L g; L, must be speci-
“ed. Seeappendix A for details of the preciseform of the polynomials f; g; r used
in the standard [3] and the (slightly) di®erert onedeployedin NTRU Cryptosys-
tems' products.

2.4 The NTR U Assumption

Among all the assumptionsintroducedin [21],the mostimportant oneis the one-
waynessof the NTRU primitiv e, namely that the following problem is asymp-
totically hard to solve:

De nition 1 (The NTR U Inversion Problem). For a given security pa-
rameter k, which speci es N, p, g and the spacesLy, Ly, Lm, and L, aswell as
a random publickeyhande= hor+ m, wheem2 L, andr2 L;, nd m. We
denote by Suc@y, (A) the sucessprokability of any adversaryA.

" (h:?) A K(1¥):m 2 Messages 2 Random’

Sucy, (A) = Pr e=hor+mmodq:A(eh)=m

3 The NTR U Paddings

For clarity reasons,n the description of the paddings, we considerthe encryption
stheme; = (K;E; D), which isanimprovemen of the plain NTR U cryptosystem
that includesthe two public encadingsM and R:

8 .
< K(1¥) = (pk= h;sk= (f;fp)); with,

. Ex(m;r)=M (m)+ R(r) @ hmod q; M : Messages fO;1g™e" ! L,
Dsk(e) =Mi 1((6 o f mod Q)A o] fp) R : Random= fO0; 1grLen IoL,
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Becauseof the encalings, without any assumption, recovering the bit-string m
is as hard as recovering the polynomial m = M (m). However, recovering ~ bits
of m doesnot necessarilyprovide ~ bits of the polynomial m= M (m), which is
the reasonwhy stronger assumptionswere introducedin [21].

3.1 Description

Following the publication of [17], seweral padding schemeswere proposedin [14,
13]to protect NTR UEncr ypt against adaptive chosen-ciphertextattacks. The
resulting schemeswere studied in [21], but under the assumptionthat the prob-
ability of decryption failures was negligible. We brie°y review one of these
sthemes,known as SVES-1and standardizedin [3].

Let m be the original plaintext represerted by a k;-bit string. For ead en-
cryption, one generatesa random string b, whose bit-length k, is between 40
and 80 [14]. Howewer, k; + k, - mLen Let k denote bit-string concatenation.

To encrypt, rst split ead of m and binto equal size piecesm = mkm and
b= Tkr. Then, usetwo hashfunctions F and G that map f0; 1gk:=2* k272 into
itself, to compute:

m; = (MkF) © F(mkr) and m,; = (mkr) © G(my):

A third hashfunction, H : f0;1g™e" 1 f0;1g™e", is applied to yield the cipher-
text:

E3(M;b) = Enx(my kmy; H(mkb)):

The decryption algorithm consistsof recovering m, b from the plain NTRU
decryption, and re-encrypting to ched whether one obtains the given ciphertext.
This is equivalert to extracting, from m and e, the allegedr, and ched whether it
is equalto R (H (m kb)). Wedenoteby | 2 the corresponding encryption scheme.

3.2 Chosen-Ciphertext  Attac ks

First of all, one may note that becauseof the random polynomial r that is gen-
erated from H (m kb), nobody can generatea valid ciphertext without knowing
both the plaintext m and the random b, except with negligible probability, for
well-chosenconversion R (which is not necessarilyinjectiv e, accordingto [3,4]).
Indeed, for a given ciphertext e, at most oner is acceptable. Without having
asked H(m kb), the probability for R(H (m kb)) to be equalto r is lessthan ", :

“r=maxf Pr [r=R(Xx)]g:
r x2f 0;1gren

Howevwer, to lift any security level from the CPA scenarioto the CCA-one,one
needsa good simulation of the decryption oracle: sinceany valid ciphertext has
beencorrectly constructed, one looks at the list of the query-answersto the H -
oracle,and canre-encrypt ead possibleplaintext to ched which oneis the good
one. This perfectly simulates the decryption of validly generated ciphertexts,
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unless a decryption failure occurs (Fail evert). In the latter case,the output
decrypted plaintext is not the encrypted one, whereasthe output simulated
plaintext is: the probability of bad simulation is nally lessthan ", + p(m;r; h),
where

p(m;r;h) = If?g[Df;fp(Eh(m; r)) Fail jh=pagaf ! (modq):

The security analysesin [21]were performedassumingthat p(m;r; h) is negligible
(and even 0). But we shall seelater that this is unfortunately not the case.We
thus re ne the security analysesand even shawv that the parametershave to be
chosendi®erertly.

4 Decryption Failures and Provable Security

41 Wrap Failures and Gap Failures

When decrypting, the recipient must placethe coexcients ofa= f @emod qinto
the correctrange[A; A+ gj 1]. To calculate A, we usethe fact that cornvolution
multiplication respects the homomorphism (a = b)(1) = a(1) ¢b(1), where a(1)
is the sum of the coexcients of the polynomial a. The decrypter knows r(1) and
h(1), and sohe cancalculate] = m(1) = 1) r(1) ¢h(1) mod g: Assuming m(1)
liesin the range[N=2j g=2; N=2+ g=2], we can calculate the averagevalue of a
coezcient of p o r m g+ f @ m and set
1 1
p(L) 6r(1) 6g(D) + TR o1 g

A= i =
N 12

The assumption about the form of m is a reasonableone, becausefor randomly
chosenm with N = 251 there is a chance of lessthan 2 ¢ that m(1) will be
lessthan N=2j @=2 or greaterthan N=2+ g=2. In any case,the value of m(1) is
known to the encrypter, sothey do not learn anything from a decryption failure
basedon m being too thick or too thin.

Having obtained A, we reducea into the range[A; A + g 1]. If the actual
valuesof any of the coexcients of par a g+ f am lie outside this range,decryption
will produce the wrong messageand this will be picked up in the re-encryption
stageof decryption. Howewer, if p o r o g+ f @ m hasa width lessthan q, there
is still an A for which decryption is possible.This case,where the initial choice
of A doesnot work but there is a choice of A which could work, is referredto as
a\wrap failure”.

Wrap failures are more commonthan \ gapfailures’, wherethe width of par o
g+ f amis strictly greaterthan g. The standard [3] therefore recommendsthat,
on the occurrenceof a decryption failure, the decrypter adjusts the decryption
range by setting A° successiely equalto A§ 1;§ 2;:::, placing the coexcients of
ainto the newrange[A% A% g 1], and performing the mod p reduction. This is
to be carried out until A°di®ersfrom A by someset T, the \ wrapping tolerance";
if decryption has not succeededat that point, the decryption function outputs
the invalid symbol ?.



Decryption Failures in NTR U Encryption 231

This method increasesthe chancethat a ciphertext will evertually decrypt;
howewer, an attacker with accessto timing information can tell when this re-
certering hasoccurred. For standard N = 251 parametersand NTR UEncr ypt
implemented as in NTRU products, a wrap failure on random m occurs once
every 21 messageswhile a gap failure occurs about once every 23 messages.
The centering method above will therefore leak information at least once every
million or so decryptions, and possibly more often if the attacker can carry out
someprecomputation asin [19]. For NTR UEncr ypt asimplemented following
the EESS standard, the number of messagess much lower: for N = 251,a gap
failure occurs onceevery 22° message.

4.2 Provable Securit y

In order to deal with any padding, one needsmore precise probability informa-
tions than just p(m;r;h):

Po = En[maxm:fp(m;r; h)gl;
p(m; h) = Pre[p(m;r; h)] p1 = En[maxmfp(m; h)g];
p(h) = Prm[p(m;h)] = Pre.[p(m;r;h)]  p2 = En[p(h)]:

Note that all of theseprobabilities are averagesover the whole spaceof h. Implicit
in thesede nitions is the assumptionthat, evenif somekeys(f; g) are morelikely
than others to experiencedecryption failures, an adversary cannot tell from the
public key h which private key is more failure-prone.

Clearly, one cannot ensurethat p(m;r;h) is small, so po is likely to be non-
negligible. Howewer, in seweral paddings,r = R(H (m kb)), whereH is arandom
oracle, therefore the probability of bad simulation involves at least p;, or even
p2. As discussedabove, with recommendedparameters, p, can be as small as
2i 43 Even this is not negligible, but better parameters may hopefully make
these values negligible. Howewer, there is a gap betweenthe existenceof suc a
pair (m;r) that makesa decryption failure, and the feasibility, for an adversary,
to "nd/build some:

Sucq‘*a”(h) = lf?gr[Df;fp(Eh(m; r) Failjh=p a g o fy mod q; (m;r) A A(h)]:

As above, one needsto study the probabilities over someclassesof adversaries,
or when the adversary doesnot have the ertire control over m or r:
Po(t) = maxf En[Sucdy (W)];jA] - tg
p1(t; Q) = idem where (m;y) A A(h);r = G(m;y)
P2 (t; Q) = idem where (x;y) A A(h);m= F(x;y);r= G(x;y):
In the above bounds, for pp(t), we considerany adversary whoserunning time
is boundedby t. For p1(t; Q) and px(t; Q), F and G are furthermore assumedto

be random oracles,to which the adversary can ask up to Q queries.Clearly, for
any t and any Q,

Po(t) - Po Pt Q) - QE£ p1 p(; Q) - QE po:
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We now reconsiderthe SVES-1 padding scheme, keepingthese probabilities
in mind. We note that the adversary controls m, by deriving m and b from the
required m; and m,. Howevwer, r is out of the adversary's control. Therefore
after qp queriesto the decryption oracle and g4 queriesto the random oracle
H, the probability of a decryption failure is lessthan qp £ pi(t; g4 ), Wheret is
the running time of the adversary. Denoting by Te the time for one encryption,
one getsthe following improvemert for a CCA attacker over a CPA one:

AV % (t) - AV Pt gy Te) + 200 £ (" + Pa(tioh)) :

4.3 Impro ved Paddings

In [21], new paddings have beensuggestedwith better provable security (based
onthe NTRU inversionproblem only). But decryption failures have beenignored
again.

The OAEP-basael Scheme| The rst suggestionwas similar to the SVES-1
padding, also using two more hash functions

F:f0;1g* ! f0;1g*2 and G: f0;1g** ! fO0;1g*:

One rst computess = m© G(b) andt = b© F(s). The ciphertext consistsof
Ex(skt;H(mkb)). Of course,the decryption cheds the validity of r, relatively
to H(mkb). The OAEP construction provides semariic security, while the H
function strengthensit to chosen-ciphertextsecurity (as already explained).

Here, the adversary can chooses;t directly, then reversethe OAEP construc-
tion to obtain m; b. However, they cannot corntrol r. Therefore

a2,
2k 2k2

AdVISFoA(t) - 2Suci, (t+ QTe) + 20p £ ("r + pu(t Gu)) +

whereQ = ¢: g + g4 . But this makesa quadratic reduction, asfor any OAEP-
based cryptosystem [2,5]. The particular above construction admits a better
reduction, but under a stronger computational assumption.

SVES-2| The successorto SVES-1 proposedfor standardization is a minor
variant of the above [4], designedto handle variable length messagesin SVES-2,
one usestwo hash functions F and G, and form M; = bklen(m)kmgy, M, =
m» k000:::. In SVES-2,the messagdength is restricted to be an integernumber
of bytes, and the length is encaded in a singlebyte. The "nal N mod 8 bits of M,
will always be zerces(we useNg to denoteN mod 8). Weform s= M, ©F (M 1),
t = M10G(s), and calculate the ciphertext asEy(t ks; H (m kb)). On decryption,
the usual cheds are performed, and in addition the decrypter cheds that the
length is valid and that M, consistsof Os from the end of the messageonwards.

In this case,an attacker who choosess;t and reversesthe OAEP construction
must get the correct length of m and the correct 0 bits at the end. Howeer,
an attacker can chooses, then selectt suc that t © G(s) hasthe correct form
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to be My, that is, such that len(m) is its maximum value. The reverse OAEP
operation on s;t will then yield a valid M1; M if the last Ng bits of S© F (M)
are 0. Therefore an attacker can cortrol all the bits of s;t with probability 28+ Ns,
or all but 8 of the bits of s;t with probability 2Ne. Therefore

Y mean" | e, 2
i i " » YH .
AdVgUEST (1) - 2Sucqn,(t+ QTe) + 20 £ " + ZogES 4 S+ S

whereQ = G 0 + G -

NTRU-REACT | Thanks to the OW-PCA{security level of the NTRU prim-
itiv e (granted the pseudo-irverse of h), one can directly usethe REACT con-
struction [23], in which the decryption algorithm of course cheds the validity
of ¢, but also the validity of r. The semaric security is clear, since the adver-
sary has no advantage without having asked some crucial queriesto the hash
functions. With chosen-ciphertextattacks, the adversary cannot produce a valid
ciphertext without having built correctly the authentication tag, except with
probability 1=2%2. Therefore, the simulation of the decryption oracle is perfect,
unlessa decryption failure occurs:the adversary knows b and thus m, but makes
a decryption failure, that is not detected by the simulation. Sincethe adversary
hasthe cortrol over both m and r, the security against chosen-ciphertextattacks
is not very high:
H 1

. 1
Advigae™™(t) + 2SUcqy, (t+ (G + G)Te) + 20 £ o+ po(t)

In the Improved NTRU-REACT, the adversary completely losescortrol over r,
which improvesthe security level, but not enough,sincepy(t) is replacedby p(t)
only.

4.4 Commen ts

It is clear that decryption failures on valid ciphertexts mean that NTR UEn-
crypt with the parameter setsgiven cannot have provable security to the level
claimed. In the presenceof decryption failures, it is impossibleto correctly simu-
late the decryption oracle:the simulator will output a valid decryption on certain
ciphertexts which the geruine decryption engine will fail to decrypt. Without
knowledge of the private key, it is impossibleto build a simulator; and if the
simulator requiresknowledgeof the private key, it is impossibleto have provable
security. In the next section we will seehow to usethis information to recover
the private key with considerablylesse®ortthan a standard lattice attack would
take.

5 Some Attac ks Based on Decryption Failures

In this sectionwe presen someattacks againstNTR UEncr ypt asimplemerted
in NTRU Cryptosystems' products for the N = 251 parameter set. See[4] for
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details of this parameter set, and Appendix A for information about the precise
structure of f; g and r used. We stressthat the attacks work even better on the
EESS standard [3,4], becausedecryption failures arise much more frequertly
there. Although no paddings can prevent decryption failures, it turns out that
some paddings are more prone to attacks basedon decryption failures: this is
becausethe attacker has more or less °exibilit y on the choice of the actual
messageand random nonceactually given asinput to the encryption primitiv e,
depending on the padding used.

5.1 Review: The Reversal of a Polynomial

Beforeoutlining the attacks, we review the notion of the reversal&(X) = ¢(X 1 1)

by ¢ the product of ¢ and &. This product hasthe property that ¢ = c¢(X' @ ¢);
or in other words that the successie terms of € are obtained by taking the dot
product of ¢ WiﬂbSUCCGSSiE rotations of itself. The signi cance of this is that we
know that €9 =, ¢ = kck?; while the other terms of € will be O(kck) in size.
We therefge know that f o ¥ has one term of size di , and the others are
of sizeabout = d; . The polynomial f o ¥ is therefore of great width compared
to a product of two arbitrary polynomials of the samenorm as f. We therefore
assumethat whenewr p ar o g+ f @ mis of great width, it meansthat r is
correlated signi cantly with § and m is correlated signi cantly with f.

5.2 A General Attac k

We derive a powerful chosen-ciphertextattack that works independerly of the
padding used. Indeed, assumethat an attacker is able to collect many triplets
(m; r; e) such that eis an encryption of m with random noncer, which cannot be
correctly decrypted. If the probability of decryption failure is suzciently high,
an attacker could obtain sud triplets by mounting a weak chosen-ciphertext
attack, independertly of the padding, by simply selecting random messages,
encrypting them until decryption failures occur (which can be chedked thanks to
the decryption oracle). Interestingly, such an attack only usesvalid ciphertexts.

For such atriplet (m;r;e), we know that p o r o g+ f @ mis of great width,
and the previous section suggeststhat there is an integeri suc that r somehav
looks like X = § and m somehav looks like X ' o f. Unfortunately, we do not
know the value of i, otherwise it would be trivial to recover f by simply taking
the averageof X i ' @ m. However, we can get rid of the unknown i by using the
reversal:if m and r look like respectively X ofand X' o §, then rh and # must
look like respectively f and . Oncef and § are derived by averaging methods,
f and g themselwes may be recovered in polynomial time using an algorithm
due to Gentry and Szydlo [7]. Strictly speaking, to apply [7], one also needsto
determine the ideal spannedby f which can be derived from f = fof and f o g
(which is itself obtained by multiplying from H and f = f af),
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. [B [MessagesNorm (guess- f)
fs '\igzsggg’ 36 500,000 155
. 361,400,000 7.38
binary f f=1+poF

Table 1. Messagesto recover f for various values of B using Osg .

To ched the validity of this attack, we would needto 'nd a lot of decryp-
tion failures, which is relatively time-consuming, depending on the parameters.
Instead, we cheded that the attack worked, by experimenting with a weaker
attack basedon the following oracle Og : When the oracle Og is queried on a
valid ciphertext e, it indicates whether or not the width of perag+ f amis
greaterthan B. Thus, the oracle O4 simply detectsgap failures. By using values
of B much smaller than g, we are able to verify the behavior of our attack in a
reasonabletime, with the following algorithm:

1. Setu;v= 0.
2. Generatea large number of valid ciphertexts e= r @ h+ m mod g. For eath
ciphertext e

(a) Call Og ().
(b) If Og (e) shaws the width of a as being greater than B, setu= u+ m;
setv=v+4f

3. Divide u and v by the number of valid ciphertexts used.

Over a long enoughtranscript, u and v should corvergeto f and §. We inves-
tigated this for f binary and for f = 1+ p o F, to seehow many messages
with width greater than B were necessaryto recover f exactly. The results are
shawn in tables 1. Experimertally, we nd that we approximate f best by fi=
(hfhi; i 61:24747)0:007882857.

When the distance from the guessto f is about P N=2 ¥ 7:9, we can es-
sertially recover f by rounding. We can conclude that from a real decryption
oracle (kp - 128) no more than a million decryption failures, and perhaps con-
siderably fewer, are necessaryto recover f and §. This validates our general
chosen-ciphertext attack which appliesto all paddings, and shows that the se-
curity of NTRU encryption in the EESS standard [3, 4] clearly falls far short of
the hoped-for level of 280,

We note that one could imagine an even more powerful attack, where the
attacker would simply averagee for those e that causewraps. For a suzciently
long transcript, this will corvergeto A + Bf + C¢. We have not investigated
this ideain full { it will undoubtedly involve longer corvergencetimes than the
other attacks outlined above { but it is interesting that a successfulattack may
be mounted even by an ertirely passiwe attacker.
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5.3 A Specic Attac k Based on Controling m

The previous attack works against any padding and already emphasizesthe
importance of decryption failures on the security of NTRU encryption. Here, we
describe a slightly more excient chosen-ciphertextattack tailored to the SVES-1
padding scheme,basedon the fact that an attacker essetially cortrols m directly
(seeabove). This attack showsthat certain paddingsare weaker than others with
respect to attacks basedon decryption failures. We denote by r,, the value of r
obtained from the m and b obtained from a given m in valid encryption. The
strategy will be to try and causewrap failures. We intro duce the notation

B;i = fbinary polynomials with i 1sand N j i zeroeg;

and denote by Flat(c) the operation of taking ¢ and setting all terms that are
1 or more to be exactly equal to 1. Experimentally, the averagewidth of the
various polynomials is:

hWidth(parag)i ¥441; hwidth(f am)i Y447, hWidth(prarog+fam)i Y462

If the attacker can increasethe width of p @ r @a g+ f @ m to 128, he will

causea gap failure; alternativ ely, if he can add about 33 to the largest term in

perag+ famwhile leaving the others essetially unchanged,this will cause
a wrap failure. The following attack exploits this obsenation

Step 1. rst cleaning of random strings. The attacker picks a random
Fis 2 Bis, D 2 Bs, and forms

m = Flat((1 + X) o D @ F5):
On decryption (with p= 2+ X), awill include a term approximately equal to
1+ X))o+ X)afaDoFs= (2+3X + X2 afaDaoFs:

If the 1sin Fi5 match a set of 15 1sin ¥, then we know that at least one term
in pa Famwil be 45 or more becauseof the 3in (1+ X) & (2+ X). With
high odds, this will meanthat p @ F @ m has greater than averagewidth, and
so greater than average chance of causing a decryption failure. This lets the
attacker attempt to identify substrings of £:

Attack: Step 1. The attacker picks a random F;5 2 B35, D 2 Bs and forms
m = Flat((1+ X ) aDaF;5). For all rotations of m, he submitse= r, @h+m mod g
to the decryption oracle. If any rotation of m causesa wrap, he stores Fis;
otherwise, he discardsit.

Obviously, there will be a large number of false positivesin this step. An m
might causea decryption failure purely through luck; alternativ ely, an F15 which
has an overlap of 14 rather than 15 with F will have a good chance of causing
a wrap failure. We cannot distinguish between the casesimmediately, so the



Decryption Failures in NTR U Encryption 237
Overlap| Pr[Overlap] | Pr[Overlap]) [Pr[Wrap]| No. Left
(Theoretical) |(Exp erimental) from 2%° Fyss

15 2i 207 { 2i 1474 10

14 2i 157135 2] 1477 2i 155 200

13 2i 10:698 2i 10:70 2i 166 21000

12 2] 6:981 2i 7116 2i 175 20’000

11 2] 3:857 2i 47030 2i 185 80,000

10 2] 1:423 2i 1:693 2i 22 401000

9 { 21 09t 2r % 25,000

8 { 21 349 21 = 2,000

7 { 2] 14°5 { {

Table 2. E®ectsof rst cleaning on a set of 29 Fis

strategy is to take an initial set of random Fi5s, and use the decryption oracle
to \clean" them sothat the resulting set has a greater proportion of strings of
high overlap with f.

Table 2 shavs the e®ectof the rst cleaningon a set of 2%° random F5s. The
wrap probabilities were determined experimentally, using our knowledge of f, by
generating strings of a speci ¢ overlap and testing to seeif they causedwraps.
The "nal column is given by 230 ¢Pr[overlap] ¢Prfwrap] ¢N, as we try all the
rotations of ea of the 230 ms. The total number of queriesto the decryption
oracleis N ¢230 1/, 238,

From table 2 we seethat even the rst cleaning is very e®ectie: from a
random set of size 2%° where most Fi5s have an overlap of 9 with f, we have
created a set of size about 27 where the most commonly occurring overlap is
11. We now want to further improve the quality of our set of Fiss.

Step 2: second cleaning. The attacker now queries ead surviving Fi5 by
using di®erert values of D to create ms, and observing whether or not these
causewraps.

Attack: Step 2. For eat F;5 that survived the rst cleaning step, the attacker
picks seweral D 2 Bs. For eath D, he forms m = Flat((1 + X) & D @ F;5). For all
rotations of m, he submits e = r, @ h+ m mod q to the decryption oracle. If any
rotation of m causesa wrap, he storesFis; otherwise, he discardsit.

Table 3 shows the results of performing this step, choosing 28 Ds for eah
F1s5. After this cleaning, there are almost no Fiss left with an overlap of lessthan
11. The total work in this stageis 28 ¢217 ¢N ¥4 233, and there are about 2'2
Fiss left.

Now that the attacker hasa relatively good setof F15, hecantry and assenble
them to recover F.

Step 3: 'nd correct relativ e rotations. Here the challengeis to 'nd the
correct rotations of the Fi5 relative to ead other. One possibility would be to
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Overlap|No. TestedNo. Left
15 10 3
14 200 40
13 2,000 120
12 20,000 800
11 80,000 1500
10 40,000 2
9 25,000 1
8 2,000 0

Table 3. E®ectsof secondcleaning on the set of Fis

pick two Fiss and test the ms obtained by all rotations of the two against eadh
other. Howevwer, it appearsthat we get better results by picking sets of three
Fiss and trying all their relative rotations.

Attack: Step 3. Let F; Fp; F3 be any three of the Fi5 that survived the second
cleaningstep. Foreath 0- i;j < N, set

F,4s = Flat(Fy + X'F2 + XJFg)

(Note that F, 45 will typically have slightly fewer than 45 1s). Setm = Flat((1 +
X) & F, 45). For all rotations of m, submit e = rp, @ h+ m mod qto the decryption
oracle. Store the number of wraps causedby m. Once all i; j pairs have been
exhausted, pick another three F;;F,; F3 and repeat. Continue until all the F5
have beenused.

Figure 1 shaws the wrap probability for m obtained as speci'ed above. If
Fi;F,; Fs are rotated correctly relative to ead other, the overlap with E will
typically be 33 or more, leading to a signi cantly greater chance of a wrap.
Note that, becauseof the (2 + X) in f, if F, + X'F, + XIF5 is the correct
relative alignmert of Fy;F;; F3, a large number of wraps will also be causedby
Fi + X'81F, + XI81F;, This helps us to weed out freak everts: rather than
simply taking the relative rotation of F1;F,; F3 that givesthe highest number of
wraps, we look for the set of three consecutie rotations that give the highest
total number of wraps and pick the rotation in the middle.

This step takesabout N 2 ¢212 v, 236 work, and at the end of it we have about
210 strings of length about 45, which will in general have an overlap of 33 or
more with E. The remaining task is to rotate these strings correctly relative to
ead other and recover £ from them, but this is relatively trivial.

Step 4: from 45s to E. We here use the fact that the F, 45 will be better
correlated with ead other when rotated correctly than in other rotations.

Attack: Step4. Sort the F,, 45 from the previous step in order by the number of
wraps they caused.Set u equalto the F, 45 at the top of the list. For ead other
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1

™~
\ 0.8

r0.2

r0.1

50 45 40 35 30 25 20

Overlap

Fig. 1. Wrap probabilit y on a single test for strings of length 45

F, 45, nd the X' that maximizesthe overlap of X ¢F and the referenceF. Set
u= u+ X' ¢F. When all the Fs have beenadded, take the top d; ertries of u
and setthem equalto 1. Setthe other ertries to 0. This recovers Frey .

Sincethere are 72 1sin F and 179 0s, and sincethe F, 45 have typically 33
correct 1sand 12 incorrect 1s, we expect the entries in u corresponding to 1sin
frev t0 have an averagevalue of 33=72 %4 0:46, and the ertries in u corresponding
to Osin frey to have an averagevalue of 12=179 %, 0:06. This makesit easyto
distinguish betweenthe two. We have not implemernted this part of the attack,
but we do not anticipate any problemsin its execution.

SVES-1 attac k: Summary We have preserted an attack on the SVES-1
schemethat allows an attacker with accesgo decryption timing information to
recover the private key in about 2*° queriesto a decryption oraclewith N = 251.
This is a level of security that clearly falls far short of the hoped-for level of 28°.

6 Countermeasures

NTR UEncr ypt asspeci ed in [3] clearly falls short of the desiredsecurity levels,
sinceit only involvesthe probability p;. With the given parameters, even p; is
likely to be non-negligible. One should thus recommendat least the following
two courtermeasures.
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6.1 Changing the parameters

The parameters, and perhapsthe form of f, g, and r, should be altered so that
decryption failures occur no more often than the claimed security level of the
parameter set, so that the probability p,, or even p,, is indeed negligible. (For
example, for N = 251, an attacker should be required to carry out 28° work to
‘nd asinglegapfailure). Unfortunately, no excient method is known to provably
compute such a probability, though the paper [27] provides calculations under
somesimplifying assumptions.

6.2 Changing the padding

A padding scheme with the appropriate provable security properties should be
adopted. We have preseried both theoretical and experimental reasonsfor pre-
ferring an NTR UEncr ypt padding scheme in which an attacker can cortrol
neither m nor r. Theoretically, only this padding scheme allows us to use ps,
the smallest of the expected decryption failure probabilities. Experimentally, we
have demonstratedan attack which usesdirect control of m to recover the private
key faster than the attack which doesnot usecortrol of m.

We therefore suggestthe following padding scheme, which we call NAEP, as
onethat might be suitable for NTR UEncr ypt . The construction usesthe hash
functions

G:f0;1g™e"1 fo;1g™*"andH : P! fO;1g™-e":

As before, m is the plaintext of length k; bits, and bis a random string, unique
for eadh messagepf length ko = mLenj kj bits. One computesr = R(G(m kb))
and R = reh mod g. Then the ciphertext consistsof By ((m kb)©H (R); G(m kb)).
Of course,the decryption cheds the validity of r, relatively to G(m kb).

We do not make any claim on the provable security of this scheme.An analysis
of the properties of a variant of this scheme, with a speci ¢ instantiation of H,
appearsin [16] and claims a security result which dependson p, only (and of
coursethe intractabilit y of the basic NTRU primitiv e.)
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A Standardized and Deployed Versions of NTR UEncrypt

A.l1 Format of Ob jects

NTR UEncr ypt as standardized in [3] usesspecial forms for f, g and r, and
speci es a padding method which is claimedto give provable security. We review
thesedetails here.

Priv ate key: f. The private key f has two special features. First, f has the
form 1+ p o F, where F is a binary polynomial. This meansthat f = 1 mod p,
and therefore that f, = 1, eliminating the need for the secondcorvolution on
decryption [13]. Second,the binary polynomial F is of the form f; o f, + f3, where
f,, fo and f3 are chosenso that:

{ f1;f2;f3 are binary and have d;,;d:,; dr, 1srespectively;

{ f1 & fyis binary;

{ The 1sin f3 are chosensud that they are not adjacert to any of the 1sin
f, afs.

It should be pointed out that only the “rst of these restrictions is documerted
in [3]: the description above is of the form of private keysusedin NTR U Cr yp-
tosystems ' software and has the e®ectof decreasingthe occurrence of de-
cryption failures (but not to the point of making decryption failures suzciently
unlikely to avoid any security problems). For more details on the useof products
of low Hamming weight polynomials in NTRU and other cryptosystems, see[13,
11].

Priv ate key: g. The private key g is chosento be binary, to have dgq 1s,and to
have no consecutive 1s. Note that the last of theserestrictions is not documerted
in [3], but is usedin NTR U Cr yptosystems ' software.
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Message: m. The messagerepresettative m is a binary polynomial of degree
N. An algorithm for converting from octet strings to binary polynomials can be
found in [3].

Blinding value: r. The blinding valuer is chosento be of the form ry @ r, + r3.
Here, r1;12;r3 are generated by setting them to O, then selecting d;,; d;,; dr,
indices between0 and N j 1 and adding one to the coezxcient at ead index.
The di®erencebetweenthis and taking ri;ry;r3 to be binary is that the indices
usedto generatethem can repeat: for example, r; could consistof d;, i 2 1s
and one 2. A recent paper [19] usesthis speci ¢ fact to recover g. The results
preseried here are more general and work for r of any form in the presenceof
decryption failures.

A.2 Encryption Schemes

There have been seweral encryption schemesassaiated with NTRU, but only
two have beenstandardizedin EESS#1. The rst, SVES-1, proceedsasfollows.
It takesthe number of random bits, d,, as a parameter, and hash functions
F,G;H.

Encryption { To encrypt a messagem of length jmj = N  dj bits:

1. Generatethe string b consisting of d, random bits.

2. Sets equalto the rst jmj=2 bits of m concatenatedwith the rst d,=2 bits
of b. Sett equalto the last jmj=2 bits of m concatenatedwith the last d,=2
bits of b.

3. Sett’= tOF(s). Sets’= s© G(t9. Setm°= sGjt® Setr = H(m; b).

4. Output the ciphertext e= r @ h+ m°mod g

Decryption { To decrypt the ciphertext e

1. Recover m°® from e using standard NTR UEncr ypt decryption.

2. Recover m; b from m® by reversing the masking de ned above.

3. Setr = H(m; b) and calculate €= r @ h+ m°®mod q. If the result is the same
asthe received e, output m. Otherwise, output \in valid ciphertext”.

SVES-1was shown in [21] to have inadequate provable IND-CPA properties,
due to the decisionto split b into two parts. EESS #1 therefore also speci es
SVES-2, which is similar to SVES-1with the exceptionthat all of bis included
in the “rst hashfunction call. There are other minor di®erencedbetweenthe two
schemes{ SVES-2is designedto allow variable-length messagesnore gracefully,
for example{ but these are more engineeringthan cryptographic decisions.

Oneinteresting fact to note is that in both SVES-1and SVES-2the message
is randomized by the mask generation functions, but an adversary is free to
choosethe value of m° directly and then reversethe masking operation to nd
the m and b that would have given that mC.
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B Another chosen-ciphertext attac k

Here we presert a brief overview of a secondchosen-ciphertext attack against
NTRUEnNcrypt. The attack is basedon decryption failures; however, unlike the
other attack presered in this paper, doesnot rely on the secret polynomial f
being of the form 1+ (2+ X)F. In fact, the new attack is not speci ¢ to the case
of p= 2+ X and can also be applied against the originally proposedversion of
NTRU [10] which had p 2 Z.

The attack assumeshat the attacker can detect wrap errors and that the r
valuesusedduring encryption must be selectedat random. For the basicversion
of the attack we also assumethat a messagepolynomial m can be encrypted
with many random r (as is the casefor the proposed NTRU-REACT padding
schemes).We will discussbelow the e®ecton the attack if eadr m yields a unique
rm- The basicversionof the attack consistsof repeating the following three steps
until the secretkey is revealed.

Step 1: nding a decryption failure. The goal of step 1 is to determine
a valid pair m;r which lead to a decryption failure. The most straight forward
approad is to simply selectrandom m and r until the ciphertext they generate
causesa decryption failure.

Instead of a random seard, it is alsopossibleto perform a systematic seard
for the required decryption failure. Given an m and r an attacker can determine
exactly the set, | .r, of (f;g) pairs for which m;r will causea decryption failure.
Determining if m; r causesa decryption failure revealswhether or not (f; g) isin
I m:r. Soinstead of simply selectingm and r at random an attackeicould perform
some precomputation and obtain a list of m;r pairs for which I . is larger
than it would have beenin a random seard.

Step 2: search for more r's. For the majority of m;r pairs which lead to
decryption failures, m o f will have one coezcient, i, which is both abnormally
far from its expected value and further from the expected value than any other
coezcient. We shall refer to the di®erencen the distancesof the two coetcients
of m o f furthest from their expected value asthe gap of m = f. The true goal
of step 1 is actually to 'nd an m such that m & f hasboth a coetcient which is
far from its expected value and a large gap.

Attack: Step 2. By repeatedly picking random r° and determining if m; r® leads

which causedecryption failures when usedwith m.

Supposethat step 1 found an mwith the desiredproperties. The range[A; A+
gi 1] usedduring decryption is certered at the expectedvalue of the coexcients
of parda g+ f am. Thus, sincethe ith coexcient of m @ f is abnormally far
from its expected value, the rate at which the m;r® causedecryption failures
will be much higher than for random m;r. Furthermore, the expected value of
every coexcient of p ar & gis p(1)g(1)r(1)=N. Thus when an m; r° pair causesa
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decryption failure its most likely causeis the ith coexcient of par®o g+ f am.
The strength of this bias towards the i coetcient the will depend on the gap of

2 and §.

Step 3: recovering the secret key. If k is sutciently large then the value
of § (and thus g) can be determined directly from the polynomials ro;ry;:::;rk.
However, it is possibleto 'nd the secretkey with fewer r; than would allow the
direct recovery of §. This is accomplishedby using the r; to determine someof
coezxcients of g and then using this partial knowledge of g in combination with
the known lattice attacks on NTRU asin [18].

If the gap of m = f is small then the bias towards the coe+cient i may not
be large enoughto allow the recovery of the secretkey. If this is the situation
then the attack simply returns to step 1. Note that even if an iteration doesnot
reveal the entire secretkey someinformation may still have beendetermined.

Attac k summary and variations. Two important questionsarise regarding
this attack. First, how much work is involved in one iteration of the steps?
Second,how many iterations through the stepswill be required? The number of
iterations required depends on the maximum work allowed to be donein step
2 of an iteration. The more e®ort put into nding r;'s in step 2 the more likely
step 3 is to succeedDetails on the running time of the attack againstthe p= 3
parameterssuggestedn [26] can be found in [24]. Below we include somedetails
on the running time against the N = 251 parameter set of NTRUEncrypt as
standardizedin [4].

If, aswith the SVES-1padding scheme,eadt polynomial m only hasonevalid
r then the basic attack described above can not be used. The problem arisesin
step 2, where if m is held constart then the r® used will also be constart. To
overcome this problem the attacker can, instead of keeping m "xed, use the
cyclic shifts of both m and m with minor changesapplied to it. Care must be
taken to record the shift amounts with the r; found so that the shifts can be
undonein step 3.

B.1 Implemen tation results

The attack was implemented against 100 instancesof the N = 251 parameter
set of NTRUENcrypt as standardizedin [4] taking f = 1+ pF, where F wasa
binary polynomial. Our implementation of the attack put a bound of 3 million
on the number of r cheded in step 2, chedked to seeif the secret key could
be recover after every 25 decryption failures in step 2, and aborted iterations
in step 2 if the rate at which the r; were found was below a given threshold.
The implementation assumedthat the secretkey could be recovered when the
dimension of the lattice which would need to be reduced was less than one
hundred. Of the 100 instances of the attacks the number of instances which
found the secretkey after 1; 2; 3; 4, 5; 6; 7 and 8 iterations were 48;23;17, 4, 4,2;1
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and 1 respectively. Table 4 shaws the average number of m;r pairs tested and
decryption failures required over the 100 instancesof the attack and during the
step 2's of the successfuiterations.

m; r Pairs Chedked Decryption Failures
Avg Number| Std Dev |Avg Number|Std Dev

Total Attack | 199190911 [170659103| 170:65 130:56
SuccessfulStep 2| 84258958 | 76760134 11874 4377

Table 4. N = 251 attack details



