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Abstract.  Recertly, algebraic attacks were proposedto attack seweral
cryptosystems, e.g. AES, LILI-128 and Toyocrypt. This paper extends
the use of algebraic attacks to combiners with memory. A (k;1)-combiner
consists of k parallel linear feedbad shift registers (LFSRs), and the
nonlinear Ttering is done via a nite automaton with k input bits and
| memory bits. It is shown that for (k;l)-combiners, nontrivial canceling
relations of degreeat most dk(l+ 1)=2e exist. This makesalgebraic attacks
possible. Also, a general method is preserted to ched for such relations
with an even lower degree. This allows to show the invulnerabilit y of
certain (k;l)-combiners against this kind of algebraic attacks. On the
other hand, this can also be used as a tool to 'nd improved algebraic
attacks.

Inspired by this method, the E, keystream generator from the Blueto oth
standard is analyzed. As it turns out, a secretkey can be recovered by
solving a system of linear equations with 2237 unknowns. To our know-
ledge, this is the best published attack on the E, keystream generator
yet.

1 Intro duction

Stream ciphers are designedfor online encryption of secretplaintext bitstreams
E = (e1; e; ¢¢h which have to passan insecurechannel. Depending on a given
secretinformation x” 2 f0; 1g", the stream cipher producesa keystreamZ (x") =
(z1;z2; €69 which is bitwise XORed with E. Knowing x°, the decryption can be
performed by using the samerule. It is commonto evaluate the security of a
stream cipher relative to the pessimistic scenariothat an attacker has access
not only to the encrypted bitstream, but even to a suzciently long piece of
keystream. Thus, the cryptanalysis problem of a given stream cipher consistsin
computing the secretinformation x° from a suzciently long pre x of Z(x").
We call a stream cipher LFSR-based, if it consistsof a certain number k of
linear feedbadk shift registers (LFSRs) and an additional device, called the non-
linear combiner, which transforms the internal linear bitstream, producedby the
LFSRs, into a nonlinear output keystream. Becauseof the simplicity of LFSRs
and the excellert statistical properties of bitstreams produced by well-chosen
LFSRs, LFSR-based stream ciphers are widely used in practice. A lot of dif-
ferent nontrivial approadesto the cryptanalysis of LFSR-basedstream ciphers
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Fig. 1. A (k;I)-combiner

(fast correlation attacks, backtracking attacks, time-spacetradeo®s,BDD-based
attacks etc.) were discussedn the relevant literature, and a lot of corresponding
designcriterions (correlation immunity, large period and linear complexity, good
local statistics etc.) for sudh stream ciphers were developed (see,e.g., Rueppel
(1991)).

A (k;1)-combiner consistsof k LFSRs and a nite Mealy automaton with k
input bits, oneoutput bit and I memory bits. Let n be the sum of the lengths of
the k LFSRs. Starting from a secretinitial assignmen x® 2 f0;1g", the LFSRs
produce an internal linear bitstream L (x®), built by blocks x' of k parallel bits
for ead clock t. Starting from a secretinitial assignmen ¢t 2 f0;1g to the
memory bits, in ead clock t the automaton producesthe t-th keystream bit z;
corresponding to x' and ¢! and changesthe inner state to ¢!** (see gure 1). The
secretinformation is given by x® and c¢t. Numerous ciphers of this type are used
in practice. Note, e.g., that the Ey keystream generator usedin the Bluetooth
wirelessLAN system (seeBluetooth SIG (2001)) is a (4; 4)-combiner.

The aim of this paper is to analyzethe security of (k;1)-combiners with re-
spect to algebraicattacks, a new method for attacking stream and block ciphers.
Algebraic attacks exist against AES and Serpent (Courtois and Pieprzyk (2002))
and Toyocrypt (Courtois (2002)). Related algebraic attacks were usedto attack
the HFE public key cryptosystem (Courtois (2001), cf. also Kipnis and Shamir
(1999)).

Courtois and Meier (2003) discussedalgebraicattacks on generalLFSR-based
stream ciphersand presened the bestknown attacks on Toyocrypt and LILI-128
sofar. Very recenly, Courtois introduced fast algebraic attacks on LFSR-based
stream ciphers, an improved version of the algebraic attacks (Courtois (2003)).

An algebraicattack is basedon a nontrivial low degreerelation p for r clocks,
i.e. arelation which holds for any sequenceof r consecutiwe bits of the keystream
and the corresponding kr internal bits. Given sud a relation p of small degreed
and a suzciently long pieceof a keystreamZ (x"; c!), p can be usedto produce
an overde ned systemof T nonlinear equationsin the initial bits of the LFSRs,
which can be thought of assystemof linear equationsin the monomialsof length
at most d. If T is large enoughthen we get a unique solution which is induced
by x®, and from which x® can be derived in a straightforward way.
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Obviously, a higher value of d increasesthe running time signi cantly. Con-
sequetily, the nonexistenceof nontrivial low degreerelations is an important
designcriterion for (k;l)-combiners. One cortribution of this paper is to provide
an algorithm FindR elation which computesfor a given (k;I)-combiner, repre-
serted by its automaton, and given d and r the set of all nontrivial degreed
relation for r clocks (Section 3). One consequences that nontrivial relations of
degreedk(l + 1)=2e relations for | + 1 clocks (Theorem 1) cannot be avoided.
Note that the running time is only polynomial in n if k and | are supposed
to be constart. Hence, for ead (k;|)-combiner exists a value n® such that the
algebraic attack is more excient than exhaustive seard if n | n°

E.g., this generalbound implies a nontrivial degreelO relation for 5 clocks
for the Ey generator, which yields, for n = 128, an algebraic attack of running
time 214!, which is much worsethan exhaustive key-seart. The algebraic attack
would be better than exhaustive seard if n , 142. Surprisingly, a nontrivial
degree-4relation for 4 clocks (Section 4) exists. This implies an algebraic attack
of running time around 257:%¢ and represens a seriousweaknessof this stream
cipher. On the other hand, by using our method we can prove the nonexistence
of nontrivial relations of degreesmaller than 4, at leastfor 4 and 5 clocks. In the
following section 2, we give basic de nitions on boolean functions, LFSRs, and
somenotions around algebraic attacks.

2 Basics

2.1 Boolean Functions and GF (2)-p olynomials

In the following, we considerfor all k , 1 the setBy of k-ary boolean functions
f :f0;1g¢ j! fO;1g asa 2“-dimensional vector spaceover the “eld GF (2). It
is a well known fact that eadh f 2 By has a unique represenation as GF (2)-
polynomial M
p(x1; 60¢; k) = aeMe; 1)
®2f 0;1gk

where for all ® 2 f0;1g¢ the monomial me is de'ned asme = | i@ =1 Xi, and
ap 2 GF(2). Let us denote j®j = jfi; ® = 1gj for all ® 2 f0;1g*. The degree
deg(p) of the polynomial p is de'ned as maxfj ®j;ae = 1g. For all f 2 By we
denote by de(f) the degreeof the unique GF (2)-polynomial for f. Given a
setB U By we denote by H(B) the set of all linear combinations of functions
from B. Note that the set of all k-ary boolean functions of degreeat most d
equals H(M (k; d)), where M (k;d) = fmg;® 2 f0;19%;j® - dg. The crucial
computational problem hereis FindN ullspacgB; X ), whereB p By and X p
f0; 1g¢ for somek , 1, which consistsin the computation of all h 2 H(B) for
whictfb h(x) = 0 for all x 2 X. Clearly, all h 2 H(B) can be represened as
h= " ,g a(h)pb and the set of all coetcient vectors a(h) 2 GF(2)® solving
FindN ullspacgB; X ) equalsthe set of solutions of the system

a(h)pb(x) = 0; forall x 2 X, (2)
b2 B
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of GF (2)-linear equations.
As usual, we call a boolean function f 2 By to be an implicant of another
boolean function g 2 By if f (x) = 1 implies g(x) = 1 for all inputs x 2 f0; 1gX.

2.2 LFSRs and (k;I)-com biners

Let k > 0Oand | , O be integers. A (k;I)-combiner C = (Z;C) consists of k
linear feedbad shift registers (LFSRs) L ; ¢¢¢; L, and a nite Mealy automaton
which is de'ned by an output function Z : f0;1gX £ f0;1d' ;! f0;1g and a
feedbadk function C : f0;1gK £ f0;1g' j! f0;1g'. In this paper, we assumethat
the following reasonablecondition holds: For ead ¢ 2 0; 1g' exist x; x°2 f0; 1g
with Z(x;c) = 0 and Z(x%c) = 1. Notice that all known (k;|)-combiners used
in cryptosystemsare of this kind.

Foreahi;1- i- k; LFSR L; is de ned by its length n(i) and a generator
polynomial Lj = (L 1; 8¢ Liy iy) 2 GF(2)"(). Let n = n(1) + ¢¢¢+ n(k). It is
commonto supposethat the generator polynomials of the LFSRs are public.

Given an initial assignmen x = (x?; 6¢;x7, ;) 2 f0;1g"() to each LFSR

in (i

Li, 1+ i- k, the LFSRs compute at ead clock t a block x' = (x}; ¢¢¢; x}) of
internal bits, wherefor eadi; 1- i - k, it holdsx} = xg; if t - n(i), and
x! = Lipxt 1O Ly oxt 20 6660 Ly, yx) " 3)

if t > n(i). The bitstream L(x") = (x!;x?;¢¢q is called the internal linear
bitstream generatedon the initial assignmen x® = (x7; ¢¢¢; x;). Note that for
all t | 0, the GF(2)-linear mapping L' : GF(2)" j! GF(2)" which assigns
to x® the t-th block x' of the corresponding linear bitstream can be exciently
computed from the generator polynomials.

Given such an internal bitstream x = (x!;x?;¢¢d and an initial assign-
ment ¢! 2 f0;1g' to the memory bits, the corresponding output bitstream
(Z; C)(x; ct) = (z1; 22; ¢¢d) is de ned according to

z2'=z(x%d) and = Cc(x';dY); (4)

forallt , 1.Forall r , 1let usdenoteby (Z;C)"(x!;¢e¢;x";cl) the rst r
output bits of the keystream generatedaccordingto x and c?.

Given the combiner C = (Z;C), the cryptanalysis problem consistsin dis-
covering the secretinitial assignmem x® 2 f0; 19" to the LFSRs and the secret
initial assignmen ¢ 2 f0;1g' to the memory bits from a suxciently long pre x
of the output keystream (Z; C)(L(x");cY). Our results are motivated by an ap-
proach due to Courtois and Pieprzyk (2002) to this problem, which consistsin
performing a so-calledalgebraic attack, and which is basedon "nding nontrivial
low-degreerelations which hold for any sequenceof r consecutive output bits
and the corresponding kr bits of the internal bitstream, for somer | 1. Let us
now give an outline of this kind of attack.
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2.3 Nontrivial Relations and Algebraic Attac ks
We usethe samedenotations asin the previous subsection.

De nition 1. Letr , l1andz 2 f0;1g". A non-zem GF (2)-polynomial p in
kr variablesis called a z-rglation for Cif p(x) = 0 holds for all seguen@sx =
(x1; x2; ¢¢¢; x") 2 'fo; 1g¢ ' of r conseutive blocks of the internal bitstream
which have the property that (Z; C)" (x; c) = z for someinitial assignmentsc 2
f0; 1¢' to the memory bits.

Let us supposethat C has a z-relation p of degreed for somer | 1. Fix
arbitrary assignmerts x° 2 f0; 1g” to the LFSRsand ¢ 2 f0; 1g' to the memory
bits. Supposethat we have a sutciently long pre x of the corresponding output
bitstream z° = (Z;C)(L(x");c') and denote by T(z) the set of all clocks t, for
which (z{'; ¢¢¢; zt"+( ri 1)) = Z- By the de nitions, it holds for all t 2 T(z) that

Pe(x™) = p(L'(x"); ¢e¢; LT D (x™) = 0; (5)

P; is a GF (2)-polynomial of degreed in n variables which can be ezciently
computed. Consequetly, the system

Pi(X1;¢¢¢;x) = 0; t2 T(2) (6)

of nonlinear equations can be considered as a system of linear equations in
the unknowns fme(x);® 2 f0;1g";j® - dg. If jT(z2)] is large enough then
this system of linear equations has the unique solution f mg(x®);j® - dg, from
which the secretx” can be easily derived. Obvously, jT(z)j has to be at least
M (n; p). Here, M (n; p) denotesthe set of all monomialsin x1; ¢¢¢; x, which can

occur in a GF(ZIg—ponn%mial cortained as equation in the system (6). Obsere
that ©(n; p) := idzo '? is a trivial upper bound for jM (n; p)j. Note that the
minimum number of keystream bits which has to be available can be reduced
if we know se\eral degreed z-relations for di®erent strings z. In any case,it
follows that the existenceof low-degreez-relations implies a serious weakness
of (k;1)-combiners. These attacks are called algebraic attacks. In Courtois and
Meier (2003), the authors discussalgebraic attacks against combiners without

memory. In this paper, we extend these attacks to combiners with memory.

3 On Constructing Nontrivial Relations

In this section, we shaw that for any (k;l)-combiner C, r , k(I + 1), and
d, dk(lI + 1)=2e¢, the existenceof z-relations of degreed for somez 2 f0;1g"
cannot be avoided. Moreover, we presen an algorithm which allows to construct
all z-relations of degreeat most d for any given r;d. Note that this solves an
open problem stated, e.g., by Courtois (2003). This algorithm can be used for
estimating the vulnerability of given (k;I)-combiners with respect to algebraic
attacks (known from Courtois and Meier (2003)).
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We rst illustrate the problem of constructing nontrivial relations by means
of some special cases.Let as before C = (Z;C) denote a (k;|)-combiner with
output function Z and feedbad function C. If | = 0, the construction of canceling
relations for one clock is straightforward, as

Z(x}; 00 x)©2z ;t, O (7
is always fullled. By argumerts which will be given below this implies the
existenceof relations of degreeat most dk=2e.

Another tractable caseis if | = 1 and the output function Z is linear in the
feedbad bit, i.e., Z(x; c) = Z9Yx) © c. Then the relation

z, = Z(x%;,C(xt; 2z ©xh) (8)

is always true, which gives z-relations for all z 2 f0;1g. If | , 1 and the
output function is nonlinear, the situation becomesmore complicated as, via the
feedbad function C, z; dependsnonlinearly on x*;x?; ¢¢¢; xt for all t , 0. One
attempt for constructing nontrivial relations could be to considerthe relation

N | ¢
Z(x;0)0z ; )
c2f 0;1g'

which obviously givesO0 for all pairs of input and output streamsgeneratedvia
C. The problem here is that this relation can becometrivial. This is especially
true if Z is linear in at least one memory bit, asis the casefor the Ey generator.
We use a more systematic approach and show the following result.

Theorem 1. Letk, 1,1, 1 anda (k;l)-combiner C= (Z;C) be arbitrarily
"xed. Then for eachr > | there is a z-relation of degree d(k(l + 1)=2e for C for
somez 2 f0;1g".

For the proof of this theorem we need somemore technical de nitions.
De nition 2.

() Forallr, 1, z2 f0;1g", and x = (x%;¢¢¢;x") 2 lfO;lgkq:r, X is called
z-critic al for Cif gZ; C)'(c)6 zforallc2fo; 1g'. We denoteby Crit ¢(z)
the setof all x 2 'f0; 1g " which are z-critic al for C, and by N Crit c(z) the
set of all x which.are no

(i) The pair (x;2) 2 |fO; 19 "EfO; 1g" is called r-critic al for Cif x_is z-critjc al
for C. We denote by Critc(r) the set of all r-critical (x;z) 2 IfO; 19 "£
f0; 19" and by NCritc(r) the set of all (x; r) which are not. Especially, we
have Critc(r) [ NCrite(r) = f0; lgkf £1Q1g".

(iiiy Forallr, 1wedenotebyA(C), : f0;1g¢ ' £f0;1g" j! f0;1g the critical
function of C, which is dened as A(C), (x;z) = 1i® (x; z) is r-critic al for
C. For all z 2 f0;1g" wedenote by A(O)? the subfunction A(Q), (¢ z) which
outputs 1 on x 2 f0;1g¢ ' i® X is z-critic al.
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Obsene that for all r | 1 and z 2 f0;1g", a nontrivial GF (2)-polynomial

p in kr variablesis a z-relation of Ci® it outputs O for all x 2 N Crit¢(z) and
outputs 1 for at leastonex 2 Crit ¢(z). This implies

Lemma 1. Forallr | 1anz 2 ;19" thereis a z-relation for Ci® Crit c(z) 6
;. If Critc(z) 6 ; thenp: f0;1gF "il fo 1g is a z-relation for Cif and only
if it is a nontrivial implicant of A(C)Z.

i ¢
For ead non-critical pair (x;z) 2 IfO; 19 "£fO; 1d" there exists at least
onec?2 f0;1g sud that z = (Z;C)"(x; ¢). Evidently, the number of non-critical
pairs cannot exceed2" ¢2'. We obtain

Lemma 2. For all r , 1it holdsthat jNCritc(r)j - 2¢"*!:

Forr = | + 1, we have
iNCritg(l+2)j - 2K+ T kd+1* 1+ = iCrit o(1+ 1)j+ jN Crit ¢(1+ 1)j (10)

Therefore, jCritc(r)] 6 0 and there is some z 2 f0;1g" such that
iCritc(2)j 6 ;.

For all d, Olet usdenoteby M (kr;d) the set of all monomials over the kr
variables x*; ¢¢¢; x" of length at most d. We derived

Lemma 3. Forallr, 1andz2 f0;1g" the setof all z-relations for C equals

B

the set of non-zer solutions of FindN ullspacgM (kr;d); N Crit c(2)).
Lemma 4. For eachr , Oandz 2 f0;1g" the setNCritc(z) is not empty.

Proof. We show this proposition by completeinduction. As saidin the beginning,
we consideronly combiners for which the following condition is true:

8c2 f0;1g 9x;x°2 f0;1g : Z(x;c) = 0Oand Z(x%c) = 1 (11)

This assuresthe proposition for r = 1. Let the proposition be true for somer.

For showing the degreebound obsene that if jM (kr; d)j = ©(kr;d) is greater
than jNCritc(z)j then FindN ullspacgM (kr;d); N Critc(z)) has a nontrivial
solution. It sutcesto provethe degreebound forr = |+ 1. Lemma 2 implies that
iNCritc(l + 1)j - 2<(#D+ T = 12k(+D+ 1*1 i e  at most one half of all possible
pairs (x; z) are not (I + 1)-critical. Consequetly, there exists at least one z 2
f0;1g'** for which at most half of all possiblex are z-critical, i.e., jN Crit ¢(2)] -
z2¢(*D) On the other hand, by lemma 4 we know that jN Crit c(z)j > 0. Using
the fact that ©(N; dN=2¢) > %ZN for all N , 2, we obtain the theorem.

We  derived the following algorithm for the problem
FindR elation (Z; C; z; d) of computing all z-relations p of degreeat most d for a
given (k;l)-combiner C= (Z;C).
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1 Compute Critc(z) and N Crit ¢(2).
2 If Critc(z) 6 ; then solve FindN ullspacgM (kr;d); N Crit c(2)).

Note that the computation of Critc(z) and NCritc(z) can be done in an
elegart way by using an ordered binary decision diagram (OBDD) of size at
most (kr + r)2¥*"*1 for A(C), (see,e.g., Krause (2002) for the details). Step 2
requiresto solve a system of GF (2)-linear equations with M (kr;d) unknowns
and at most 2" *! linear equations.

4 Analyzing the E, Keystream Generator

In this section, we apply our results to the E, keystream generator. The Egq
keystream generator is part of the Bluetooth encryption system, used for wire-
less communication (see, e.g., Bluetooth SIG (2001)). It is a (4; 4)-combiner.
Applying our results yields the existenceof a nontrivial 5-relation of degreelO.
The number of monomialsis T - ©(n; 10). Therefore, the secret key can be
recovered by solving a system of linear equationsin T unknowns. The fastest
practial algorithm we are aware of to solve a system of linear equationsis the
algorithm by Strassen(1969). It requiresabout 7 ¢T'°927 operations. Our attack
is more excient than exhaustive seard, if the following inequality holds:

2" > 7.¢(©(n; 10))°%27 (12)

This is the casefor n , 142. Notice, that in the Bluetooth encryption system
the length of the secretkeyis n = 128.

If the Eg keystream generator were optimally resistart against algebraic at-
tacks, no cancelingrelations for r < 5 or d < 10 should exist. Surprisingly, for
d= 4 andr = 4 such arelation can be found. In this case,it is even possibleto
show the existencedirectly.

Let us rst recall the de nitions of the keystream generator. The keystream
generator consistsof k = 4 regularly clocked LFSRs and | = 4 memory bits.
With ead clock, an output bit z; is produced depending on the outputs x' =
(x4;x%; x4; x5) of the four LFSRs and the four memory bits ¢t = (¢f; p'; gti 1;p'i ).
Then, the next memory bits ¢'*! = (qt**;p'*?;q';p!) are calculated and soon.
We seethat the memory bits ' and p! are usedin both clocks t and t + 1.
Let Y4(t) be the symmetric GF (2)-polynomial over x!;x5;x%; x}, which consists
of the sum of all monomials of length s - 4. Then the output bit z; and the
memory bits are computed by the following equations

z = Ya(t) © p' (13)
Ct+1 - (qt+1 : pt+1 ;qt : pt) (14)
= (st edopi syt op oqitep tid;p); (15)
where 1 o

xj+xb+ x5+ xj+2¢q + p

St+1 = (Stl+1 ;Sto+1) = 2 : (16)
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The valuesfor ¢! and the contents of the LFSRs must be set beforethe start,
the other valueswill then be calculated. Obviously, the value of g'** depends
only onx!, ¢f, p* and p'i ! and the value of p'*! onx!, df, g'i %, p* and p'i . The
calculations of g'** and p'*! are donevia the following equations (seeappendix
A for details)
t+1

q

t+1

p

Ya(t) © Ya(t)p' © Ya(t)q © Ya(t)p'd © g ©phi * 17)
Y(t)©va(t)p ©q ©gitepitop (18)

If we de ne the following additional variables

a(t) = Ya(t) © Ya(t)p © pti *
1) = va(t) © (P © 1,

equations (17) and (18) can be rewritten to

g™ = a(t) ont)q (19)
pt =ptyel1opitopodqodi (20)

By multiplying (19) with b(t) we get another equation
0= ht)(at) ©q ©g™): (21)
Equation (20) is equivalert to
dogit=htolopitopopt: (22)
Now we insert (22) into (21) with index t + 1 instead of t and get
0= ht) ia(t) oht+1)©10p ©p*t ©p*? ¢:

Using (13), we eliminate all memory bits in the equation and get the following
equation which holds for every clock t:

0=102%,102 02+ ©z4
OY (1) €(ztzt+2 © 212441 © 242t 1© 2, 1© 2441 © 242 © 1)
O©% () ¢(102z; 1©2 © 741 ©Z4p) ©Ya(t)zy © Ya(t)
©%(ti 1)O%(ti 1)%a(t)(1©z)OVa(ti 1)¥s(t)
OV (t+ 1)zi+1 ©Va(t + 1)Ya(t)zi+1 (1© ) © Ya(t + 1)%a(t)zin
O©Y%(t+ 1) © Yp(t + 1)Ya(t)(1 © z) © Yp(t + 1)¥a(t)
OVa(t + 2) © Ya(t + 2)Ya(t)(1 © 2) © Ya(t + 2)Va(t)

This givesa nontrivial degree-4z-relation p for 4 clocks for any z 2 f0; 1g*.
The number M (128; p) of monomials occuring in the corresponding system of
nonlinear equations (see subsection 2.2) can not exceed©(128;4) ¥4 22339 |n
fact, if we look closely at p, we can seethat not all monomials of M (kr; d)
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Table 1. Algebraic attacks on smaller Eq crypto systems

[n(1);n(2);n(3);n(4)] Initial Values [ Feedbak Taps [ T [Clocks|
1,2,3,5 11101111110 11110110100 477 | 483
1,2,3,5 11010101101 11110110100 477 | 481
1,235, 10101001001 11110111011 477 | 480
1,2,3,5 11111101111 11110111110 477 | 483
1,2,3,5, 1 0101010100 11111011011 477 | 484
2,3,57 1001011110110011011 1101110110001002643 2647
2,3,57 1110101101001001111 1011010011010102643 2649
2,3,57 10 10010001001000111 1101111011110002643 2647

occur. Thus, we have M (128, p) - T := 8;824 3504 223:07 (seeappendix B for
details).

With ead clock t, we get a new equation in the bits of the secretkey. If
we have at least M (128; p) linearly independert equations,x” can be recovered
by solving the systemof linear equations. Using Strassen'salgorithm, the secret
key can be recoveredwith work - 7¢T°927 1/, 267:58  The memory complexity is
more or lessthe size of the matrix which is about 246:14,

Obviously, to get enough linearly independert equations, we have to clock
at least M (128; p) times. The question is whether we have to clock more often.
Until now, there is no satisfying answer to this question. Our assumptionis that
approximately T clocks should be enough,meaningthat about 223:%7 key stream
bits would be sutcient to mount the attack. We did some simulations for the
samecryptosystem but with shorter LFSRs. The results can be seenin Table 1.
Each time, the initial values of the LFSRs were successfullyreconstructed. In
all casesthe number of clocks neededto reconstruct the secretkey was close(or
evenequal)to T + 3.1

Of course,a lower degreed would decreasehe value of T and therefore allow
a better attack. Applying our algorithm shawved the non-existenceof nontrivial
relations of degreed = 3forr = 4andr = 5. Nevertheless,lower degreerelations
for r > 5 may exist.

It isimportant to mertion that in the Bluetooth encryption systemthe secret
key is changedafter 2745 clocks. Therefore, we will never get enoughequations
in pratice. Note that the best published attack against the Ey was proposedby
Krause (2002) with time and memory e®ort of ¥4 277, given only 128 known key
stream bits. The attack by Fluhrer and Lucks (2001) needsabout 273 operations
if 243 bits are available. The memory neededis very small: about 10638bits.

Recerily, Courtois developed an improved version of algebraic attacks: fast
algebraic attacks (Courtois (2003)). They allow an even better attack on the E
keystream generator. The estimation is that about 2*° operations are enough.

1 As we need 4 succesie clocks to produce one equation the number of clocks needed
isat leastT + 3
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Wewant to point out oneremarkable fact. The output function waschosento
belinear in onememory bit to achieve maximum correlation immunity. The same
attribute madeit possibleto eliminate the samememory bit in our relation. This
may be a hint that sometradeo® between correlation immunity of the output
function and resistanceagainst algebraic attacks exists.

5 Discussion

We have seenthat for all (k;|)-combiners, nontrivial relations of degreeat most
dk(I + 1)=2e exist. This fact extendsthe attacks described by Courtois and Meier
(2003) to combiners with memory. In consequencegad combiner is vulnerable
againstalgebraicattacks if the length of the secretkey n is large enough.E.g., for
the Eq keystreamgeneratorthis is the casefor n , 142.A (k;1)-combiner should
be designedin sudh a way that an algebraic attack never becomesfaster than
exhaustive key-seart). For this purpose,it should be chedked if the automaton
induces nontrivial degreed relations for critical values of d. This can be done
by applying the algorithm FindR elation preseried in this paper, at least for a
reasonableset of clocks.

The analysis of the Ey generator shows that it may be dangerousto use
a linear output function, since this may help replacing the memory bits and
deriving nontrivial low-degreerelations. It turns out that a nontrivial relation
of degree4 exists. This makesit possibleto recover the secretkey by solving a
system of linear equationsin at most 22397 unknowns.

Algebraic attacks work successfullyonly for LFSR-basedstream cipherswhich
are oblivious in the sensethat the attacker always knows which bit of the
keystream dependson which bits of the internal bitstream. It would be interest-
ing to know if similar attacks can also be applied to non-oblivious ciphers like
the A5 generator or the shrinking generator.
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A The Equations for qi+; and pi+1

In this sectionwe prove the correctnessof equations(17) resp. (18) for g'** resp.
p'*! . Let us recall the equation for ct*1

¢t = (d*ip i p) (23)
— (Si+1 ©qt©pti l;S(t)+1 ©pt©qti l©pti l;qt;pt) (24)
where 1 t : t t °
X;+ X5+ X5+ Xz + 2¢q +
St = (SL,;S0,)= 27 %2T%s : 4 a+p (25)
Let fo resp.f1 be the two boolean functions for which the equations
Sk = fi(xiixgixgixiid ) (26)

hold for i 2 f0;1g. fo and f, can be found with the help of computers. If we
write down fo and f; in algebraic normal form, we get

fq
fo

Ya(t) © Ya(t)p' © Ya(t)d © ¥4 (t)p'q' (27)
Yp(t) © Ya(t)p' © ¢ (28)

Seesection 4 for the de nition of Y% (t). In table 2, fo and f; are evaluated for
all possibleinputs and comparedwith S;.; . It is easyto seethat o and fy ful'll



174 F. Armknecht, M. Krause

the requiremerts. Together with (24), we get the following expressionsfor gt*!
and pt*?

d* = S od op't! (29)
= Ya(t) © Ya(t)p' © Ya(t)d © Ya(t)p'd © g © pti * (30)
p*t =8k opoditopt! (31)
=%t ovtp ©doqi teop opi!t (32)

B The Num ber of Terms

In this section,we estimate the maximum number T of di®erert monomialsin the
algebraic attack against the Eq crypto system.With ead clock t the following
equation is produced

0=102,102 02+ ©zy
OY%(t) &(ztzt+2 © 2124+1 © 212t 1© 24, 1© 2441 © 42 © 1)
©Ys(t) ¢(1© Zt; 102 © 741 ©Zt42 ) © Ya(t)zy © Yu(t)
O©v(ti 1)O%a(ti 1)Ya(t)(1©z)O©Ya(ti 1)¥a(t)
OV (t+ 1)zi+1 ©Ya(t + 1)Ya(t)zi+1 (1© 2t) © Ya(t + 1)%p(t) i
OYa(t + 1) © Va(t + 1)Ya(t)(1 © ) © Ya(t + 1)a(t)
OVa(t + 2) © Ya(t + 2)Ya(t)(1 © 2) © Ya(t + 2)¥a(t):

As we can see,every occurring term hasto be one of the following types

a;b;c;d; ab;ac;ad; bc;bd:cd;abc;acd;abd;bcd;:abcd;aa%bc;aa’d; aa%d:;
bifac; bfcd; bPad; cab;cad; cbd;dd’ab;dd%c; dd%bc;aa®blf: aa’c:
aa%dd® bfc® bi¥dd® cdd® aah;aa’; aa’d; bPa; bic; bid; ca; cb;
cdd; dd%; dd%;dd’; aa® b c® dd°

terms for ead type is preseried depending on the length ny, ny, ngz, and n4 of
the four LFSRs. In addition, we give for eat type one product in which it can
occur. Note that someterms may occur in other products too?. Of course,these
typeshave to be cournted only once.The sumis the number of possibleterms T.
In Eg, the lengthsaren; = 25,n, = 31,n3 = 33andns = 39,s0T = 8;824 350,
which is approximately 22307,

2 For example, a term of type abccan occur in ¥4 (t)%(t% and in Y (t)¥ (%)
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Table 2. fo and f1 evaluated for all possibleinputs and compared with S;+1

[a[b [o[di [Qc[Pu[[Sta [f1]fo]

[a[b o [d[QufP[[S [fa]fo]

Old|[dHO|dA|d0OI0O|dA|dO0O|d0O0O|d|dA|d0O|IO|d1OO|H|H|O|O|H|O|O ||
OCO0OO0O|HOO|HA|HOCO|IO|H|HO|d || |0 O || |O ||| O || | | | [ |
Ol |N|H | N|N|H A NN "dNNM|d~"dNN—=TNNM—=EHNNMNNNMM
OodOoOdO0O|HOdOdH|O|dO|H|0O|dO||0|d 0| |0|d|0O|d|0O|d O |
OO0dHdO0O(d|dH|OO|d|d|O|O0O|H|dH|O|0O|H|H|OO|dH|H|O|O|d|H|0O|O ||
OO0 O|HAdAdA|dA|CO0O0OIO ||| |H|O0O 0|0 | ||| |O|O O |O | |||
OO0 0C0O0CI0|I0|(dHd|d|d || |d || |O O |0 |0 |00 |0 |0 ||| ||| ||
OO0 OC0O|IC|IC0CI0IC|I0C|0 (0|0 || ||| [ [ | | | [ [ | [ [ |
e N e R R R R R N B e R R B R R B e B e R A R R A R R N B R e R B |
Oo0odHdld0OdAdCO0OdAdO|dA|d0OI0OI0O|d|dH|O||[d0O|0O|d|d|O|O|d |0 O |
OO0 OC0O0CO|HOIOIO(H1OIOdHIOIO|IO|H OO || OO || O |||
OO |H|H|O ||+ |N|O || [N || [N |N|O [ [~ [N | [~ [N N | |~ [N [N [N [N |
OHodOoOdO|HOdOdO|dO|+H|O|dO||0O|d0O|H|0|d0O|d|0O|d O |
OO0dH|d|O0O(d|d|OO|d|d|O|O|H|H|OO|H|H|OO|d|H|O|O|d|dH|O|O ||
O 0OO0OO|HAHdAHA|IH|IOCOIO0OIO|H|d|Hd|H|O0O0O|O | ||| |O|O|O|O || ||
OO0 0OC0O0CI0C|I0|(dHd|d|dA|Hd|d|d || |O O |0 |0 |0 0|0 |0 ||| ||| |
OO0 OO0 IC|IC|I00 |0 || ||| | A | | | [ [ | [ [ |
o000 0O0O|0O|I0O0O0O0O|I0O0O0O0O0O0O0O|I0O|O0O0O|0O|IO|O|O|O|O|O|O|O
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Table 3. All possibleterms and their number depending on n;

type ‘ occur in ‘ number
a,b;c;d Ya(t) ni+ N2+ ns+ ng
ab;ac;ad; bc;bd;cd Yp(t) ni(nz + Nz + ng) + n2(n3 + N4) + N3ny
abc;acd;abd;bcd Ya(t) Nni(Nz2Nns + N2ng + N3nNg) + NaN3Ng
abcd Ya(t) NinNznNzng
aa’ b cc®dd® | va(t) ¢va(t9 foinini 1)

aa’h;aa’c; aa’

Ya(t) ¢%(t9

Ini(nii 1)(Nz2 + N3+ n4)

bifa; bc; btfd

Ya(t) ¢¥(t9

Ina(nz i 1)(N1+ N3+ ng)

cc’a; cc’b;cc’d

Ya(t) ¢¥(t9

3n3(nz i 1)(n1+ Ny + ng)

dd%; dd%:;dd’

Ya(t) ¢¥(t9

Ina(nai 1)(n1+ N2+ ng)

aa’bc;aa’d; aa’hd

Yp(t) ¢¥ (19

Ini(n1j 1)(N2ns + Nz2ns + N3ng)

bfac; bfcd; bfad

Yp(t) ¢¥(t9

In2(nz2 i 1)(N1ns + Ning + N3ng)

ccab;cc’ad; c’bd

Ya(t) 6% (t°)

Ins(ns i 1)(N1nz + Ning+ N2ng)

dd%ab;dd’ac; dd’bc

Ya(t) 6% (t°)

Ina(na 1)(ngn2 + n1ns + nzn3)

aa’vt: aa’cc®; aa’dd®

Ya(t) 6% (t°)

LI v
Ini(nii 1) %, Ini(nii 1)

b, bidd®

Ya(t) 6% (t°)

Ina(nzi Dns(nzi 1)+ na(nai 1)

cc’dd®

Ya(t) 6% (t°)

Ins(nzi Lna(nsi 1)




