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Abstract. This paper addressesthe problem of designing practical pro-
tocols for proving properties about encrypted data. To this end, it
presents a variant of the new public key encryption of Cramer and Shoup
basedon Paillier's decision composite residuosity assumption, along with
e±cient proto cols for veri¯able encryption and decryption of discrete log-
arithms (and more generally, of representations with respect to multiple
bases). This is the ¯rst veri¯able encryption system that provides cho-
sen ciphertext security and avoids ine±cien t cut-and-chooseproofs. The
presented proto cols have numerous applications, including key escrow,
optimistic fair exchange, publicly veri¯able secret and signature sharing,
universally composable commitments, group signatures, and con¯rmer
signatures.

1 In tro duction

This paper concernsitself with the generalproblem of proving properties about
encrypted data. In the caseof public-key encryption, which is the setting in which
we are interestedhere, there are two parties who are in a position to prove some
property to another party about an encrypted message| namely, the party
who created the ciphertext, and the party who holds the secretkey. A protocol
in which the encryptor is the prover is a veri¯able encryption protocol, while a
protocol in which the prover is the decryptor is a veri¯able decryption protocol.

For example, supposea party T has a public key/secret key pair (PK; SK)
for a public key encryption scheme. Party A might encrypt, using T's public
PK, a secretmessagem that satis¯es a publicly-de¯ned property µ, and give the
resulting ciphertext Ã to another party B . The latter party might demand that
A prove that Ã is an encryption of a messagesatisfying property µ. Ideally, the
proof shouldbe \zero knowledge," sothat no unnecessaryinformation about m is
leaked to B aspart of the proof. Another party B 0 might obtain the ciphertext Ã,
and may requestthat T prove or disprove that Ã decrypts under SK to a message
m satisfying a publicly-de¯ned property µ0; a special caseof this would be the
situation whereT simply givesm to B , and provesto B that the decryption was
performed correctly. Again, ideally, the proof should be \zero knowledge."

Now, if oneexpectsto obtain reasonablypractical protocolsfor this problem,
it seemsnecessaryto restrict the type of properties that protocols should work
with. In this paper, we consideronly properties related to the discrete logarithm
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problem. The messagem encrypted by A above is the discrete logarithm of an
element ± with respect to a base° , and A proves to B that Ã is an encryption
log° ± under T 's public key PK. Here, the common inputs to A and B in the
proof protocol are PK, Ã, ±, and ° . Similarly, when a party B 0 presents Ã to
T for decryption, T may state and prove whether or nor Ã decrypts to log° ±,
or alternativ ely, T may give the decryption of Ã to B 0, and simply prove that
the decryption wasperformedcorrectly. We alsoconsiderthe obvious generaliza-
tions from discrete logarithms to representations with respect to several bases
| i.e., proving that a ciphertext is an encryption of (m1; : : : ; mk ) such that
± = ° m 1

1 ¢¢¢° m k
k .

Although the restriction to properties related to the discrete logarithm prob-
lem may seemexcessive, it turns out (as we discussin somedetail below) that
protocolsfor proving such properties havemany usefulapplications in cryptogra-
phy, including key escrow, optimistic fair exchange,publicly veri¯able secretand
signature sharing, universally composablecommitments, group signatures, and
con¯rmer signatures. One reasonwhy this restriction is not really so excessive
is becausein the past few years, e±cient protocols for proving numerousprop-
erties about committed values| using Pedersen'scommitment scheme[Ped92]
and generalizations to groups of unknown order | have been developed (c.f.,
[FO97,DF02,Bou00]); by using our scheme for veri¯able encryption of a repre-
sentation (i.e., an opening of a commitment), we immediately get corresponding
protocols for proving properties about encrypted values.

The contribution of this paper is to present and analyze an e±cient public-
key encryption scheme,together with a suite of proof protocolsfor the properties
related to the discretelogarithm problem outlined above. The encryption scheme
is a variant of the new public key encryption of Cramer and Shoup based on
Paillier's decision composite residuosity assumption, suitably modi¯ed so as to
support our proof protocols.The proof protocolsare all of the usual, three move
\ § -protocol" type, satisfying the usual, and very strong conditions of special
honest veri¯er zero knowledge and special soundness.We note that any such
protocol can be easily and e±ciently converted into a \real" zero knowledge
protocol using well known techniques, e.g., [Dam00]. Our system for veri¯able
encryption of discrete logarithms is the ¯rst one that provides chosenciphertext
security and avoids ine±cient cut-and-chooseproofs. It is also the ¯rst practical
system for veri¯able decryption of discrete logarithms.

Although our protocolsdo not rely on the random oracleheuristic, we hasten
to point out that even allowing this heuristic, our protocols are much more
e±cient than previously known protocols for theseproblems.

1.1 Applications

In this section,weoutline someof the numerousapplications of veri¯able encryp-
tion and decryption of discrete logarithms and representations. For all of them
our protocols, used together with the existing solutions, yields more e±cient
solutions or adds security to chosenciphertext attacks.
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Key escrow. Party A may encrypt its own secretkey for an asymmetric cryp-
tographic primitiv e under the public key of a trusted third party T, and present
to a secondparty B the ciphertext Ã and a proof that Ã is indeedan encryption
of it's secretkey. This problem areahasattracted a good deal of attention, with
speci¯c schemesbeing proposedin [Sta96,BG96,YY98,ASW00,PS00].

Now, if A's secret key is, say, a key for a discrete log based scheme, such
as Schnorr or DSS signaturesor ElGamal encryption, we can useour veri¯able
encryption protocol directly. We note that for this and other applications, it is
important to be able to bind somepublic data, called a label, to the ciphertext at
both encryption and decryption time. In this application, userA would attach a
label to Ã that indicates the conditions under which Ã should be decrypted, e.g.,
A's identit y and perhapsand expiration date. The de¯nition of chosenciphertext
security ensuresthat decrypting a ciphertext under any label di®erent from the
label used to create the ciphertext reveals no information about the original
encrypted message.

Even though T is \trusted," it might be nice to minimize the trust we need
to place in T. To this end, veri¯able decryption comesin handy | we can force
T to prove that it performed the decryption operation correctly. Of course,this
doesnot prevent T from misbehaving in other ways, such as divulging a secret
key to an unauthorized party.

If A's secretkey is for a factoring basedscheme,onecan still useour protocol
for veri¯able encryption of a representation. One can use Pedersen'scommit-
ment scheme to commit to some quantit y related to the secret key, and then
use an appropriate protocol to prove that the committed value is indeed the
right one, together with our protocol to prove that the encryption contains an
opening of the commitment. The quantit y committed to could be the factor-
ization of an RSA modulus, the decryption exponent of an RSA scheme,or an
appropriate root in a Guillou-Quisquater scheme | there are (not too terri-
bly ine±cient) protocols for proving that a committed value is of such a form
[FO97,CM99a,DF02,PS00,Bou00].

Optimistic fair exchange. Two parties A and B want to exchange some
valuable digital data (e.g., signatures on a contract, e-cash),but in a fair way:
either each party obtains the other's data, or neither party does. One way to
do this is by employing a trusted third party T, but, for the sake of e±ciency,
with T only involved in crisis situations. One approach to this problem is to
have both parties veri¯ably encrypt to each other their data under T 's pub-
lic key, and only then do they reveal their data to each other | if one party
backs out unexpectedly, the other can go to T to obtain the required data. The
general problem of optimistic fair exchange has been extensively studied, c.f.,
[ASW97,BDM98,BP90,Mic,ASW00], while the solution using veri¯able encryp-
tion was studied in detail in [ASW00].

Our schemefor veri¯able encryption may beuseddirectly to e±ciently imple-
ment the fair exchangeof Schnorr or DSS signatures. As outlined in [ASW00],
if the public key of the Schnorr signature scheme consists of the base ° and
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the group element ® = ° x , and A has a signature on a messagem of the form
(¯ ; c;s), where ¯ = ° r , c = H (¯ ; m), s = r + xc mod ½, and ½is the group size,
then A gives to B the triple (¯ ; c;±), where ± = ° s, along with an encryption Ã
of s under T 's public key, and proves to B that Ã is an encryption of log° ±. In
addition to checking the proof that Ã is a correct encryption of log° ±, B also
checks that ± = ¯ ° c; with these checks, B can be sure that if the need arises,
Ã can be decrypted so as to obtain a signature on m. As argued in [ASW00],
this technique of reducing a signature to a discrete logarithm doesnot make it
any easierfor anyone to forge a signature. Moreover, as discussedin [ASW00],
similar techniquescan be usedto facilitate the fair exchangeof other items, such
as electronic cash.

As in the escrow application, the label mechanism plays a crucial role here,
helping to enforcethe logic of the exchangeprotocol, and a veri¯able decryption
protocol may be usedto hold T 's feet to the ¯re.

Publicly veri¯able secret sharing and signature sharing. Stadler [Sta96]
intro duced the notion of publicly veri¯able secret sharing. Here, one party, the
dealer,sharesa secretwith several proxies P1; : : : ; Pn , in such a way that a third
party (other than the dealerand the proxies) canverify that the sharingwasdone
correctly. This can be done quite simply by sharing the secret using Shamir's
secretsharing scheme:the dealer encrypts Pi 's shareunder Pi 's public key, and
givesto the third party commitments to theseshares,alongwith commitments to
the coe±cients of the blinding polynomial, and all of the ciphertexts, and proves
to to the third party that the ciphertexts encrypt openingsof the commitments to
the shares.Sincethe openingsto the commitments are just discrete logarithms,
veri¯able encryption of discrete logarithms is just the right tool.

Using the notion discussedabove above for reducing a signature to a discrete
logarithm, one can easily implement a (publicly) veri¯able signature sharing
scheme[FR95,CG98] for Schnorr and DSS signatures.

Thesetwo applications of veri¯able encryption were discussedin [CD00].

Univ ersally comp osable commitmen ts. The notion of universally compos-
able (UC) commitments, intro duced by Canetti and Fischlin [CF01], is a very
strong notion of security for a commitment scheme. It basically says that com-
mitments in the real world acts like commitments in an ideal world in which,
when a party A commits to a value x to a party B , A presents x to an ideal-
ized trusted party T (that doesnot exist in the real world), and when A opens
the commitment, T givesx to B . In the ideal world, no information about x is
revealed to B prior to opening, and A is forced to ¯x the value committed to
when the commitment protocol runs.

This notion of security is so strong, in fact, that it can only be realized
in the common reference string (CRS) model, where all parties have accessto
a string that was generated by a trusted party according to some prescribed
distribution. In the CRS model, the simulator S in the ideal world is given the
privilege of generating the common referencestring, and so S may know some
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\side information" related to the common referencestring that is not available
to anyone in the real world.

Veri¯able encryption of a representation may be usedto implement UC com-
mitments in the CRS model, as follows. The CRS consistsof a public key for the
encryption scheme, along with bases° 1 and ° 2 for somesuitable group. When
A commits a value x to B , he createsa Pedersencommitment C = ° x

1 ° r
2 , and

an encryption Ã of the representation (x; r ) of C with respect to (° 1; ° 2). A then
gives (C; Ã) to B , and proves to B that Ã indeed decrypts to a representation
of C. In order to satisfy the de¯nition of security for UC commitments, and
in particular, to prevent \man in the middle attacks," a label containing A's
identit y should be attached to Ã.

The reasonthis is secureis that the simulator S in the CRS model knows
the secret key to the encryption scheme, which allows him to \extract" values
committed by corrupted parties, and S knows the discrete logarithm of ° 2 with
respect to ° 1, which allows him to \equivocate" values committed by honest
parties. The proof that Ã is an encryption of a representation C ensuresthat
the value extracted by the simulator at commitment time agreeswith the value
revealedat opening time.

The details of this construction and security proof are the subject of a forth-
coming paper.

Con¯rmer signatures. In a con¯rmer signature scheme,a notion intro duced
in [Cha94], a party A createsan \opaque signature" Ã on a messagem, which
cannot be veri¯ed by any other party except a designatedtrusted third party T,
who may either con¯rm or deny the validit y of the signature to another party
B . Under appropriate circumstances,T may also convert Ã into an ordinary
signature, which may then be veri¯ed by anybody. Additionally , the party A
may prove the validit y of an opaque signature Ã to a party B , at the time
that A createsand gives Ã to B . As described in [CM00], one may implement
con¯rmer signatures as follows: A creates an ordinary signature ¾ on m, and
encrypts ¾under T 's public key. Using veri¯able encryption, A may prove to B
that the resulting ciphertext Ã indeedencrypts a valid signature on m, and using
veri¯able decryption, T may con¯rm or deny the validit y of Ã, or alternativ ely,
just decrypt Ã, thus converting it to the ordinary signature ¾. To implement
this idea for Schnorr signatures, one again usesthe idea outlined in above for
reducing signaturesto discrete logarithms. The details of all this are the subject
of a forthcoming paper.

Group signatures and anon ymous creden tials. In a group signature
scheme (see [ACJT00,KP98,CD00]), when a user joins a group (whose mem-
bership is controlled by a special party, called the group manager), the usermay
sign messageson behalf of the group, without revealing his individual identit y;
however, under appropriate circumstances, the identit y of the individual who
actually signed a particular messagemay be revealed (using a special party,



Practical Veri¯able Encryption of Discrete Logs 131

called the anonymity revocation manager, which may be distinct from the group
manager).

Without going into too many details, veri¯able encryption may be used in
the following way as a component in such a system. When a group member
signs a message,he encrypts enough information under the public key of the
anonymit y revocation manager,so that later, if the identit y of the signer needs
to be revealed,this information can be decrypted. To prove that this information
correctly identi¯es the signer,he makesa Pedersencommitment to this informa-
tion, proves that the committed value identi¯es the user, encrypts the opening
of the commitment, and provesthat the ciphertext decrypts to an opening of the
commitment. To turn this into a signature scheme,onemust usethe Fiat-Shamir
heuristic [FS87] to make it non-interactive (the interactive version is called an
identity escrow scheme).

Although onecan implement group signatureswithout it, by using veri¯able
encryption, one can build a more modular system, in which the group manager
and anonymit y managerare separateentities with independently generatedpub-
lic keys. As pointed out in [KP97,CM99b,ASW00] such separability in system
design is highly desirable in practice. Veri¯able decryption can be usedboth to
ensure the correct behavior of the anonymit y revocation manager (preventing
it from \framing" innocent users), and to allow even more ¯ne-grained control
of anonymit y revocation: instead of simply revealing the identit y of a particular
signer, the anonymit y revocation managercan state (and prove) whether or not
a particular signature was generatedby a particular user.

Credential systems [Cha85,CL01] are a generalization of group signatures
that allow usersto show credentials to various organizations,and obtain newcre-
dentials, without revealing their identit y, exceptthrough the useof an anonymit y
revocation manager. Veri¯able encryption can be used as a component in such
systems in a manner similar to that described above for group signatures. In
fact, our veri¯able encryption scheme is used in a protot ype credential system
developed at IBM called IDEMIX [CVH02].

1.2 Previous work and further discussion

In all applications mentioned in x1.1, it is essential that the underlying encryp-
tion schemeprovide security against chosenciphertext attacks. As pointed out in
[ASW00], the earlier work on veri¯able encryption in [Sta96,BG96,YY98] over-
looked this fact, as does[PS00].

Our encryption scheme and proof protocols are quite e±cient. In par-
ticular, the proof protocols are conventional \ § -protocols," rather than
the generally more expensive \cut and choose" protocols, such as in
[Sta96,BG96,YY98,ASW00], that have been previously designedfor the prob-
lem of veri¯able encryption. Moreover, our veri¯able encryption schemeactually
producesa proof that a given ciphertext is correct, as opposedto the paradigm
followed in [Sta96,BG96,YY98,ASW00], which intertwines the processof en-
crypting and proving, so that the entire transcript of the proof must be retained
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by the veri¯er in lieu of a (short) ciphertext. Additionally , the combined encrypt-
ing/pro ving paradigm makesit much harder to incorporate any type of veri¯able
decryption protocol.

Our veri¯able decryption protocols are the ¯rst practical schemesof their
kind.

Unlike, e.g., the schemesin [Sta96,YY98], we do not require that all usersof
the system work with the samealgebraic group | in our system, there are no
\double decker" discrete logarithms, and the encryption keysmay be usedwith
any group or groups, provided certain reasonablesizerestrictions are met.

To give the readera rough idea of the complexity of of our protocols,consider
a setting in which the discrete logarithms being encrypted are with respect to an
element of order ½, where½is, say, around `0 ¼ 160bits. For such a ½, it su±cesto
work with a modulus n of around ` ¼ 1024bits for the Paillier encryption scheme.
Counting just squarings,which are all that matter asymptotically, and ignoring
lower order terms, the encryption algorithm takes3` squaringsmod n2, and the
decryption algorithm takes 5` squarings mod n2. For the veri¯able encryption
protocol, the prover performs 2` squarings mod n, 3` squarings mod n2, and
`0 squarings in the underlying group; the veri¯er performs 3` squarings mod
n2, ` squaringsmod n, and `0 squaringsin the group. The veri¯able decryption
protocols are several times slower than this. For representations with respect to
several bases,the complexity of the encryption and decryption algorithms, and
the corresponding proof protocols, grows linearly in the number of bases,as one
would expect.

Our decryption procedurecan be implemented asa thresholddecryption pro-
tocol. This allows oneto minimize the trust placedin the decryptor, and in some
applications this may be a preferablealternativ e to veri¯able decryption.

2 Preliminaries

2.1 Notation

For a real number a, bac denotes the largest integer b · a, dae the smallest
integer b ¸ a, and dac the largest integer b · a + 1=2. For positive real numbers
a and b, [a] denotesthe set f 0; : : : ; bac ¡ 1g and [a;b] the set fbac; : : : ; bbcg, and
[¡ a;b] the set f¡b ac; : : : ; bbcg.

Let a, b, and c be integers,with b > 0. Then c = a mod b denotesa ¡ ba=bcb
(and we have 0 · c < b), and c = a remb denotes a ¡ da=bcb (and we have
¡ b=2 · c < b=2).

2.2 § -proto cols

A § -protocol [Cra96] is a protocol between a prover and a veri¯er, where y is
their commoninput and x is the prover's additional input, which consistsof three
moves:in the ¯rst move the prover sendsthe veri¯er a \commitmen t" messaget,
in the secondmove the veri¯er sendsthe prover a random \challenge" message
c, and in the third move the prover sendsthe veri¯er a \response" messages.
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Such a protocol is special honest veri¯er zero knowledge if there exists a
simulator that, on input (y; c), outputs (t; s) such that the distribution of the
triple (t; c;s) is is indistinguishable from that of an actual conversation, con-
ditioned on the event that the veri¯er's challenge is c. This property implies
(ordinary) honest veri¯er zero knowledge, and also allows the protocol to be
easily and e±ciently transformed into one that satis¯es much stronger notions
of zero knowledge.

Such a protocol is said to satisfy the special soundnesscondition with respect
to a property µ if it is computationally infeasible to ¯nd two valid conversations
(t; c;s) and (t; c0; s0), with c 6= c0, unless the input y satis¯es µ. Via standard
rewinding arguments, this notion of soundnessimplies the more generalnotion
of computational soundness.

We usenotation intro ducedby Camenisch and Stadler [CS97] for the various
proofs of relations among discrete logarithms. For instance,

PKf (a;b;c) : y = gahb ^ y = gahc ^ (u · a · v)g

denotesa \ zero-knowledge Proof of Knowledgeof integers a, b, and c such that
y = gahb, y = gahc, and u · a · v holds," wherey; g; h; y; g, and h are elements
of somegroups G = hgi = hhi and G = hgi = hhi . The convention is that the
elements listed in the round brackets denote quantities the knowledgeof which
is being proved (and are in general not known to the veri¯er), while all other
parametersare known to the veri¯er. Using this notation, a proof-protocol can
be described by just pointing out its aim while hiding all details.

2.3 Secure Public-Key Encryption

We need the notion of a public-key encryption scheme secureagainst chosen
ciphertext attacks [RS92] that supports labels [Sho01]. A label is an arbitrary
bit string that is input to the encryption and decryption algorithms, specifying
the \context" in which the encryption or decryption operation is to take place.
The de¯nition of security for such a schemeis the sameasthe onewithout labels
except that now the adversary is given a target ciphertext Ã¤ and a target label
L ¤ and is then allowed to submit any queries(Ã; L ) subject to (Ã; L ) 6= (Ã¤; L ¤).

3 The Encryption Scheme

3.1 Background

Let p, q, p0, and q0 be distinct odd primes with p = 2p0+ 1 and q = 2q0+ 1, and
wherep0 and q0 are both ` bits in length. Let n = pq and n0 = p0q0. Consider the
group Z¤

n 2 and the subgroup P of Z¤
n 2 consisting of all nth powers of elements

in Z¤
n 2 .

Paillier's Decision Composite Residuosity (DCR) assumption [Pai99] is that
given only n, it is hard to distinguish random elements of Z¤

n 2 from random
elements of P.
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We can decomposeZ¤
n 2 asan internal direct product Z¤

n 2 = G n ¢G n 0 ¢G 2 ¢T ;
where each group G ¿ is a cyclic group of order ¿, and T is the subgroup of
Z¤

n 2 generated by (¡ 1 mod n2). This decomposition is unique, except for the
choiceof G 2 (there are two possiblechoices).For any x 2 Z¤

n 2 , we can expressx
uniquely as x = x(G n )x(G n 0)x(G 2)x(T ), where for each G ¿, x(G ¿) 2 G ¿, and
x(T ) 2 T .

Note that the element h = (1+ n mod n2) 2 Z¤
n 2 hasorder n, i.e., it generates

G n , and that ha = (1 + an mod n2) for 0 · a < n. Observe that P = G n 0G 2T .

3.2 The Scheme

Let ` be a system parameter. The scheme makes use of a keyed hash scheme
H that usesa key hk, chosen at random from some key space; the resulting
hash function H hk(¢) maps a triple (u; e;L ) to a number in the set [2` ]. We shall
assumethat H is collision resistant, i.e., given a randomly chosenhashkey hk, it
is computationally infeasible to ¯nd two triples (u; e;L ) 6= (u0; e0; L 0) such that
H hk(u; e;L ) = H hk(u0; e0; L 0).

Let abs : Z¤
n 2 ! Z¤

n 2 map (a mod n2), where a 2 [n2], to (n2 ¡ a mod n2)
if a > n2=2, and to (a mod n2), otherwise. Note that v2 = (abs(v))2 holds for
all v 2 Z¤

n 2 . We now describe the key generation, encryption, and decryption
algorithms of the encryption scheme.

Key Generation. Selecttwo random `-bit SophieGermain primes p0 and q0, with
p0 6= q0, and computep := (2p0+ 1), q := (2q0+ 1), n := pq, and n0 := p0q0. Choose
random x1, x2, x3 2R [n2=4], choosea random g0 2R Z¤

n 2 , compute g := (g0)2n ,
y1 := gx 1 , y2 := gx 2 , and y3 := gx 3 . Also, generatea hash key hk from the key
spaceof the hash scheme H. The public key is (hk; n; g; y1; y2; y3). The secret
key is (hk; n; x1; x2; x3).

In the rest of the paper, let h = (1 + n mod n2) 2 Z¤
n 2 , which as discussed

above, is an element of order n.

Encryption. To encrypt a messagem 2 [n] with label L 2 f 0; 1g¤ under a public
key as above, choosea random r 2 R [n=4] and computesthe ciphertext (u; e;v)
as follows.

u := gr ; e := yr
1hm ; and v := abs

³
(y2yH hk(u;e;L )

3 )r
´

:

Decryption. To decrypt a ciphertext (u; e;v) 2 Z¤
n 2 £ Z¤

n 2 £ Z¤
n 2 with label L under

a secret key as above, ¯rst check that abs(v) = v and u2(x 2 + H hk(u;e;L )x 3 ) = v2.
If this doesnot hold, then output reject and halt. Next, let t = 2¡ 1 mod n, and
compute m̂ := (e=ux 1 )2t . If m̂ is of the form hm for somem 2 [n], then output
m; otherwise, output reject.

This scheme di®ers from the DCR-based schemespresented in [CS01], be-
causein our situation, special attention must be paid to the treatment of el-
ements of order 2 in the Z¤

n 2 , as these can causesome trouble for the proof
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systemswe discussin the next sections.Becauseof thesedi®erences,the above
encryption scheme does not exactly ¯t into the general framework of [CS01],
even though the basic ideas are the same. We therefore analyze the security
of the scheme starting from ¯rst principles, rather than trying to modify their
framework.

We remark on one of the more peculiar aspects of the scheme, namely, the
role of the abs(¢) function in the encryption and decryption algorithms. If one
left this out, i.e., replacedabs(¢) by the identit y function, then the schemewould
be malleable, as (u; e;v) is an encryption of somemessagem with label L , then
so is (u; e;¡ v). This particular type of malleabilit y [ADR02,Sho01] is in fact
rather \b enign," and would be acceptable in most applications. However, we
prefer to achieve non-malleability in the strictest sense,and becausethis comes
at a marginal cost, we do so.

Theorem 1. The above schemeis secure against adaptive chosen ciphertext
attack provided the DCR assumptionholds,and provided H is collision resistant.

We refer to the full version of the paper [CS02] for the proof of Theorem 1.
Our schemecaneasilybe transformed to provide threshold decryption, where

it comesin handy that the knowledgeof the factorization of n is not required for
decryption. This allows one to reduce the trust assumption for the TTP . This
can be done either along the lines in [SG98], which requires a random oracle
security argument, or along the lines in [CG99], which does not require that
argument, but for which the decryption protocol is lesse±cient.

4 Veri¯able Encryption

4.1 De¯nitions

At a high level, a veri¯able encryption schemefor a binary relation R is a protocol
that allows a prover to convince a veri¯er that a ciphertext Ã is an encryption
under a given public key PK and label L of a value w such that (±; w) 2 R for a
given ±. Here, the common input to the prover and the veri¯er consistsof PK,
L , Ã, and ±, and the prover has as additional input the \witness" w and the
random bit string that was usedto create Ã. We shall require that the protocol
is a § -protocol that is special honest veri¯er zero knowledge,and that satis¯es
the special soundnesscondition for the property described above.

We refer the reader to the full versionof the paper [CS02] for a more detailed
de¯nition, but we brie°y mention a few subtle points that apply here, as well as
in other de¯nitions in this paper: (1) our notion of security is computational, even
to the extent that the we quantify \computationally" (rather than universally)
over the common input to the prover and veri¯er in the de¯nition of honest
veri¯er zero knowledge and special soundness;(2) we assumethat the public
key/secret key pair for the encryption scheme is generatedby a trusted party
using the appropriate key generation algorithm; (3) in de¯ning soundness,we
only require that the proof convinces the veri¯er that plaintext can be easily
transformed into a witness using somescheme-speci¯c reconstruction routine.
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4.2 The proto col

Let (hk; n; g; y1; y2; y3) be a public key of the encryption schemeprovided in x3.
Recall that the messagespaceassociated with this public key is [n].

Let ¡ be a cyclic group of order ½generatedby ° . We assumethat ° and
½are publicly known, and that ½is prime. Let W = [½] and ¢ = ¡ , and let
R = f (w; ±) 2 W £ ¢ : ° w = ±g. The \discrete logarithm" relation R is the
relation with respect to which we want to veri¯ably encrypt.

We shall of course require that n > ½ (in fact, we will make a stronger
requirement). The reconstruction routine will map a plaintext m 2 [n] to the
integer (m remn) mod ½, i.e., it computesthe balancedremainder of m modulo
n, and then computesthe least non-negative remainder of this modulo ½.

Setup. Our protocol requiresthe auxiliary parametersn, which must the product
of two safe(l + 1)-bit primes p = 2p0+ 1 and q = 2q0+ 1, and g and h, which are
two generatorsof Gn0 ½ Z¤

n , where n0 = p0q0; Gn0 is the subgroup of Z¤
n of order

n0, and l is an additional system parameter.
One may view n, g, and h as additional components of the public key of

the encryption scheme, or as system parameters generatedby a trusted party.
Depending on the setting, we may simply put n := n and g := g. In any event,
the prover should not be privy to the factorization of n.

Let k and k0 be further systemparameters,where2¡ k and 2¡ k 0
are negligible

(f 0; 1gk is the \challenge space" of the veri¯er and k0 controls the quality of
the zero-knowledge property). We require that 2k < minf p0; q0; p0; q0; ½g holds.
Finally, we require that ½< n2¡ k ¡ k 0¡ 3 holds, i.e., that log° ± \comfortably ¯ts
into an encryption."

The protocol. The common input of the prover and veri¯er is: the public key
(hk; n; g; y1; y2; y3), the augmented public key (n; g; h), a group element (±), a
ciphertext (u; e;v), and a label L . The prover has additional inputs m = log° ±

and r 2R [n=4] such that u = gr , e = yr
1hm , and v = abs((y2yH hk(u;e;L )

3 )r ).

1. The prover choosesa random s 2 R [n=4] and computes k := gm hs. The
prover sendsk to the veri¯er.

2. Then the prover and veri¯er engagein the following protocol.
(a) The prover choosesrandom r 0 2R [¡ n2k+ k 0¡ 2; n2k+ k 0¡ 2],

s0 2R [¡ n2k+ k 0¡ 2; n2k+ k 0¡ 2], and m0 2R [¡ ½2k+ k 0
; ½2k+ k 0

].
The prover computes u0 := gr 0

, e0 := yr 0

1 hm 0
, v0 := (y2yH hk(u;e;L )

3 )r 0
,

±0 := ° m 0
, and k0 := gm 0

hs0
.

The prover sendsu0, e0, v0, ±0, and k0 to the veri¯er.
(b) The veri¯er choosesa random challengec 2 R f 0; 1gk and sendsc to the

prover.
(c) The prover replies with ~r := r 0 ¡ cr, ~s := s0 ¡ cs, and ~m := m0 ¡ cm

(computed in Z).
(d) The veri¯er checks whether the relations u02 = u2cg2~r , e02 = e2cy2~r

1 h2 ~m ,
v02 = v2c(y2yH hk(u;e;L )

3 )2~r , ±0 = ±c° ~m , k0 = kcg~m h~s, and ¡ n=4 < ~m < n=4
hold. If any of them doesnot hold, the veri¯er stops and outputs 0.



Practical Veri¯able Encryption of Discrete Logs 137

3. If v = absv the veri¯er outputs 1; otherwise sheoutputs 0.

Using notation from [CS97] we denote the sub-protocol of step 2 as

PKf (r; m; s) : u2 = g2r ^ e2 = y2r
1 h2m ^ v2 = (y2yH hk(u;e;L )

3 )2r ^

± = ° m ^ k = gm hs ^ ¡ n=2 < m < n=2g :

Theorem 2. Under the strong RSA assumption, the abovesystemis a veri¯able
encryption scheme.

We refer to the full version of the paper [CS02] for the proof of Theorem 2.

4.3 Extensions

It is straightforward to extend the above veri¯able encryption schemeto a veri-
¯able encryption schemethat encrypts a representation of a group element with
respect to several bases.Further, all of theseprotocols can be easily adapted to
the casewhere the order of the group ¡ is not known, i.e., a subgroup of of Z¤

N
for an RSA-modulus N , provided the order is not divisible by any small primes.

5 Pro ving the Inequalit y of Discrete Logarithms

Our protocol for veri¯able decryption (below) requires that one party provesto
another party whether or not two discrete logarithms are equal, where one of
the discrete logarithms might not be known to the prover (that is, in the case
the discrete logarithms are not equal). There are well-known, e±cient, special
honest-veri¯er zero-knowledgeproof systemsfor proving that two discrete loga-
rithms are equal (see[CP93]), so we focus on the problem of proving that two
discrete logarithms are unequal.We discussan e±cient protocol for this problem
separately as it is of independent interest and as the algebraic setting here is
simpler than the one in the next section.

Let G = hgi bea group of prime order q. The prover and veri¯er havecommon
inputs g; h; y; z 2 G, where g and h are generators for G, and logg y 6= logh z.
The prover has the additional input x = logg y. The prover and veri¯er then
engagein the following protocol.

1. The prover choosesr 2 R Zq, computes the auxiliary commitment C =
(hx =z)r , and sendsC to the veri¯er.

2. The prover executesthe protocol denoted PKf (®; ¯ ) : C = h®
¡

1
z

¢̄
^ 1 =

g®
¡

1
y

¢̄
g with the veri¯er.

3. The veri¯er accepts if it accepts in step 2, and if C 6= 1; otherwise, the
veri¯er rejects.

Theorem 3. The above protocol is a special honest-veri¯er proof system for
proving that satis¯es the special soundnesscondition for the property logg y 6=
logh z.
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We refer to the full version of this paper [CS02] for the proof of Theorem 3.
Let us discuss related work. Independently of our work, Bresson and

Stern [BS02] provide a protocol to prove that two discrete logarithms are not
equal that is similar to ours. However, their protocol is about a factor of two less
e±cient than ours and is only computationally sound. We ¯nally note that the
(e±cient) protocol proposedby Michelsand Stadler [MS98] to prove whether or
not two discrete logarithms are equal is not zero-knowledge becauseit reveals
the value hx .

6 Veri¯able Decryption

In this sectionwe provide a protocol that allows the decryptor to prove that she
decrypted correctly. In particular, we provide a protocol that allows the decryp-
tor to prove whether or not a given ciphertext decrypts to a given plaintext. We
then extend the protocol to one for proving whether or not a given ciphertext
decrypts to the discrete logarithm of a given group element.

6.1 De¯nition of Veri¯able Decryption

At a high level, a veri¯able decryption scheme for a binary relation R is a
protocol that allows a prover to convince a veri¯er whether or not a ciphertext
Ã is an encryption under a given public key PK and label L of a value w such
that (±; w) 2 R for a given ±. Here, the common input to the prover and the
veri¯er consistsof PK, L , Ã, and ±, and the prover has as additional input the
\witness" w and the secret key SK corresponding to PK. We shall require that
the protocol is a § -protocol that is special honest veri¯er zero knowledge,and
that satis¯es the special soundnesscondition for the property described above.

We refer the reader to the full versionof the paper [CS02] for a more detailed
de¯nition, but that as for veri¯able encryption, the statement being proved (or
disproved) is whether the plaintext reconstructs to a witness using the speci¯ed
reconstruction routine. We also point out that sincethe prover tells whether or
not the given condition holds, the zero-knowledgesimulator must be given this
one bit of information as well.

6.2 Veri¯able Decryption of a Matc hing Plain text

Wegive a protocol for the decryptor to provewhether or not a ciphertext (u; e;v)
decrypts to a messagem with label L , i.e., using this protocol shecan show that
shedid correctly decrypt. This is a special caseof veri¯able decryption in which
the relation R is equality and the reconstruction routine is the identit y function.

For our encryption schemein x3, this proof corresponds to proving whether
or not the two equations

u2(x 2 + H hk(u;e;L )x 3 ) =v2 = 1 and (e=ux 1 )2=h2m = 1 (1)
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hold (assuming that the public test abs(v) = v is satis¯ed). If the ciphertext is
invalid, one or both of the two statements do not hold. If the ciphertext is valid
but decrypts to another message,the ¯rst statements holds but the secondone
doesnot.

Proving that both of theseequationshold is a fairly straightforward applica-
tion of known techniques.

To prove that at least one of the equations does not hold, we can use the
\pro of of partial knowledge" technique of [CDS94], combined with the technique
developed in x5. However, becausein the present setting the group hasnon-prime
order we can not prove the relationship among the secretsin the sameway as
in x5 and, more importantly , the resulting protocol would not be zero-knowledge.
The former problem can be solved using an auxiliary group Gn0 ½ Z¤

n as we did
in x4. We considerthe latter problem. Depending on the valuesof the secretkeys
x1, x2, and x3, the left hand sidesof the equations (1), and thus the auxiliary
commitments to be provided in the protocol, lie in di®erent (sub-)groups, i.e.,
in G n , G n 0, or G n G n 0. As the simulator does to know the valuesof x1; : : : ; x3,
it can not simulate these auxiliary commitments. We solve this problem using
the fact that for all elements a 2 G n G n 0 we have a 6= 1 , (an 2 G n 0 ^ an 6=
1) _ (a 2 G n ^ a 6= 1): Thus, to prove that (at least) one of the equations (1)
doesnot hold, we prove that either

³ u2(x 2 + H hk(u;e;L )x 3 )

v2

´ n
6= 1 (2)

or
³ u2(x 2 + H hk(u;e;L )x 3 )

v2

´ n
= 1 and

u2(x 2 + H hk(u;e;L )x 3 )

v2 6= 1 (3)
or

³ (e=ux 1 )2

h2m

´ n
= (e=ux 1 )2n 6= 1 (4)

or
³ (e=ux 1 )2

h2m

´ n
= 1 and

(e=ux 1 )2

h2m 6= 1 (5)

holds. Now, whenever one of the four casesapplies it is always well de¯ned in
which group the left-hand sides of the inequalities lie and we can apply the
ideas underlying the protocol in Section 5. We remark that the casewhere the
Statements (2-4) are falsebut the Statement (5) is true corresponds to the case,
where the ciphertexts is a valid encryption of a messagedi®erent from m.

We are now ready to describe the protocol betweenthe decryptor and a ver-
i¯er. Their common input is

¡
(hk; n; g; y1; y2; y3); (n; g; h); (u; e;v); m; L

¢
and the

additional input to the decryptor is (x1; x2; x3). The triple (n; g; h) is an auxil-
iary parameter as in x4.2. (As we assumehere that n is generatedby a trusted
party aswell, i.e., that the decryptor is not provided with n's factorization; also,
n and n could be identical.) In the following description we assumethat all the
messagesthe prover sendsto the veri¯er prior to the execution of one of the
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possible PK protocols will in fact be bundled with the ¯rst messageof that
PK protocol. Here we provide the proof-protocols only by high-level notation;
deriving the actual protocols is easily derived from it.

1. If m 62[n] or the ciphertext is malformed, (e.g., if v 6= abs(v)), the veri¯er
outputs ¡ 1, and the protocol stops.

2. If (u; e;v) is a valid ciphertext with label L and decrypts to m, the decryptor
sends1 to the veri¯er, and then engagesin the protocol denoted

PKf (x1; x2; x3) : y1 = gx 1 ^ y2 = gx 2 ^ y3 = gx 3 ^

v2 = u2x 2 u2H hk(u;e;L )x 3 ^ e2=h2m = u2x 1 g

with the veri¯er.
3. If (u; e;v) is an invalid ciphertext w.r.t. the label L or decrypts to some

messagedi®erent from m, then the decryptor sends¡ 1 to the veri¯er. They
proceedas follows.
(a) The decryptor choosesa1 2R [n=4], a2 2R [n2=4], a3 2R [n=4], and a4 2R

[n2=4], along with b1; b2; b3; b3 2R [n=4]. Shethen computesC1 := ga1 hb1 ,
C2 := ga2 hb2 , C3 := ga3 hb3 , and C4 := ga4 hb4 . She choosesC1 2R G n 0,
C2 2R G n , C3 2R G n 0, and C4 2R G n .
Furthermore,

if u2n (x 2 + H hk(u;e;L )x 3 ) 6= v2n , shesets C1 := (ux 2 + H hk(u;e;L )x 3 =v)2na 1 ;

elseif u2(x 2 + H hk(u;e;L )x 3 ) 6= v2, shesets C2 := (ux 2 + H hk(u;e;L )x 3 =v)2a2 ;

elseif (ux 1 =e)2 62hhi , shesets C3 := (ux 1 =e)2na 3 ;

else(ux 1 =e)2 6= h2m , and shesets C4 := (ux 1 hm =e)2a4 :

The decryptor sendsC1, C2, C3, C4, C1, C2, C3, and C4 to the veri¯er.
(b) The decryptor and the veri¯er carry out the protocol denoted

PK
n

(x1; x2; x3; a1; : : : ; a4; b1; : : : ; b4; r 1; : : : ; r 4 s1; : : : ; s4) :
h
y1 = gx 1 ^ y2 = gx 2 ^ y3 = gx 3 ^

C1 = u2nr 1 (
1
v

)2na 1 ^ C1 = ga1 hb1 ^ 1 = (
1

C1
)x 2 (

1
C1

)H hk(u;e;L )x 3 gr 1 hs1

i

_
h
y1 = gx 1 ^ y2 = gx 2 ^ y3 = gx 3 ^

C2 = u2r 2 (
1
v

)a2 ^ C2 = ga2 hb2 ^ 1 = (
1

C2
)x 2 (

1
C2

)H hk(u;e;L )x 3 gr 2 hs2

i

_
h
y1 = gx 1 ^ y2 = gx 2 ^ y3 = gx 3 ^

C3 = u2nr 3 (
1
e

)2na 3 ^ C3 = ga3 hb3 ^ 1 = (
1

C3
)x 1 gr 3 hs3

i

_
h
y1 = gx 1 ^ y2 = gx 2 ^ y3 = gx 3 ^

C4 = u2r 4 (
hm

e
)2a4 ^ C4 = ga4 hb4 ^ 1 = (

1
C4

)x 1 gr 4 hs4

i o
;
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where r 1; : : : ; r 4; s1; : : : ; s4 are temporary secrets (i.e., r 1 = a1(x2 +
H hk(u; e;L )x3), s1 = b1(x2+ H hk(u; e;L )x3), r 2 = a2(x2+ H hk(u; e;L )x3),
s2 = b2(x2 + H hk(u; e;L )x3), r 3 = x1a3, s3 = x1b3, r 4 = x1a4, s4 = x1b4,
(all computed in Z)). (To derive the actual protocol one has to apply
the techniques by Cramer et al. [CDS94] for realizing the _ 's.)

(c) The veri¯er checks that C2
1 6= 1, C2

2 6= 1, C2
3 6= 1, and C2

4 6= 1.

The computational load of the prover and the veri¯er is about one to four
times the load in the protocol for veri¯able encryption described in x4.2 (de-
pending on whether step 2 or step 3 gets carried out).

Theorem 4. Assuming factoring is hard, the above schemeis a veri¯able de-
cryption scheme(for matching plaintexts).

We refer to the full version of this paper [CS02] for the proof of Theorem 4.

6.3 Veri¯able Decryption of a Discrete Logarithm

We now describe how the protocol provided in the previous sectioncan be mod-
i¯ed to obtain a protocol for veri¯able decryption of a discrete logarithm. The
setting and notation areasin x4.2; in particular, wemakeuseof the samerelation
R and the samereconstruction routine.

We needto modify the protocol from the previous section only for the cases
where the ciphertext is valid. That is, instead of proving that the ciphertext
decrypts (or doesnot decrypt) to a givenmessage,the decryptor now hasto prove
that it decrypts (or doesnot decrypt) to a value m such that (m remn) ´ log° ±
(mod ½). This corresponds to proving whether or not the three equations

u2(x 2 + H hk(u;e;L )x 3 ) =v2 = 1 ;
¡ e

ux 1

¢2n
= 1 ; and ± = ° (log h 2 (e=u x 1 )2 rem n ) (6)

hold. Note that logh2 (e=ux 1 )2 exist if and only if (e=ux 1 )2n = 1. The ¯rst two
statements of (6) can be handled as in x4.2. The last one can be handled by
proving knowledge of a secret, say m, that (1) equals the encrypted message
modulo n, (2) equals (or doesn't equal) log° ± modulo q, and (3) lies in the
interval [¡ (n ¡ 1)=2; (n ¡ 1)=2]. The ¯rst two properties can be proved under
the strong RSA assumption using additional parameters (n; g; h) as in x4.2. We
discussproving the last one. Di®erent from the interval-proof usedfor veri¯able
encryption, this interval-proof needsto be exact, i.e., if we allowed for the same
sloppiness,then the prover could for instanceadd a multiple of n to m and then
show that (u; e;v) doesnot (or does) decrypt to log° ±.

Boudot [Bou00] presents several protocols to prove that in integer m lies ex-
actly in an interval [a; b]. One protocol usesthe fact that x 2 [a;b] is equivalent
to b ¡ x ¸ 0 and x ¡ a ¸ 0 and that one can show that an integer is positive
by proving knowledge of four values the squaresof which sum up to the con-
sideredinteger (in Z), again under the strong RSA assumption using additional
parameters(n; g; h). Lagrangeproved the an integer canalways be represented as
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four squaresand Rabin and Shallit [RS86] provide an e±cient algorithm to ¯nd
thesesquares.We note that in our casethe interval is symmetric and it therefore
su±ces to prove that ((n ¡ 1)=2)2 ¡ m2 ¸ 0 holds, which is more e±cient.

With these observations one can obtain a protocol for veri¯able decryption
of a discrete logarithm from the protocol presented in x4.2. For lack of space,
we refer the reader to the full version of this paper [CS02] for the details. We
also note that it is straightforward to adapt this protocol to veri¯ably decrypt
representations with respect to several bases.One can also \mix and match,"
proving whether or not Ã decrypts to a representation, oneor more components
of which match speci¯ed values.
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