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Abstract.  This paper addressesthe problem of designing practical pro-
tocols for proving properties about encrypted data. To this end, it
preserts a variant of the new public key encryption of Cramer and Shoup
basedon Paillier's decision composite residuosity assumption, along with
excient proto colsfor veri able encryption and decryption of discrete log-
arithms (and more generally, of represeriations with respect to multiple
bases). This is the rst veri able encryption system that provides cho-
senciphertext security and avoids inetcient cut-and-chooseproofs. The
preserted protocols have numerous applications, including key escrow,
optimistic fair exchange, publicly veri able secretand signature sharing,
universally composable commitments, group signatures, and con rmer
signatures.

1 Intro duction

This paper concernsitself with the general problem of proving properties atout
encrypted data. In the caseof public-key encryption, which is the setting in which
we are interested here, there are two parties who are in a position to prove some
property to another party about an encrypted message| namely, the party
who created the ciphertext, and the party who holds the secretkey. A protocol
in which the encryptor is the prover is a veri able encryption protocol, while a
protocol in which the prover is the decryptor is a veri able decryption protocol.
For example, supposea party T has a public key/secret key pair (PK; SK)
for a public key encryption scheme. Party A might encrypt, using T's public
PK, a secretmessagenm that satis es a publicly-de ned property , and give the
resulting ciphertext A to another party B. The latter party might demand that
A prove that A is an encryption of a messagesatisfying property . ldeally, the
proof should be\zero knowledge," sothat no unnecessarynformation about m is
leakedto B aspart of the proof. Another party B ° might obtain the ciphertext A,
and may requestthat T prove or disprove that A decrypts under SK to a message
m satisfying a publicly-de ned property p% a special caseof this would be the
situation whereT simply givesm to B, and provesto B that the decryption was
performed correctly. Again, ideally, the proof should be \zero knowledge."
Now, if oneexpectsto obtain reasonablypractical protocolsfor this problem,
it seemsnecessaryto restrict the type of properties that protocols should work
with. In this paper, we consideronly properties related to the discrete logarithm
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problem. The messagen encrypted by A above is the discrete logarithm of an
elemert + with respect to a base®, and A provesto B that A is an encryption
log- + under T's public key PK. Here, the common inputs to A and B in the
proof protocol are PK, A, + and °. Similarly, when a party B presens A to
T for decryption, T may state and prove whether or nor A decrypts to log. =,
or alternatively, T may give the decryption of A to B and simply prove that
the decryption was performed correctly. We also considerthe obvious generaliza-
tions from discrete logarithms to represenations with respect to seweral bases
| i.e., proving that a ciphertext is an encryption of (mq;:::;my) sud that
+= oM ¢eee 'k,
1 k

Although the restriction to properties related to the discrete logarithm prob-
lem may seemexcessie, it turns out (as we discussin somedetail below) that
protocolsfor proving sud properties have many usefulapplications in cryptogra-
phy, including key escrav, optimistic fair exchange,publicly veri able secretand
signature sharing, universally composable commitments, group signatures, and
con rmer signatures. One reasonwhy this restriction is not really so excessie
is becausein the past few years, excient protocols for proving numerous prop-
erties about committed values| using Pedersen'scommitment scheme [Ped92
and generalizationsto groups of unknown order | have been deweloped (c.f.,
[FO97,DF02,Bou0q]); by using our scheme for veri able encryption of a repre-
sertation (i.e., an opening of a commitment), we immediately get corresponding
protocols for proving properties about encrypted values.

The contribution of this paper is to presert and analyze an e+cient public-
key encryption scheme,together with a suite of proof protocolsfor the properties
related to the discretelogarithm problem outlined above. The encryption scheme
is a variant of the new public key encryption of Cramer and Shoup based on
Paillier's decision composite residuosity assumption, suitably modi ed so as to
support our proof protocols. The proof protocolsare all of the usual, three move
\ § -protocol" type, satisfying the usual, and very strong conditions of special
honest veri er zero knowledge and special soundness.We note that any suc
protocol can be easily and exciently corverted into a \real" zero knowledge
protocol using well known techniques, e.g., [DamO0Q]. Our system for veri able
encryption of discrete logarithms is the ‘rst onethat provides chosenciphertext
security and avoids inexcient cut-and-chooseproofs. It is alsothe rst practical
systemfor veri able decryption of discrete logarithms.

Although our protocolsdo not rely on the random oracle heuristic, we hasten
to point out that ewven allowing this heuristic, our protocols are much more
excient than previously known protocols for these problems.

1.1 Applications

In this section,we outline someof the numerousapplications of veri able encryp-
tion and decryption of discrete logarithms and represettations. For all of them
our protocols, used together with the existing solutions, yields more excient
solutions or adds security to chosenciphertext attacks.
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Key escrow. Party A may encrypt its own secretkey for an asymmetric cryp-
tographic primitiv e under the public key of a trusted third party T, and presen
to a secondparty B the ciphertext A and a proof that A is indeed an encryption
of it's secretkey. This problem areahasattracted a good deal of attention, with
speci ¢ schemesbeing proposedin [Sta96BG96,YY98,ASW00,PS0(.

Now, if A's secretkey is, say, a key for a discrete log based scheme, such
as Schnorr or DSS signaturesor ElIGamal encryption, we can useour veri able
encryption protocol directly. We note that for this and other applications, it is
important to be ableto bind somepublic data, calleda label, to the ciphertext at
both encryption and decryption time. In this application, user A would attach a
label to A that indicates the conditions under which A should be decrypted, e.g.,
A's identit y and perhapsand expiration date. The de nition of chosenciphertext
security ensuresthat decrypting a ciphertext under any label di®eren from the
label used to create the ciphertext reveals no information about the original
encrypted message.

Eventhough T is \trusted," it might be nice to minimize the trust we need
to placein T. To this end, veri able decryption comesin handy | we can force
T to prove that it performed the decryption operation correctly. Of course,this
doesnot prevert T from misbehaving in other ways, suc as divulging a secret
key to an unauthorized party.

If A's secretkey is for a factoring basedscheme,one can still useour protocol
for veri able encryption of a represenation. One can use Pedersen'scommit-
ment schemeto commit to some quartity related to the secretkey, and then
use an appropriate protocol to prove that the committed value is indeed the
right one, together with our protocol to prove that the encryption corntains an
opening of the commitment. The quantity committed to could be the factor-
ization of an RSA modulus, the decryption exponert of an RSA scheme, or an
appropriate root in a Guillou-Quisquater stcheme | there are (not too terri-
bly inexcient) protocols for proving that a committed value is of such a form
[FO97,CM99a,DF02,PS0QBou0q].

Optimistic  fair exchange. Two parties A and B want to exchange some
valuable digital data (e.g., signhatureson a cortract, e-cash),but in a fair way:
either eadh party obtains the other's data, or neither party does. One way to
do this is by employing a trusted third party T, but, for the sake of etciency,
with T only involved in crisis situations. One approac to this problem is to
have both parties veri ably encrypt to ead other their data under T's pub-
lic key, and only then do they reveal their data to ead other | if one party
badks out unexpectedly, the other cangoto T to obtain the required data. The
general problem of optimistic fair exchange has been extensiwely studied, c.f.,
[ASW97,BDM98,BP90,Mic,ASWO00], while the solution using veri able encryp-
tion was studied in detail in [ASWOQ].

Our schemefor veri able encryption may be useddirectly to exciently imple-
mernt the fair exchange of Schnorr or DSS signatures. As outlined in [ASWO0Q],
if the public key of the Schnorr signature scheme consists of the base® and
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the group elemert ® = °*, and A has a signature on a messagem of the form
(;c;s), where = °" c= H( ;m), s=r + xc mod % and Yis the group size,
then A givesto B the triple (";c;3), where+= °$, along with an encryption A
of s under T's public key, and provesto B that A is an encryption of log- +. In
addition to cheding the proof that A is a correct encryption of log. +, B also
chedks that + = ~°¢; with these cheds, B can be sure that if the need arises,
A can be decrypted so as to obtain a signature on m. As argued in [ASWO00],
this technique of reducing a signature to a discrete logarithm doesnot make it
any easierfor anyone to forge a signature. Moreover, as discussedin [ASWO0(Q],
similar techniquescan be usedto facilitate the fair exchangeof other items, such
as electronic cash.

As in the escrav application, the label medanism plays a crucial role here,
helping to enforcethe logic of the exchangeprotocol, and a veri able decryption
protocol may be usedto hold T's feet to the re.

Publicly veri able secret sharing and signature sharing. Stadler [Sta96q]
introduced the notion of publicly veri able secret sharing. Here, one party, the

party (other than the dealerand the proxies) can verify that the sharingwasdone
correctly. This can be done quite simply by sharing the secret using Shamir's
secretsharing scheme:the dealer encrypts P;'s shareunder P;'s public key, and
givesto the third party commitments to theseshares,alongwith commitments to
the coexcients of the blinding polynomial, and all of the ciphertexts, and proves
to to the third party that the ciphertexts encrypt openingsof the commitments to
the shares.Sincethe openingsto the commitments are just discrete logarithms,
veri able encryption of discrete logarithms is just the right tool.

Using the notion discussedabove above for reducing a signature to a discrete
logarithm, one can easily implement a (publicly) veri able signature sharing
scheme[FR95,CG9g] for Schnorr and DSS signatures.

Thesetwo applications of veri able encryption were discussedin [CD0O].

Univ ersally comp osable commitmen ts. The notion of universally compos-
able (UC) commitments, introduced by Canetti and Fischlin [CF01], is a very
strong notion of security for a commitment scheme. It basically says that com-
mitments in the real world acts like commitments in an ideal world in which,
when a party A commits to a value x to a party B, A presens x to an ideal-
ized trusted party T (that doesnot exist in the real world), and when A opens
the commitment, T givesx to B. In the ideal world, no information about X is
revealedto B prior to opening, and A is forced to x the value committed to
when the commitment protocol runs.

This notion of security is so strong, in fact, that it can only be realized
in the common reference string (CRS) model, where all parties have accessto
a string that was generated by a trusted party according to some prescribed
distribution. In the CRS model, the simulator S in the ideal world is given the
privilege of generating the common referencestring, and so S may know some
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\side information" related to the common referencestring that is not available
to anyonein the real world.

Veri able encryption of a represenation may be usedto implement UC com-
mitments in the CRS model, asfollows. The CRS consistsof a public key for the
encryption scheme, along with bases®; and °, for somesuitable group. When
A commits a value x to B, he createsa Pedersencommitment C = °¥°}, and
an encryption A of the represenation (x; r) of C with respectto (°1;°5). A then
gives(C;A) to B, and provesto B that A indeed decrypts to a represertation
of C. In order to satisfy the de nition of security for UC commitments, and
in particular, to prevent \man in the middle attacks," a label cortaining A's
identit y should be attached to A.

The reasonthis is secureis that the simulator S in the CRS model knows
the secretkey to the encryption scheme, which allows him to \extract" values
committed by corrupted parties, and S knows the discrete logarithm of °, with
respect to °;, which allows him to \equivocate" values committed by honest
parties. The proof that A is an encryption of a represeitation C ensuresthat
the value extracted by the simulator at commitment time agreeswith the value
revealedat opening time.

The details of this construction and security proof are the subject of a forth-
coming paper.

Conrmer signatures. In acon rmer signature scheme, a notion introduced
in [Cha94, a party A createsan \opaque signature” A on a messagem, which
cannot be veri ed by any other party excepta designatedtrusted third party T,
who may either con'rm or deny the validity of the signature to another party
B. Under appropriate circumstances, T may also convert A into an ordinary
signature, which may then be veri ed by anybody. Additionally, the party A
may prove the validity of an opaque signature A to a party B, at the time
that A createsand givesA to B. As described in [CM00], one may implemert
con rmer signatures as follows: A createsan ordinary signature %:on m, and
encrypts ¥aunder T's public key. Using veri able encryption, A may prove to B
that the resulting ciphertext A indeedencrypts a valid signature on m, and using
veri able decryption, T may conrm or dery the validity of A, or alternativ ely,
just decrypt A, thus converting it to the ordinary signature ¥ To implemert
this idea for Schnorr signatures, one again usesthe idea outlined in above for
reducing signaturesto discrete logarithms. The details of all this are the subject
of a forthcoming paper.

Group signatures and anonymous credentials. In a group signature
scheme (see [ACJT00,KP98,CDO00]), when a user joins a group (whose mem-
bershipis controlled by a special party, called the group manager), the usermay
sign message®n behalf of the group, without revealing his individual identit y;
however, under appropriate circumstances,the identity of the individual who
actually signed a particular messagemay be revealed (using a special party,
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called the anonymity revaation manager, which may be distinct from the group
manager).

Without going into too many details, veri able encryption may be usedin
the following way as a componert in such a system. When a group member
signs a message he encrypts enough information under the public key of the
anonymity revocation manager,sothat later, if the identity of the signer needs
to be revealed,this information canbe decrypted. To prove that this information
correctly identi es the signer, he makesa Pedersencommitment to this informa-
tion, provesthat the committed value identi es the user, encrypts the opening
of the commitment, and provesthat the ciphertext decrypts to an opening of the
commitment. Toturn this into a signature scheme,onemust usethe Fiat-Shamir
heuristic [FS87 to make it non-interactive (the interactive version is called an
identity escrow scheme).

Although onecanimplement group signatureswithout it, by using veri able
encryption, one can build a more modular system,in which the group manager
and anonymity managerare separateertities with independertly generatedpub-
lic keys. As pointed out in [KP97,CM99b,ASWO00] such semrability in system
designis highly desirablein practice. Veri able decryption can be usedboth to
ensurethe correct behavior of the anonymity revocation manager (preventing
it from \framing" innocert users),and to allow even more ne-grained cortrol
of anonymity revocation: instead of simply revealing the identit y of a particular
signer, the anonymity revocation managercan state (and prove) whether or not
a particular signature was generatedby a particular user.

Credertial systems[Cha85CL01] are a generalization of group signatures
that allow usersto shaw credenials to various organizations,and obtain new cre-
dentials, without revealingtheir identit y, exceptthrough the useof an anonymity
revocation manager. Veri able encryption can be usedas a componert in suc
systemsin a manner similar to that described above for group signatures. In
fact, our veri able encryption schemeis usedin a prototype credertial system
dewveloped at IBM called IDEMIX [CVHO02].

1.2 Previous work and further discussion

In all applications mentioned in x1.1, it is essetial that the underlying encryp-
tion schemeprovide security againstchosenciphertext attacks. As pointed out in
[ASWO0Q], the earlier work on veri able encryption in [Sta96BG96,YY98] over-
looked this fact, as does[PS0Q.

Our encryption scheme and proof protocols are quite excient. In par-
ticular, the proof protocols are corvertional \§ -protocols,” rather than
the generally more expensive \cut and choose" protocols, such as in
[Sta96BG96,YY98,ASWO0Q], that have been previously designedfor the prob-
lem of veri able encryption. Moreover, our veri able encryption schemeactually
producesa proof that a given ciphertext is correct, as opposedto the paradigm
followed in [Sta96BG96,YY98,ASWO0Q], which intertwines the processof en-
crypting and proving, sothat the ertire transcript of the proof must be retained
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by the veri er in lieu of a (short) ciphertext. Additionally , the combined encrypt-
ing/pro ving paradigm makesit much harder to incorporate any type of veri able
decryption protocol.

Our veri able decryption protocols are the rst practical schemesof their
kind.

Unlike, e.g., the schemesin [Sta96YY98], we do not require that all usersof
the systemwork with the samealgebraic group | in our system, there are no
\double dedker" discrete logarithms, and the encryption keys may be usedwith
any group or groups, provided certain reasonablesizerestrictions are met.

To give the readera rough idea of the complexity of of our protocols, consider
a setting in which the discrete logarithms being encrypted are with respectto an
elemen of order ¥ where¥%4is, say, around "°¥4 160bits. For sud a%;it sutcesto
work with amodulus n of around ™ ¥4 1024bits for the Paillier encryption scheme.
Counting just squarings,which are all that matter asymptotically, and ignoring
lower order terms, the encryption algorithm takes3" squaringsmod n?, and the
decryption algorithm takes 5 squaringsmod n?. For the veri able encryption
protocol, the prover performs 2° squaringsmod n, 3° squarings mod n?, and
"0 squarings in the underlying group; the verier performs 3° squarings mod
n?,~ squaringsmod n, and “° squaringsin the group. The veri able decryption
protocols are several times slower than this. For represenations with respect to
seweral bases,the complexity of the encryption and decryption algorithms, and
the corresponding proof protocols, grows linearly in the number of bases,asone
would expect.

Our decryption procedurecan be implemerted as a thresholddecryption pro-
tocol. This allows oneto minimize the trust placedin the decryptor, and in some
applications this may be a preferable alternativ e to veri able decryption.

2 Preliminaries

2.1 Notation

For a real number a, bac denotesthe largest integer b - a, dae the smallest
integerb, a, and dac the largestintegerb- a+ 1=2. For positive real numbers

Let a, b, and c be integers,with b> 0. Then c= a mod b denotesa ba=lkch
(and we have 0 - ¢ < b), and ¢ = aremb denotesa | da=kcb (and we have
i b2 c< b2).

2.2 § -proto cols

A § -protocol [Cra96] is a protocol between a prover and a veri er, wherey is
their commoninput and x is the prover's additional input, which consistsof three
moves:in the “rst movethe prover sendsthe veri er a\commitment" messags,
in the secondmove the veri er sendsthe prover a random \c hallenge" message
¢, and in the third move the prover sendsthe veri er a \response" messages.
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Such a protocol is special honest veri er zem knowledge if there exists a
simulator that, on input (y;c), outputs (t; s) sud that the distribution of the
triple (t; c;s) is is indistinguishable from that of an actual corversation, con-
ditioned on the event that the veri er's challengeis c. This property implies
(ordinary) honest veri er zero knowledge, and also allows the protocol to be
easily and exciently transformed into one that satis es much stronger notions
of zero knowledge.

Sud a protocol is said to satisfy the special soundnesscondition with respect
to a property pif it is computationally infeasibleto nd two valid corversations
(t; c;s) and (t; c%sY, with ¢ 6 ¢ unlessthe input y satis es p. Via standard
rewinding argumerts, this notion of soundnessmplies the more generalnotion
of computational soundness.

We usenotation introduced by Camenist and Stadler [CS97 for the various
proofs of relations among discrete logarithms. For instance,

PKf(a;b;c):y= g?h® ~ y=g®h® ~» (u- a- v)g

denotesa \ zero-knowledge Proof of Knowledge of integersa, b, and ¢ such that
y = ¢?h® y= ¢g®h®, andu - a- v holds," wherey;g; h;y;g, and h are elemens
of somegroups G = hgi = hhi and G = hgi = hhi. The convention is that the
elemerts listed in the round brackets denote quartities the knowledge of which
is being proved (and are in general not known to the veri er), while all other
parameters are known to the veri er. Using this notation, a proof-protocol can
be described by just pointing out its aim while hiding all details.

2.3 Secure Public-Key Encryption

We need the notion of a public-key encryption sdheme secure against chosen
ciphertext attacks [RS97 that supports lakels [Sho0]. A label is an arbitrary

bit string that is input to the encryption and decryption algorithms, specifying
the \context" in which the encryption or decryption operation is to take place.
The de nition of security for such a schemeis the sameasthe onewithout labels
exceptthat now the adversary is given a target ciphertext A® and a target label
L® and is then allowed to submit any queries(A; L) subject to (A;L) 6 (A®;L").

3 The Encryption Scheme

3.1 Background

Let p, g, p°, and o° be distinct odd primes with p= 2p°+ 1 and g= 2¢°+ 1, and
where p® and g° are both * bits in length. Let n = pgand n°= p%° Considerthe
group Z;, and the subgroup P of Z, consisting of all nth powers of elemerns
inZ:-,.

Fr’]aillier's Decision Composite Residuosity (DCR) assumption [Pai99] is that
given only n, it is hard to distinguish random elemerns of Z7, from random
elemerts of P.
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We can decomposeZ7, asan internal direct product Z7, = G, 6G00G, (T
where eadh group G, is a cyclic group of order ¢, and T is the subgroup of
Z:., generatedby (j 1 mod n?). This decomposition is unique, except for the
choice of G (there are two possiblechoices).For any x 2 Z,, we can expressx
uniquely asx = X(Gn)X(Gno)x(G2)x(T), wherefor each G, x(G,) 2 G, and
x(T)2T.

Note that the elemert h = (1+ n mod n?) 2 Z:, hasordern, i.e., it generates
Gn, and that h? = (1+ an mod n?) for 0- a< n. Obsenethat P = G,0G,T.

3.2 The Scheme

Let ° be a system parameter. The scheme makes use of a keyed hash scheme
H that usesa key hk, chosenat random from some key space;the resulting
hash function Hp(® mapsa triple (u;e;L) to a number in the set[2 ]. We shall
assumethat H is collision resistart, i.e., given a randomly chosenhashkey hk; it
is computationally infeasibleto nd two triples (u;e;L) 6 (u%e®%L% sud that
Hui(u; ;L) = Hpy(u% €% LO.

Let abs: Z2, ! Z, map (amod n?), wherea 2 [n?], to (n? i amod n?)
if a> n?=2, and to (a mod n?), otherwise. Note that v? = (abs(v))? holds for
all v2 z:,. We now describe the key generation, encryption, and decryption
algorithms of the encryption scheme.

Key Generation. Selecttwo random "-bit SophieGermain primes p®and ¢°, with
p°6 o and computep := (2p% 1), q:= (20°+ 1), n := pg, and n®:= p%°. Choose
random X1, X2, X3 2r [n?=4], choosea random g°2g Z},, compute g := (g9)?",
y1 = g*1, ¥y, := g*2, and y; := g*3. Also, generatea hash key hk from the key
spaceof the hash scheme H. The public key is (hk;n;g;yi1;Vy2;y3). The secret
key is (hk; n; X1; X2; X3).

In the rest of the paper, let h = (1+ nmodn?) 2 Z
above, is an elemern of order n.

e}

2, Which as discussed

Encryption. To encrypt a messageanm 2 [n] with label L 2 f0; 1g” under a public
key as above, choosea random r 2y [n=4] and computesthe ciphertext (u;e;v)

as follows.
3

u=g ; e:=y;h™ ; and vi= abs (ypyh "etyr
Decryption. Todecrypt aciphertext (u;e;v) 2 Z7,£Z7,£ Z;, with label L under
a secretkey as above, st ched that abs(v) = v and u2(*2* Ha(uel )xa) = 2,
If this doesnot hold, then output rejectand halt. Next, let t = 21  mod n, and
compute i := (e=u*)?. If mh is of the form h™ for somem 2 [n], then output
m; otherwise, output reject

This scheme di®ers from the DCR-based schemespresered in [CS0]], be-
causein our situation, special attention must be paid to the treatment of el-

emerts of order 2 in the Z7,, as these can causesome trouble for the proof
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systemswe discussin the next sections.Becauseof these di®erencesthe above
encryption scheme does not exactly 't into the general framework of [CSO01,
even though the basic ideas are the same. We therefore analyze the security
of the scheme starting from “rst principles, rather than trying to modify their
framework.

We remark on one of the more peculiar aspects of the scheme, namely, the
role of the abs(® function in the encryption and decryption algorithms. If one
left this out, i.e., replacedabs(¢) by the identit y function, then the schemewould
be malleable, as (u; e;Vv) is an encryption of somemessagan with label L, then
sois (u;e;j v). This particular type of malleability [ADR02,Sho0] is in fact
rather \b enign," and would be acceptablein most applications. Howewer, we
prefer to achieve non-malleability in the strictest sense,and becausethis comes
at a marginal cost, we do so.

Theorem 1. The alove schemeis secure against adaptive chosen ciphertext
attack provided the DCR assumptionholds, and provided H is collision resistant.

We refer to the full version of the paper [CS0J for the proof of Theorem 1.

Our sthemecan easily be transformed to provide threshold decryption, where
it comesin handy that the knowledge of the factorization of n is not required for
decryption. This allows one to reducethe trust assumption for the TTP. This
can be done either along the lines in [SG9§, which requires a random oracle
security argumert, or along the lines in [CG99], which does not require that
argumert, but for which the decryption protocol is lessexcient.

4 Veri able Encryption

4.1 De nitions

At ahigh level, averi able encryption schemefor a binary relation R is a protocol
that allows a prover to corvince a veri er that a ciphertext A is an encryption
under a given public key PK and label L of a value w such that (£ w) 2 R for a
given £. Here, the commoninput to the prover and the veri er consistsof PK,
L, A, and #, and the prover has as additional input the \witness" w and the
random bit string that was usedto create A. We shall require that the protocol
is a § -protocol that is special honestveri er zero knowledge, and that satis es
the special soundnesscondition for the property described above.

We refer the readerto the full versionof the paper [CS0Z for a more detailed
de nition, but we brie°y mertion a few subtle points that apply here,aswell as
in other de nitions in this paper: (1) our notion of security is computational, even
to the extent that the we quantify \computationally" (rather than universally)
over the common input to the prover and veri er in the de nition of honest
veri er zero knowledge and special soundness;(2) we assumethat the public
key/secret key pair for the encryption schemeis generatedby a trusted party
using the appropriate key generation algorithm; (3) in de ning soundness,we
only require that the proof convinces the veri er that plaintext can be easily
transformed into a witness using somesdceme-sgeci ¢ reconstruction routine.
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4.2 The proto col

Let (hk;n; g;y1;Y2;ys) be a public key of the encryption scheme provided in x3.
Recall that the messagespaceassaiated with this public key is [n].

Let | be a cyclic group of order Y2generatedby °. We assumethat ° and
Ysare publicly known, and that %is prime. Let W = [*4and ¢ = j, and let

= f(w;¥) 2 WE ¢ :°W = 1g. The \discrete logarithm" relation R is the
relation with respect to which we want to veri ably encrypt.

We shall of courserequire that n > %(in fact, we will make a stronger
requiremert). The reconstruction routine will map a plaintext m 2 [n] to the
integer(mremn) mod %i.e., it computesthe balancedremainder of m modulo
n, and then computesthe least non-negative remainder of this modulo %2

Setup. Our protocol requiresthe auxiliary parametersn, which must the product
of two safe(l + 1)-bit primesp= 2p°+ 1 and q= 29°+ 1, and g and h, which are
two generatorsof Gpo % Z7, where n®= p%C% Gy is the subgroup of Z} of order
n% and | is an additional system parameter.

One may view n, g, and h as additional componerts of the public key of
the encryption scheme, or as system parameters generated by a trusted party.
Depending on the setting, we may simply put n:= n and g := g. In any even,
the prover should not be privy to the factorization of n.

Let k and k°be further system parameters,where2i kK and 2i K are negligible
(f0; 1g* is the \challenge space" of the veri er and k° cortrols the quality of
the zero-knawledge property). We requwe that 2¢ < minf p% g% p% g% ¥g holds.
Finally, we require that %< n2i ki ki 3 polds, i.e., that log. + \comfortably s
into an encryption."

The protocol. The common input of the prover and veri er is: the public key
(hk; n; g;y1;Y2;¥3), the augmerted public key (n;g;h), a group elemen (%), a
ciphertext (u;e;v), and a label L. The prover has additional inputs m = log.

andr 2 [n=4] such that u= @', e= y;h™, and v = abs((yay; (")),

1. The prover choosesa random s 2 [n=4] and computesk := g™hs. The
prover sendsk to the veri er.
2. Then the prover and veri er engagein the foIIowmg protocol
(a) The prover choosesrandom r02g [i N2+ K% 2; nok+ k% 2],
P25 [i n n2k+ k% 2. n2k+k i 2] and m2x [i 1/2k+k° 1/2k+k0]
The prover computes u® := g, € := yi’h™° v0 = (y,yh
19:= °m° and K:= g"'hs’ .
The prover sendsu®, € v° #° and K to the verier.
(b) The verier choosesa random challengec 2 f0;1g¢ and sendsc to the
prover.
(c) The prover replies with ~:= r% cr, s:= s% cs, and m := m% cm
(computed in Z).
(d) The verier cheds whether the relations u® = u2g?", e® = eXy2rh2m
VE = y2e(y, (el D)2 40— yeom |O= |egMhS and | n=4 < m < n=4
hold. If any of them doesnot hold, the veri er stops and outputs 0.

H nk(use;L ))r
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3. If v = absv the veri er outputs 1; otherwise she outputs 0.

Using notation from [CS97 we denote the sub-protocol of step 2 as

PKf(r;m;s):u2= g2 A = yZh2" A 2= (yzySHhk(U;e;L))Zr A
+=°M A k=¢g"h® » | n=2< m< n=2g :

Theorem 2. Under the strong RSA assumption, the atove systemis a veri able
encryption scheme.

We refer to the full version of the paper [CS0Z for the proof of Theorem 2.

4.3 Extensions

It is straightforward to extend the above veri able encryption schemeto a veri-
“able encryption schemethat encrypts a represenation of a group elemer with
respect to seweral bases.Further, all of these protocols can be easily adapted to
the casewhere the order of the group j is not known, i.e., a subgroup of of Zy,
for an RSA-modulus N, provided the order is not divisible by any small primes.

5 Proving the Inequalit y of Discrete Logarithms

Our protocol for veri able decryption (below) requiresthat one party provesto
another party whether or not two discrete logarithms are equal, where one of
the discrete logarithms might not be known to the prover (that is, in the case
the discrete logarithms are not equal). There are well-known, excient, special
honest-weri er zero-knonledge proof systemsfor proving that two discrete loga-
rithms are equal (see[CP93]), so we focus on the problem of proving that two
discretelogarithms are unequal. We discussan excient protocol for this problem
separately as it is of independert interest and as the algebraic setting here is
simpler than the onein the next section.

Let G = hgi beagroup of prime order g. The prover and veri er have common
inputs g;h;y;z 2 G, where g and h are generatorsfor G, and logyy 6 logj, z.
The prover has the additional input x = logyy. The prover and veri er then
engagein the following protocol.

1. The prover choosesr 2r Zg, computes the auxiliary commitment C =
(h*=2)", and sendsC to the veri er.

2. The prover executesthe protocol denoted PKf(®; ) : C = h®l% T oA 1=
g®|§ g with the verier.

3. The veri er acceptsif it acceptsin step 2, and if C 6 1; otherwise, the
veri er rejects.

Theorem 3. The alove protocol is a special honest-veri er proof system for
proving that satis es the special soundnesscondition for the property logyy 6
log, z.
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We refer to the full version of this paper [CS0] for the proof of Theorem 3.

Let us discuss related work. Independertly of our work, Bresson and
Stern [BS0Z provide a protocol to prove that two discrete logarithms are not
equalthat is similar to ours. Howewer, their protocol is about a factor of two less
ezxcient than ours and is only computationally sound. We "nally note that the
(excient) protocol proposedby Michelsand Stadler [MS9§] to prove whether or
not two discrete logarithms are equal is not zero-knawvledge becauseit reveals
the value h*.

6 Veri able Decryption

In this sectionwe provide a protocol that allows the decryptor to prove that she
decrypted correctly. In particular, we provide a protocol that allows the decryp-
tor to prove whether or not a given ciphertext decrypts to a given plaintext. We
then extend the protocol to one for proving whether or not a given ciphertext
decrypts to the discrete logarithm of a given group elemen.

6.1 De nition of Veriable Decryption

At a high level, a veri able decryption scheme for a binary relation R is a
protocol that allows a prover to convince a veri er whetheror not a ciphertext
A is an encryption under a given public key PK and label L of a value w such
that (£ w) 2 R for a given . Here, the common input to the prover and the
veri er consistsof PK, L, A, and #, and the prover has as additional input the
\witness" w and the secret key SK correspnding to PK. We shall require that
the protocol is a § -protocol that is special honest veri er zero knowledge, and
that satis es the special soundnesscondition for the property described above.

We refer the readerto the full versionof the paper [CS0Z for a more detailed
de nition, but that asfor veri able encryption, the statemert being proved (or
disproved) is whether the plaintext reconstructsto a witness using the speci ed
reconstruction routine. We also point out that sincethe prover tells whether or
not the given condition holds, the zero-knavledge simulator must be given this
one bit of information as well.

6.2 Veriable Decryption of a Matc hing Plain text

We give a protocol for the decryptor to prove whether or not a ciphertext (u; e;v)
decrypts to a messagem with label L, i.e., using this protocol shecan show that
shedid correctly decrypt. This is a special caseof veri able decryption in which
the relation R is equality and the reconstruction routine is the identit y function.

For our encryption schemein x3, this proof correspondsto proving whether
or not the two equations

22+ Hi(ueil )xs) o\ 2 = 1 and (e:Lf(l)Z:th =1 1)
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hold (assumingthat the public test abs(v) = v is satis ed). If the ciphertext is
invalid, one or both of the two statemerts do not hold. If the ciphertext is valid
but decrypts to another messagethe rst statemerts holds but the secondone
doesnot.

Proving that both of theseequationshold is a fairly straightforward applica-
tion of known techniques.

To prove that at least one of the equations does not hold, we can use the
\pro of of partial knowledge" technique of [CDS94], combined with the technique
dewelopedin x5. However, becausen the presen setting the group hasnon-prime
order we can not prove the relationship among the secretsin the sameway as
in x5 and, moreimportantly, the resulting protocol would not be zero-knowvledge.
The former problem can be solved using an auxiliary group Gpe %2 Z;, aswe did
in x4. We considerthe latter problem. Depending on the valuesof the secretkeys
X1, X2, and Xz, the left hand sidesof the equations (1), and thus the auxiliary
commitments to be provided in the protocol, lie in di®erent (sub-)groups,i.e.,

it can not simulate these auxiliary commitments. We solve this problem using
the fact that for all elemeris a2 G,Gpowehavea6 1, (a"2 Gpo” a" 6
1) _(a2 G, " a6 1): Thus, to prove that (at least) one of the equations (1)
doesnot hold, we prove that either

8 L2+ Hiw(uel )xs)  n

. v 61 )
% W20+ Hi(uel )xa) " n 202+ H (uieil )xs)

v =1 and 72 61 (3

or

s .
=u1)2 n

(eth—) = (e=u)" 6 1 (4)

or

5 .
(e=ut)? n (e=u+)?

W =1 and hT 61 (5)

holds. Now, wheneer one of the four casesappliesit is always well de ned in
which group the left-hand sides of the inequalities lie and we can apply the
ideas underlying the protocol in Section 5. We remark that the casewhere the
Statemerts (2-4) are falsebut the Statemert (5) is true correspondsto the case,
where the ciphertexts is a valid encryption of a messagai®erent from m.

We are now ready to describe the protocol betweenthe decryptor gpd a ver-
i er. Their commoninput is (hk;n; g;y1;Y2;Y3); (n;g;h); (u;e;v);m; L andthe
additional input to the decryptor is (X1;X2;X3). The triple (n;g;h) is an auxil-
iary parameter asin x4.2. (As we assumehere that n is generatedby a trusted
party aswell, i.e., that the decryptor is not provided with n's factorization; also,
n and n could be identical.) In the following description we assumethat all the
messageghe prover sendsto the veri er prior to the execution of one of the
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possible PK protocols will in fact be bundled with the rst messageof that
PK protocol. Here we provide the proof-protocols only by high-level notation;
deriving the actual protocolsis easily derived from it.

1. If m 62[n] or the ciphertext is malformed, (e.g., if v 6 abs(v)), the veri er
outputs j 1, and the protocol stops.

2. If (u; e;v) isavalid ciphertext with label L and decryptsto m, the decryptor
sendsl to the veri er, and then engagesin the protocol denoted

PKf(X1;X2;X3) :y1 = g* "~ yo= g » yz=g~
V2 — U2X2U2H m(u;esl )Xz A e2:|.12m — u2x1g

with the veri er.

3. If (u;e;v) is an invalid ciphertext w.r.t. the label L or decrypts to some
messageai®erert from m, then the decryptor sendsj 1 to the veri er. They
proceedas follows.

(a) The decryptor choosesa; 2r [n=4],a, 2r [n?=4], a3 2r [n=4], and a4 2R
[n2=4], alongwith by;by; bs;bs 2r [N=4]. Shethen computesC; := g2rhPr,
C, = g*h”, G := g*h, and C; := g*h". ShechoosesC; 2gr Gpo,
C,2r Gy, C32Rr Go,and C4 2R G,,.
Furthermore,

if u2n(x2+Hhk(u;e;L )x3) 6 V2n’ shesets Cy:= (ux2+Hhk(u;e;L )><3:V)2na1;
elseif u2xztHn(uel)xs) g 2 ghesets C,:= (u*z*Hm(Uel )xa=y)2a:,

elseif (U*1=¢)* 62thi, shesets Cs = (UXt=@2ns;

else(u*1=¢)2 6 h>™, and shesets Cs = (UX*hM=g2a ;

The decryptor sendsC;, C;, C3, C4, C;, G, G, and C4 to the veri er.
(b) The decryptor and the veri er carry out the protocol denoted
n

yi=g* " y=g? " yz=g°
Cy = ui(t )2na1 NG = ghP A 1= (& )xz( 11)Hhk(u;e;L )xggrlhsli
_hylzg““yz=gx“ys=gx“ .
Com by v = i 1= (LG
_hylzgxl Nyp= gt N yg= gt
Ca= u2ms(= )2na3 A Cy=gith A 1= (T )xl r3hS3i

_hy1=g“ N Yo =9X2 Nyz=gen

Cs= u2r4( )2a4 A Cy= ga4hb4 A 1_( )xl r4hs4io :
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where rq;:::;r4;S1;:::;S4 are temporary secrets(i.e.,, r1 = aij(xz +
Hhk(u; e;L)x3), s1 = br(Xa+ Hpk(U; €;L)X3), 2 = az(X2+ Hnk(U; €;L)X3),
S2 = bp(X2+ Hnk(u; €;L)X3), r3 = Xa@s, S3 = X1, 4 = Xgay, S4 = Xghy,
(all computed in Z)). (To derive the actual protocol one has to apply
the techniquesby Cramer et al. [CDS94 for realizing the _'s.)

(c) The verier cheksthat C#6 1,C26 1,C26 1,and C? 6 1.

The computational load of the prover and the veri er is about one to four
times the load in the protocol for veri able encryption described in x4.2 (de-
pending on whether step 2 or step 3 gets carried out).

Theorem 4. Assuming factoring is hard, the alove schemeis a veri able de-
cryption scheme(for matching plaintexts).

We refer to the full version of this paper [CS0Z for the proof of Theorem 4.

6.3 Veri able Decryption of a Discrete Logarithm

We now describe how the protocol provided in the previous sectioncan be mod-
i ed to obtain a protocol for veri able decryption of a discrete logarithm. The
setting and notation areasin x4.2;in particular, we make useof the samerelation
R and the samereconstruction routine.

We needto modify the protocol from the previous sectiononly for the cases
where the ciphertext is valid. That is, instead of proving that the ciphertext
decrypts (or doesnot decrypt) to a given messagethe decryptor now hasto prove
that it decrypts (or doesnot decrypt) to a value m suc that (mremn) ~ log. =
(mod %). This correspondsto proving whether or not the three equations

2zt Hi(uell )xs) o2 = 1 : iu%‘]:zn =1:and == o (log 2 (e=u*1)? rem n) (6)

hold. Note that log,.(e=u*)? exist if and only if (e=u*)?" = 1. The st two

statemerts of (6) can be handled as in x4.2. The last one can be handled by

proving knowledge of a secret, say m, that (1) equalsthe encrypted message
modulo n, (2) equals (or doesn't equal) log- + modulo g, and (3) lies in the

interval [ (nj 1)=2;(nj 1)=2]. The rst two properties can be proved under

the strong RSA assumption using additional parameters(n;g;h) asin x4.2. We

discussproving the last one. Di®erert from the interval-proof usedfor veri able

encryption, this interval-proof needsto be exact i.e., if we allowed for the same
sloppiness.then the prover could for instance add a multiple of n to m and then

show that (u; e;v) doesnot (or does)decrypt to log. *.

Boudot [BouO(] preserts se\eral protocolsto prove that in integer m lies ex-
actly in an interval [a;b]. One protocol usesthe fact that x 2 [a; ] is equivalent
tobj x, Oandx i a, 0 andthat onecan show that an integer is positive
by proving knowledge of four valuesthe squaresof which sum up to the con-
sideredinteger (in Z), again under the strong RSA assumption using additional
parameters(n; g; h). Lagrangeproved the aninteger can always be represened as
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four squaresand Rabin and Shallit [RS8 provide an excient algorithm to "nd
thesesquares.We note that in our casethe interval is symmetric and it therefore
suxcesto provethat ((nj 1)=2)2; m? , 0 holds, which is more excient.

With these obsenations one can obtain a protocol for veri able decryption
of a discrete logarithm from the protocol presened in x4.2. For lack of space,
we refer the reader to the full version of this paper [CS0J for the details. We
also note that it is straightforward to adapt this protocol to veri ably decrypt
represemations with respect to seweral bases.One can also \mix and match,"
proving whether or not A decrypts to a represeitation, one or more componerts
of which match speci ed values.
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