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Abstract. We present a security analysis of the Di±e-Hellman key-
exchange proto col authenticated with digital signatures used by the In-
ternet Key Exchange (IKE) standard. The analysis is basedon an adap-
tation of the key-exchange model from [Canetti and Krawczyk, Euro-
crypt'01] to the setting where peers identities are not necessarilyknown
or disclosed from the start of the proto col. This is a common practi-
cal setting, including the caseof IKE and other proto cols that provide
con¯dentialit y of identities over the network. The formal study of this
\p ost-speci¯ed peer" model is a further contribution of this paper.

1 In tro duction

The Internet Key-Exchange(IKE) protocol [11] speci¯es the key exchangemech-
anismsused to establish secret sharedkeys for use in the Internet Protocol Se-
curit y (IPsec) standards [14]. IKE provides several key-exchange mechanisms,
somebasedon public keys and others basedon long-term shared keys. Its de-
sign emergedfrom the Photuris [13], SKEME [15] and Oakley [21] protocols.
All the IKE key-exchange options support Di±e-Hellman exchangesbut di®er
in the way authentication is provided. For authentication basedon public-key
techniques two modes are supported: one basedon public-key encryption and
the other basedon digital signatures.

While the encryption-based modes of IKE are studied in [5], the security
of IKE's signature-basedmode has not beencryptographically analyzed so far.
(But see[19] wherethe IKE protocol is scrutinized under an automated protocol
analyzer.) This later mode originates with a variant of the STS protocol [8]
adopted into Photuris. However, this STS variant, in which the DH key is signed,
is actually insecureand waseventually replacedin IKE with the \sign-and-mac"
mechanism proposed in [16,18]. This mechanism forms the basis for a larger
family of protocols referred to as SIGMA (\SIGn-and-MAc") [18] from which
the IKE signature modesare particular cases.

The main goal of the current paper is to provide cryptographic analysis of
IKE, and the underlying SIGMA protocols. The practical interest in this anal-
ysis work is natural given the wide deployment and use of IKE and the fact
? This proceedingsversion lacks most proof details essential for the results presented
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that authentication via signatures is the most common mode of public-key au-
thentication used in the context of IKE. 1 Yet, the more basic importance of
this analytical work is in contributing to a further development of a theory that
supports the analysis of complex and more functional protocols as required in
real-world applications. Let us discusstwo such issues,that are directly relevant
to the design of IKE. One such issue(not dealt with in previous formal analy-
sis work of key-exchangeprotocols) is the requirement for identity concealment.
That is, the abilit y to protect the identities of the peersto a key-exchangeses-
sion from eavesdroppers in the network (and, in somecase,from active attackers
as well). While this requirement may be perceived at ¯rst glanceas having mi-
nor e®ectson the protocols, it actually posessigni¯cant challengesin terms of
design and analysis. One piece of evidencepointing out to this di±cult y is the
fact that the STS protocol and its variants (see[8,20]) that are consideredas
prime examplesof key-exchange protocols o®ering identit y protection, turned
out to be insecure(they fail to ensurean authenticated binding between peers
to the sessionand the exchangedsecretkey). The generalreasonbehind this dif-
¯cult y is the con°icting character of the authentication and identit y-concealment
requirements.

Another issue arising in the context of IKE is the possible unavailabilit y
of the peer identit y at the onset of the protocol. In previous analytical work
(such as [2,22,5]) the peer identities are assumedto be speci¯ed and given at
the onset of a sessionactivation, and the task of the protocol is to guarantee
that it is this particular pre-speci¯ed peer the one which the key is agreed. In
contrast, in IKE a party may be activated to exchangea key with an \address"
of a peer but without a speci¯ed identit y for that peer. This is a common case
in practical situations. For example, the key-exchange sessionmay take place
with any one of a set of servers sitting behind a (url/ip) addressspeci¯ed in
the sessionactivation. Or, a party may respond to a request for a key exchange
coming from a peer that is not willing to reveal its identit y over the network
and, sometimes,not even to the responder before the latter has authenticated
itself (e.g., a roaming mobile user connecting from a temporary address,or a
smartcard that authenticates the legitimacy of the card-readerbeforedisclosing
its own identit y). So,how do the parties know who they are authenticating? The
point is that each party learns the peer's identit y during the protocol. A secure
protocol in this setting will detect impersonationand will ensurethat the learned
identit y is authentic (informally , if Alice completesa sessionwith the view \I
exchangedthe sessionkey k with Bob", then it is guaranteed that no other party
than Bob learns k, and if Bob completesthe sessionthen it associates the key k
with Alice).2 In this paper we refer to this generalsetting as the \p ost-speci¯ed
peer" model.

1 In particular, recent suggestionsin the IPsec working group for variants of the key-
exchange proto cols in IKE fall also under the family of proto cols analyzed here.

2 The issue of whether a part y may agree to establish a sessionwith the particular
peer whoseidentit y is learned during the key-exchangeprocessis an orthogonal issue
taken care by a separate \p olicy engine" run by the part y.
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Remark. Note the crucial di®erencebetween this \p ost-speci¯ed peer" model and the
\anon ymous" model of proto cols such as SSL where the server's identit y is publicly
known from the start of the proto col while the client's identit y remains undisclosedeven
when the key exchange¯nishes. In the anonymous case,the client doesnot authenticate
at all to the server; authentication happens only in the other direction: the server
authenticates to the client. A formal treatment of this anonymous uni-directional model
of authentication is proposed in [22].

The combination of the requirement for identit y protection and the \p ost-
speci¯ed peer" setting puts additional constraints on the design of protocols.
For example,the natural and simple Di±e-Hellman protocol authenticated with
digital signaturesde¯ned by ISO [12] and proven in [5], is not suitable for pro-
viding identit y protection in the post-speci¯ed peer model. This is so sincethis
protocol instructs each party to sign the peer identit y, which in turn implies that
the parties must know the peer identities beforea sessionkey is generated.In a
setting where the peer identities are not known in advance,theseidentities must
be sent over the network, in the clear, thus forfeiting identit y concealment. As
we will seein Section 3, the IKE and SIGMA protocols use a signi¯cantly dif-
ferent approach to authentication. In particular, parties never sign other parties
identities; instead a MAC-basedmechanism is added to \compensate" for the
unsignedpeer's identit y. (See[18] for more information on the rationale behind
the designof the SIGMA protocols.)

We present a notion of security for key exchange protocols that is appro-
priate for the post-speci¯ed peer setting. This notion is a simple relaxation of
the key-exchange security model of [5] that suitably re°ects the needsof the
\p ost-speci¯ed" model aswell asallows for a treatment of identit y concealment.
After presenting the adaptation of the security de¯nition of [5] to our setting, we
develop a detailed security proof for the basic protocol (denoted § 0) underlying
the signature-basedmodes of IKE. This is a somewhat simpli¯ed variant that
re°ects the core cryptographic logic of the protocol and which already presents
many of the technical issuesand subtleties that needto be dealt with in the anal-
ysis. One prime exampleof such subtleties is the fact that the IKE protocolsuse
the exchangedDi±e-Hellman key not only to derive a sessionkey at the end of
the sessionbut alsoto derive keysusedinside the key-exchangeprotocol itself to
provide essential authentication functionalit y and for identit y encryption. After
analyzing and providing a detailed proof of this simpli¯ed protocol, we show
how to extend the proof to deal with richer-functionalit y variants including the
IKE protocols.The resultant analysisapproach and techniquesare applicable to
other protocols, in particular other identit y-concealingprotocols and those that
usethe DH key during the sessionestablishment protocol.

The security properties guaranteed by our analysis considera strong realis-
tic adversarial setting where the attacker has full control of the communication
lines, and may corrupt sessionand parties at will (in an adaptive fashion). In
particular, this security model and de¯nition (even if relaxed with respect to [5])
guaranteesthat sessionkeysderived in the protocol are securefor usein conjunc-
tion with symmetric encryption and authentication functions for implementing
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\secure channels" (as de¯ned in [5]) that protect communications over realistic
adversarially-controlled networks. Deriving such keysis the quintessential appli-
cation of key-exchange protocols in general, and the fundamental requirement
from the IKE protocols.

In the full version of this paper [4] we show how to embed the post-speci¯ed
peermodel in the framework of universally composable(UC) security [3]. Specif-
ically, we formulate a UC notion of post-speci¯ed securekey exchangeand show
that protocol § 0 presented here satis¯es this notion. The UC notion ensures
strong composability guarantees with other protocols. In particular, we show
that it su±ces for implementing securechannels,both in the UC formalization
of [6] and in the formalization of [5].
Paper's organization. In Section2 we describe the adaptation of the security
model of [5] to the post-speci¯ed peer setting, and establish the notion of secu-
rit y for key-exchangeused throughout this paper. In Section 3 we describe § 0,
the basic SIGMA protocol underlying all the other variants including the IKE
signature-basedprotocols. In Section 4 we present the formal proof of the § 0

protocol in the model from Section 2 (due to spaceconstraints we omit most of
the lengthy technical details of this proof from this proceedingsversion { see[4]
for a full version). In Section5 we treat several variants of the basicprotocol and
extend the analysisfrom Section4 to thesecases.In particular, the two signature
authentication variants of IKE are analyzedhere (Section 5.2 and 5.4).

2 The securit y mo del

Here we present the adaptation of the security model for key-exchangeprotocols
from [5] to the setting of post-speci¯ed peersas described above. We start by
providing an overview of the model in [5] (refer to that paper for the full details).
Then we describe the relaxation of the security de¯nition required to support
the post-speci¯ed setting.

2.1 The SK-securit y de¯nition from [5]

Following the work of [2,1], Canetti and Krawczyk [5] model key-exchange(KE)
protocols as multi-part y protocols where each party runs one or more copies
of the protocol. Each activation of the protocol at a party results in a local
procedure, called a session, that locally instantiates a run of the protocol and
produces outgoing messagesand processesincoming messages.In the caseof
key-exchange, a sessionis intended to agreeon a \session key" with one other
party (the \p eer" to the session)and involvesthe exchangeof messageswith that
party. Sessionscan run concurrently and incoming messagesare directed to its
corresponding sessionvia a sessionidenti¯er. The activation of a KE sessionat
a party hasthree input parameters(P; s;Q): the local party at which the session
is activated, a unique sessionidenti¯er, and the identit y of the intended peer to
the session.(There is also a fourth input ¯eld, specifying whether the party is
the initiator or the responder in the exchange;however this ¯eld has no bearing
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on the security requirements and is thus ignored in this overview.) A party can
be activated as initiator (e.g., by an application calling the KE procedure)or as
a responder (upon an incoming key-exchange initiation messagearriving from
another party). The output of a KE sessionat a party P consistsof a public triple
(P; s;Q) that identi¯es the session,and of a secretvalue called the sessionkey.
Sessionscan also be \ab orted" without producing a sessionkey value, in which
casea special symbol is output instead of the sessionkey. Sessionsmaintain
a local state that is erasedwhen the sessioncompletes(i.e., when the session
produces output). Each party may have additional state, such as a long-term
signature key, which is accessedby di®erent sessionsand which is not part of
any particular sessionstate.

The attacker model in [5] follows the unauthenticated-links model (um) of [1]
wherethe attacker is a (probabilistic) polynomial-time machine with full control
of the communication lines between parties and free to intercept, delay, drop,
inject or changeall messagessent over theselines (i.e., a full-°edge \man-in-the-
middle" attacker). The attacker can alsoschedulesessionactivations at will and
seesthe output of sessionsexcept for the valuesof sessionkeys. In addition, the
attacker can have accessto secret information via sessionexposure attacks of
three types:session-statereveal, session-key queries,and party corruption. The
¯rst type of attack is directed at a single sessionwhile still incomplete (i.e., be-
fore producing output) and its result is that the attacker learns the sessionstate
for that particular session(which doesnot include long-term secretinformation,
such as private signature keys, shared by all sessionsat the party). A session-
key query can be performed against an individual sessionafter completion and
the result is that the attacker learns the corresponding session-key (this models
leakageon the sessionkey either via usageof the key by applications, cryptanal-
ysis, break-ins, known-key attacks, etc.). Finally, party corruption means that
the attacker learns all information in the memory of that party (including ses-
sion states and session-key information and also long-term secrets);in addition,
from the moment a party is corrupted all its actions are totally controlled by the
attacker. (We stressthat all attacker's actions can be decidedby the attacker in
a fully adaptive way, i.e., as a function of its current view).

In the model of [5] sessionscan be expired. From the time a sessionis expired
the attacker is not allowed to perform a session-key query or a state-reveal attack
against the session,but is allowed to corrupt the party that holds the session.
Protocols that ensurethat expired sessionsare protected even in caseof party
corruption are said to enjoy \p erfect forward secrecy" [20] (this is a central
property of the KE protocols analyzedhere).

For de¯ning the security of a KE protocol, [5] follows the indistinguishabilit y
style of de¯nitions as usedin [2] where the \success" of an attacker is measured
via its abilit y to distinguish the real values of sessionkeys from independent
random values. In order to be consideredsuccessfulthe attacker should be able
to distinguish session-key values for sessionsthat were not exposed by any of
the above three types of attacks. (Indeed, the attacker could always succeed
in its distinguishing task by exposing the corresponding sessionand learning
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the sessionkey.) Moreover, [5] prohibits attackers from exposing the \matc hing
session"either, where two sessions(P; s;Q) and (P 0; s0; Q0) are called matching
if s = s0, P = Q0 and Q = P 0 (this restriction of the attacker is neededsincethe
matching sessioncontains the sessionkey as well).

As is customary, the abilit y of the attacker to distinguish between real and
random valuesof the sessionkey is formalized via the notion of a test sessionthat
the attacker is free to chooseamongall completesessionsin the protocol. When
the attacker choosesthe test sessionit is provided with a value v which is chosen
as follows: a random bit b is tossed,if b = 0 then v is the real value of the output
sessionkey, otherwise v is a random value chosenunder the samedistribution
of session-keys produced by the protocol but independent of the value of the
real sessionkey. After receiving v the attacker may continue with the regular
actions against the protocol; at the end of its run the attacker outputs a bit b0.
The attacker succeeds in its attack if (1) the test sessionis not exposed,and (2)
the probabilit y that b = b0 is signi¯cantly larger than 1/2. We note that in the
model of [5] the attacker is allowed to corrupt a peer to the test sessiononce
the test sessionexpiresat that peer (this capturesperfect forward secrecy).The
resultant security notion for KE protocols is called SK-security and is stated as
follows:

De¯nition 1. (SK-security [5]) An attacker with the above capabilities is called
an SK-attacker. A key-exchangeprotocol ¼ is called SK-secure if for all SK-
attackers A running against ¼ it holds:

1. If two uncorrupted parties complete matching sessionsin a run of protocol
¼ under attacker A then, except for a negligible probability, the sessionkey
output in thesesessionsis the same.

2. A succeeds(in its test-sessiondistinguishing attack) with probability not more
that 1/2 plus a negligible fraction.

(The term `negligible' represents any function (in the security parameter) that
diminishesasymptotically faster than any polynomial fraction, or a small speci¯c
quantit y in a concretesecurity treatment).
Remark. In [5] there are two additional notions that play a central role in the
analysis of KE protocols: the \authen ticated-links model" (am) and \authen ti-
cators" [1]. While thesenotions could have beenused in our analysis too, they
would have required their re-formulation to adapt to the post-speci¯ed peerset-
ting treated here. We have chosento save de¯nitional complexity and develop
our protocol analysis in the current paper directly in the um model.

2.2 Adapting SK-securit y to the post-sp eci¯ed peer setting

The model of [5] makes a signi¯cant assumption: a party that is activated with
a new sessionknows already at activation the identity of the intended peer to
the session.That is, the authentication processin [5] is directed to verify that
the \in tended peer" is the party we are actually talking to. In contrast, in the
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\p ost-speci¯ed setting" analyzed here (in particular in the setting of the IKE
protocol) the information of who the other party is does not necessarilyexist
at the sessioninitiation stage. It may be learned by the parties only after the
protocol run evolves.

Adapting the security model from [5] to the post-speci¯ed peer setting re-
quires: (A) generalizing the formalism of key-exchange protocols to allow for
unspeci¯ed peers at the start of the protocol; and (B) relaxing the security
de¯nition to accept protocols where the peer of a sessionmay be decided (or
learned) only after a sessionevolves (possibly not earlier than the last protocol
messageas is the caseof IKE). Fortunately this adaptation requires only small
technical changeswhich we describe next; all the other de¯nitional elements
remain unchanged from [5]. In particular, we keep the um model and most of
the key-exchangeformalism unchanged(including full adversarial control of the
communication linesand the three typesof sessionexposure:session-statereveal,
session-key queries,and party corruption).

(A) Session activ ation and iden ti¯cation. Instead of activating sessions
with input a triple (P; s;Q) as in [5] (where P is the identit y of the local party, s
a sessionidenti¯er, and Q the identit y of the intendedpeerfor the session),in the
post-speci¯ed casea sessionat a party P is activated with a triple (P; s;d) where
d represents a \destination address" that may have no implications regarding
the peer's identit y sitting behind this address,and is used only as information
for delivery of messagesrelated to this session.This may be, for example, a
temporary addressusedby arbitrary parties, or an addressthat may identify a
set of parties, etc. Note that the above (P; s;d) formalism represents a gener-
alization of the formalism from [5]; in the latter, d is uniquely associated with
(and identi¯es) a speci¯c party. We keepthe convention from [5] that session
id's are assumedto be unique among all the sessionid's used by party P (this
is a simple abstraction of the practice where parties provide unique sessionid's
for their own local sessions;we can seethe identi¯er s as a concatenation of
theselocal identi¯ers { see[5] for more discussionon this topic). We usethe pair
of entit y identit y and session-id(P; s) to uniquely name sessionsfor the pur-
poseof attacker actions (as well as for identi¯cation of sessionsfor the purpose
of protocol analysis). The output of a session(P; s) consists of a public triple
(P; s;Q) where Q is the peer to the session,and the secret value of the session
key. When the sessionproduces such an output it is called completed and its
state is erased(only the sessionoutput persistsafter the sessioncompletesand
until the sessionexpires). Sessionscan abort without producing a session-key
output in which casethe sessionis referred to as aborted (and not completed).

(B) SK securit y and matc hing sessions. The formalism used in [2,5] to
de¯ne the security of key-exchange protocols via a test sessionis preserved in
our work. The signi¯cant (and necessary)change here is in the de¯nition of
\matc hing sessions"which in turn in°uences the limitations on the attacker's
actionsagainst the \test session"and its peers(recall, that the attacker is allowed
to attack any sessionexcept for the test-sessionand its matching session).In [5]
the matching sessionof a (complete) session(P; s;Q) within party P is de¯ned
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as (Q; s;P) (running within Q). This is well-de¯ned in the pre-speci¯ed setting
where both peer identities are ¯xed from the start of the session.In our case,
however, the peer of a sessionmay only be decided(or learned) just before the
completion of that session.In particular, a session(P; s) may complete with
peer Q, while the session(Q; s) may not have completed and therefore its peer
is not determined. In this case,corrupting Q or learning the state of (Q; s) could
obviously provide the attacker with information about the sessionkey output
by (P; s;Q). We thus intro duce the following modi¯ed de¯nition of matching
session.

De¯nition 2. Let (P; s) be a completed session with public output (P; s;Q).
The session(Q; s) is called the matchingsessionof (P; s) if either

1. (Q; s) is not completed; or
2. (Q; s) is completed and its public output is (Q; s;P).

Note that by this de¯nition only completed sessionshave a matching session;
in particular the \matc hing" relation de¯ned above is not symmetric (except
if the matching sessionis completed too | in which casethe above de¯nition
of matching sessioncoincideswith the de¯nition in [5]). Also, note that if Q is
uncorrupted then the matching sessionof (P; s) is unique.

De¯nition 3. (SK-security in the post-speci¯ed setting) SK-security in the
post-speci¯ed peer setting is de¯ned identically as in De¯nition 1 but with the
notion of matching sessionsre-formulated via De¯nition 2.

Notes on the de¯nition: 1. We arguethat the combination of the two match-
ing conditions in De¯nition 2 above results in a sound de¯nition of SK-security.
In particular, it is su±cient to preserve the proof from [5] that SK-security guar-
anteessecurechannels(seebelow). On the other hand, noneof the two matching
conditions in isolation inducesa satisfactory de¯nition of security. In particular,
de¯ning the session(Q; s) to always be the matching sessionof (P; s) without
requiring that the determined peer is correct (in condition (2)) would result
in an over-restriction of the actions of the attacker against the test sessionto
the point that such a de¯nition would allow weak protocols to be called secure.
An example of such an insecureprotocol is obtained by modifying protocol § 0

from Section 3 by deleting from it the MAC applied to the parties identities.
This modi¯ed protocol can be shown to succumb to a key-identit y mis-binding
(or \unkno wn key share") attack as in [8], yet it would be consideredsecure
without the conditioning on the output of session(Q; s) as formulated in (2).
On the other hand, condition (2) alone is too permissive for the attacker, thus
resulting in a too strong de¯nition that would exclude many natural protocols.
Speci¯cally, if we eliminate (1) then an attacker could perform a state-reveal
query against (Q; s) and reveal the secretkey (e.g., gxy ) when this information
is still in the session'sstate memory. This would allow the attacker a strategy in
which it chooses(P; s;Q) at the test sessionand forces(Q; s) to be incomplete,
and then learn the test sessionkey through a state-reveal attack against (Q; s).
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2. The above de¯nition of securekey-exchangein the post-speci¯ed peersetting
implies a strict relaxation of the SK-security de¯nition in [5]. On the one hand,
any SK-secureprotocol accordingto [5] is alsopost-speci¯ed secureprovided that
we take careof the following formalities. First, we usethe \address ¯eld" d in the
input to the sessionto specify the identit y of a party. Then, before completing
a session,the protocol checks that the identit y to be output is the sameas the
identit y speci¯ed in the \address ¯eld" (if not, the sessionis aborted). On the
other hand, there are protocols that are secureaccording to De¯nition 3 in the
post-speci¯ed model but are not securein the pre-speci¯ed setting of [5]. The
IKE protocols studied here (in particular, protocols § 0 and § 1 presented in
the following sections) constitute such examples(seethe remark at the end of
Section 3).
3. A natural question is whether the relaxation of SK-security adopted here is
adequate.One strong evidencesupporting the appropriatenessof the de¯nition
is the fact that the proof in [5] that SK-security implies securechannelsapplies
also for SK-security in the post-speci¯ed peer setting (De¯nition 3). One tech-
nical issuethat ariseswhen applying the notion of securechannels from [5] in
our context is that this notion is formulated in the \pre-speci¯ed peer" model.
Yet, one can usea post-speci¯ed SK-secureKE protocol also in this setting. All
is neededis that each peerveri¯es, beforecompleting a KE session,that the au-
thenticated peer (i.e., the identit y to be output as the session'speer) is the same
as the identit y speci¯ed in the activation of the securechannelsprotocol. If this
veri¯cation fails, then the party aborts the KE sessionand the secure-channels
session.Alternativ ely, onecan easily adapt the model of securechannelsin [5] to
the post-speci¯ed peersetting. Also in this casean SK-secureKE protocol in the
post-speci¯ed model su±ces for constructing (post-speci¯ed) securechannels.In
all we have:

Theorem 1. SK-security in the post-speci¯ed peer setting implies secure chan-
nels in the formulation of [5] (either with pre-speci¯ed or post-speci¯ed secure-
channel peers).

3 The basic SIGMA proto col: § 0

Here we provide a description of a key-exchangeprotocol, denoted§ 0, that rep-
resents a simpli¯ed versionof the signature-mode of IKE. The protocol contains
most of the core cryptographic elements and properties found in the full-°edge
IKE and SIGMA protocols. In the next section we provide a proof of this ba-
sic protocol, and in the subsequent section we will treat somevariants and the
changes they require in the security analysis. These variants will include the
actual IKE protocols (seeSections5.2 and 5.4). The § 0 protocol is presented in
Figure 1. Further notes and clari¯cations on the protocol follow.

Notes on the description and actions of the proto col

{ For simplicit y wedescribethe protocol under a speci¯c typeof Di±e-Hellman
groups,namely, a sub-groupof Z ¤

p of prime order. However, the protocol and
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Proto col § 0

Initial information: Primes p;q, q=p¡ 1, and g of order q in Z ¤
p . Each

player has a private key for a signature algorithm sig , and all have the
public veri¯cation keysof the other players.The proto col alsousesa message
authentication family mac, and a pseudorandom function family prf .
The proto col messages

Start message(I ! R): s; gx

Responsemessage(R ! I ): s; gy ; ID r ; sig r (\1" ; s; gx ; gy ); mack 1 (\1" ; s; ID r )
Finish message(I ! R): s; ID i ; sig i (\0" ; s; gy ; gx ); mack 1 (\0" ; s; ID i )

The proto col actions

1. The start messageis sent by the initiator ID i upon activation with
session-ids (after checking that no previous sessionat ID i was initiated
with identi¯er s); the DH exponent gx is computed with x

R
Ã Zq and x

is stored in the state of session(ID i ; s).
2. When a start messagewith session-id s is delivered to a part y ID r

the (if session-id s did not exist before at ID r ) ID r activates a local
sessions (as responder). It now generatesthe response messagewhere
the DH exponent gy is computed with y

R
Ã Zq , the signature sig r

is computed under the signature key of ID r , and the value gx placed
under the signature is the DH exponent received by ID r in the incoming
start message.The mac k 1 value is produced with k1 = prf gxy (1) where
gxy is computed by ID r as (gx )y . Finally , the value k0 = prf gxy (0) is
computed and kept in memory, and the values y and gxy are erased.

3. Upon receiving a (¯rst) responsemessagewith session-ids, ID i retrieves
the public key of the part y whose identit y ID r appears in this message
and usesthis key to verify the signature on the quadruple (\1" ; s; gx ; gy )
where gx is the value sent by ID r in the start message,and gy the value
received in this responsemessage.ID i also checks the received mac un-
der key k1 = prf gxy (1) (where gxy is computed as (gy )x ) and on the
identit y ID r as it appears in the responsemessage.If any of theseveri¯-
cation steps fails the sessionis aborted and a sessionoutput of \ab orted
(ID i ; s)" is generated; the sessionstate is erased.If veri¯cation succeeds
then ID i completes the sessionwith public output (ID i ; s; ID r ) and se-
cret sessionkey k0 computed as k0 = prf gxy (0). The ¯nish messageis
sent and the sessionstate erased.

4. Upon receiving the ¯nish messageof sessions, ID r veri¯es the signature
(under the public key of part y ID i and with gy being the DH value that
ID r sent in the response message),and veri¯es the mac under key k1

computed in step 2. If any of the veri¯cations steps fails the sessionis
aborted (with the \ab orted (ID r ; s)" output), otherwise ID r completes
the sessionwith public output (ID r ; s; ID i ) and secret sessionkey k0 .
The sessionstate is erased.

Fig. 1. The basic SIGMA proto col

subsequent analysis apply to any Di±e-Hellman group for which the DDH
assumption holds (seeSection 4).
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{ The notation I ! R and R ! I is intended just to indicate the direction
between initiator and responserof the messages.The protocol as described
here does not specify where the messagesare sent to. They can be sent to
a pool of messages,to a local broadcast network, to a physical or logical
address,etc. The protocol and its analysis accommodate any of these (or
other) possibilities. What is important is that the protocol does not make
any assumption on who will eventually get a message,how many times,
and when (these are all actions decided by the attacker). Also, there is no
assumption on the logical connection betweenthe addresswhere a message
is delivered and the identit y (either ID i or ID r ) behind that address.This
allows us to designthe protocol (and prove its security) in the \p ost-speci¯ed
peer" model intro duced in Section 2.

{ ID i and ID r represent the real identities of the parties to the exchange. In
our model we assumethat every party knows the other's party public key
beforehand. However, onecan think of the above identities asfull certi¯cates
signed by a trusted CA and veri¯ed by the recipient. (In this case,the full
certi¯cate may be included as the peer's identit y under the mac or just the
identit y in the certi¯cate { e.g. the \distinguished name"). Our proofs work
under this certi¯cation-based model as well.

{ The strings \0" and \1" are intended to separate between authentication
information created by the initiator and responder in the protocol. They
serve as \symmetry breakers" in the protocol. However, in the caseof § 0

thesetags are not strictly neededfor security; we will seelater (Section 5.1)
that the protocol is secureeven without them. Yet, we include them here for
two reasons.First, they simplify analysis; second,they make the protocol's
security more robust to changesaswe will alsodiscusslater (e.g., they defeat
re°ection attacks in someof the protocol's variants).

{ Recall the uniquenessof session-id'sassumedby our model. We use this
assumption in order to simplify the model and to accommodate di®erent
implementations of this assumption. A typical way to achieve this is to re-
quire each party in the exchange to choosea random number (say, si and
sr respectively) and then de¯ne s to be the concatenation of these values.
In this casethe values si and sr can be exchanged before the protocol, or
si can replace s in the start message,and (si ; sr ) replace s in the response
message.

{ Parties use the sessionid's to bind incoming messagesto existing (incom-
plete) sessions.However, only the ¯rst messageof each type is processed.
For example if a responsemessagearrives with sessionid s at the initiator
of sessions, then the messageis processedonly if no previous responsemes-
sageunder this sessionwas received. Otherwise the messageis discarded.
Samefor the other messagetypes,or if a messagearrivesafter the sessionis
completed or aborted.

{ We note that in this description of § 0 sessionidenti¯ers serve a dual func-
tionalit y: they serve to identify sessionsand bind incoming messagesto these
sessions,but they alsoserve as\freshnessguarantees" against replay attacks.
We chooseto \overload" sessionid's with the two functionalities in order to
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simplify presentation. However, actual protocol implementations may use
two di®erent elements for these functions: a sessionidenti¯er for the ¯rst
functionalit y above, and random (or non-repeating) noncesfor replay pro-
tection.

{ In practice, it is recommendednot to usethe plain value gxy of the DH key
but a hashedvalue H (gxy ) whereH is a hash function (e.g. a cryptographic
hash function such as SHA or a universal hash function, etc.). This has the
e®ectof producing a number of bits as required to key the prf , and (de-
pending on the properties of the hashfunction) may alsohelp to \extracting
the security entropy" from the gxy output. If the plain gxy is used, our se-
curit y results hold under the DDH assumption. Using a hashedvalue of gxy

is secureunder the (possibly weaker) HDH assumption [9].

Remark. As mentioned in Section 2 it is illustrativ e to note that protocol
§ 0 is not securein the original (pre-speci¯ed) model of [5]. In that model an
attacker could apply the following strategy: (1) initiate a session(P; s;Q) at
P; (2) activate a session(Q; s;Eve) at Q as responder with the start message
from (P; s;Q) where Eve is a corrupted party (let gx be the DH exponent in
this message);(3) deliver the responsemessageproduced by Q to P (let gy be
the DH exponent in this message).The result is that P completes(P; s;Q) with
a sessionkey derived from gxy , while the session(Q; s;Eve) is still incomplete
and its state contains the value gxy . Therefore, in the [5] model, the attacker
can choose(P; s;Q) as the test sessionand expose(Q; s;Eve) via a state-reveal
attack to learn gxy . This is allowed in [5] since (Q; s;Eve) is not a matching
sessionto the test session(only (Q; s;P) is matching to the test session).In
our post-speci¯ed model, however, the attacker is not allowed to expose(Q; s)
which is incomplete and then by De¯nition 2 it is matching to the test session
(P; s). This restriction of the adversary is neededin the post-speci¯ed setting
sincefrom the point of view of Q there is no information about who the peer is
until the very end of the protocol and then its temporary internal state (before
receiving the ¯nish message)is identical whether its sessionis controlled by the
adversary (via Eve as in the above example) or it is a regular run with a honest
peerP. What is crucial to note is that protocol § 0 (and any SK-secureprotocol
in the post-speci¯ed model) guarantees that if Q completesthe session(Q; s)
then its view of the peer's identit y is correct and consistent with the view in the
matching session(e.g., in the above exampleit is guaranteed that if Q completes
the session,it outputs P as the peer, and only P can compute the key gxy ).

4 Pro of of Proto col § 0

4.1 The Statemen ts

We start by formulating the DecisionalDi±e-Hellman (DDH) assumptionwhich
is the standard assumption underlying the security of the DH key exchange
against passive attackers. For simplicit y, we formulate this assumption for a
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speci¯c family of DH groups, but analogousassumptionscan be formulated for
other groups (e.g., basedon elliptic curves).

Assumption 2 Let · be a security parameter. Let p;q be primes, where q is
of length · bits and q=p¡ 1, and g be of order q in Z ¤

p . Then the probability
distributions of quintuples
Q0 = fhp;g; gx ; gy ; gxy i : x; y RÃ Zqg and Q1 = fhp;g; gx ; gy ; gr i : x; y; r RÃ Zqg
are computationally indistinguishable.

In addition to the DDH assumption we will assumethe security of the other
underlying cryptographic primitiv esin the protocol (digital signatures,message
authentication codes,and pseudorandomfunctions) under the standard security
notions in the cryptographic literature.

Theorem 3. (Main Theorem) Assuming DDH and the security of the under-
lying cryptographic functions sig , mac, prf , the § 0 protocol is SK-secure in the
post-speci¯ed model, as de¯ned in Section 2.

Proving the theorem requires proving the two de¯ning properties of SK-secure
protocols(weusethe term § 0-attacker to denotean SK-attacker working against
the § 0 protocol):
P1. If two uncorrupted parties ID i and ID r completematching sessions(( ID i ; s;
ID r ) and (ID r ; s; ID i ), respectively) under protocol § 0 then, except for a negligi-
ble probabilit y, the sessionkey output in thesesessionsis the same. The proof
of this property can be found in [4].
P2. No e±cient § 0-attacker can distinguish a real responseto the test-session
query from a random responsewith non-negligible advantage. More precisely, if
for a given § 0-attacker we de¯ne:

{ Preal (A ) = Pr ob(A outputs 1 when given the real test sessionkey)
{ Prand (A ) = Pr ob(A outputs 1 when given a random test sessionkey)

then we need to prove that for any § 0-attacker A : jPreal (A ) ¡ Prand (A )j is
negligible.

4.2 Pro of Plan of Prop ert y P2.

We prove property P2 by showing that if a § 0-attacker A can win the \real
vs. random" game with signi¯cant advantage then we can build an attacker
against one of the underlying cryptographic primitiv esusedin the protocol: the
Di±e-Hellman exchange(DDH assumption), the signature schemesig , the MAC
schememac, or the pseudorandomfamily prf .

More speci¯cally we will show that from any § 0-attacker A that succeedsin
distinguishing between a real and a random responseto the test-sessionquery
we can build a DDH distinguisher D that distinguishes triples gx ; gy ; gxy from
random triples gx ; gy ; gr with the samesuccessadvantage as A , or there is an
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algorithm (that we can construct explicitly) that breaks one of the other un-
derlying cryptographic primitiv es. This distinguisher D gets as input a triple
(gx ; gy ; z) where z is either gxy or gr for r RÃ Zq. D starts by simulating a run
of A on a virtual instantiation of protocol § 0 and usesthe values gx and gy

from the input triple as the DH exponents in the start and responsemessageof
one randomly chosensession,say s0, initiated by A in this run of protocol § 0.
The idea is that if A happens to choose this sessions0 (or the corresponding
responder's session)as its test sessionthen D can provide A with z as the re-
sponseto the test-sessionquery. In this case,if A outputs that the responsewas
real then D will decidethat z = gxy , otherwise D will decidethat z is random.
One di±cult y here is that sinceD actually changesthe regular behavior of the
parties in sessions0 (e.g. it usesthe value z to derive the key k1 used in the
mac function) then we still have to show that D hasa good probabilit y to guess
the right test session,and that the original abilit y of A to distinguish between
\real" and \random" is not signi¯cantly reduced by the simulation changes.
Proving this involves showing several properties of the protocol that relate to
the authentication elements such as signatures and MAC.

In order to specify the distinguisher D we need to de¯ne the above simula-
tion processand the exact rules on how to choosesessions0 and how to change
the behavior of the parties to that session.In order to facilitate our analysis
we will actually de¯ne a sequenceof several simulators which di®er from each
other by the way they choosethe keys (k0 and k1) usedin the processingof the
s0 session.Each of thesesimulators will de¯ne a probabilit y distribution on the
runs of attacker A . At oneend of the sequenceof simulators will be onethat cor-
responds to a \real" run of A while at the other end the simulation corresponds
to a \random" experiment where the sessionkey in sessions0 provided to A is
chosenas a random and independent value k0. In between,there will be several
\h ybrid" simulators. We will show that either all the distributions generated
by these simulators are computationally indistinguishable, or that a successful
distinguisher against DDH or against the prf family exists. From this we get
a proof that the \real" and \random" simulators at the ends of the sequence
are actually indistinguishable, and from this that the valuesPrand and Preal
di®er by at most a negligible quantit y (this negligible di®erencewill depend on
the quanti¯ed security of DDH and of the cryptographic functions).
For a full proof of property P2 see[4].

Detailed pro of. The detailed proof of properties P1 and P2 (and thus of the
Main Theorem 3) is lengthy and therefore omitted from theseproceedings.See
[4] for a complete proof.

5 Varian ts and Discussions

We considerthe security of several variants of the protocol and extensionsto its
functionalit y. In particular, we extend the analysis to the elements found in the
IKE protocols and not included in the basic protocol § 0.
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5.1 Eliminating the initiator and resp onder tags in § 0

In protocol § 0 the initiator and responder include under their signatures and
mac a special tag \0" and \1", respectively. Here we show that protocol § 0

0

de¯ned identically to § 0 except for the lack of these tags is still secure.(We
stressthat the signature modes of IKE do not use these tags; this is one main
reasonto provide the analysis here without tags.)
For lack of spacethe rest of this subsection is omitted from these proceedings
(see[4]).

5.2 Putting the MA C under the signature

One seemingly signi¯cant di®erencebetween protocol § 0 and IKE signature-
mode is that in the latter the mac tag is not sent separately but rather it is
computed under the signature operation. That is, in the response messageof
IKE the responder does not send sig r (\1" ; s;gx ; gy ); mack1 (\1" ; s; ID r ), as in
§ 0, but rather sendsthe value sig r (mack1 (s;gx ; gy ; ID r )). Similarly, the pair of
signature-macis replacedin the ¯nish messageby the value sig i (mack1 (s;gy ; gx ;
ID i )). The reason for this inclusion of the mac under the signature in IKE is
twofold: to save the extra spacetaken by the mac tag and to provide a message
format consistent with other authentication modesof IKE. 3

Fortunately, the analysis of the protocol when the mac goes under the sig-
nature is essentially the sameas the simpli¯ed § 0 version analyzedbefore.The
analysis adaptation is straightforward and is basedin the following simple fact.

Lemma 1. If sig is a secure signature schemeand mac a secure messageau-
thentication function then it is infeasible for an attacker to ¯nd di®erent mes-
sagesM and M 0 suchthat for a randomly chosensecret mac-key k1 the attacker
can compute sig (mack1 (M 0)) evenafter seeing sig (mack1 (M )) .

Indeed, if the attacker can do that then either mac k1 (M 0) 6= mack1 (M ) with sig-
ni¯can t probabilit y and this results in a signature forgery strategy, or mac k1 (M 0)
= mack1 (M ) with signi¯cant probabilit y in which casethe attacker has a strat-
egy to break the mac. (Note that the attacker cannot choosek1; if it could, the
lemma would not hold.)

This lemma implies that all the arguments in our proofsof Section4 that use
the unforgeability of signaturesremain valid in this case.More precisely, they are
extended through the above lemma to claim that if an attack is successfulthen
either the signature schemeor the mac are broken (the caseswherethe weakness
comesfrom the insecurity of either the prf family or the DDH assumption are
treated identically as in the proof of § 0).
IKE's aggressiv e mo de. With the above changes,in which the mac is in-
cluded under the signature and the \0" =\1" tags are not included, § 0 becomes
3 For example, the IKE mode where authentication is provided by a pre-shared key

is obtained from the signature mode by using the samemac expressionbut without
applying the signature on it (in this casethe mac key is derived from the pre-shared
key).
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basically the so called \aggressive mode of signature authentication" which is
one of the two IKE's protocols basedon authentication via digital signatures.
One additional di®erenceis that the IKE protocol usesthe function prf itself
to implement the mac function. Sincea pseudorandomfamily is always a secure
MAC then this implementation preserves security (in this casethe key to the
prf is gxy itself as in the other usesof this function in the protocol; the protocol
also makes sure that the input to prf when used as MAC is di®erent that the
inputs usedfor key derivation).

5.3 Encrypting the iden tities

Here we consider the augmentation of § 0 for providing identit y concealment
over the network. We present the main ideas behind our treatment, and omit
much of the formal and technical issues.

We start by considering the following variant of protocol § 0. Before trans-
mitting the responsemessage,the responder computesa key k2 = prf gxy (2) and
encrypts under key k2 the responsemessageexcluding s and gy . That is, the re-
sponsemessageis changedto s;gy ; enc k2 (ID r ; sig r (\1" ; s;gx ; gy ); mack1 (\1" ; s;
ID r )) where enc is a symmetric-key encryption algorithm. Upon receiving the
responsemessagethe initiator computes the key k2 as above, decrypts the in-
coming messagewith this key, and then follows with the regular veri¯cation
operations of § 0. If successful,it preparesthe ¯nish messageas in § 0 but sends
it encrypted under enc k2 (only s is sent in the clear). Upon reception of this
messagethe responder decrypts it and follows with the regular operations of § 0.

The main goal of this use of encryption is to protect the identities of the
peersfrom disclosureover the network (at least in casesthat theseidentities are
not uniquely derivable from the visible (say, IP) addressfrom which communi-
cation takesplace). We ¯rst argue that the addition of encryption preservesthe
SK-security of the protocol. Then we claim that the encryption provides seman-
tic security of the encrypted information. For the response messagesemantic
security is provided against passive attackersonly (indeed, at the point that this
encryption is applied by ID r , the initiator has not yet authenticated to ID r so
this encryption can be decrypted by whoever chosethe DH exponent gx ). For
information encrypted in the ¯nish messagewe can provide a stronger guarantee
of security, namely, semantic security also against active attackers.

We start by claiming that the modi¯ed § 0 protocol with encryption as de-
scribed above satis¯es Theorem 3. The basic idea is that if we were encrypting
under a random key independent from the Di±e-Hellman exchangethen the se-
curit y of the protocol would be preserved (in particular, sincethe attacker itself
can simulate such an independent encryption on top of § 0). However, sincewe
are using an encryption key that is derived from gxy then we needto show that if
the encryption helps the attacker in breaking the SK-security of (the encrypted)
§ 0 then we can usethis attacker to distinguish gxy from a random value. Tech-
nically, this requires an adaptation of the proof of Theorem 3 (see[4] for more
details).
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In order to show secrecyprotection against a passive attacker (note that a
passive attacker meansan eavesdropper in the network that doesnot collaborate
with the SK-attacker which is active by de¯nition) we consider a run of the
protocol where k2 is chosenrandomly. In this casesemantic security against a
passiveattacker follows from the assumptionthat the encryption function (under
a random secret key) is semantically secureagainst chosen plaintext attacks.
Accounting for the fact that k2 is actually derived from gxy requiresan argument
similar to the \h ybrid simulators" technique in the proof of Theorem 3 (see[4]).

In the caseof the ¯nish message,the security guarantee is stronger and the
secrecyprotection canstand activeattackerstoo (assuminga suitable encryption
function secureagainstactive attacks [5,17]). Wecanshow that for any complete
session(ID i ; s; ID r ) that is not exposedby the attacker (i.e., neither this session
or its matching sessionare corrupted), breaking the semantic security of the
information transmitted under enc k2 in the ¯nish messageof session(ID i ; s)
implies a distinguishing test betweenk2 and a random (encryption) key. This in
turn can be used to build an attack against the SK-security of the protocol or
against one of its underlying cryptographic primitiv es.

5.4 A four message varian t: IKE main mo de

Here we study a four-messagevariant of the § 0 protocol. The interest in this
protocol is two-fold: on one hand, if encryption is added to it (as discussedbe-
low) it allows concealingthe responder's identit y from active attackers and the
initiator's identit y from passive attacks. This is in contrast to § 0 where the
strong active protection is provided to the initiator's identit y (seeSection 5.3).
The other sourceof interest for this protocol is that it actually represents the
core cryptographic skeleton of the so called \main mode with signature authen-
tication" in IKE (which is oneof the two signature-basedprotocols in IKE { see
Section 5.2 for a discussionof the other IKE variant).

The four-messageprotocol, denoted § 1, is similar to § 0 except that the
responder delays its authentication (via sig r ) to a fourth message.

I ! R: s;gx

R ! I : s;gy

I ! R: s; ID i ; sig i (\0" ; s;gy ; gx ); mack1 (\0" ; s; ID i )
R ! I : s; ID r ; sig r (\1" ; s;gx ; gy ); mack1 (\1" ; s; ID r )

The security analysisof § 1 is similar to that of § 0 aspresented in Section4.
It follows the samebasic logic and structure of that proof but it requires some
changesdue to the addition of the fourth messageand the fact that the responder
authenticates after the initiator. The adaptation, however, of the previous proof
to this new protocol is mostly straightforward. The details are omitted. One
important point to note is that in this case(as opposedto § 0 { seeSection 5.1)
the use of the tags \0" and \1" is essential for security; at least if one regards
re°ection attacks (where the attacker impersonatesthe initiator of the exchange
asresponder by just replying to each of the initiator's messageswith exactly the
samemessage)as a real security threat (seediscussionbelow).
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Providing identit y concealment in § 1 is possiblevia the encryption of the last
two messagesof the protocol (under a key k2 = prf gxy (2) as in Section 5.3). In
this case,the identit y ID r is protected against active attacks, while ID i against
passive attackers.
IKE's main mo de. Protocol § 1 with the mac included under the signature
(as in Section 5.2), with encryption of the last two messages(not including the
session-ids), and without the \0" ; \1" tags is essentially the \main mode signa-
ture authentication" in IKE. (There are someother secondarydi®erencessuch
as: (i) the sessionid s equalsa pair s1; s2, where s1; s2 are \cookies" exchanged
betweenthe parties in two additional messagesprecedingthe above four-message
exchange,and (ii) the MAC function is implemented using prf gxy ). Our analysis
here applies to this IKE protocol except for the fact that IKE doesnot use the
\0" ; \1" tags and thus it is open to re°ection attacks. We note that without the
use of these tags the protocol can be proven securein our model if exchanges
from a party with itself are considered invalid, or if the initiator veri¯es, for
example,that the incoming DH exponent in the secondmessagedi®ersfrom the
one sent in the initial message.From a practical point of view, these potential
re°ection attacks have been regarded as no real threats in the context of IKE;
in particular basedon other details of the IKE speci¯cation, such as the way
encryption is speci¯ed, that make theseattacks unrealistic. Yet, the addition of
tags as in § 1 would have been advisable to close these \design holes" even if
currently consideredas theoretical threats only.
Note: In casethat the MAC goes under the signature (as in IKE and in Sec-
tion 5.2) then the \0" ; \1" tags can go under the MAC only. Moreover, in this
caseone can dispenseof thesetags and useinstead di®erent (and computation-
ally independent) keys k1 and k0

1 to key the MAC going from ID i to ID r and
from ID r to ID i , respectively.

5.5 Not signing the peer's DH exp onent

The protocols as presented before take care of signing each party's own DH ex-
ponent aswell as the peer'sDH exponent. While the former is strictly necessary
for security (against \man in the middle" attacks), the later is not essential and
is usedmainly for simplifying the proofs. If the peer's exponent is not included
under the signature then the proofs becomemore involved since the essential
binding betweengx and gy cannot be argueddirectly but via a binding of these
exponents to the sessionid.
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