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Abstract. Methods from provable security, developed over the last
twenty years, have been recertly extensively used to support emerging
standards. However, the fact that proofs also needtime to be validated
through public discussion was somehav overlooked. This became clear
when Shoup found that there was a gap in the widely believed security
proof of OAEP against adaptiv e chosen-ciphertext attacks. We give more
examples, showing that provable security is more subtle than it at “rst

appears.Our examplesare in the area of signature schemes:oneis related
to the security proof of ESIGN and the other two to the security proof
of ECDSA. We found that the ESIGN proof does not hold in the usual
model of security, but in a more restricted one. Concerning ECDSA,

both examples are based on the concept of duplication: one shows how
to manufacture ECDSA keys that allow for two distinct messageswith

identical signatures, a duplicate signature; the other shows that from any
message-signaturepair, one can derive a second signature of the same
messagethe malleability . The security proof provided by Brown [7] does
not accourt for our rst example while it surprisingly rules out malleabil-

ity, thus o®ering a proof of a property, non-malleability, that the actual
scheme does not possess.

1 Intro duction

In the last twerty yearsprovablesecurity hasdramatically developed, asa means
to validate the designof cryptographic schemes.Today, emergingstandards only
receive widespreadacceptancef they are supported by someform of provable ar-
gumert. Of course,cryptography ultimately reliesonthe P vs. N P questionand
actual proofsare out of reach. However, various security modelsand assumptions
allow us to interpret newly proposedscemesin terms of related mathematical
results, soasto gain con dencethat their underlying designis not °awed. There
is however a risk that should not be underestimated: the use of provable security

? The st and last examplesin this paper are based on the result of an evaluation
requested by the JapaneseCryptrec program and performed by this author.
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is more subtle than it appears,and °awsin security proofsthemselvesmight have
a devastating e®ecton the trustworthiness of cryptography. By °aws, we do not
mean plain mathematical errors but rather ambiguities or misconceptionsin the
security model. The rst such example appeared recertly, when Victor Shoup
noted in [29] that there wasa gap in the widely believed security proof of OAEP
against adaptive chosen-ciphertextattacks. By meansof a nice courter-example
in arelativized model of computation, he showved that, presumably, OAEP could
not be proven securefrom the one-waynessof the underlying trap door permuta-
tion. A closerlook at the literature, notably [4, 2], shaved that the security proof
wasactually valid in a weaker security model, namely againstindi®erert chosen-
ciphertext attacks (IND-CCAY), alsocalled lunchtime attacks [18], and not in the
full (IND-CCA2 adaptive setting [24]. This came as a shock, even though Fu-
jisaki, Okamoto, Pointcheval and Stern [12] were quickly able to establish that
the security of RSA{O AEP could actually be proven under the RSA assumption
alone, in the random oracle model. Sincethe more generalresult could not hold,
a di®erert argumert basedon speci ¢ properties of the RSA function had to be
used.

Goldwasser Micali and Rivest[14]intro ducedthe notion of existential forgery
against adaptive chosen-messagattacks for public key signature schemes.This
notion has becomethe de facto security de nition for digital signature algo-
rithms, against which all new signature algorithms are measured.The de nition
involves a gamein which the adversary is given a target user's public key and
is asked to produce a valid message/signaturepair with respect to this public
key. The adversary is given accesgo an oracle which will produce signatureson
message®f his choice. However, the above de nition doesnot directly deal with
the most important property of a digital signature, namely non-repudiation: the
signer should be unable to repudiate his signature. One should not that an ad-
versary against the non-repudiation property of a signature scheme would be
the legitimate signer himself. Hence,sud an adversary hasaccesdo the private
key, and may even cortrol the key generation process.

The present paper givesfurther examplesof “aws in security proofs, related
to signature schemes.Two of them stem from a subtle point that hasapparenrtly
beensomehav overlooked: in non deterministic signature schemes,se\eral sigha-
tures may correspond to a given messageAccordingly, the security model should
unambiguously decidewhether an adaptive attacker is allowed to query seeral
signatures of the samemessageSimilarly, it should make clear whether obtain-
ing a secondsignature of a given messagedi®eren from a previously obtained
signature of the same message,s a forgery or not, and namely an existential
forgery.

The rst examplethat we give is related to the security proof o®eredin [22]
for the ESIGN signature scheme. Crossdieding the proof, with the above obser-
vations in mind, it can be seenthat it implicitly assumesghat the attacker is not
allowed to query the samemessagédwice. Thus, the security proof doesnot pro-
vide security againstexistertial forgeriesunder adaptive chosen-messagattacks.
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It only appliesto a more restricted class,which may be termed single-acurrence
chosen-messagattacks.

The two other examplesare related to the elliptic curve digital signature
algorithm ECDSA [1]. In [7], Brown usesthe so-called generic group model to
prove the security of the generic DSA, a natural analog of DSA and ECDSA
in this setting. This result is viewed as supporting the security of the actual
ECDSA: in the genericmodel, ECDSA preverts existertial forgeriesunder adap-
tive chosen-messagattacks. But asalready remarked, this security notion does
not deal with the important non-repudiation property that signature schemes
should guarantee. The obvious de nition is that it should be hard for a legitimate
signer to produce two messagesvhich have the samesignature with respect to
the same public key. If a signature scheme did not have this property then a
user could publish the signature on one messageand then claim it was actually
the signature on another. Such a signature we shall call a duplicate signature,
since it is the signature on two messagesThis shows an inadequacy between
the classical security notions and the practical requiremerts. Furthermore, we
show that with ECDSA a signer which cortrols the key generation processcan
easily manufacture duplicate signatures, without nding a collision in the hash
function. Luckily, however, our construction of duplicate signaturesmeansthat,
as soon as the signer reveals the second message,the signer's private key is
revealed. Concerning the generic group model, which was the sole assumption
on which relies the security result provided in [7], carefully crossheding the
proof, with the above obsenations in mind, we seethat it actually preverts a
forgery which createsa di®erert signature to a previously obtained signature of
the samemessageHence,the proof implies the scheme producesnon-malleable
signatures.Unfortunately, ECDSA doesnot withstand sud forgeries.What goes
wrong hereis the adequacyof the model. The proof is correct but the underlying
model is “awed, sinceit disallows production of malleable signatures.

Note that we have not broken any of the two sthemes.In particular, there
are someeasyways of revising ESIGN so that it satis es the classical security
notions (seee.g. [15]).

2 Digital Signature Schemes and Security Pro ofs

2.1 Formal Framew ork

In modern terms (see[14]), a digital signature schemeconsistsof three algorithms
(K;8;V):

{ A key geneation algorithm K, which, on input 1%, wherek is the security
parameter, outputs a pair (pk;sK) of matching public and private keys. Al-
gorithm K is probabilistic.

{ A signing algorithm 8, which receivesa messagen and the private key sk,
and outputs a signature %= § q(m). The signing algorithm might be prob-
abilistic.
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{ A veri cation algorithm V which receives a candidate signature ¥ a mes-
sagem and a public key pk, and returns an answer Vp(m; %) asto whether or
not %ais a valid signature of m with respectto pk. In general,the veri cation
algorithm neednot be probabilistic.

Attacks against signature schemescan be classi ed accordingto the goalsof
the adversary and to the resourcesthat it can use.The goalsare diverse:

{ Disclosing the private key of the signer. This is the most drastic attack. It
is termed total break.

{ Constructing an excient algorithm which is able to sign any messagewith
signi cant probability of successThis is called universal forgery.

{ Providing a single message/signaturepair. This is called existential forgery.

In terms of resourcesthe setting can also vary. We focus on two speci ¢ at-
tacks against signature schemes:the no-messageattacks and the known-message
attacks In the "rst scenario,the attacker only knows the public key of the signer.
In the second,the attacker has accesdo a list of valid message/signaturepairs.
Again, many sub-casesppear, depending on how the adversary gainsknowledge.
The strongestis the adaptive chosen-messagattack (CMA), wherethe attacker
can require the signer to sign any messageof its choice, where the queriesare
basedupon previously obtained answers. When signature generation is not de-
terministic, there may be seeral signaturescorresponding to a given messageA
slightly weaker security model, which we call single-accurrence adaptive chosen-
messageattack (SO-CMA), allows the adversary at most one signature query for
ead messageln other words the adversary cannot submit the same message
twice for signature.

In known-messageattacks, one should point out that existertial forgery be-
comesthe ability to forge a fresh message/signaturepair that has not been
obtained during the attack. Again there is a subtle point here, related to the
context where seweral signatures may correspond to a given messageWe actu-
ally adopt the stronger rule that the attacker needsto forge the signature of
messagewhosesignature was not queried. The more liberal rule, which makes
the attacker successfulwhen it outputs a secondsignature of a given message,
di®erert from a previously obtained signature of the samemessagewill be called
malleability .

Conversely the non-repudiation property meansthe impossibility to produce
two messagesvith the samesignature, which will be called a duplicate signature.
Howewer, one should note that the adversary for such a forgery is the signer
himself, who may furthermore have cortrol on the key generation process.Suc
a security notion is not covered by the usual notions, and should be studied
independertly.

2.2 The Random Oracle Mo del

Ideally, onewould like to obtain provable security for a signature scheme, based
on the sole assumption that some underlying computational problem is hard.
Unfortunately, very few schemesare currently known that allow such a proof.
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The next stepis to hope for a proof in a non-standard computational model,
as proposedby Bellare and Rogaway [3], following an earlier suggestionby Fiat
and Shamir [11]. In this model, called the random oracle model, concreteobjects
sudh as hash functions are treated as random objects. This allows one to carry
through the usual reduction argumerts to the context of relativized computa-
tions, wherethe hashfunction is treated asan oraclereturning a random answer
for each new query. A reduction still usesan adversary as a subroutine of a pro-
gram that cortradicts a mathematical assumption, suc asthe assumption that
RSA is one-way [25]. Howewer, probabilities are taken not only over coin tosses
but also over the random oracle.

Of course,the signi cance of proofscarried in the random oracleis debatable.
Hash functions are deterministic and therefore do not return random answers.
Along thoselines, Canetti et al. [8] gave an example of a sighature schemewhich
is securein the random oracle model, but insecureunder any instantiation of the
random oracle. Despite theserestrictions, the random oracle model has proved
extremely useful to analyze many encryption and signature schemes.It clearly
provides an overall guarartee that a schemeis not “awed, basedon the intuition
that an attacker would be forced to usethe hashfunction in a non genericway.

2.3 Generic Algorithms

Recerily, sewral authors have proposedto use yet another model to argue in
favor of the security of cryptographic schemes,that could not be tackled by the
random oracle model. This is the so-called black-lox group model, or generic
model [27,7,17]. In particular, paper [7] consideredthe security of ECDSA in
this model. Generic algorithms had been earlier introduced by Nedaev and
Shoup [19,28] to encompassgroup algorithms that do not exploit any special
property of the encalings of group elemerts other than the property that ead
group elemern is encaded by a unique string. Typically, algorithms like Pollard's
Ysalgorithm [23] fall under the scope of this formalism, while index-calculus
methods do not.

We will now gointo a bit more detail of proofsin this genericmodel, because
in one of our examples,this model is the origin of the apparert paradax. More
precisely we will focus on groups which are isomorphic to (Zq;+), where g is
a prime. Sud groups will be called standard cyclic groups An encading of a
standard cyclic group | is an injective map from j into a set of bit-strings S.
We give an example: considera subgroup of prime order of the group of points
of a non-singular elliptic curve E over a nite "eld F. Given a generator g of
E, an encdling is obtained by computing ¥{x) = x ¢g, where x ¢g denotes
the scalar multiplication of g by the integer x and providing coordinates for
¥(x). Note that the encaling set appears much larger than the group size, but
compact encalings using only one coordinate and a sign bit § 1 exist and, for
such encalings, the image of %is included in the binary expansionsof integers
< tg for somesmall integer t, provided that q is close enoughto the size of
the underlying "eld F. This is exactly what is recommendedfor cryptographic
applications [16,9].
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A generic algorithm A over a standard cyclic group j is a probabilistic

ead x; isin j . While it executesthe algorithm may consult an oraclefor further

encdalings. Oracle calls consist of triples fi; j;2g, wherei and | are indicesof the

encaling list L and 2 is § . The oraclereturns the string ¥{x; § x;), accordingto

the value of 2 and this bit-string is appendedto the list L, unlessit was already
presen. In other words, A cannot accessan elemen of j directly but only

through its name ¥{x) and the oracle provides namesfor the sum or di®erence
of two elemeris addressedby their respective names.Note however that A may

accesghe list L at any time. In many casesA takesasinput a pair f%{1); ¥{x)g.

Probabilities related to suc algorithms are computedwith respectto the internal

coin tossesof A aswell asthe random choicesof ¥%and x.

In [7], the adversary is furthermore allowed to include additional elemerns
z0%in the encaling list L, without calling the oracle. This is consistert with the
fact that onemay detect whether an elemert is in the group or not (e.g. whether
the coordinates of a point satisfy the equation which de nes the elliptic curve.)
However, this de nitely enlargesthe classof genericalgorithm, comparedto [19,
28]. One can keep the number of additional elemens smaller than twice the
number of queries, since additional elemers not appearing in a further query
can be deleted and since ead query involves at most two additional elemernts.
Someuseful results about the genericmodel are provided in Appendix A.1.

Again, from a methodological point of view, proofsin the genericmodel have
to be handled with care. A speci c group is not genericand speci ¢ encadings
may further cortradict genericity. If it happens,the exact meaning of a security
proof may becomehighly questionable.

3 The Provable Security of ESIGN

3.1 Description of ESIGN

We follow [22], where a speci cation of ESIGN appears. The key generation
algorithm of ESIGN choosestwo large primes p, g of equal sizek and computes
the modulus n = p?q. The sizesof p, q are set in such a way that the binary
length jnj of n equals 3k. Additionally, an exponert e > 4 prime to ' (n) is
chosen.

Signature generation is performed as follows, using a hash function H, out-
putting strings of length k j 1.

1. Pick at randomr in Z7,.

. Convert (OkH (m)k0%¥) into an integery and computez = (y i r¢) mod n.
. Compute wp = dz=pee and w; = Wo:pqj z. If wy, 22 1 return to step 1.
. Setu = wp ¢(er® )i modpands=r+ upg

. Output s asthe signature of m.

apbrwiN

The basicparadigm of ESIGN is that the arithmetical progressionr® mod n+ tpq
consistsof e-th powers of easily computed integers: one adjusts t so as to fall
into a prescribed interval of length 22ki 1,
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Signature veri cation corverts integer s mod n into a bit string S of length
3k and cheds that [S]¢ = OkH(m), where[S]¢ denotesthe k leading bits of S.

3.2 The Appro ximate e-th Root Problem

As noted in the previous section, RSA moduli of the from p?q o®era very e+cient
way to solve the following problem, having knowledge of the factorization of n:
givenn andy in Z?, nd x sud that x® mod n liesin the interval [y;y + 22 1),
where the bit-size of n is 3k and [y;y + 2% 1) denotesfujy - u< y+ 2%i 1g

It is conjectured that the above problem, called the approximate e-th root
problem (AERP) in [22],is hard to solve. More precisely denoteby Sucd®™®(¢; k)
the probability for any adversary A to 'nd an elemen whosee-th power lies in
the prescribed interval, within time ¢. In symbols, it reads

Pri(n;e) A K(1%);y A Z,;x A A(n;ery) @ (x® mod n) 2 [y;y + 221 1)];

then, for large enough moduli, this probability is extremely small. Variants of
the above can be considered,where the length of the interval is replacedby 2%
or 22k+1 .

Of course, the factorization of n allows to solve the AERP problem. It is
unknown whether the corverseis true, i.e. whether AERP and inverting RSA
are computationally equivalent. Various attacks against AERP are known for
e = 2;3 (see|5,30]). Howewer, it is fair to say that there is no known attack
against AERP when e is greater or equal than 4.

3.3 The Securit y Pro of

For this signature scheme, one can prove, in the random oracle model, the fol-
lowing security result, where Tey (k) denotesthe computing time of modular
exponertiation modulo a 3k-bit integer.

Theorem 1. Let A be a SO-CMAadversaryagainstthe ESIGN signature sche-
me that produces an existential forgery, with suaess prokability ", within time
¢, making gy queriesto the hashfunction and gs distinct requeststo the signing
oracle respectively. Then, AERP can be solval with prokability " and within
time ¢% wher

1
", FICTREOL: (B=4)i g and &%+ ¢+ k(G + G) CTexp (K):

Our method of proof is inspired by Shoup [29] and di®ers from [22]: we
de ne a sequenceof Gamea, Game, etc of modi ed attack gamesstarting from
the actual game Gamg. Each of the gamesoperates on the same underlying
probability space,only the rules de ning how the view is computed di®er from
gameto game.
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Proof. (of Theorem 1). We consider an adversary A outputting an existertial
forgery (m; s), with probability ", within time ¢. We denote by gy and ¢ re-
spectively the number of queriesfrom the random oracleH and from the signing
oracle. As explained, we start by playing the game coming from the actual ad-
versary, and modify it step by step, until we reach a nal game, whosesuccess
probability has an upper-bound obviously related to solving AERP.

Gameg: The key generation algorithm K (1¥) is run and producesa pair of keys
(pk; sK). The adversary A is fed with pk and, querying the random oracle H
and the signing oracle § ¢, it outputs a pair (m;s). We denote by Sy the
evert that Vp(m;s) = 1. We usea similar notation S; in any Game below.
By de nition, we have Pr[Sp] = ".

Gama: In this game, we discard executions, which end up outputting a valid
message/signaturepair (m;s), suc that m has not been queried from H.
This meansrestricting to the event AskH that m has beenqueried from H.
Unwinding the ESIGN format, we write: s = Okwk ? modn. If AskH does
not hold, H(m) is unde ned, and the probability that H(m) = w holds is
1=2Ki 12 Pr[Sqj: AskH] - 2i *1 Thus, Pr[S;] = Pr[Sp * AskH , Pr[So]i
2i k+1 .

Game: In this game, we chooseat random an index - betweenl and g4 . We
let m. bethe - -th messagejueriedto H. We then discard executionswhich
output a valid message/signaturepair (m;s), such that m 6 m. . Sincethe
additional random value - is chosenindependertly of the executionof Game,
Pr[S;] = Pr[Si]=a4 .

Game: In this game,we immediately abort if a signing query involvesmessage
m. . By the de nition of existertial forgery, this only eliminates executions
outside S,. Thus: Pr[S3] = Pr[S;].

Game: We now simulate the random oracle H, by maintaining an appropriate
list, which we denote by H-List. For any fresh query m, we pick at random
u2 Z, and compute z = u® mod n, until the most signi cant bit of z is 0.
We next parsez as Okwk ?, wherew is of length k j 1 and chedk whether
zi w2’ is lessthan 2%¢i 1 If this is true, we store (m;u;w) in H-List
and returns w as the answer to the oracle call. Otherwise we restart the
simulation of the current query. However, we stop and abort the gameafter
k trials. This gamedi®ersfrom the previous oneif z remainsunde ned after
k attempts: j Pr[Ss]i Pr[Sslj - (ou + &) £ (3=4)K.

Game: We modify the simulation by replacing H(m.) by v, where v is a bit
string of length k j 1, which servesas an additional input. The distribution
of H-outputs is unchanged: Pr[Ss] = Pr[S4].

Game: We nally simulate the signing oracle: for any m, whose signature is
queried, we know that m 6 m. cannot hold, sincecorrespnding executions
have beenaborted. Thus H-List includesa triple (m; u;w), suc that u® mod
n hasits k leading bits of the form OkH (m). Accordingly, u provides a valid
signature of m. Therefore, Pr[Sg] = Pr[Ss].
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Summing up the above inequalities, we obtain

PriSe], PrSsli (oh + &) £ (3=4)¢, & (G + &) £ (3=4)

2ki l:

When Game terminates outputting a valid message/signaturepair (m;s), we
unwind the ESIGN format and get s®* = (Okvk?) mod n, with v= H(m). If Sg
holds, we know that m = m. and H(m) = v. This leadsto an elemen whosee-th
power lies in the interval [v2%¢;v22< + 22K thus solving an instance of AERP.
We nally have: Pr[Sg] - Sucé®™(¢% k), where ¢° denotesthe running time of
Game. This is the requestedbound. Obserwe that ¢°is the sum of the time for
the original attack, plus the time required for simulations, which amourts to at
most k(g + 4 ) modular exponertiations. We get (%« ¢+ k(G + G4 ) CTexp (K).

u

3.4 Commen ts on the Securit y Mo del

We de nitely had to usethe SO-CMA model. If the adversary was allowed to
submit the samemessagetwice to the signing oracle, the simulation would fail
at the secondcall, sincethere is a single signature available. Thus, cortrarily
to what is claimed in [22], the result only appliesto single-accurrenceadaptive
chosen-messagattacks. We do not know how to extend the proof to deal with
the stronger CMA model.

4 Duplicates in ECDSA

Let us now turn to the ECDSA signature scheme, on which we give two more
examples.

4.1 Description of ECDSA

The ElGamal signature scheme[10] appearedin 1985asthe rst DL-basedsigna-
ture scheme.In 1989, using the Fiat and Shamir heuristic [11] basedon fair zero-
knowledge [13], Schnorr provided a zero-knowledge identi cation scheme [26],
together with the corresponding signature scheme. In 1994, a digital signature
standard DSA [20] was proposed, whose °avor was a mixture of EIGamal and
Sdnorr. The standard was later adapted to the elliptic curve setting under the
name ECDSA [1,20]. Following [6, 7], we proposethe description of a generic
DSA (see Figure 1), which operatesin any cyclic group G of prime order q,
thanks to a reduction function. This reduction function f appliesto any elemert
of the group G, into Zg. In the DSA, f takesasinput an integer modulo p and
outputs f(r) = r mod g. In the elliptic curve version [1,20,9], the function is
de ned in a more intricate manner, which we now describe. An elliptic curve
point r is given by two coordinates (x; y), which take valuesin the base eld.
For elliptic curvesover prime “elds, onesimply setsf (r) = x mod g. For curves
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over Fom , X is a sequenceof m bits and f (r) is obtained by rst turning x into an
integer lessthan 2™, by a standard conversion routine. Anyway, one just hasto
keepin mind that in ECDSA the function f dependson the x-coordinate only,
and thusf (j r) = f(r).

Before we review the security results proven about ECDSA, namely in [7],
let us shav somesurprising properties of the schemedue to the above choice of
reduction function f .

4.2 Duplicate Signatures

Let us rst describe how to produce duplicate signatures for ECDSA. Recall
we have two messagesn; and m, and we wish to produce a signature which is
valid for both messageswith a possiblecortrol on the key generation process.
We will do this by \concocting”" a public/priv ate key pair, hencewe seethat our
method assumesghat the two target messagesire known to the signerbeforehe
generateshis public/priv ate key pair. We note that the special key pair is still
valid and the useris still able to sign other messagess usual.

We “rst compute h; = H(m3) and h, = H(m,). We generate a random
k2f1;:::q;j 1g, computer = f (k ¢g), and then set the private key to be

uh1+ hzﬂ

X= 2r

mod ¢;

with the public key being givenby y = x ¢g. To generateour duplicate signature
on m; and m, we compute s = ki 1(hy + xr) mod g.

That (r;s) is a valid signature on m; follows from the de nition of ECDSA,
we only needto show that (r;s) is also a valid signature on m,. We evaluate
the r®in the veri cation algorithm for the signature (r;s) on the messagems,,
noting that rx = j (hy + hy)=2 mod q,

IJ.I"Ig'i' I’X1T uh2| hlﬂ

0_— — — — —_
r-= (hy=g)g + (r=s)y = S g=k hy 1 h,

g=jik¢g=ir:

Hence,f (r% = f (j r) = f (r) = r and the signature veri es.

Initialization §: Signature of m! (r;s)

G a cyclic group of prime order g k randomly chosenO< k< g

g a generator of G r==kd¢g r=1(r)

H:f0;19° ! fO; 1gh a hash function | |if r = 0 abort and start again

f :G! Z4 areduction function e=H(m) s=kil(e+xr)modq

K: Key Generation ! (y;X) if s= 0 abort and start again

private key 0< x<q V: Verication of (m;r;s)! valid ?

public key y = x¢g chedk whether 0< r;s< gandr = f(r°
wheree= H(m) and r®= es Y ¢g + rsi ! ¢y

Fig. 1. The Generic DSA
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Example. As an examplewe useone of the recommendedcurvesfrom X9.62 [1].
The curve is de ned over F, wherep = 2192 254§ 1, and is given by equation
y?=x3; 3x + b, where

b= 0x64210519E59C80E70FA7E9AB72243049FEBSDEECC146B9B1
This curve has prime group order given by

g= 62771017353866807638357894231760590137671947731828442840

and a basepoint is givenby g = (X;Y) where

X
Y

0x188DAB0OEB03090F67CBF20EB43A18800F4FFOAFD82EFF1012
0x07192B95FFC8DA78631011ED6B24CDD573F977A11E794811

Supposewe have a public key givenby y = (X% Y9

X °= 0xA284DB03CAC23298DFIFDIC60560B16292FBE5C7E2C26C25
Y%= 0x3F9EABD65A25DA6E72285670AA3D639B381952AFDDECEBAA

Consider the two, hundred byte messagesan; = [0;1;2;3;:::;99] and m, =

h; = SHA-1(m;) = Ox1E6634BFAEBC0348298105923D0F26E47AA33FF5
h, = SHA-1(m;) = 0x71DDBA9666E28406506F839DAA4ECAF8D03D2440

A duplicate signature on both m; and m,, is provided by (r;s), with

r = 0x7B3281ED9C01372E09271667D88F840BEB888F43AF4A7783
s = OXAFC81CEC549C77F00B4790160A584FD636BB049FD9DI9EOBD

Note that, as soon as one publishesthe duplicate signature, a third party can
recover the signer's private key and so is able to forge messagesHence, this

example of duplicate signatures should not be considereda security weakness.
However, one does not know that no other duplicate signature exists, for this

or any other signature stcheme, which do not arise from collisions in the hash
function.

4.3 Malleabilit y

Still using the above speci ¢ property of f, that isf(j r) = f(r), ECDSA is
easily malleable. Indeed, from a signature (r;s) of a messagem, whatever the
keysare, onecanderive a secondsignature, namely (r; j s). Referringto Figure 1,
we seethat the valuesof rOthat appearin the veri cation of both signaturesare
symmetric, sothat their imageby f is the same.
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4.4 Commen ts on the Securit y Results

Let us now seewhether the above security notions have been appropriately
dealt with or not in the security analyseswhich appeared in the literature.
For the reader's corvenience,we include in Appendix A.3 our own version of
the theorem and its proof (it is highly basedon [7]). The original theorem [7]
claims that the generic DSA withstands existertial forgeries against adaptive
chosen-messagattacks, in the genericmodel, under someassumptions,namely
the collision-resistanceof the hash function and the almost-invertibility of the
reduction function (seemore details in Appendix A.2). This latter property is
not satis ed for DSA, but is clearly satis ed with the reduction function used
in ECDSA: given an x-value, if it doesnot correspond to the x-coordinate of
a point on the curve, g outputs Fail, otherwise it randomly outputs one of the
(two) corresponding points. Hasse'stheorem ensuresthat g is an almost inverse
of f. It furthermore helpsto say that the statistical distance betweenDgy and U
is lessthan 5=g Therefore, f is (5=q t)-almost-invertible for any t.

Going through the proof, the reader can ched that it actually establishes
that, in the genericmodel, ECDSA is non-malleableunder the collision-resistance
of the hash function only. The question now becomes:what is the meaning of
a proof supporting a schemeby meansof an ideal model where the scheme has
a property (non-malleability) that it does not have in reality? The °aw here
comesfrom the encading which is not generic becauseof the automorphism.
Notice that Koblitz curves, as advocated in some standards, are even \less"
genericsincethey have more automorphisms.

About the duplicate signatures, the proof doesnot deal with the problem at
all, since as already remarked, for non-repudiation the adversary is the signer
himself. The methodological lessonis that in some scenariosnon-repudiation
does not necessarily follows from resistanceto existertial forgeries. In other
words, the security model does not properly accourt on a possible collusion
between the key generation algorithm and the signing algorithm. Whilst our
example of duplicate signaturesis not a security concern,there may be others.
Hence,the proof methodology and security model should allow for this.

5 Conclusion

We have shawvn that the version of the ESIGN cryptosystem described in the
P1363 submission [22] withstands existertial forgery against single-accurrence
adaptive chosen-messagattacks, basedon the hardnessof AERP. Howewer, the
proof doesnot extend to the usual CMA scenario.We have alsoconsidereda new
kind of attack, independert of existertial forgeries,sincethe attacker may bethe
signer himself. We have illustrated it on ECDSA. It shows that non-repudiation
is not totally encompassediy usual security analyses.Finally, we have proved
the non-malleability of the genericDSA under adaptive chosen-messagattacks.
This is in cortrast with the actual malleability of ECDSA and puts somedoubts
on the signi cance of the genericmodel.
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In conclusion,we give the warning to practitioners, that security proofs need

sometime to be discussed,accepted,and interpreted within the researd com-
munity.

Acknowledgmen ts

We thank Tatsuaki Okamoto for fruitful discussions.lt should be emphasized
that the rst and the last examplesare based on the result of an ewaluation
requestedby the JapaneseCryptrec program and performed by the “rst named
author. This author wishesto thank Cryptrec.

References

1.

11.

12.

13.

14.

American National Standards Institute. Public Key Cryptography for the Financial
ServicesIndustry: The Elliptic Curve Digital Signature Algorithm. ANSI X9.62-
1998, January 1999.

. M. Bellare, A. Desai, D. Pointcheval, and P. Rogaway. Relations among Notions

of Security for Public-Key Encryption Schemes.In Crypto '98, LNCS 1462, pages
26{45, Springer-Verlag, 1998.

. M. Bellare and P. Rogaway. Random Oracles Are Practical: a Paradigm for De-

signing E+cient Protocols. In Proc. of the 1st CCS, pages 62{73, ACM Press,
1993.

. M. Bellare and P. Rogaway. Optimal Asymmetric Encryption { How to Encrypt

with RSA. In Eurocrypt '94, LNCS 950, pages92{111, Springer-Verlag, 1995.

. E. Brickell and J. M. DeLaurentis. An Attack on a Signature Scheme proposedby

Okamoto and Shiraishi. In Crypto '85, LNCS 218, pages28{32, Springer-Verlag,
1986.

. E. Brickell, D. Pointcheval, S. Vaudenay, and M. Yung. Design Validations for

Discrete Logarithm Based Signature Schemes. In PKC 2000, LNCS 1751, pages
276{292, Springer-Verlag, 2000.

. D. R. L. Brown. The Exact Security of ECDSA, January 2001. |EEE 1363[16].
. R. Canetti, O. Goldreich, and S. Halevi. The Random Oracles Metho dology, Re-

visited. In Proc. of the 30th STOC, pages209{218, ACM Press, 1998.

. Certicom. Standards for etcient cryptography, September 2000.
. T. EIGamal. A Public Key Cryptosystem and a Signature Scheme Based on Dis-

crete Logarithms. IEEE Transactions on Information Theory, 1T{31(4):469{472,
July 1985.

A. Fiat and A. Shamir. How to Prove Yourself: Practical Solutions of Identi cation
and Signature Problems. In Crypto '86, LNCS 263, pages186{194, Springer-Verlag,
1987.

E. Fujisaki, T. Okamoto, D. Pointcheval, and J. Stern. RSA{O AEP is Secureunder
the RSA Assumption. In Crypto '2001, LNCS 2139, pages 260{274, Springer-
Verlag, 2001.

S. Goldwasser,S. Micali, and C. Racko®. The Knowledge Complexity of Interactiv e
Proof Systems. In Proc. of the 17th STOC, pages291{304, ACM Press, 1985.

S. Goldwasser,S. Micali, and R. Rivest. A Digital Signature Scheme SecureAgainst
Adaptativ e Chosen-MessagéAttacks. SIAM Journal of Computing, 17(2):281{308,
April 1988.



106 J. Stern et al.

15. L. Granboulan. How to repair ESIGN. NESSIE internal document, may 2002.
Seehttp://www.cryptonessie.org/ . Document NES/DOC/ENS/WP5/019.

16. IEEE P1363. Standard Speci cations for Public Key Cryptography, August 1998.
Seehttp://grouper.ieee.org/groups/1363/

17. D. Naccade, D. Pointcheval, and J. Stern. Twin Signatures: an Alternativ e to the
Hash-and-Sign Paradigm. In Proc. of the 8th CCS, ACM Press, 2001.

18. M. Naor and M. Yung. Public-Key Cryptosystems Provably Secureagainst Chosen
Ciphertext Attacks. In Proc. of the 22nd STOC, pages427{437. ACM Press,1990.

19. V. I. Nechaev. Complexity of a Determinate Algorithm for the Discrete Logarithm.
Mathematical Notes, 55(2):165{172, 1994.

20. NIST. Digital Signature Standard (DSS). Federal Information ProcessingStan-
dards Publication 186, November 1994. Revision (To include ECDSA) : 186-2,
January 2000.

21. NIST. SecureHash Standard (SHS). Federal Information Processing Standards
Publication 180{1, April 1995.

22. T. Okamoto, E. Fujisaki and H. Morita. TSH-ESIGN: Ezxcient Digital Signature
Scheme Using Trisection Size Hash, 1998. IEEE 1363[16].

23. J. M. Pollard. Monte Carlo Methods for Index Computation (mod p). Mathematics
of Computation, 32(143):918{924, July 1978.

24. C. Racko®and D. R. Simon. Non-Interactiv e Zero-Knowledge Proof of Knowledge
and ChosenCiphertext Attack. In Crypto '91, LNCS 576, pages433{444. Springer-
Verlag, 1992.

25. R. Rivest, A. Shamir, and L. Adleman. A Method for Obtaining Digital Signatures
and Public Key Cryptosystems. Communications of the ACM, 21(2):120{126,
February 1978.

26. C. P. Schnorr. Excient Signature Generation by Smart Cards. Journal of Cryp-
tology, 4(3):161{174, 1991.

27. C. P. Schnorr and M. Jakobsson. Security of Signed ElGamal Encryption. In
Asiacrypt '2000, LNCS 1976, pages458{469, Springer-Verlag, 2000.

28. V. Shoup. Lower Bounds for Discrete Logarithms and Related Problems. In
Eurocrypt '97, LNCS 1233, pages256{266, Springer-Verlag, 1997.

29. V. Shoup. OAEP Reconsidered. In Crypto '2001, LNCS 2139, pages 239{259,
Springer-Verlag, 2001.

30. B. Vall§e, M. Girault and P. Totn. How to break Okamoto's Cryptosystem by
Reducing Lattice Bases. In Eurocrypt '88, LNCS 330, pages 281{292, Springer-
Verlag, 1988.

A The Security Pro of of ECDSA

A.1 Proofs in the Generic Mo del

With the proofs in the generic model, we identify the underlying probabilistic
spacewith the spaceS"*? £ | £ j 2", where S is the set of bit-string encad-

used as ¥1) and ¥{x), the successie z; are usedin sequenceto answer the n
oracle queriesand the x; 2 | serwe as pre-imagesof the additional elemens
z0 (in the group) included by the adversary into the encading list L. However,
this interpretation may yield inconsistenciesasit doesnot take care of possible
collisions.
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We give another interpretation of the encaling % This interpretation is

based on de ning from the tuple fz;;:::;z,4+20, @ sequenceof polynomials
Fi(X;X1;:::0; X 2n), with coexcients modulo g, depending on the execution of
A:

{ Polynomials F; and F, aresetto F; = 1 and F, = X, respectively. Thus
L =fFq; Fzg

{ When the adversary puts an additional k-th elemen zE in the encaing list,
polynomial Fp+k+2 is de ned as X, and addedto L.

{ Atthe "-th queryfi; j;2g, polynomial F- is de ned asF; § F;j, wherethe sign
§ is chosenaccordingto 2. If F- is already listed as a previous polynomial
Fh 2 L, then F- is marked and A is fed with the answer corresponding to h.
Otherwise, z- is returned by the oracleand F- is addedto L.

Obsene that all F; polynomials are atne, i.e. of the form ag + P Jizl aX;.
Once A has cometo a stop, variable X is set to x, and the Xs are set
to xk. In other words, % is set at random, subject to the conditions z2 =
Y(F-(X;X1;::0:X2n)), ~ = 1;::;n+ 2 and ZE = ¥xg), k = 1;::2n. 1t is
easyto ched that the behavior of the algorithm that is driven by the polynomi-
als F; is exactly similar to the behavior of the regular algorithm, granted that

elemerts in the sequencez;;:::;z,+2) are all distinct, and that no polynomial
Fi i F; vanishesat (x;x1;:::;X2n), Wherei, j range over the 3n + 2 indices of
polynomialsin L. Wecall asequencd z;;:::; zh+2 ; X; X1;:::;X2ng Which satis es

both requiremerts a safe sequenceAs explained, an encading ¥can be de ned
from a safesequencesud that:

Y{Fi(X; X1;::7;X2n)) = z; for all unmarkedFi; and1:- i- n+ 2

are omitted. The following lemmas allow to bound the probability of unsafe
sequences.

Lemma 1. Let P be a non-zew atne polynomial in Z4[X1;:::;X;], then
Pr [P(xq;::; Xj) = 0] L.
X1;000Xj 224 Leen 2= q

Lemma 2. Assumen? < g The probability of unsafe sejuen@s is at upper-
bounded by 5(n + 1)°=q

which are not all distinct appear with probability

A !
nr1 M f K1
14 1 k 1 1 g _ (n+1)(n+2):

k=1 q k=1 2q
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Next, using Lemma 1, we can bound the probability that F; j F; vanishesat
(X; X1;::7;X2n) by 1=qg Sincethere are at most 3“;2 sud polynomials, weinfer

! 312 "=g= (3n + 2)(3n + 1)=2q. One easily completesthe proof. t

A.2  Preliminaries

Let f be a reduction function f : G! Z4. An almost-inverseg of f is a proba-
bilistic algorithm g, possibly outputting Fail, suc that

() Pr 1602 G~ f(g0) = b, 13

Function f is (t)-almost-invertible, with almost-inverseg, if furthermore:
1

2
.. ) Dg=fg(b)jb2r Zqg " g(b) 2 &g
(i) Dg Ya U; where U= faja2g Gg:

In the seconditem, notation Dy % U meansthat no distinguisher with running
time boundedby t can get an advantage greater than +.

A.3 The securit y pro of

We now provethe security of the genericDSA in the genericmodel. Wefollow [7],
but we adopt a di®erert style of proof, inspired by Shoup [29]. Referring to
Figure 1, we clarify our use of encadings. The base point g of the group G is
identi ed with the canonical generator 1 of Z, and therefore labeled by ¥(1).
Similarly, the public keyy is labeled by ¥(x), wherex is the private key. When
an elemert r is requested,at signature generation, it is obtained as ¥(k), where
k is randomly chosen.Finally, the reduction function f directly operateson the
set of encadings S. Contrary to the earlier approac of [27], we do not model
the hash function as a random oracle. Rather, along the lines rst investigated
in [6], we use speci ¢ properties of the hash function, such as one-waynessor
collision resistance.

A coupleof lemmaswill be needed.We rst shav how onecan perfectly simu-
late the distribution of valid signatures.We de ne a simulator S. The simulator,
picks elemeris u 2g S, and s 2r Zq, and outputs the pair (r;s), with r = f (u).

Lemma 3. For any messagem, the output distribution of S is perfectly indis-
tinguishable from the output distribution of § g(m).

We also state an easylemma from elemenary probability theory.

Lemma 4. Let S be a binomial distribution, which is the sum of k = 5Inn
Bernoulli trials with probability for sucwess, 1=3. Then, the prokability that
S = 0is at most 1=n2.

We nally state the security result.
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Theorem 2. Let j be a standard cyclic group of prime order g. Let S be a
set of bit-string encdings. Let H : f0;1g° ! f0;1g" be a hash function and
f :S! Z4 bea reduction function with almost-inverseg. Let A be a generic
algorithm over j , that makesat most gs queries to the signing oracle and n
queriesto the group-oracle, respectively. Assumethat A, on input f3{1); ¥(x)g,
returns a messagem and a valid generic DSA signature (r;s) of m, achieving
malleability with probability " = Suc¢™?(A), within running time t. Then there
exist adversaries By, Gy, Dg, operating within time bound t® and such that
By is attempting to invert H° = H mod g with suwess probability "y, Gy is
attempting to nd collisions for H®= H mod g with suaessprobability °y , and
Dy is playing a distinguishing gamefor g, with advantage+y, where

+ + g+
" 2%+ 2n(Fgt "H) + 5(n 1)(2 % 1);
% t+nf Bgnn+ ),
with ¢4 the running time of g and ¢4 the running time for H.

Proof. Let A be a genericattacker able to forge a pair consisting of a messagenm
and a valid signature (r; s). We assumethat, oncetheseoutputs have beenissued,
A goeson cheding the signature by requestingthe encading of es' 1+ xrsi * mod
g, wheree = H(m), and cheding that its imageunder f isr. The requestcanbe
performed by mimicking the usual double-and-addalgorithm, calling the generic
encdading at ead group operation. We assumefurthermore, that, after ead query
m; to the signing oracle, the adversary immediately performs a similar request
to ched the validity of the answer. To keepthings simple, we do not perform
any book-keeping of the additional requestsand keepn to denote the overall
number of queriesto the group oracle. We now play gamesas before:

Game: An encaling %is chosenand a key pair (pk; sk) is generatedusing K (1%).
Adversary A is fed with pk and, querying the generic encading and the
signing oracle, outputs a messagem and a signature (r;s). We denote by
So the evert Vi (m; (r;s)) = 1 and usea similar notation S; in any Game
below. By de nition, we have Pr[Sp] = ".

Game: Weslightly modify this game,by usingthe interpretation of the encaling

As shawn in Section A.1, in Lemma 2, the new game only di®ersfrom the
old on unsafesequencesj Pr{S;]i Pr[So]j - 5(n+ 1)°=q

Game: In this game, we perform additional random tests, without modifying
the simulation of the generic oracle: a test is performed at ead index ,
such that the corresponding atne polynomial appearsfor the “rst time (or
is unmarked following the terminology of SectionA.1). Let F- = bX + a.
We pick at random e 2 Z4, and compute ¢ A g(b al le- mod q) until the
computation of g returns an answer di®erent from Fail. However, we stop
and abort the game after 5Inn trials. This game di®ersfrom the previous
oneif ¢ remains unde ned after 5In n attempts. Sincee- is uniformly dis-
tributed, and sincethe successie trials are mutually independert, we may
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use Lemma 4 and bound the corresponding probability by 1=n?. This pro-
vides the overall bound 1=n, when * varies. Taking into accourt the fact
that the experiments are independert from the execution of Game, we get
PriSz], (i 1=n)Pr[S1].

Game: Here, we further modify the previous game by letting ¢ replace z-,
for ead index ~ sudch that F- is unmarked. Note that we have f (z:) =
b al e mod g. Sincethe e-s are uniformly distributed, the inputs to g are
uniformly distributed aswell. Applying the so-calledhybrid technique, which
amouns to using n times the almost-invertibility of g, we bound the di®er-
ence between the successprobabilities of the two gamesby n+y, and thus:
j PriSs]i Pr[Sz]j - nig.

Game: In this game, we simulate the signing oracle. For any query m; to the
signing oracle, one computes g, = H(m;), and issuesa random signature
(rj+sy), using the simulation of Lemma 3. Recall that the simulation picks
s; at random and computesr; asf (uj), whereu; is randomly drawn from
S. By Lemma 3, this simulation is perfect. Obsene that, while chedking
the signature, the adversary requests,at somelater time, the encaling of
gs;i 1+ xrjs;i I mod g Welet " the st index corresponding to suc query,
F- = bX + a. We modify z-, replacing its earlier value by u; and de ne
e asg = H(m;). Obsene that we still have f (z:) = bal le- mod q. This
game only di®ers from the previous one if polynomial gs;i !+ Xrjs;i?t
collides with a previous one. Due to the randomnessof s;, we can bound
j Pr[Sa]i Pr[Sglj - nds=q

We note that the nal simulation runsin time t°- t+ n£ (5¢4Inn+ ¢4) and
we nally upper-bound Pr[S,]. We obsene that, while cheding the signature,
the "nal requestof the adversary, with index n + 2, is the encading of es' ! +
xrsi ! mod g, wheree = H(m). Welet ~ be the st occurrenceof F,., . If the
signature is valid, the following equalities hold:

esl=amodqg rsi'=bmodg f(z)=ba e modgandr=f(z):

From these equalities, it easily follows that r = f (z) = rei e mod g, which in
turn implies e = e mod g. We distinguish two cases:

{ If z has beencreated according to the rule of Game, then a pre-imagem
of somerandomly chosenelement e among the n possible ones has been
found.

{ If z has beencreated according to the rule of Gama, then e = g is the
imageunder H of amessagen; queriedfrom the signingoracle. Furthermore,
we have: g sj‘ 1 = a mod q and ri sji 1= b mod g. Comparing to the above
equalities, we getthat s= s; mod gand r = r; mod . Note that m; cannot
be equal to m, since otherwise the output forged signature would coincide

with an earlier signature (rj;s;) of the samemessagem. Thus, a collision

has beenfound for H® where H(m) %" H (m) mod q.

The probability that an algorithm running in time t° nds a preimageunder H°
of an element among n is at most n"y . From this, we obtain that: Pr[S4] -
n"y + °y. Summing up inequalities, we get the announcedresult. t



