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Abstract.  Informally, steganagraphy is the processof sending a secret
messagefrom Alice to Bob in such a way that an eavesdropper (who
listens to all communications) cannot even tell that a secret messageis
being sert. In this work, we initiate the study of steganograply from
a complexity-theoretic point of view. We intro duce de nitions basedon
computational indistinguishabilit y and we prove that the existence of
one-way functions implies the existence of secure steganographic proto-
cols.

1 Intro duction

The scierti ¢ study of steganograply beganin 1983when Simmons[13] stated
the problem in terms of communication in a prison. In his formulation, two
inmates, Alice and Bob, are trying to hatch an escape plan. The only way they
can communicate with ead other is through a public channel, which is carefully
monitored by the warden of the prison, Ward. If Ward detects any encrypted
message®r codes, he will throw both Alice and Bob into solitary con nemert.
The problem of steganograply is, then: how can Alice and Bob cook up an escape
plan by communicating over the public channelin such a way that Ward doesn't
suspect anything shy is going on. (Notice how steganograply is di®erert from
classical cryptography, which is about hiding the content of secret messages:
steganograply is about hiding the very existenceof the secretmessages.)

Steganographic\proto cols" have a long and intriguing history that goesback
to antiquity. There are stories of secret messageswritten in invisible ink or
hidden in love letters (the rst character of ead sertence can be usedto spell
a secret, for instance). More recertly, steganograply was usedby prisonersand
soldiersduring World War |l becauseall mail in Europe was carefully inspected
at the time [8]. Postal censorscrossedout anything that looked like sensitive
information (e.g. long strings of digits), and they prosecutedindividuals whose
mail seemedsuspicious.In many casescensorseven randomly deletedinnocert-
looking sertencesor ertire paragraphsin order to prevert secretmessage$rom
going through. Over the last few years, steganograply has been studied in the
framework of computer science,and se\eral algorithms have beendeveloped to
hide secretmessagesn innocert looking data.
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The main goal of this paper is to put steganograply on a solid complexity-
theoretic foundation. We de ne steganographicsecrecyin terms of computa-
tional indistinguishabilit y, and we de ne steganographicrobustness,which deals
with the caseof active wardens (onesthat crossout innocern-looking sertences
or modify the messagegust to prevert secretsfrom going through). Our main
result is a positive one: secretand robust steganographicprotocols exist within
our model, given that one-way functions exist.

Related Work

There has been considerablework on digital steganograply. The rst Interna-
tional Workshop on Information Hiding occurred in 1996, with "v e subsequeh
workshops, and even books have beenpublished about the subject [9]. Surpris-
ingly, though, very little work has attempted to formalize steganograply, and
most of the literature consistsof heuristic approaces: steganograply using dig-
ital images[9], steganograply using video systems[9], etc. A few papers have
giveninformation theoretic modelsfor steganograply [3,10,11,14], but theseare
limited in the sameway that information theoretic cryptography is limited. We
believe complexity theory is the right framework in which to view steganograply
and, to the best of our knowledge, this is the "rst paper to treat steganogra-
phy from a complexity-theoretic point of view (and to achieve provably positive
results).

Organization of the Paper

In section 2 we de ne the basic cryptographic quantities used throughout the
paper, aswell asthe notions of a cover channeland a stegosystem In section3 we
de ne steganographicsecrecyand state protocols which are steganographically
secretassumingthe existenceof one-way functions. In section4 we de ne robust
steganographicsecrecyfor adversarieswith bounded power to perturb stegotext
messagesand state protocols which satisfy this de nition. Section 5 closesthe
paper with a discussionof implications.

2 De nitions
2.1 Preliminaries

A function * : N ! (0;1) is said to be neggligible if for every ¢ > 0, for all
suzciently large n, 1 (n) < 1=n°. The concatenation of string s; and string s;
will be denoted by s;jjsz, and when we write \P arse s as s!jjsbjj ¢¢djjsi" we
mean to separates into strings s;;:::s, where ead jsij = t, | = djsj=te, and
S = s1jjS2jj ¢Ctjjs;. We will let U(k) denote the uniform distribution on k bit
strings, and U(L; 1) denote the uniform distribution on functions from L bit
strings to | bit strings. If X is Tnite a set, we let U(X) denote the uniform
distribution on X.
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2.2 Cryptographic  notions

Let F : f0; 1gk £ fO; 1gL I fO; 1gI denote a family of functions. Let A be an
oracle probabilistig adversary. De ne the prf-advantageof A over F as

[AF<(© = 1] Pr [A? = 1}

gA U(L;l );r Af 0;1g°

adv PTay== pr
F KA U(k)r Af 0;1g°

wherer is the string of random bits usedby adversary A. De ne the insecurity
of F as

prf

InSecf (t;q) = R prf

n o]
max  Adv A
2A (tq) F ( )
where A(t; q) denotesthe set of adversariestaking at most t steps and mak-

ing at most g oracle queries. Then F is a (t; g;2)-pseudoandom function if

InSec Erf(t; q) - 2. Supposethat I(k) and L(k) are polynomials. A sequence
fFi g, Of families Fy : f0; 1gk £ f0; 1g"(k) I 0, 1g'(k) is called pseudoandom

if for all polynomially bounded adversariesA, Adv Ekrf(A) is negligible in k. We
will sometimeswrite Fy (K ; ® asFg (9.

Let E: K£ RE£ P! Cbe a probabilistic private key encryption scheme,
which mapsa random number and an jmj-bit plaintext to a ciphertext. Consider
a gamein which an adversary A is given accesso an oracle which is either:

{ Ex for K A U(K); that is, an oracle which given a messagem, uniformly
selectsrandom bits R and returns Ex (R; m); or

{ 9(® = U(JEk (9)); that is, an oracle which on any query ignoresits input
and returns a uniformly selectedoutput of the appropriate length.

Let A(t; g;1) bethe setof adversariesA which make g queriesto the oracle of
at most | bits and run for t time steps.De ne the CPA advantage of A against
E as

CPa Ay = =

Adv £"9(A) = [AEx= = 1] Pr [AY= 1}

B Pr _ r B
K A U(K);s;r Af 0;1g° g;r Af 0;1g°

where E . denotesEx with random bit sources. De ne the insecurity of E as

n o}
InSec (E;pa(t; ql) = Az/rpg:)é:l) Adv (E:pa(A) :
Then E is (t; g;1; 2)-indistinguishable from random bits under chosen plaintext
attack if InSec cE:pa(t; g;1) - 2. A sequenceof cryptosystemsfEyg,,, is called
indistinguishable from random bits under chosenplaintext attack (IND$-CPA) if
for every PPTM A, Adv (E:Ea(A) is negligible in k.
Let C be a distribution with "nite support X. De ne the minimum entropy
of C, H; (O, as 1 ) A

H. (O = min log, Preix]
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2.3 Steganograph y

Steganograply will be thought of asa gamebetweenthe warden, Ward, and the
inmate, Alice. The goal of Alice is to passa secretmessageo Bob over a com-
munication channel (known to Ward). The goal of Ward is to detect whether a
secretmessagés being passed.In this and the following sectionswe will formalize
this game.We start by de ning a communication channel.

De nition. A channelis a distribution on bit sequencesvhere ead bit is also
timestamped with monotonically increasingtime value. Formally, a channelis a
distribution with support (f0; 1g;tq); (f0; 1g;t2);:::; where 8i > 0: tjy , t;.

This de nition of a channel is sutciently generalto encompassnearly any
form of communication. It is important to note that our protocols may depend
upon the timing information as well as the actual bits sert on a channel. For
example,it may be possibleto do steganograply over email using only the timing
of the emails rather than the cortents of the messagelt may also be possible
for an eneny to detect steganograply via timing analysis.

Anyone communicating on a channel can be regarded as implicitly drawing
from the channel, sowe will assumethe existenceof an oracle capableof drawing
from the channel. In fact, we will assumesomething stronger: an oracle that
can partial ly draw from the channel a (‘nite, "xed length) sequenceof bits.
This oracle can draw from the channel in stepsand at any point the draw is
conditioned on what hasbeendrawn sofar. Welet G, bethe channeldistribution
conditional on the history h of already drawn timestamped bits. We also let
Cﬁ be the marginal channel distribution over the next block of b timestamped
bits conditional on the history h. Intuitiv ely, C° is a distribution on the next b
timestamped bits conditioned on the history h.

Fix b. We assumethe existenceof an oracle which can draw from C2. We
will call such a partial draw a \blo ck". We will require that the channel satisfy
a minimum entropy constraint for all blocks:

8h drawn from C: H; (Q)> 1

This partial draw will be conditional on all past draws and so we can regard a
sequenceof partial draws asa draw from the channel. This notion of randomness
is similar to Martingale theory where random variable draws are conditional on
previous random variable draws (and we use Martingale theory in our analysis).

It is important to note that a \blo ck" might (for example) contain times-
tamped bits which span multiple emails. We will overload the de nition of the
concatenation operator jj for sequencesof timestamped bits. Thus cijjc, will
consist of the timestamped bits of ¢, followed by the timestamped bits of c,.

One example of a channel might be electronic mail. We can map an email
system allowing communication from Alice to Bob to a channel by considering
all of the bits usedto encade a particular email as a sequenceof channel bits,
ead with the sametimestamp. The timestamp of emailedbits would be the time
of transmission. The complete channel consistsof a distribution over sequences
of emails.
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Remark. In the remainder of this paper, we will assumethat cryptographic
primitiv esremain securewith respect to an oracle which draws from a channel
distribution G. Thus channels which can be usedto solve the hard problems
that standard primitiv es are basedon must be ruled out. In practice this is of
little concern,sincethe existenceof such channelswould have previously led to
the conclusionthat the primitiv e in question was insecure.

De nition 1. (Stegosystem)A steganographicprotocol, or stegosystem,is a
pair of probabilistic algorithms S = (SE;SD). SE takesa key K 2 f0; 1gk, a
string m 2 f0;1g" (the hiddentex), a messagehistory h, and an oracle M (h)
which samples blocks according to a channel distribution C2. SEM (K;m;h)
returns a sequenceof blocks cijjcyjj :::jjo (the stegotex) from the support of
™. SD takesakey K, a sequenceof blocks cijjcjj : : :jjci, @ messagehistory h,
and an oracle M (h), and returns a hiddentext m. There must be a polynomial
p(k) > k such that SEM and SDM also satisfy the relationship:

8m;jmj < p(k) : Pr(SDM (K;SEM (K;m;h);h) = m) , %
where the randomization is over any coin tossesof SEM, SDM, and M. (In the
rest of the paper we will use (SE,SD) instead of (SEM ,SDM).)

Note that we choosea probabilit y of failure for the stegosystenof 1=3 in order
to include a wide range of possible stegosystems.In general, given a protocol
with any reasonableprobability of failure, we can boost the systemto a very
low probability of failure using error-correcting codes.

Although all of our oracle-basedprotocols will work with the oracle M (h),
we will always useit in a particular way. Consequetly, it will be conveniert for
us to de ne the rejection sampling function RSM:F : f0;1g° £ N! f0;1g.

Pro cedure RY'F:

Input: target x, iteration count
i=0

repeat: cA M ; incremert i

until F(c) = x ori = count
Output: ¢

The function RS simply samplesfrom the distribution provided by the sample
oracle M until F(M) = x. The function will return c satisfying F(c) = x or
the count-th samplefrom M. Note that we usean iteration count to bound the
worst caserunning time of RS and that RS may fail to return a c satisfying
F(c) = x.

Commen t. We have taken the approac of assuminga channelwhich canbe
drawn from freely by the stegosystem;most current proposalsfor stegosystems
act on a single sample from the channel (one exception is [3]). While it may
be possibleto de ne a stegosystemwhich is steganographicallysecretor robust
and works in this style, this is equivalert to a systemin our model which merely
makes a single draw on the channel distribution. Further, we believe that the
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lack of referenceto the channel distribution may be one of the reasonsfor the
failure of many sud proposalsin the literature.

It is also worth noting that we assumethat a stegosystemhas very little
knowledge of the channel distribution] SE and SD may only sample from an
oracleaccordingto the distribution. This is becausen many caseghe full distri-
bution of the channel has never beencharacterized; for example, the oracle may
be a human being, or a video camerafocusedon somecomplex scene.Howeer,
our de nitions do not rule out encaling procedureswhich have more detailed
knowledge of the channel distribution.

Samplingfrom G might not betrivial. In somecasesM (h) is a human, andin
others a simple randomized program. We stressthat it is important to minimize
the useof such an oracle, becauseoracle queriescan be extremely expensiwe. In
practice, this oracleis alsothe weakest point of all our constructions. We assume
the existenceof a perfect oracle: one that can perform independert draws, one
that can be rewound, etc. This assumption can be justi ed in somecases,but
not in others. If the oracle is a human, the human may not be able to perform
independert draws from the channel as is required by the function RS. A real
world Warden would usethis to his advantage. We therefore stressthe following
cautionary remark: our protocols will be shownto be secure under the assumption
that the oracle is perfect.

Finally, we mention that our decaling algorithm, SD, is de ned to have
accessto the oracle M (h). This is a general de nition, and there are casesin
which this accesswill not be necessaryProtocolsin which SD needsno access
to M (h) are clearly preferred.

3 Steganographic Secrecy

A passivewarden, W, is an adversary which plays the following game:

1. W is given accessto an oracle M (h) which samplesblocks (one at a time)
from the distribution C, for past histories h drawn from the channel. W
makesas many draws from M (h) asit likes.

2. W is given accessto a secondoracle which is either SE(K; ¢ or O(¢ ¢
dened by O(m; hy A G>F*™" ) ward W makesat most q queriestotaling
| bits (of hiddentext) to this oracle.

3. W outputs a bit.

We de ne W's advantage against a stegosystemS by
SS — M SE(K;¢¢ — . M;O(¢9) — 11— -
Adv S;C(W) Kor ;Fl\)llr;SE [Wr 1] | r;l\ljl)r;o [er 1]_ ’

where the warden usesrandom bits r. De ne the insecurity of S by

© Ss :
ax Adv Zt(W)

InSecSS(tgl)= m
sc(tal) W2W (tq:1)

where W (t; g;1) denotesthe set of all adversarieswhich make at most g queries
totaling at most | bits (of hiddentext) and running in time at most t.
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De nition 2. (Steganographicsecrecy)A StegosystemS = (SE; SD) is called
(t; g;1;2) steganayraphically secret against chosenhiddentext attack for the chan-
nel C ((t; g;1;2)-SS-CHA-Q) if InSec 3%(t; g;1) - 2.

De nition 3. (Universal Steganographic Secrecy) A StegosystemS is called
(t; g;1;2)-universally stegangraphically secret against chosenhiddentext attack
((t; g;1;2)-USS-CHA) if it is (t; g;1;2)-SS-CHA-C for every channel distribution
C that satises H; (G®) > 1 for all h drawn from C. A sequenceof stegosys-
tems f Scg,,  is called universally steganagraphically secret if for every channel
distribution C and for every PPTM W, Adv SKS;C(W) is negligible in k.

Note that steganographicsecrecycan be thought of roughly as encryption
which is indistinguishable from arbitrary distributions C.

3.1 Construction: Stateful Univ ersal Steganographic Secrecy

We now shaw a stateful protocol which is universally steganographicallysecret.
This protocol is not new and can be found (up to small di®erences)in [1], for
instance. The novel aspect is the proof of steganographicsecrecywithin our
model.

Assume Alice and Bob share a channel and let C denote the channel distri-
bution. We let M (h) be an oracle which draws blocks (one at a time) from the
conditional distribution C2. Let Fy (¢ & denote a pseudorandomfunction family
indexedby k = jK j key bits which mapsa pair consistingof a d-bit number and b
timestamped bits to the setf0; 1g, i.e., F : f0; 1g“£ f0; 1g°£ (f0; 1g; t)® ! O; 1g.
Let Alice and Bob sharea secretkeyK 2 f0; 1gk and a syncironizedd bit counter
N. Let Enc and D ecbe the encading and decading procedures,respectively, for
an error-correcting code which corrects up to a * (k) fraction of errors (where
1 (k) is de ned below) and which has stretch function " (¢. The following proce-
duresallow Alice and Bob to encale and decale a hiddentext and to sendit via
their sharedchannel.

Construction 1. (SteganographicSecrecy)

Pro cedure S1.Encode Pro cedure S1.Decode
Input: key K, hiddentext m® history h Input: key K, Stegotext c
Let m = Enc(m9 Parsec as c?jjcjj : : :jjcP
Parsem as mijjmijj ¢¢¢jjm fori=1:::1do
fori=1:::1do setm; = Fx (N;G)

G A RSM(MFc (N9 (my;: jK ) incremert N

seth = hjjg let m = mgqjjm,jj ¢¢djjm,

incremert N Output: Dedm)
Output: cijjcjj :::ic

The idea behind this construction is simple. First, the encading algorithm splits
the hiddentext m into single bits. Then it draws blocks from the channel until
it 'nds c; such that Fx (N;c;) = my. After that it nds c, such that Fx (N +
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1;¢c;) = my, and c3, and so on. This continues until all bits of m have been
encaded. The decading algorithm simply appliesFx (N +ij 1;9 to all the ¢'s.

Note that the encading procedureactually has a small probability of failure
per bit. In particular, RS might not return a ¢; such that Fx (N +ij 1;¢) =
m;, becauseRS \gives up" after K timesteps. The probability of failure is
dependent on the sampling oracle M and the evaluation oracle F.

Lemma 1. If @ hasminimum entropy at least H and jK j = k, the probability
of failure of RS is bounded atove by fail (k; ) + InSec P (O(kI); k1), where
R i2_H ¢ll Tk
fail (k; Q) - | 2;— ZJ—H
j=0
Proof. Seethe full version of the paper [6].

It canbe veri ed that fail(k; G?) is exponertially smallin jK j and H. We will
chooseour error-correcting codeto correctat (k) = (1+ 2)wfail(k; U(1)) fraction
of errors (note that U(1) has minimum entropy 1). A Cherno®bound will then
suzce to show that the probability of decaling failure is exponertially smallin |.
For a channel G with minimum entropy 1, we have fail(k; C?) ¥a %1. Consequetly,
we will at worst require a code with a stretch function “(n) approximately 2n.
We will assumefor simplicity that the running times of Enc and Decare linear.

Theorem 1. Letk = jKj. For any| - 2¢:

Insec 5 (t ;1) - Insec PT(t+ o(k (1)) k" (1))

Proof. For any warden, W, running in time t and making q queriestotaling |
bits, we construct a corresponding PRF adversary A, where

Adv $5.c(W) = Adv P (a)

The running time of A is the running time of warden W plus the time of rejection
sampling (RS): O(k (1)) in the worst case.The number of calls to the sampling
oracle, M (h), is at most k™ (1).

A" simply runs W, emulating the encading procedure S1.Encode using the
function oracle f in place of Fx (¢ 9. Note that when f is a uniformly chosen
random function, the output of RSM (M (¢ k) is distributed identically to the
channel distribution C. Similarly, whenf is chosenfrom F (¢ 9, the output of
RSM (M (¢ k) is distributed identically to the output of Construction 1, by the
de nition of the construction. Sothe advantage is:

; - -

Adv PTa)y = = Pr AFK(®9 = 1], pr [A9=1
F(A) KA U(k)ir Af O;lg"[ ' Ji gir Af 0;19“[ ' ]:
— MISE(K:60 — 17; MO(69 - 11—
K;r;ll\jllr;SE[Vvr 1]| r;l\aI;O[Wr 1]_

= Adv $3c(W)

And the theorem follows by the de nition of insecurity.
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Corollary 1. If Fx (¢9 is pseudoandom then construction 1 is universally
stegangraphically secret against chosen-hiddentextattacks.

3.2 Stateless Univ ersal Steganographic Secrecy

The following protocol also satis es our de nition for universal steganographic
secrecy The proofs are omitted due to spaceconsiderations, but are similar to

the proof of Theorem 1 in the previous section, and can be found in the full

version of the paper Once again, this protocol (up to small di®erences)is not

new and can be found in [1]; an information theoretic version of the protocol
can also be found in [3].

We will say that afunction f : D! R is an unbiaseal function on a distribu-
tion Cif for all r 2 R;h, Prysc o[f (d) = r] = % Let f : (f0;1g;t)®! f0;1g be
a public function which is unbiasedon C. Let Ex (¢ § and Dk (9 denote the en-
cryption and decryption functions for a cryptosystem which is indistinguishable
from random bits under chosenplaintext attack (i.e., IND$-CPA) [12]. Suppose
Alice and Bob sharea key K 2 f0; 1gk. The following proceduresallow encading
and decading of messagesn a manner which is steganographicallysecretunder
chosenhiddentext attack for the channel distribution C.

Construction 2. (StatelessSteganographicSecrecy)

Pro cedure S2.Encode Pro cedure S2.Decode
Input: key K, hiddentext m, history h Input: key K, Stegotext ¢
Let s= Ex (M) Parsec as c}jjcjj :::jjcP
Parses as sijjs3jj ¢edjjst fori= 1:::1do
fori=1:::1do sets; = f ()
¢ A RSMMT(9(s;jK]) sets = sqjjspjj Cedjjs).
seth = hjjg Output: D(K;s)
Output: cjjcj:::ig

Note that the executiontime for SD is essetially linearin | and the execution
time for SE is an expected O(l). Also note that our assumption of an unbiased
function implies that an error correcting code asin construction 1 is unnecessary:
the probability of failure hereis |=2X1. Clearly, the assumption of an unbiased
f is quite strong. In practice, perfect unbiasednessmay be hard to meet and
stronger assumptionsmay be required. For example,whenf is a pseudorandom
function, under the assumption of a large minimum ertropy in the channel, f
will be nearly unbiased.

Lemma 2. For any warden W 2 W(t; g;1), we can construct a corresmpnding
adversary A where

Adv S5.(W) = Adv SP(A)

The running time of A is at mostt + O(kl), and A makesq encryption queries
for a total of | bits of plaintext.

Theorem 2. InSecgic(t; ql) - InSec(E:pa(t+ O(kh; g, ):
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Generalization. The assumptionthat the balancedfunction, f , is unbiasedcan
be wealkenedto the assumption of an 2-biasedfunction where the probability of
any value is within 2 of uniform. The same proofs work with the insecurity
increasedby at most 2 (however, error correcting codes might be necessaryin
this case).

A few easycorollaries follow from Theorem 2. If E is indistinguishable from
random bits under chosen plaintext attack then construction 2 is SS-CHA-C
secure. Additionally , if E is replaced by a public key cryptosystem which is
indistinguishable from random bits under chosen plaintext attack, then con-
struction 2 is a public key stegosystemwhich is steganographicallysecretunder
chosenhiddentext attack (under an appropriate generalization of our de nitions
to a public-key scenario).

4 Robust Steganography

4.1 Denitions for Robust Steganograph y

Robust steganograply will be modelled as a game between Alice and Ward
in which Ward is allowed to make some alterations to Alice's messagesAlice
wins if she can passa messagewith high probability, even when Ward alters
her messageFor example, if Alice passesa single bit per channel messageand
Ward is unable to changethe bit with probability at least 3, Alice can useerror
correcting codesto reliably transmit her messagelt will be important to state
the limitations we imposeon Ward, since otherwise he can replace all messages
with a newdraw from the channel distribution, e®ectiely destroying any hidden
information. In this section we give a formal de nition of robust steganograply
with respect to a limited adversary.

We will model Ward's power asde ned by arelation R which is constrainedto
not corrupt the channeltoo much. This generalnotion of constraint is sutcient
to include many simpler notions suc as (for example) \only alter at most 1%
of the bits".

Let D bea nite distribution with support X and let R be a relation between
the set X and the setY sud that for every x 2 X, there existsay 2 Y where
(x;y) 2 R. Consider a single-player game of chancewhich is played as follows:

1. The player draws x accordingto D.
2. The player choosesan arbitrary y such that (x;y) 2 R.
3. The player makesan independert draw x° from D.

The player wins if (x%y) 2 R. De ne the obfusation probability of R for D by
X
O(R; D) = max Pr[x9 :
Y (x%y)2R b

This function represerts an upper bound on the player's winning probabil-
ity. In partigjlar, for any y the player choosesin step 2, O(R; D) bounds the
probability (x0y)2 R Prp [x9 of winning. Note that the log, O(R; D) givesthe
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minimum amount of conditional information retained about draws from D when
they are substituted arbitrarily amongstpossibilities which satisfy R. The obfus-
cation probability is therefore a worst-caseconditional entropy (just asminimum
entropy is a worst-caseerntropy), exceptthat logarithms have beenremoved.

Now let R be an exciently computable relation on blocks and let R(x) =
fy:(x;y) 2 Rg. We sa that the pair (R; C?) is +-admissibleif O(R; ) - +and
a pair (R;C) is +-admissibleif 8h (R;CP) is +-admissible. An R-bounded active
warden W can be thought of as an adversary which plays the following game
against a stegosystemS = (SE; SD):

1. W is given oracle accessto the channel distribution C and makes as many
draws asit likes.

2. W is given oracleaccesdo SE (K ; ¢ ¢, and makesat most g queriestotaling
at most |, bits to SE.

3. W presernis an arbitrary messagen 2 f0; 1g'2 and history h.

4. W is then given a sequenceof blocks ¢ = ¢3jjcyjj :::jjcy from the support
of "™, and returns a sequencec® = 2jjcdjj :::jic% where ¢ 2 R(c;) for
eahh 1 - i - u. Here u is the number of blocks of stegotext output by
SE(K; m; h).

De ne the succesof W against S by

R — . R .

Succg (W) = K & UG A I?);rlgp;om O;lgu[SDO(K*W'(SEO(K'm' h));h) 6 m]
Here, r and o are the random bits usedby Ward and the protocol, respectively.
De ne the failure rate of S by

n 0
Fail 3(t;q;) =  max SuccB(w) ;
s(tal) wan % s(W)
where W (R;t; g;1) denotesthe set of all R-bounded active wardensthat submit
at most q queries of total length at most |1, produce a plaintext of length at
mostl, = |'j I, and run in time at most t.

De nition 4. (Robust Steganograply) A stegosystemS = (SE;SD) is called
(t; g;1;2; 1) steganayraphically robust against R-bounded adversariesfor the dis-
tribution C(denoted(t; g;1;?; )-SR-CHA-(C; R)) if the following conditions hold:

{ (Secrecy):Sis (t; g;1;2)-SS-CHA-C.
{ (Robustness):Fail 8 (t; q;1) - =+

A stegosystemis called (t; g;1;2; +) steganagraphically robust (SR-CHA) if it is
(t; g;1;3; 1)-SR-CHA-(C, R) for every +-admissible pair (C; R).

De nition 5. (Universal Robust Steganograply) A sequenceof stegosystems
f Sk g, is called universally steganagraphically robustif it is universally stegano-
graphically secretand there exists a polynomial (¢ and a constart + 2 [0; %)

such that for every PPTM W, every +-admissible(R; C), and all sutciently large

k, Succ§ (W) < 1=g(k).
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4.2 Univ ersally Robust Stegosystem

In this sectionwe give a stegosystemwhich is Steganographicallyrobust against
any bounding relation R, under a slightly modi ed assumption on the channel
oracles, and assumingthat Alice and Bob know someexciently evaluable, +
admissiblerelation R® such that R is a superset of R. For sewral reasons,this
stegosystemappears impractical but it servesas a proof that robust steganog-
raphy is possiblefor any admissiblerelation.

Supposethat the channeldistribution Cis exciently sampleablethat is, there
is an excient algorithm M which, given a uniformly chosenstring s 2 f0; 1g™
and history h producesa block distributed accordingto G2 (or statistically close
to G@). We will assumethat Alice, Bob, and Ward all have accessto this algo-
rithm. Furthermore, we assumeAlice and Bob sharea key K to a pseudorandom
function; and have a syndhronized courter N. Let n be a robustnessparameter.
Construction 3. (Universally Robust Steganograply)

Pro cedure S3.Decode
Input: key K, stegotext ¢, history h

Pro cedure S3.Encode
Input: K, m, h

Parsem as mijjm3jj ¢edjjm?

Parsec as c}jjcjj : : :jic?,

fori=1:::1do fori=1:::1do
forj = 1:::ndo sethp = hy=h
setc;; = M (Fk (N;m;);h) forj =1:::ndo
incremert N for %2 f0;1g do
seth = hjjc;; setmsy, = M (Fx (N;%); hy)
Output:  cpajjCr2jj ::jjcin set hy, = hyjjms,

incremert N
if (8j:(hoj;G; )2 RY
then p = O; elsep; = 1
seth = hy,
setp = pujjpzjj ¢¢djjpr.
Output: p

Supposethat instead of sharing a key to a pseudorandomfunction F, Alice and
Bob shared two secretblocks by; by drawn independertly from Cﬁ Then Alice
could send Bob the messagebit ¥ by sendingblock by, and Bob could recover
¥ by cheking to seeif the block he received was related (by R to by or by.
Since the adversary is R bounded and (C;RY) is +-admissible, the probability
of a decaling error | causedeither by the adversary, or by accidertal draw
of by;by | would be at most *. Intuitiv ely, Construction 3 simply extends this
notion to multiple bits by replacing the by; by by draws from M (¢ with shared
pseudorandominputs; and reducesthe probability of decaling error to £" by
encaling ead hiddentext bit n times.

Lemma 3. InSecgic(t; g;l) - InSec Er]t(t+ O(nl); nl):
Lemma 4. Fail§3(t; a;l1;12) - InSec,:r (t+ O(nl);nl) + 1,£":
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Proof. Let W be an active R-bounded (t; g;11;12) warden. We construct a PRF
adversary A which runs in time t + O(nl), makesat most nl PRF queries,and

satis es Adv Erf(A) , Succ(W) i l,#". A" works by running W, using its

function oracle f in place of Fx (¢ ¢ to emulate Construction 3 in responding

to the queries of W. Let m; c® be the hiddentext and the stegotext sequence
returned by W, respectively. Then A" returns 1 i® SD (K ;c%h) 6 m. Consider
the following two casesfor f :

{ f is chosenuniformly from all appropriate functions. Then, for ead i;j,
the stegotexts c;; = M (f(N; + j;pi);hi; ) are distributed independertly
according to Cﬁ . Consider the sequenceof \alternativ e stegotexts” d;j =
M(f(N; + j;1i pi);hij); ead of theseis also distributed independertly
according to qﬁ’i_j ; and since W is never given accessto the di; , the ¢
are independert of the di; . Now SD will fail (causing A" to output 1)
only if the evert 8j:(di; ;Q'(;)j ) 2 RO occurs for somei. Becausethe d; are
independert of the actions of W, and because(C; RY is +admissible, eath
evert (d;; ;¢ ) 2 R®happensindependertly with probability at most . So
for any "xed i, the probability of failure is at most £". The union bound
then gives

CPr [AT = 1] 2™
f A U(b;n)

{ f is chosenuniformly from Fg (¢ 9. Then A" outputs 1 exactly when W

succeedsagainst S, by the de nition of S:

Pr AFK = 1]= SuccR(W) :
K & U(K)r Af 0;1g“[ r ] s(W)

Taking the di®erenceof these probabilities, we get:

Adv PT(a) = [AFK = 1] Pr Al = 1]

Pr
K A U(k);r Af 0;1g° fA U(b;n);r Af 0;1g°
., SuccBW) i I+ :

Theorem 3. If F is (t + O(nl);nl;2)-pseudoandom then Construction 3 is
(t;11;12;2% 2 + 1,27)-SR-CHA.

4.3 Robust Steganograph y for text-lik e channels

We provide a protocol which is steganographically robust against R-bounded
adversariesfor a particular classof admissiblerelations R on particular channels.
For some channel distributions this classof relations may provide an accurate
model of the limitations of real wardens; in particular it seemsreasonableto
supposethat a predominartly text-based channel might limit the power of an
active warden by such a relation.

A text basedchannel (such asemail) might consistof \do cumerts" built out
of many bits with the sametimestamp (= sendingtime). Fix a symbol alphabet
§ = f0;1g°, and represen every documert d in the support of C by a string of
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symbolsd = dopd; ¢¢¢d, and a singletimestamp. The n-shingling of d, denoted by
De ne the family of relations R} for 0. +- 1 by

jssn(X) \ ssn(y)]
jssn(X) [ ssn(¥)j °

(xy)2RY, P+

Let Fx (¢ ¢ denotea pseudorandomfunction family indexedby jK j bits which
mapsn-shinglesto the setf0; 1g°. Let Ex bealength-preserving,stateful (rather
than randomized), IND$-CPA encryption scheme which works by producing a
pseudorandomstream s and outputs Ex (m) = s© m, (such a scheme can be
produced using a pseudorandomfunction in (stateful) CTR mode, for example)
and let D be the corresponding decryption function. Let Enc and Dec be the
encading and decading algorithms for an error-correcting code which can correct
up to a £+ » fraction of symbol errors; and let “(¢§ be the stretch function of this
code. We will assumeE nc and D ecwork in linear time for simplicity. De ne the
function max; (d) asthe shinglein d which maximizesf , that is

max; (d) = argmaXs, s, (a) ff (S)9 :

Let g:f0;1g° ! fO0; 1g be unbiasedfor the distribution on shinglesinduced by
maxg, (C). Let Alice and Bob sharesecretkeysK¢ ; K. The following procedures
allow Alice and Bob to robustly encade and decade a message.

Construction 4. (Robust SteganographicProtocol)

Pro cedure S4.Encode Pro cedure S4.Decode
Input: m, h, keysK; ;Kg Input: stegotext c, keysK; ;K¢
Let p= Ek_(Enc(m)) Parsec as c}jjcjj :: :jjcP
Parsep as pijjpsjj ¢¢djjpt fori=1:::1do
fori=1:::1do sets; = maxg, (9(G)

setg = RS™ (MM r, (pi) setp = g(si)

seth = hjjg setp = pujjp2jj ¢¢¢jpr.
Output:  c1jjCajj :::iic Output: DedDk.(p))

Note that it isimportant that encryption and bit errors commute herewhich
holds for only someencryption techniques.
In the following, Let "y be the maximum size of q encaded strings with total
length 11 plus “(1,).

Lemma 5. InSecS5(t; ;1) - InSec Pt + O(K ) G g):

Lemma 6. Failgéz1 (t; qli;lp) - 268 (1272 4 InSec ,Erf(t + O(K q); K q):

Theorem 4. If F is (t+ O(k'g); Kk ¢;2)-pseudoandomand E is (t+ g;0; g;*)
- IND$-CPA, then Construction 4 is (t; 11;15;2 + 1 2ei » (1272 4+ 2) . SR-CHA
against R} -bounded adversaries.
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5 Discussion
5.1 Alternativ e securit y conditions

There are sewral conceiable alternatives to our security conditions; we will
brie’y examine thesealternativesand justify our choices.
Find-Then-Guess: This is the standard model in which an attacker submits
two plaintexts pg and p;, receives SE (pp), and attempts to guessh. Security
in our attack model implies "nd-then-guess security; moreover the essenceof
steganographicsecrecyis not merely the inability to distinguish between mes-
sages(as in the nd-then-guess model) but the inability to detect a message.
Fixed History: In this model the adversary may not submit alternate histo-
ries to the encryption model. Security under a chosen-history attacks implies
security against a “xed-history attacks. This notion may be of interest how-
ever, especially becausein many situations a chosen-history attack may not be
physically realizable. Our attacks can be consideredchosen-history attacks.
Integrity of Hiddentexts Intuitiv ely, Integrity of Hiddentexts requires that
an active warden is unable to create a sequenceof covertexts which decadesto
a valid, new hiddentext. Supposewe amendthe description of a stegosystemto
allow the decading algorithm to output the \fail" symbol ?. Then supposewe
give the adversary oracle accesgo SE and allow the adversary to make at most

sequenceof covertexts ¢ = cijj :::jjcn .- Denote the advantage of A against S by
Adv "L(A) = PriSD(K;c;h) 62 "8i:SD(K;c;h) 6 p] ;
and denote the integrity failure of a stegosystemby

n . o]
Fail fc(t ail) = max — Adv §4(A)
A stegosystemhas (t; g;1;2) integrity of hiddentexts if Fail Ts(t; ;1) - 2.

Note that in practice this notion by itself is too weak becauseit allows the
possibility for the wardento disrupt the communication betweenAlice and Bob.
Finally, we note that if the symmetric encryption schemeE is INT-CTXT secure
as de ned by Bellare and Namprempre [2], then construction 2 also provides
integrity of hiddentexts.

5.2 Complexit y theoretic rami cations

Construction 1 gives a stegosystemwhich is steganographically secret for any
channel distribution C which has minimum entropy greater than 1, assuming
the existenceof a pseudorandomfunction family. Goldreich et al [4] show how to
construct a pseudorandomfunction from a pseudorandomgenerator, which in
turn can be constructed from any one-way function, as demonstrated by Hastad
et al [5]. Thus in an asymptotic sense,our constructions show that one-way
functions are suzcient for steganograply. Conversely it is easyto seethat a
stegosystemwhich is steganographicallysecretfor someCis a secureweakprivate
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key encryption protocol in the senseof Impagliazzoand Luby [7]; and they prove
that the existenceof such a protocol implies the existenceof a one-way function.
Thus the existence of secure steganograply is equivalent to the existence of
one-way functions.
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