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Abstract. We intro duce the notion of a dynamic accumulator . An ac-
cumulator scheme allows one to hash a large set of inputs into one short
value, such that there is a short proof that a given input wasincorporated
into this value. A dynamic accumulator allows one to dynamically add
and delete a value, such that the cost of an add or delete is independent
of the number of accumulated values. We provide a construction of a dy-
namic accumulator and an e±cient zero-knowledgeproof of knowledgeof
an accumulated value. We prove their security under the strong RSA as-
sumption. We then show that our construction of dynamic accumulators
enables e±cient revocation of anonymous credentials, and membership
revocation for recent group signature and identit y escrow schemes.

Keyw ords. Dynamic accumulators, anonymit y, certi¯cate revocation,
group signatures, credential systems, identit y escrow.

1 In tro duction

Suppose a set of users is granted accessto a resource.This set changesover
time: someusersare added, and for some,the accessto the resourceis revoked.
When a user is trying to accessthe resource, some veri¯er must check that
the user is in this set. The immediate solution is to have the veri¯er look up
the user in somedatabaseto make sure that the user is still allowed accessto
the resourcein question. This solution is expensive in terms of communication.
Another approach is of certi¯cate revocation chains, where every day eligible
users get a fresh certi¯cate of eligibilit y. This is somewhat better becausethe
communication burden is now shifted from the veri¯er to the user,but still su®ers
the drawback of high communication costs, as well as the computation costs
neededto reissuecerti¯cates. Moreover, it disallows revocation at arbitrary time
as need arises.A satisfactory solution to this problem has been an interesting
question for sometime, especially in a situation where the usersin the system
are anonymous.

Accumulators were intro ducedby Benaloh and de Mare [4] as a way to com-
bine a set of valuesinto oneshort accumulator, such that there is a short witness
that a given value wasincorporated into the accumulator. At the sametime, it is
infeasible to ¯nd a witness for a value that was not accumulated. Extending the
ideasdue to Benaloh and de Mare [4], Bari¶c and P¯tzmann [3] give an e±cient
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construction of so-called collision-resistant accumulators, based on the strong
RSA assumption.

We proposea variant of the cited construction with the additional advantage
that, using additional trapdoor information, the work of deleting a value from
an accumulator can be made independent of the number of accumulated values,
at unit cost. Better still, oncethe accumulator is updated, updating the witness
that a given value is in the accumulator (provided that this value has not been
revoked, of course!)can be done without the trapdoor information at unit cost.
Accumulators with theseproperties are called dynamic. Dynamic accumulators
are attractiv e for the application of granting and revoking privileges.

In the anonymous accesssetting, where a user can prove eligibilit y without
revealing his identit y, revocation appeared impossible to achieve, becauseif a
veri¯er can tell whether a user is eligible or ineligible, he seemsto gain somein-
formation about the user's identit y. However, it turns out that this intuition was
wrong! Indeed, using accumulators in combination with zero-knowledge proofs
allows one to prove that a committed value is in the accumulator. We show that
this can be done e±ciently (i.e., not by reducing to an N P-complete problem
and then using the fact that N P µ Z K [20] and not by using cut-and-choose
for the Bari¶c and P¯tzmann's [3] construction).

From the above, we obtain an e±cient mechanism for revoking group mem-
bership for the Atenieseet al. identit y escrow/group signature scheme [1] (the
most e±cient secureidentit y escrow/group signature schemeknown to date) and
a credential revocation mechanism for Camenisch and Lysyanskaya's [9] creden-
tial system.The construction can be applied to other such schemesas well. The
idea is to incorporate the public key for an accumulator schemeinto the group
manager's (resp., organization's) public key, and the secret trapdoor of the ac-
cumulator schemeinto the corresponding secretkey. Each time a user joins the
group (resp., obtains a credential), the group manager(resp., organization) gives
her a membership certi¯cate (resp., credential certi¯cate). An integral part of
this certi¯cate is a prime number e. This will be the value added to the accu-
mulator when the user is added, and deleted from the accumulator if the user's
privileges have to be revoked. This provably securemechanism doesnot add any
signi¯cant communication or computation overhead to the underlying schemes
(at most a factor of 2). We note that both our dynamic accumulator scheme
and the ACJT identit y escrow/group signature schemerely on the strong RSA
assumption. While one could add membership revocation using our dynamic
accumulator also to other group signature and identit y escrow schemes,such a
combination would not make much senseasonewould get a lesse±cient scheme
and might even require additional cryptographic assumption. We therefore do
not discussthe detail involved here.

Related Work. For the classof group signature schemes[15,7] wherethe group's
public key contains a list of the public keys of all the group members, exclud-
ing a member is straightforward: the group manager only needsto remove the
a®ectedmember's key from the list. These schemes,however, have the draw-
back that the complexity of proving and verifying membership is linear in the
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number of current members and therefore becomesine±cient for large groups.
This drawback is overcomeby schemeswhere the sizeof the group's public key
as well as the complexity of proving and verifying membership is independent
of the number of members [13,21,12,1]. The idea underlying these schemesis
that the group public key contains the group manager'spublic key of a suitable
signature scheme. To becomea group member, a user choosesa membership
public key which the group manager signs. Thus, to prove membership, a user
has to prove possessionof membership public key, of the corresponding secret
key and of a group manager'ssignature on a membership public key.

The problem of excluding group members within such a framework without
incurring big costs has been considered,but until now no solution was satis-
factory. One approach is to change the group's public key and reissueall the
membership certi¯cates (cf. [2]). Clearly, this puts quite a burden on the group
manager,especially for large groups.Another approach is to incorporate a list of
revoked certi¯cates and their corresponding membership keys into the group's
public key [6]. In this solution, when proving membership, a user has to prove
that his or her membership public key does not appear on the list. Hence, the
size of the public key as well as the complexity of proving and verifying signa-
tures are linear in the number of excluded members. In particular, this means
that the sizeof a group signature grows with the number of excludedmembers.

Song[27] presents an alternativ e approach in conjunction with a construction
that yields forward securegroup signature schemesbasedon the ACJT group
signature scheme[1]. While here the sizeof a group signature is independent of
the number of excludedmembers, the veri¯cation task remainscomputationally
intensive, and is linear in the number of excludedgroup members.Moreover, her
approach doesnot work for ordinary group signature schemesas it reliesheavily
on the di®erent time periods peculiar to forward securesignatures.Atenieseand
Tsudik [2] adapt this approach to the ACJT group signature/identit y escrow
scheme. Their solution retains the property that the veri¯cation task is linear
in the number of excluded group members. Moreover, it usesso-calleddouble
discrete logarithms which results in the complexity of proving/signing and veri-
fying to be rather high comparedto underlying scheme(about a factor of 90 for
reasonablesecurity parameters).

Finally, we point out that the proposal by Kim et al. [22] is broken, i.e.,
excluded group members can still prove membership (after the group manager
changedthe group's key, excludedmembers can update their membership infor-
mation in the very sameway as non-excludedmembers).

Thus, until now, all schemeshave a linear dependencyeither on the number
of current members, or on the total number of deleted members. As we have
noted above, this linear dependencycomesin three °avors: (1) the burden being
on the group managerto re-issuecerti¯cates in every time period; (2) the burden
being on the group member to prove that his certi¯cate is di®erent from any of
those that have beenrevoked and on the veri¯er to check this; or (3) the burden
being on the veri¯er to perform a computational test on the messagereceived
from the user for each item in the list of revoked certi¯cates.
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In contrast, in our solution no operation is linearly dependent on the number
of current or total deleted members. Its only overhead over a scheme without
revocation is the following: We require somepublic archive that stores informa-
tion on added and deleted users.Then, the public key (whosesizedependsonly
on the security parameter) needsto be updated each time a user is added or
deleted. The work to do so dependents only on the number of usersadded and
deleted. Each user must read the public key from time to time (e.g., prior to
proving his membership), and if the public key has changedsince the last time
he looked, he must read the newsin the public archive and then perform a local
computation. The amount of data to read and the local computation are linear
in the number of changesthat have taken place in the meantime, but not in the
total number of changes.Furthermore, the data to read is the samefor all users.
The additional burden on the veri¯er is simply that he should look at the public
key frequently (which seemsunavoidable); the veri¯er neednot read the archive.

We note that Sander,Ta-Shma,and Yung [25] alsoprovide a zero-knowledge
proof of member knowledge for the Bari¶c-P¯tzmann accumulator. Their proof
usescommitments for each of the bits of value contained in the accumulator. In
contrast, the proof we provide is a factor of O(n) more e±cient, where n is the
number of bits of the usedRSA modulus.

2 Preliminaries

Let A(¢) be an algorithm. By y Ã A(x) we denote that y was obtained by
running A on input x. In caseA is deterministic, then this y is unique; if A is
probabilistic, then y is a random variable.

Let A and B be interactive Turing machines. By (a Ã A(¢) $ B (¢) ! b), we
denote that a and b are random variables that correspond to the outputs of A
and B as a result of their joint computation.

Let b be a boolean function. By (y Ã A(x) : b(y)) we denote the event that
b(y) is true after y was generatedby running A on input x. The statement

Pr[x1 Ã A1(y1); x2 Ã A2(y2); : : : ; xn Ã An (yn ) : b(xn )] = ®

meansthat the probabilit y that b(xn ) is TRUE after the value xn was obtained
by running algorithms A1; : : : ; An on inputs y1; : : : ; yn , is ®.

We say that º (k) is a negligible function, if for all polynomials p(k), for all
su±ciently large k, º (k) < 1=p(k).

Let a be a real number. We denote by bac the largest integer b · a, by dae
the smallest integer b ¸ a, and by dac the largest integer b · a + 1=2. Let q be
a positive integer. Sometimewe needto do modular arithmetic centered around
0; in thesecaseswe use`rem' as the operator for modular reduction rather than
`mod', i.e., (c remq) = c ¡ dc=qcq.

The °exible RSA problem is the following. Given an RSA modulus n and
a random element v 2 Z¤

n ¯nd e > 1 and u such that z = ue. The strong
RSA assumption states that this problem is hard to solve. The strong RSA
assumption[3,18] is a commonnumber-theoretic assumptionthat, in particular,
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is the basis for several cryptographic schemes(e.g., [1,11,16,19]). By QRn we
denote the group of quadratic residuesmodulo n.

We use notation intro duced by Camenisch and Stadler [13] for the various
zero-knowledge proofs of knowledge of discrete logarithms and proofs of the
validit y of statements about discrete logarithms. For instance,

PKf (®; ¯ ; ° ) : y = g®h¯ ^ y = g®h° ^ (u · ® · v)g

denotesa \ zero-knowledge Proof of Knowledgeof integers®, ¯ , and ° suchthat
y = g®h¯ and y = g®h° holds, where v < ® < u," where y; g; h; y; g, and h are
elements of somegroups G = hgi = hhi and G = hgi = hhi . The convention is
Greek letters denotequantities the knowledgeof which is being proved, while all
other parametersare known to the veri¯er. Using this notation, a proof-protocol
can be described by just pointing out its aim while hiding all details.

3 Dynamic Accum ulators

3.1 De¯nition

De¯nition 1. A secure accumulator for a family of inputs fX k g is a family of
families of functions G = fF k g with the following properties:

E±cien t generation: There is an e±cient probabilistic algorithm G that on input
1k produces a random element f of F k . Moreover, along with f , G also
outputs someauxiliary information about f , denoted t f .

E±cien t evaluation: f 2 F k is a polynomial-size circuit that, on input (u; x) 2
Uf £ Xk , outputs a value v 2 Uf , where Uf is an e±ciently-samplable in-
put domain for the function f ; and Xk is the intended input domain whose
elementsare to be accumulated.

Quasi-commutativ e: For all k, for all f 2 F k , for all u 2 Uf , for all x1; x2 2 Xk ,
f (f (u; x1); x2) = f (f (u; x2); x1). If X = f x1; : : : ; xm g ½ Xk , then by f (u; X )
we denote f (f (: : : (u; x1); : : :); xm ).

Witnesses:Let v 2 Uf and x 2 Xk . A value w 2 Uf is called a witness for x in
v under f if v = f (w; x).

Security: Let U0
f £ X 0

k denotethe domains for which the computational procedure
for function f 2 F k is de¯ned (thus Uf µ U0

f , Xk µ X 0
k ). For all probabilistic

polynomial-time adversariesA k ,

Pr[f Ã G(1k ); u Ã Uf ; (x; w; X ) Ã A k (f ; Uf ; u) :

X ½ Xk ; w 2 U0
f ; x 2 X 0

k ; x =2 X ; f (w; x) = f (u; X )] = neg(k)

Note that only the legitimate accumulated values, (x1; : : : ; xm ), must belong
to Xk ; the forged value x can belong to a possibly larger set X 0

k .

(This de¯nition is essentially the one of Bari¶c and P¯tzmann, with the dif-
ferencethat they do not require that the accumulator be quasi-commutativ e; as
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a consequencethey needto intro duce two further algorithms, one for generation
and one for veri¯cation of a witness value.)

The above de¯nition is seeminglytailored for a static useof the accumulator.
In this paper, however, we are interested in a dynamic use where there is a
managercontrolling the accumulator, and several users.First, let us show that
dynamic addition of a value is done at unit cost in this setting.

Lemma 1. Let f 2 F k . Let v = f (u; X ) be the accumulator so far. Let v0 =
f (v; x0) = f (u; X 0) be the value of the accumulator when x0 is added to the
accumulated set, X 0 = X [ f x0g. Let x 2 X and w be the witness for x in v. The
computation of w0 which is the witness for x in v0, is independent on the size of
X .

Proof. w0 is computed as follows: w0 = f (w; x0). Let us show correctnessusing
the quasi-commutativ e property: f (w0; x) = f (f (w; x0); x) = f (f (w; x); x0) =
f (v; x0) = v0.

We must also be able to handle dynamic deletions of a value from the ac-
cumulator. It is clear how to do that using computations that are linear in the
sizeof the accumulated set X . Here, we restrict the de¯nition so as to make the
complexity of this operation independent of the sizeof X :

De¯nition 2. A secure accumulator is dynamic if it has the following property:

E±cien t deletion: there exist e±cient algorithms D and W such that, if
v = f (u; X ), x; x0 2 X , and f (w; x) = v, then

1. D(t f ; v; x0) = v0 such that v0 = f (u; X n f x0g); and

2. W (f ; v; v0; x; x0; w) = w0 such that f (w0; x) = v0.

Note that D is given the trap-door information t f while W is not.
Now, we show that a dynamic accumulator is secureagainst an adaptive ad-

versary, in the following scenario:An accumulator managersetsup the function
f and the value u and hides the trapdoor information t f . The adversary adap-
tiv ely modi¯es the set X . When a value is added to it, the manager updates
the accumulator value accordingly. When a value x 2 X is deleted, the manager
algorithm D and publishes the result. In the end, the adversary attempts to
produce a witness that x0 =2 X is in the current accumulator v.

Theorem 1. Let G be a dynamic accumulator algorithm. Let M be an interac-
tive Turing machine set up as follows: It receives input (f ; t f ; u), where f 2 F k

and u 2 Uf . It maintains a list of values X which is initial ly empty, and the
current accumulator value, v, which is initial ly u. It responds to two types of
messages:in response to the (\add", x) message,it checks that x 2 Xk , and if
so, adds x to the list X and modi¯es v by evaluating f , it then sendsback this
updated value; similarly, in responseto the (\delete", x) message,it checks that
x 2 X , and if so, deletesit from the list and updatesv by running D and sends
back the updated value. In the end of the computation, M outputs the current
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valuesfor X and v. Let U0
f £ X 0

k denotethe domains for which the computational
procedure for function f 2 F k is de¯ned. For all probabilistic polynomial-time
adversariesA k ,

Pr[(( f ; t f ) Ã G(1k ); u Ã Uf ; (x; w) Ã A k (f ; Uf ; u) $ M (f ; t f ; u) ! (X ; v) :

w 2 U0
f ; x 2 X 0

k ; x =2 X ; f (w; x) = f (u; X )] = neg(k)

Proof. Let us exhibit a reduction from the adversary that violates the theorem
to the adversary that breaksthe collision-resistanceproperty of a secureaccumu-
lator. The reduction will proceedin the following (straightforward) manner: On
input (f ; Uf ; u), feedthesevaluesto the adversary. To respond to an (\add", x)
query, simply update X and compute v = f (u; X ). To respond to a (\delete", x)
query, compute v = f (u; X n f xg), and then update X . The successof the ad-
versary directly corresponds to the successof our reduction.

Finally, in the application we have in mind we require that the accumulator
allows for an e±cient proof that a secret value given by some commitment is
contained in a given accumulator value. That is, we require that the accumulator
be e±ciently provablewith respect to somecommitment scheme(Commit ).

Zero-knowledgeproof of member knowledge: There exists an e±cient zero-
knowledgeproof of knowledgesystemwherethe commoninputs are c (where
c = Commit(x; r ) with a r being a randomly chosenstring), the accumulat-
ing function f and v 2 Uf , and the prover's inputs are (r , x 2 Xk , u 2 Uf )
for proving knowledgeof x, w, r such that c = Commit(x; r ) and v = f (w; x).

If by \e±cien t" we mean\p olynomial-time," then any accumulator satis¯es this
property. However we considera proof system e±cient if it compareswell with,
for example,a proof of knowledgeof a discrete logarithm.

3.2 Construction

The construction due to Bari¶c and P¯tzmann [3] is the basisfor our construction
below. The di®erencesfrom the cited construction are that (1) the domain of
the accumulated valuesconsistsof prime numbersonly; (2) we give a method for
deleting valuesfrom the accumulator, i.e., we construct a dynamic accumulator;
(3) we give e±cient algorithms for deleting a user and updating a witness; and
(4) we provide an e±cient zero-knowledgeproof of membership knowledge.

{ F k is the family of functions that correspond to exponentiating modulo
safe-primeproducts drawn from the integers of length k. Choosing f 2 F k

amounts to choosinga random modulus n = pqof length k, wherep = 2p0+ 1,
q = 2q0 + 1, and p,p0,q,q0 are all prime. We will denote f corresponding to
modulus n and domain XA;B by f n;A;B . We denote f n;A;B by f n and by f
when it doesnot causeconfusion.
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{ XA;B is the f e 2 primes : e 6= p0; q0 ^ A · e · B g, where A and B can be
chosenwith arbitrary polynomial dependenceon the security parameter k,
as long as 2 < A and B < A2. X 0

A;B is (any subset of) of the set of integer
from [2; A2 ¡ 1] such that XA;B µ X 0

A;B .
{ For f = f n , the auxiliary information t f is the factorization of n.
{ For f = f n , Uf = f u 2 QRn : u 6= 1g and U0

f = Z¤
n .

{ For f = f n , f (u; x) = ux mod n. Note that f (f (u; x1); x2) = f (u; f x1; x2g) =
ux 1 x 2 mod n

{ Update of the accumulator value. As mentioned earlier, adding a value
~x to the accumulator value v can be done as v0 = f (v; ~x) = v~x mod n.
Deleting a value ~x from the accumulator is as follows. D((p;q); v; ~x) =
v~x ¡ 1 mo d (p¡ 1)( q¡ 1) mod n.

{ Update of witness: As mentioned, updating the witness u after ~x has been
added can be done by u0 = f (u; ~x) = u~x . In case, ~x 6= x 2 Xk has be
deleted from the accumulator, the witness u can be updated as follows. By
the extended GCD algorithm, one can compute the integers a,b such that
ax + b~x = 1 and then u0 = W (u; x; ~x; v; v0) = ubv0a . Let us verify that
f (u0; x) = u0x mod n = v0:

(ubv0a)x (1)
= ((ubv0a)x ~x )1=~x = ((ux )b~x (v0~x )ax )1=~x = (vb~x vax )1=~x = v1=~x = v0

Equation (1) is correct because~x is relatively prime to ' (n).

We note that adding or deleting several values at once can be done simply
by letting x0 be the product of the addedor deletedvalues.This also holds with
respect to updating the witness. More precisely, let ¼a be the product the x's
to add to and ¼d be the onesto delete from the accumulator value v. Then, the
new accumulator value v0 := v¼a ¼¡ 1

d mo d (p¡ 1)( q¡ 1) mod n. If u was the witness
that x was contained in v and x was not removed from the accumulator, i.e.,
x - ¼d, then u0ua¼a v0b mod n is a witness that x is contained in v0, where a and
b satisfy ax + b¼d = 1 and are computed using the extendedGCD algorithm.

Theorem 2. Under the strong RSA assumption, the above construction is a
secure dynamic accumulator.

Proof. Everything besidessecurity is immediate. By Theorem 1, it is su±cient
to show that the construction satis¯es security as de¯ned in De¯nition 1. Our
proof is similar to the one given by Bari¶c-P¯tzmann for their construction (the
di®erencebeing that we do not require x0 to be prime). The proof by Bari¶c-
P¯tzmann is actually the sameas one given by Shamir [26].

Supposewearegivenan adversaryA that, on input n and u 2 R QRn , outputs
m primes x1; : : : ; xm 2 XA;B and u0 2 Z¤

n , x0 2 X 0
A;B such that (u0)x 0

= u
Q

x i .
Let us useA to break the strong RSA assumption.

Suppose n = pq that is a product of two safe primes, p = 2p0 + 1 and
q = 2q0 + 1, is given. Supposethe value u 2 QRn is given as well. To break the
strong RSA assumption, we must output a value e > 1, y such that ye = u.
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We shall proceedas follows: Give (n; u) to the adversary. Suppose the ad-
versary comesup with a forgery (u0; x0; (x1; : : : ; xm )). Let x =

Q m
i =1 x i . Thus we

have u0x
0

= ux .

Claim. Let d = gcd(x; x0). Then either d = 1 or d = x j for some1 · j · m.

Proof of claim: Supposedjx and d 6= 1. Then, as x1; : : : ; xm are primes, it
follows that d is the product of a subsetof primes. Supposefor somex i and x j

we have x i x j jd. Then x i x j jx0. But this is a contradiction asx i x j > x0 must hold
due to the de¯nitions of XA;B and X 0

A;B : Becausex0 2 X 0
A;B we have x0 < A2.

For any x i ; x j 2 XA;B , x i x j ¸ A2 > x0, as x1; x2 ¸ A.

Back to the proof of the theorem: Supposethat d 6= 1 is not relatively prime
to Á(n). Then, by the claim, for somej , d = x j . Becaused = x j 2 XA;B , d > 2
and d is prime. Á(n) = 4p0q0, therefore d = p0 or d = q0. Then 2d + 1 is a
non-trivial divisor of n, so in this casewe can factor n.

Supposed is relatively prime to Á(n). Then, because(ux=d )d = ((u0)x 0=d)d, it
follows that ux=d = (u0)x 0=d. Let ~x = x=d, and ~x0 = x0=d. Becausegcd(x; x0) = d,
the equation gcd(~x; ~x0) = 1 holds and thus one can compute a, b such that
a~x + b~x0 = 1 by extended GCD algorithm. Output (y := ~uaub ; ~x0). Note that
y~x 0

= (y~x ~x 0
)1=~x (( ~u~x 0

)a~x (u~x )b~x 0
)1=~x = ((u~x )a~x + b~x 0

)1=~x u and thus y and ~x0 are a
solution to the instance (n; u) of the °exible RSA problem.

3.3 E±cien t Pro of That a Committed Value W as Accum ulated

Here we show that the accumulator exhibited above is e±ciently provable with
respect to the Pedersencommitment scheme.Supposethat the parametersof the
commitment schemeare a group Gq, and two generatorsg and h such that logh g
is unknown. Recall that to commit to a value x 2 Zq, one picks a random r 2 R

Zq and outputs Commit(x; r ) := gx hr . This information-theoretically hiding
commitment schemeis binding under the discrete-logarithm assumption.

For the de¯nitions of XA;B and the choiceof q, we require that B 2k 0+ k 00+2 <
A2 ¡ 1 < q=2 holds, where k0 and k00are security parameters, i.e., k0 is the bit
length of challengesin the PK protocol below and k00determinesthe statistical
zero-knowledgeproperty of the sameprotocol. We set X 0

A;B the largest possible
set, i.e., to [2; A2 ¡ 1].

Finally, we require that two elements g and h of QRn are available such that
logg h is not known to the prover, where n is the public key of the accumulator.

To prove that a given commitment Ce and a given accumulator v contain the
same(secret) value e, the following protocol is carried out. The common inputs
to the protocol are the values Ce, g, h, n, g, h, and v. The prover's additional
inputs are the valuese, u, and r such that ue = v mod n and Ce = gehr .

The prover will form a commitment Cu to u and prove that this commitment
corresponds to the e-th root of the value v. This is carried out as follows:

1. The prover choosesr 1; r 2; r 3 2R Zbn= 4c, computesCe := gehr 1 , Cu := uhr 2 ,
Cr := gr 2 hr 3 , and sendsCe, Ce, Cu , and Cr to the veri¯er.
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2. The prover and veri¯er carry out the following proof of knowledge:

PK
©

(®; ¯ ; ° ; ±; "; ³ ; '; Ã; ´ ; &; ») :

Ce = g®h' ^ g = (
Ce

g
)° hÃ ^ g = (gCe)&h» ^

Cr = h" g³ ^ Ce = h®g´ ^ v = C®
u (

1
h

)¯ ^ 1 = C®
r (

1
h

)±(
1
g

)¯ ^

® 2 [¡ B 2k 0+ k 00+2 ; B 2k 0+ k 00+2 ]
ª

:

The details of this protocol can be found in full version of this paper [8].

Theorem 3. Under the strong RSA assumption the PK protocol in step 2 is a
proof of knowledgeof two integerse 2 X 0

A;B = [2; A2 ¡ 1] and u such that v ´ ue

(mod n) and Ce is a commitment to e.

Proof. Showing that the protocol is statistical zero-knowledgeis standard. Also,
it is easyto seethat Ce, Ce, Cu , and Cr are statistically independent from u and
e.

It remainsto show that if the veri¯er accepts,then valuee committed to in Ce

and a witness w that e is in v can be extracted from the prover. Using standard
rewinding techniques,the knowledgeextractor can get answers(s®; s¯ ; s° ; s±; s" ;
s³ ; s´ ; s' ; sÃ ) and (s0

®; s0
¯ ; s0

° ; s0
±; s0

" ; s0
´ ; s0

³ ; s0
' ; s0

Ã ) for the two di®erent challenges
c and c0. Let ¢® = s® ¡ s0

®, ¢¯ = s¯ ¡ s0
¯ , ¢° = s° ¡ s0

° , ¢± = s± ¡ s0
±,

¢" = s" ¡ s0
" , ¢³ = s³ ¡ s0

³ , ¢´ = s´ ¡ s0
´ , ¢' = s' ¡ s0

' mod q, ¢Ã = sÃ ¡ s0
Ã ,

¢& = s& ¡ s0
&, ¢» = s» ¡ s0

», and ¢c = c0 ¡ c. Then we have

C¢c
e = g¢® h¢' ; g¢c = (

Ce

g
)¢° h¢Ã ; g¢c = (gCe)¢& h¢» (1)

C¢c
r = h¢" g¢³ ; C¢c

e = h¢® g¢´ ; (2)

v¢c = C¢®
u (

1
h

)¢¯ ; 1 = C¢®
r (

1
h

)¢± (
1
g

)¢¯ : (3)

We ¯rst show that Ce commits to an integer di®erent from 1 and consider the
¯rst two equations (1). Let e® := ¢® ¢c ¡ 1 mod q, e° := ¢° ¢c ¡ 1 mod q, e' :=
¢'¢c ¡ 1 mod q, and eÃ := ¢Ã ¢c ¡ 1 mod q. Then we have

Ce = ge®he' and g = (
Ce

g
)e° h

eÃ = g( e®¡ 1)e° he' e° h
eÃ :

Under the hardnessof computing discretelogarithms, 1 ´ (e®¡ 1)e° (mod q) must
hold and therefore e® 6= 1 (mod q) as otherwise e° would not exists. Similarly,
from the ¯rst and third equation of (1) one can concludethat e® 6= ¡ 1 (mod q).

We next show that e® is accumulated in v. From the next two equations (2)
one can derive that ¢c divides ¢® , ¢´ , ¢" , and ¢³ provided the strong RSA
assumption. (While we do not investigate this claim here, one can show that
if ¢c does not divide ¢® , ¢´ , ¢" , and ¢³ , then from the Equations (2) one
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can compute a non-trivial root of g with probabilit y at least 1=2. This, however,
is not feasible under the strong RSA assumption. We refer to, e.g., [17] for
the details of such a reduction.) Let ®̂ = ¢® =¢c , ^́ = ¢´ =¢c , "̂ = ¢"= ¢c
and ³̂ = ¢³ =¢c . Becausejcj; jc0j < p0; q0, we get Cr = ah"̂ g³̂ for somea such
that a2 = 1. Moreover, the value a must be either 1 or ¡ 1 as otherwise 1 <
gcd(a ¡ 1; n) < n and we could factor n. Plugging Cr into the secondequation
of (3) we get 1 = a¢® h¢® "̂ g¢® ³̂ ( 1

h )¢± ( 1
g )¢¯ ; where a¢® must be 1 as 1, g, and

h are in QRn and a2 = 1 otherwise. Under the hardnessof computing discrete
logarithms we can conclude that ¢® ³̂ ´ ^̄ (mod ord(g)) and hence we get
v¢c = ( Cu

h ³̂
)¢® and v = b( Cu

h ³̂
)®̂ with someb such that b2 = 1. Again b = § 1

as otherwise 1 < gcd(b§ 1; n) < n and we could factor n. Let s = ¡ 1 if ®̂ < 0
and s = 1. Thus we have v = uj ®̂j ,

u =

8
<

:

(bCu

h ³̂
)s if ®̂ is odd

( Cu

h ³̂
)s if ®̂ is even:

The latter holds because v 2 QRn and ¡ 1 62 QRn and therefore b =
¡ 1 is not possible. Also note that ®̂ 6= 0 as v 6= 1. Because s®; s0

® 2
[¡ B 2k 0+ k 00+1 ; ¡ B 2k 0+ k 00+1 ] we have ¢® ; ®̂ 2 [¡ B 2k 0+ k 00+2 ; ¡ B 2k 0+ k 00+2 ]. Be-
causeB 2k 0+ k 00+2 < q=2 it follows that ®̂ = (¢® ĉ remq)( e® remq), and hence
that the absolute value committed to by Ce is indeed accumulated in v. As
B 2k 0+ k 00+2 < A2 ¡ 1, ®̂ 6= § 1 mod q and ®̂ 6= 0 wecanconcludethat j®̂j 2 X 0

A;B .
Therefore, due to Theorem 2, we can concludethat j®̂j must be contained in the
accumulator value v.

4 Application to Revocation of Anon ymous Creden tials

In this section we describe how dynamic accumulators can be used to add a
revocation capability to anonymous credentials. We then show how this can be
done e±ciently for the ACJT identit y escrow [1] and describe how to adapt this
solution to related group signature schemesand credential systems[1,9].

4.1 Rev ocation of Anon ymous Creden tials

We ¯rst note that dynamic accumulators can be usedfor revocation of ordinary
credentials (and certi¯cates): First, one adds a unique value to each credential.
Then, the accumulator values of the unique values of all valid credentials is
published authentically . Now, a user can convince a veri¯er that the credential
is still valid by providing the witness for the unique value contained in her
credential. Thus, to check a credential, the veri¯er has to check the issuer's
signature, to get the current accumulator value and to verify whether the unique
value contained in the credential is contained in the accumulator value using the
witness provided by the user.
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In caseof anonymous credentials the sameapproach can be used.Now, how-
ever, the witness and the value contained in the accumulator can no longer be
revealedto the veri¯er asthis would compromiseanonymit y completely. Instead,
the usercanapply zero-knowledgeproofsto convince the veri¯er of that the value
contained in her credential is also contained in the accumulator. In the previous
section we exhibited an e±cient zero-knowledge protocol to prove that a value
contained in a commitment is contained in an accumulator. One can thus get
e±cient revocation for any anonymous credential schemeif one¯nds an e±cient
protocol to prove that a value contained in a commitment is also contained in
the credential.

In the remainder of this section we provide such a protocol for the ACJT
identit y escrow scheme and the Camenisch-Lysyanskaya credential system [1,
9]. However, it is not hard to seehow to add revocation for other schemesand
systemsthat usesomeform of anonymous credentials (e.g., [5,11,12,10,13,21,
23]).

4.2 The A CJT Iden tit y Escro w Scheme and Its Friends

An identit y escrow scheme involves a membership manager, who is responsible
for adding and deleting members, an anonymity revocation manager, who can
identify the user who provided an anonymous membership-proof to a veri¯er,
and ¯nally users that can becomemembers.There are the following procedures:
a setupalgorithm, that allows the managerto choosetheir secretand public keys;
join protocol that a user runs the membership managerif shewant to becomea
member; and a prove membership protocol with which a user can anonymously
convince a veri¯er that she is a member. We refer to [1,8] for details of these
proceduresand for the security properties.

Recall the ACJT [1] identit y escrow scheme. (Recall that the ACJT group
signature scheme is obtained from the ACJT identit y escrow by applying the
Fiat-Shamir heuristic to the protocol for proving membership.) The group man-
ager has a public key PK , consisting of a number n, which is a product of two
safeprimes, the valuesa, b, g, h, and y which are quadratic residuesmodulo n,
and two intervals ¡ and ¢ . The value z = logg y is a secret key of the group
manager used for revocation. A user Ui 's membership certi¯cate consists of a
user'ssecretx i selectedjointly by the userand the group manager(it is selected
in a securemanner that ensuresthat the group managerobtains no information
about this value) from an appropriate integer range, i.e., ¢ , and the values vi

and ei , where ei is a prime number selectedfrom another appropriate range,
i.e., ¡ , and vei

i = ax i b mod n. The value ax i is user Ui 's public key. When Ui

proves membership in a group, he e®ectively proves knowledge of a member-
ship certi¯cate (x; v; e). This proof is as follows. The group member chooses
r 0

1; r 0
2 2R 2R Zbn=4c and computes T1 := vyr 0

1 , T2 := gr 0
1 , and T3 := gehr 0

2 . The
group member sendsT1, T2, and T3 to the veri¯er and carries out with the
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veri¯er the protocol denoted

PK
©

(®; ¯ ; ° ; ±; " ) : b = T®
1

¡ 1
a

¢̄ ¡ 1
y

¢°
^ 1 = T®

2

¡ 1
g

¢°
^ T2 = g± ^ T3 = g®h" ^

® 2 ¡ ^ ¯ 2 ¢
ª

:

As with all group signature and identit y escrow schemes,only the group manager
can assert a signature/proto col transcript to a group member, i.e., knowing z,
the group managercan compute the value v̂ = T1=T2

z that identi¯es the user.
The Camenisch and Lysyanskaya [9] credential systemhasa similar construc-

tion. An organization's public key consistsof a number n, which is a product of
two safeprimes, and the valuesa, b, c, g and h which are all quadratic residues
modulo n. A user Ui 's secretkey x i , selectedfrom an appropriate integer range,
is incorporated into all of Ui 's credentials. A credential tuple for user Ui con-
sists of his secret key x i , a secret value si selectedjointly by the Ui and the
organization (via a securecomputation which ensuressecrecyfor the user) from
an appropriate integer range, and the values vi and ei such that ei is a prime
number selectedby the organization from an appropriate integer interval, and vi

is such that vei
i = ax bsc mod N . Proving possessionof a credential is e®ectively

a proof of knowledgeof a credential tuple.
Variations of these schemesincorporate such features as anonymit y revoca-

tion, non-transferability, one-show credentials, expiration dates, and appointed
veri¯ers. For all thesevariations, an integral part of a group membership certi¯-
cate and of a credential, is the prime number ei . Using one-way accumulators,
we can accumulate ei 's into a single public value u. Proof of group membership
will now have to include proof of knowledgeof a witness to the fact that ei was
accumulated into u.

In the sequel, we will talk about augmenting the ACJT identit y escrow
scheme with the membership revocation property; however, all our results and
discussionapply immediately to the credential schemeand group signature dis-
cussedabove.

4.3 Incorp orating Rev ocation in to the A CJT Iden tit y Escro w
Scheme

To make certi¯cate revocation possible,the additions outlined below have to be
made to the usual operations the ACJT identit y escrow scheme.

Modi¯cations to the group manager'soperations are as follows:

Setup: In addition to setting up the identit y escrow scheme,the group manager
createsthe public modulus n for the accumulator, choosesa random u; g; h 2
QRn and publishes (n; u; g; h). Shesetsup (empty for now) public archives
Eadd for storing valuesthat correspond to addedusersand Edelete for storing
values that correspond to deleted users. Set X 0

A;B = ¡ and XA;B to the
interval from which the group manager choosese in the ACJT scheme (
XA;B µ X 0

A;B µ [2; A2 ¡ 1] will be satis¯ed).
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Join: Issuethe user's membership certi¯cate, as in the identit y escrow scheme.
Add the current u to the user's membership certi¯cate. (Denote it by ui .)
Let ei be the prime number used in this certi¯cate. Update u in the public
key: u := f n (u; ei ). Update Eadd : store ei there.

Revokemembership: Retrieve ei which is the prime number corresponding to
the user's membership certi¯cate. Update u in the public key: u :=
D(' (n); u; ei ). Update Edelete : store ei there.

We stressthat the archivesare Eadd and Edelete are not part of the group's
public key, i.e., the veri¯er is not required to read them for any veri¯cation
purposes.Also, note that is it not necessaryto restrict read accessto these
archivesonly to group members.

A user Ui must augment the ACJT protocol as follows:

Join: Store the value ui along with the rest of the membership certi¯cate. Verify
that f n (ui ; ei ) = uei

i = u.
Update membership: An entry in the archive is called \new" if it was entered

after the last time Ui performed an update.

1. Let y denote the old value of u.

2. For all new ej 2 Eadd , ui := f (ui ;
Q

ej ) = u
Q

ej
i and y := y

Q
ej .

3. For all new ej 2 Edelete , ui := W (ui ; ei ;
Q

ej ; y; u).

(Note that as a result u = f (ui ; ei ).)
Prove membership: Proving membership is augmented with the step of proving

that a committed value is part of the accumulated value u (contained in the
current public key). That is, in addition to T1, T2, and T3 the group member
computesthe valuesCe := gehr 1 , Cu i := ui hr 2 , and Cr := gr 2 hr 3 and sends
them to veri¯er, with random choicesr 1; r 2; r 3 2R Zbn= 4c. Then the veri¯er
and the group member engagein the protocol denoted

PK
©

(®; ¯ ; ° ; ±; "; »; ³ ; '; Ã; ´ ) :

w ´ T®
1

¡ 1
a

¢̄ ¡ 1
y

¢°
^ 1 ´ T®

2

¡ 1
g

¢°
^ T2 ´ g± ^ T3 ´ g®h" ^

Cr = h»g³ ^ Ce = h®g´ ^ u = C®
u i

(
1
h

) ' ^ 1 = C®
r (

1
h

)Ã (
1
g

) ' ^

® 2 ¡ ^ ¯ 2 ¢
ª

:

This protocol is already an optimized union of the PK protocol given in the
previous sectionand the ACJT PK protocol for proving group membership.
That is, di®erent from the previous section, we do not require the group Gq

for the commitment schemebecausehere the value T3 acts as commitment
to the value whosemembership in the accumulator is claimed. Furthermore,
as ¡ 1; 0; 1 62¡ , we neednot show that ® 6= ¡ 1; 0; 1.
The complexity of this augmented proof is about twice that of the original
one. The de¯nition of ¡ is compatible with the accumulator and the proof
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that a committed value is contained in the accumulator as presented in the
previous section.Also, ¡ excludes1 and henceit is not required to explicitly
prove that the committed value is not 1.

Remark 1. Updates after a user joined the group can be avoided: the group
managerknows the factorization of n and thereforecanalways computea witness
ui := u1=ei for the ei of the addeduser, whereu is the old and new accumulator
value. It's easyto seethat this modi¯ded construction retains security.

Lemma 2. Under the strong RSA assumption the above is a secure identity
escrow schemewith membership revocation.

Proof (sketch). It is not hard to show the security of this lemma in a formal
model given the security proofsof the ACJT schemeand the proof of Theorem 3.
Let us provide an informal argument here.

First of all, note that all the properties of the original ACJT schemeare re-
tained asthe amount of information revealedby Ce, Cu , and Cr about the group
member's certi¯cate is negligible (i.e., Ce, Cu , and Cr are statistically hiding
commitments and the PK -protocol is statistical zero-knowledge). It remains to
arguethat excludedgroup memberscan no longer prove group membership even
if they collude in an adaptive attack against the group manager.Similarly as in
the proof of Theorem 3, one can show that the above of a protocol is a proof
of knowledge of a quadruple (x̂; v̂; ê; û) such that ax̂ b = v̂ê and ûê = u hold,
i.e., such that (x̂; v̂; ê) is valid group membership certi¯cate and ê is contained
in the accumulator value u. In [1], Atenieseet al. show that under the strong
RSA assumption an adaptive adversary controlling all userscannot ¯nd a triple
(~x; ~v; ~e) that is di®erent from the ones legitimately obtained through the join
protocol. On other words, the values ax i and ei are tightly linked. Therefore,
the user with public key ax i is no longer able to prove membership of the group
oncean ei is removed from the accumulator value as the accumulator is secure
against an adaptive adversary (Theorem 1). We note that all these arguments
hold in spite of the fact that all members' (current and past one) ei 's are public.
It follows that anonymit y and unlinkabilit y is retained for actions past members
made prior to their exclusion from the group.
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