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Abstract. In this paper, we show that the natural and most common
way of implementing modes of operation for cryptographic primitiv es
often leads to insecure implementations. We illustrate this problem by

attacking seweral modesof operation that were proved to be semartically

secureagainst either chosenplaintext or chosenciphertext attacks.

The problem stems from the simple following fact: in the de nition and

proofs of semartic security, messagesare considered as atomic objects
that cannot be split; however, in most practical implementations, mes-
sagesare subdivided into smaller chunks than can be easily manipulated.

Depending on the implementation, eac chunk may consist of one or sev-
eral blocks of the underlying primitiv e. The key point hereis that upon

reception of a processedchunk, the attacker can now adapt his choice for

the next chunk. Sincethe possibility of adapting within a single message
is not taken into accourt in the current security models, this leavesroom

for unexpected attacks.

Weillustrate this new paradigm by attacking three symmetric and hybrid

encryption schemesbasedon the chaining mode in spite of their security

proofs.

1 Intro duction

Currently, the strongest de nition of security for an encryption scheme cap-
tures the idea that an attacker can adapt his queries according to the previ-
ously received answers. A scheme is said to be secure,if no attacker is able
to distinguish betweendi®erert scenarios.Thesede nitions exist in seweral °a-
vors, depending on the allowed scenarios,e.g. Find-Then-Guess(FTG) security,
Left-or-Right (LOR) security, Real-or-Random (ROR) security ([2]). Moreover,
the attacker can be given accesgo an encryption oracle only, when considering
chosen-plairtext attacks (CPA), or to an encryption/decryption oraclewhencon-
sidering chosen-ciphertextattacks (CCA). The caseof chosenciphertext secure
modes of operation has beenspecially studied in [11].
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However, all these de nitions consider messagess atomic objects that can-
not be split into smaller pieces.While very corveniert from a theoretical point
of view, this approac doesnot really model the reality of many cryptographic
implementations. Indeed, in real-life implementation, encryption is usually per-
formed\on the °y", i.e. ciphertext chunks are computed and sert assoon aspos-
sible. The potential attacks induced by suc implementations have already been
taken into accourt in some cryptographic constructions, suc asin [7] (signed
digital streams)and in [6] (pseudorandomnumber generators). However, we are
not aware of any work that takes advantage of this to attack practical imple-
mentations of previously existing schemes.The rst examplethat comesto mind
is the caseof encryption with a smart card. Usually, the host computer sends
blocks of plaintext oneat atime to the smart card and immediately receivesthe
corresponding ciphertext block. Thus an hostile host canadapt his next plaintext
block as a function of the previously received ciphertext block. Even when the
encryption is performed by a general purpose computer, messagesare divided
into smaller chunks. For example,in SSH([14]), the plaintext to be encryptedis
stored in a bu®erof Tnite size.Whenewer the bu®eris full, it is encrypted and
sert. Moreover, asdescribed in [14],\initialization vectorsshould be passedfrom
the end of one padet to the beginning of the next padket\. As a consequence,
even though attackers cannot be adaptive within a bu®er, they can adapt from
onebu®erto the next, within a singlemessageFinally, evenif seweral blocks are
stored in the cryptographic componert and if bu®ersare longer than one block,
the attacker can force a dependencybetweenthe last block of a bu®erand the
“rst block of the next one.

In the rest of paper, we shav how to take advantage of this extra degree
of freedom to attack some modes of operations that were previously thought
(and proven) secure.These cryptanalysis are preserted in the Find-Then-Guess
model, described in appendix A. For the sake of simplicity, we will allow the
attacker to be adaptive from oneblock to the next within a single messageThis
mimics the behavior of smart card implementations. Throughout the paper, this
kind of attacker is said to be blockwise-adaptive.

The rst and simplest cryptanalysis we preseri is the attack on CBC mode
of operation. The attacker adapts directly the plaintext block accordingto the
previous ciphertext block. The proposedattack is very excient, it usesa small
constart number of queriesto the encryption oracle and always succeeds.

The secondattack is against an hybrid scheme, called GEM, that was pro-
posedby Coron et al. in [5]. It is an academicattack of higher complexity in
time and memory. However, the attack beats the bound of the security proof.
The main ideais to feedthe challenge oracle with messageblocks until a colli-
sion appearson the ciphertexts blocks. Then with a single query to a decryption
oracle the attacker can distinguish which messagehas beenencrypted.

Finally we attack the IACBC encryption mode proposed by Jutla in [10]
and proved secureby Halevi [8] in a slightly modi ed variant. Here the attack

! To avoid uselesswaits, the SSH layer can encrypt and sendincomplete bu®ers. How-
ever, this detail is irrelevant at this point.
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exploits somerelations betweenthe valuesusedto mask the ciphertext blocks.

As for CBC, the attack is very excient since the attacker just needsto feed
the encryption oracle with a constart number of queries and always succeeds.
Furthermore, we shav in appendix B that this weaknesswas already presen in

the initial proposal of Jutla.

2 Attac k on the CBC mode of operation

The CBC (Cipher Block Chaining) mode of encryption security has been ana-
lyzedin [2]. It wasprovedto be securein the LOR-CPA senseassumingthat the
underlying block cipher is a family of PRP. The de nition of this security notion
is standard and can be found in [2]. It is also brie®y described in appendix A.
In this section, we brie®y recall the CBC encryption mode and then we describe
how it can be attacked when allowing the attacker to be adaptive from oneblock
to the next within a single message.

Let Ex be a block cipher with secretkey K and block-size n bits and let M
be the (padded) messageo encrypt. M is divided into ~ n{bit blocks denoted

encryption box. The CBC mode of encryption with random initial value is a
statelesssymmetric encryption scheme CBC(Ek ). The ciphertext blocks CJi]
are computed as follows:

Clo]=1V;
Clil= Ex (C[i i 1]JOMI[i])

The crux of the security proof of [2], is that since eadh messageblock is
randomized by xoring it with a block cipher output, eat new call to Ex is
independert from the previous onesand no attacker can succeedunlessa ran-
dom collision occurs. However, if C[i j 1] is known when choosing M [i], the
independenceis clearly lost and the proof fails.

It turns out that this canbeillustrated by a very simple attack in the (block-
wise) FTG-CPA sense.The attack proceedsas follows:

Step 1 The attacker choosesits FTG challenge.This challenge consistsof two-
blocks messaged and My, sud that Mo[2] 6 M4[2].

Step 2 The black-box computesthe encryption of either My and M, accord-
ing to the value of a random bit b. It transmits (Cp[0]; Cp[1]; Cp[2]) to the
attacker. The goal of the attacker is now to guessthe value of b.

Step 3 The attacker starts the encryption of a test messageM . It rst sends
the rst block M 91] chosenuniformly at random.

Step 4 The attacker receives the beginning of the encryption of M % namely
(CY0]; CI1)). It sendsthe secondblock M 92] = M[2]© Cp[1]© CY1]:

Step 5 The attacker receives CJ2].

Step 6 If CY2] = Cy[2] the attacker guesseshat b = 0, otherwise it guesses
b= 1.
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We claim that the guessof the attacker is always correct. Indeed, when b= 0
we can ched that:

Ex (Mo[2]© Cp[1]© CY1]© CT1])
Ek (Mo[2]© Cp[1])
Col2]

cY2]

Moreover, when b= 1 we can ched that:

Ex (Mo[2]© Cp[1]© CY1]© CI1])
Ex (Mo[2]© Cp[1])
6 Ex (M1[2]© Cp[1])

cY2]

and thus C92] 6 Cy[2]. As a consequencethe attacker can easily nd which of
the two challenge messagesvas encrypted.

One can remark that the proposedattack could be even more excient. In-
deed,if the attacker can be adaptive during the challenge phaseitself (and not
only after, as described above), the test messagds no longer necessaryand the
adversary can guessthe bit b by just seeingthe challenge ciphertext.

A simple and excient countermeasureto this attack could be considered.
The encryption processE can delay the outputs by one block. That is, when
receiving the kth plaintext block, E encrypts and stores it, and returns the
(ki 1)th block of the ciphertext. In this case,an adversary against this scheme
cannot adapt ead plaintext block according to the previous ciphertext block
during the encryption process,and the above attack fails. This scheme will be
called the Delayed Cipher-Block Chaining and will be denoted by DCBC.

Remark 1. The same cryptanalysis can also be mounted against the ABC en-
cryption mode (Accumulated Block Chaining) proposed by Knudsenin [12].
However we do not explicitly describe the attack which is related to the proof
by Bellare et al. in [1] that ABC mode of operation with public or secretini-
tial value is not a secureOPRP. We just remark herethat this attack is possible
sinceead plaintext block is masked with the previous ciphertext block and with
a value issuedfrom a function h evaluated at the previous plaintext block. As
the h function is not kept secret, the attacker can predict the mask valuesand
adapt eadh messageblock accordingly.

Remark 2. In many cases,encrypted messagesare also authenticated using a
messageauthentication code (MA C). It is known from recert papers[3] that the
right way of doing this is the Encrypt-Then-MA C paradigm. When encryption
and authentication are correctly combined, the complete system was shavn to
be CCA securein the current security model. Howevwer, it is easily remarked that
adding authenticit y doesnot prevent the above attack.
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3 An hybrid example: the GEM schemes

Two chosenciphertext secureasymmetric encryption schemesfor messageof
arbitrary length , GEM-1 and GEM-2, have recertly beenpresened in [5]. In
fact they are basedon an hybrid construction using an asymmetric encryption
scheme and a block cipher. The security proof is made in the random oracle
model with a very weak assumption on the underlying block cipher: any “xed-
length indistinguishable securesymmetric scheme can be used.

In this section we shav how to cryptanalyze these schemeswith help of our
new kind of attacks. In order to simplify the analysis of the attack, we assume
that the underlying symmetric encryption sthemeis the XOR, as proposedin
the original paper. We mount a chosen ciphertext attack in the senseof the
indistinguishabilit y of the encryption. This proposedattack is blockwise-adaptive
in a stronger sensethan the attack against CBC encryption. Indeed, in the case
of GEM, the attacker needsto be adaptive during the challenge transmission
phase.We will focus on the rst scheme GEM{1, but the sameattack can be
mounted against the second, GEM{2.

3.1 Overview of GEM{1

Let us brie®y describe the GEM{1 sthemeaccordingto [5]. The system makes
use of seweral cryptographic primitiv es, a trapdoor one way function Ey (such
as RSA) and a weak symmetric encryption schemeEg . In fact, using the XOR
function is proposedby the authors. The scheme also makes use of a family of
hash functions H; and of an additional hash function F which are modeled as
random oracles.For practical instantiations, it is proposedto use SHA-1 together
with a courter, i.e. H{(:) = SHA-1(: k i). The additional hash function F can
be de ned similarly using a special value for i, e.g.F = Hy.
Given the public key pk, one can encrypt a messageM formed of n I{bit

T1 = Ep(w;u)

ki = Hi(w; T1)
C[1]= Ex,(M[1])

ki = Hi(ki; ;M[ii 1w)
Cli] = Ex,(M[i])

T2 = F(kn; M [n];w)

This is summarizedin gure 1.

3.2 Attac k on GEM{1

The security of GEM{1 is proved in [5] in the random oracle model, assuming
that By is \reasonably” secure,even when Ex is quite weak (a simple XOR
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Fig. 1. The GEM{1 algorithm.

suxces). Without writing down the explicit security bound given for GEM{1,
let usremark that the advantage of a CCA adversaryin the usual security model
is linear in the sizeof the processeddata. As a consequencesquare-ramt attacks
are ruled out by the security proof.

In this section,we show that this is no longerthe casewhen using a blockwise-
adaptive attacker and give an explicit square-raot attack using such an attacker.
Note that the proposedattacker is blockwise-adaptive during the challengephase
itself.

The attacker needsto transmit a challengeof sizeO(2"=2) wheren is the size
in bits of the C; values. In other words, this can be described as a square-rat
attack.

For the sake of simplicity, we assumethat the XOR function is used as
symmetric encryption. The important property of the XOR function for our
purposeis that for a given pair consisting of one plaintext block and its related
ciphertext block, the encryption key is uniquely determined. With a di®erert
block cipher algorithm, seweral keys could be possible.Howewer, when the block
sizeand the key sizeare both equal to n, the number of possiblekeysis always
small. As a consequencethe proposedattack would still have a good probability
of successwith an ordinary block cipher.

After constructing its challenge messageand getting the corresponding ci-
phertext, the attacker asksfor the decryption of a di®erent (but of coursere-
lated) message.This decryption messagetells him which of the two challenge
messagesvas encrypted with probability 1.

The attack goesas follows:

Step 1 The attacker choosesand transmits the rst block of ead challenge
messageMo[1] and M1[1], such that My[1] 6 M1[1]. At this point in time,
the attacker has not yet decidedthe length of the challenge messages.

Step 2 The encryption box computesthe tag T1, picks a bit bin f0; 1g, encrypts
Mp[1] and returns (T1; Cp[1]).
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Step 3 The attacker now sendsthe secondblock of eat challenge message
Mo[2] = Mo[1] and M;[2] = M4[1].

Step 4 The encryption box encrypts My[2] and returns Cy[2].

Step 5 The attacker continuesto sendthe challenge messageone block at a
time, with Mo[i] = Mp[1]and M [i] = M4[1]. It receivesthe encrypted blocks
Cpli] and waits for a collision among these encrypted blocks.

Step 6 When a collision occurs, namely when the attacker receivesa ciphertext
block Cy[i] suc that there existsj < i with Cy[i] = Cy[j], the attacker tells
the encryption box that the challenge messagesre complete.

Step 7 The encryption box computesand returns the tag T,.

Step 8 The attacker now requeststhe decryption of the truncated ciphertext

truncation of M ;. The attacker guesses accordingly.

In order to ched that the attacker always succeeds,it sutces to verify the
validity of the tag T, for the truncated messageFor the original message,T,
was computed as F (kij; My[i]; w). When decrypting the truncated messagew is
the same(sinceT; hasnot changed),and M[j] = My[i] by choiceof the challenge
messagesMoreover, since Cy[j] = Cy[i] thanks to the collision chedk performed
by the attacker, we have k; = kj. As a consequenceT, = F(kj;Mp[j];w) is
a valid tag for the truncated messageand the truncated plaintext is indeed
returned by the decryption box.

In order to determine the complexity of the attack, we must ewaluate the
expected length of challenge messagesieededbefore a collision occurs. Thanks
to the birthday paradox, since the keys and ciphertext blocks are coded on n
bits, collisionsare expectedafter O(2"=2) blocks. According to the security proof
given in [5], no attack in the usual (non blockwise-adaptive) model can be that
excient.

4 Jutla's 1A CBC

In [10,9], Jutla proposestwo new encryption modesthat provide con dentialit y
and integrity in a single pass.One of thesemodes,|IACBC, is a CBC encryption
of the plaintext where the encrypted blocks are hidden by xoring them with a

to be pairwise independert within ead encryption, however full pseudorandom-
nessis not necessary Furthermore, in [8] Halevi proposeda slight modi cation

where he generatesthe mask values using a non cryptographic process.Halevi
then provesthe security of the modi ed schemein the ROR-CCA sense.The
proof is basedon the pairwise independenceof the masks.Howewer in the sequel
we usethe fact that the masksare not truly independert to attack the scheme
using a blockwise adaptive attacker.

4.1 Overview of IACBC

The IACBC mode works as follows: let Ex be a block cipher with block sizen
and key length k, along with secretkey K;. Let r be a random initial vector
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Fig. 2. The IACBC encryption mode.

sizein blocks of the messageto encrypt. In Jutla's paper [10], these masksare
generatedfrom t = dog(" + 1)e random and independert vectors W;, computed

the generationof the masks,Gray codesare used.With this generationtechnique
the masks are pairwise independernt within a single encryption. Moreover the
sequencef masks are independert between encryptions. In [8] Halevi proves
that secondproperty is not necessanto provethe security of the scheme.Then he
proposesa newmethod to generatethe masksvalues:let r arandom initial vector
of n bits, and M a secretrandom booleanmatrix of dimensionn£ (log L + 1+ n),
where L is an upper bound on the ciphertext length. Forj = 1to " 1 we have
Sj = M &< 2 > <r>), where(< 2j > <r >)isthe booleanvector of length
logt + 1+ n composedwith the binary represenation of 2j on logl + 1 bits
and the binary represeniation of r on n bits. Furthermore Sp = M ¢(< 2L + 1>
;< r >), wherelL is the ciphertext length.

Then the ciphertext is generatedas follows: the messagas divided into ~j 1

C[0] = Exk,(r)
N[0]= CJO0]
for i=1to “j 1do
N[i]= Ex,(M[IJONIi j 1])
Clil= N[i]© S
end for L
C[]1= Ex,(checksum© N[l j 1]) © Sy, where checksum= :‘:11 M [i].

This is summarizedin “gure 2.
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To decrypt a ciphertext C, the receiver parsesit into ~ + 1 blocks denoted

plaintext block M [i] is computed as M [i] = D, (C[i]© §)O©C[ij 1]© S ;.
The messagentegrity is veri ed by cheding the correctnessof the Checksum

4.2 Blo ckwise adaptiv e cryptanalysis

In this sectionwe exhibit a cryptanalysis of the scheme,in the blockwise adaptive
adversarial model. The main idea is to used deterministic relations veri ed by
the masks.Indeed, even though the valuesusedfor di®erent blocks are pairwise
independert, by construction they satisfy somerelations. For every set of masks
prove this claim we have to look at the mask generation. We have:
S=ME£(<2><r>and§=ME£ (<2 ><r>)

Thus we get:

SOS=ME£(<2>0<2 ><r>0<r>)

ME(<2i>0<2 ><0>)

Then the vector S; © §; is independert of r and only dependson somecolumns
of the secretmatrix M. Thus, for every set of masksand ewvery pair of indices,
Si © §; is constart. In the attack we will usethis fact for S; © S,.

The proposedblockwise adaptive attacker is adaptive during the encryption
query but not during the challenge phaseitself. Howewver the encryption box
hasto sendthe initial ciphertext block C[0] beforeit receivesthe rst plaintext
block.

Here is the scenarioof the attack:

Step 1 The attacker choosesat random two message®f two blocks Mg and M ;
at random and such that Mo[1] = M1[1] and M¢[2] 6 M;[2].

Step 2 The challengebox generateshe masksvalues(Sg; S1; S;) from arandom
initial valuer. It then picks at random a bit b, encryptsr and M, under the
secretkey and transmits Cp[0] k Cp[1] k Cp[2] k Cp[3]. The aim of the attacker
is to guessthe bit b.

Step 3 The attacker now queriesthe encryption box for one messageof two
blocks. It Tst receives CY0] and sendsM [1] = C90]© M[1]© Cy[0].

Step 4 After receiving CY1] the attacker outputs M[2] = M[2]. Then it re-
ceives CJ2] and endsthe query. The encryption box "nally outputs CY93].

Step 5 if the equality Cp[1]© Cp[2] = CY1]© CY2] holds, the attacker guesses
the bit B°= 0, elsehe guessed’ = 1.

We claim that the attacker always guessegorrectly the bit b. Indeed, suppose
that messageM o has beenencrypted, meaningthat b= 0. Then we get:

Co[1]© Cp[2] = Ek (Mo[1]© Cy[0]) © S,
©Ek (M0[2]© Ex (Mo[1]© Cp[0])) © S,
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Furthermore, we have:

cY110 CcY2]= Ex (M[1]© CcY0)) © S?

©Ex (M[2]© Ex (M[1]© CI0])) © S?

Ex (CY0]© Mo[1]© Cy[0]© C0]) © S?

©Ek (M [2]© Ek (CJ0]© Mo[1]© Cy[0]© CY0]) © S?
Ex (Mo[1]© Cy[0]) © S?

©Ek (Mo[2]© Ex (Mo[1]© Cy[0])) © SJ

Now, we have proved above that S; © S, = SY© S?. Consequetly, if b= 0, we
always have Cy[1]© Cy[2] = C[1]© CJ2].

Moreover, if b= 1 this equality never holds. Indeed, challenge messagesvl o
and M1 have beenchosensuc that Mo[1] = M[1] and My[2] 6§ M1[2], and the
test messagds sud that M [1] = CY0]© M[1]© Cp[0]. Then it is easyto chedk
that in this caseCp[1]© Cp[2] never equalsC9Y1]© CY2]. Indeed, we have:

$0S,=5%0S?
M1[1]© Cp[0] = M [1]© CT0]
M1[2]© Ex (M1[1]© C5[0]) M [2]© Ex (M [1]© CT0])

and as a consequenceCJ1]© C92] 6 Cy[1]© Cp[2]. Thus the attacker's guessof
b is always correct.

The crucial stepin this attack is the encryption query made by the adversary
and the way in which the oracle returns the ciphertext blocks. Indeed, if the
initial value is not sert before the beginning of the encryption, the adversary
cannot adapt the next plaintext blocks and the attack fails. Thus, if correctly
implemented, IACBC encryption schemeis not subject to such an attack.

Remark 3. Note that the initial 1ACBC schemeproposedby Jutla in [10] canbe
attacked in a similar way. Indeed, even when sequence®f masksare independen
betweenencryptions, it is however possibleto nd non trivial relations within a
single encryption. This property can be usedto cryptanalyze the schemein the
blockwise adaptive adversarial model. Seeappendix B for more details.

5 Conclusion

In this paper, we proposeda new class of attacks against modes of operation.
These attacks, called blockwise adaptive, take advantage of the properties of
most practical implemertations to allow cryptanalysis of somemodesthat were
previously thought (and proven) secure.Someother modes of operation do not
seemto be vulnerable to such attacks, especially when there is no chaining (as
in OCB, [13]), or when secretmasksare usedto randomizedinputs and outputs
of the block cipher (as XCBC, [4], and HPCBC, [1]). Furthermore, although the
impact of this attack on the CBC is huge, this can be simply avoided by using
the Delayed CBC (DCBC) that consistsin delaying the outputs by one block.
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We believe that dealing with blockwise adaptive attacks is the next step

towards secureimplementations of cryptographic modes of operation.
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A  Securit y notions

In the standard model, privacy of an encryption schemeis viewed as ciphertext
indistinguishabilit y. In [2] the authors have de ned di®eren security notions and
proved that the strongestoneis the LOR (\Left or Right). However, we focus
hereonthe Find-Then-Guess(FTG) model. We can modelizethis notion through
a \Find-Then-Guess" game.In this setting the adversaryis rst given accesso
an encryption oracle E that he can feed with plaintexts of his choice. At the
end of the “rst phase (the \Find" phase)the adversary returns two plaintexts
Mo and M, of equal length. The encryption oracle °ips a bit b, encrypts My,
and returns the challenge ciphertext Cy,. The adversary's goal is to guesswith
non negligible advantage the bit b. In the \Guess" phase, he is again given
accessto the encryption oracle, he can feed with plaintexts of his choice At
the end of the game, the adversary returns a bit b° represeiting his guess.This
attack is called a ChosenPlaintext Attack (CPA). Howewer the adversary can
also performed Chosen Ciphertext Attacks (CCA). In this setting, he also has
accesdo a decryption oracle he can feedwith queriesof his choice, except with
the challenge ciphertext Cy, itself.

A symmetric encryption schemeis said to be FTG-CP A secure(respectively
FTG-CCA secure),if no polynomial time adversary can guessthe bit b in the
respective games,with non negligible advantage.

B Cryptanalysis of the original Jutla's IA CBC

In the original Jutla's proposalin [10], the mask generationis slightly di®erert.
The random value r is expandedinto t = log(" + 1) random and independert

the following method, proposedin [10]:

input: W;, for 1. i-t
output:  Sp;S1;::1; S 1
Fori=0to “j 1do

reBresentation of i+ 1
Si= | alilew
end for

In [10], Jutla claims the security of IACBC in the senseof the messagein-
tegrity and in the Find-Then-Guess model. However no security proof is given
for this claim. In the sequelwe show how to attack the schemein the blockwise
adaptive adversarial model. The attack is similar to the one described section
4: somerelations betweenthe masksvaluesare exploited. Indeed, eadr mask is
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de ned with the following relation:

It
Sii= aaililew;
j=1

forall0- i- |j Landwhere< a;; 1[1];:::;a;; 1[t] > isthe binary represenation
of i. Then in particular, we have:

Sl = W2

52 = W2 ©W1

Sg = W3

S4 = W3 © Wj_

Then, for every set of mask,we have S; © S, © S;© S, = 0.

During the proposed attack the attacker has accessto an encryption box
to mount a chosenplaintext blockwise adaptive attack. For this attack a sin-
gle query to the encryption box allows to always guesscorrectly the message
encrypted. Let us presert the attacker's algorithm:

Step 1 The attacker choosesuniformly two messagesf four blocks eadh M and
M such that Mo[l] = Ml[l], Mo[Z] = M1[2], M0[3] = M1[3] and Mo[4] 6
M 1[4].

vectors Wi. The encryption box encrypts r, randomly choosesa bit b and
encrypts messageM, under the secretkey K and transmits the ciphertext
Co[0] k Cp[1] k Cp[2] k Cp[3] k Cp[4] k Cp[S3].

Step 3 The attacker then queriesthe encryption box with a messageof four
blocks. It st receives C90] and outputs M [1] = M[1]© C90]© Cy[0].

Step 4 The oracle encrypts M [1] and returns CY1].

Step 5 The query continues with plaintext blocks de ned by: M [2] = M[2],
M [3]= M¢[3], and M [4] = M[4].

Step 6 After having received CY1], C92], C93] and C94], the adversary ends
the game, receives CY5] and sendsthe bit b°= 0 if

C[1]© C[2]© C[3]© C[4] = Cp[1]© Cp[2]© Cp[3]1© Cp[4] Q)
and b’ = 1 otherwise.

Let uslook at the equality cheded by the adversary We seethat if b= 0 we
have:

Cp[1]© Cp[2] © Cp[3] © Cp[4] = Ex (Cp[0]© Mo[1]) © S,
©Ek (Mo[2]ONp[1]) © S;
©Ek (Mo[3]© Np[2]) © S;
©Ek (Mo[0]© Np[3]) © S,



30 A. Joux, G. Martinet, and F. Valette

where Ny[i] denotesEx (Mo[i]© Ny[i i 1]) for 1 - i - 3. Due to the choice of
the test messagewe also have:

CI1]© CcY2]© CY3]© CY4] = Ek (Cp[0]© Mo[1]) © S?
©Ek (Mo[2]©N[1]) © S9
©Ek (Mo[3]©N[2]) © S3
©Ek (Mo[4]ON[3))© S{

Then if b= 0, sincewe have S; © S, ©S;© S, = S!© SI© S© S¢ = 0 and
NT[i]= Np[i] for 1. i- 3, equality (1) always holds.

Moreover if b = 1 equality (1) is never satis ed. Indeed we have N[1] =
Np[1], N[2] = Np[2] and N [3] 6 Np[3] due to the special choice of the challenge
messages.

Thus the attacker always guessesorrectly the bit b.



