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Abstract. One di±cult y in the cryptanalysis of the Advanced Encryp-
tion Standard AES is the tension between operations in the two ¯elds
GF (28) and GF (2). This paper outlines a new approach that avoids this
con°ict. We de¯ne a new block cipher, the BES, that usesonly simple
algebraic operations in GF (28). Yet the AES can be regarded as being
identical to the BES with a restricted messagespaceand key space,thus
enabling the AES to be realised solely using simple algebraic operations
in one ¯eld GF (28). This permits the exploration of the AES within a
broad and rich setting. One consequenceis that AES encryption can be
described by an extremely sparseoverdetermined multiv ariate quadratic
system over GF (28), whose solution would recover an AES key.

Keyw ords : Advanced Encryption Standard, AES, Rijndael, BES, Al-
gebraic Structure, (Finite) Galois Field, (Field) Conjugate, Multiv ariate
Quadratic (MQ) Equations.

1 In tro duction

Rijndael [7,8] was chosen as the Advanced Encryption Standard (AES) and
published asFIPS 197[21] on 26 November 2001.The AES is carefully designed
to resist standard block cipher attacks [1,18]. Here we move our attention to a
cipher that is an extension of AES, but which o®ersone particular advantage.
All of the operations in this new cipher, the BES, are entirely described using
very simple operations in GF (28). Thus while the AES is embeddedwithin the
BES, and while the BES fully respects encryption with the AES, there are no
GF (2)8 operations.

The properties of this new cipher are intimately related to the properties of
the AES, as the AES is essentially the BES with a restricted messageand key
space.The AES is, in essence,woven into the fabric of the BES. Yet, in many
ways, the new cipher is easierto analyse. It is certainly easierto describe; one
round of the cipher consistsexclusively of inversion in GF (28), matrix multipli-
cation in GF (28), and key addition in GF (28).

By recasting the AES in this way we highlight some important structural
featuresof the AES. We illustrate this with a di®erential-t ype e®ectin the BES
that seemssurprising given the design principles of the AES. Furthermore, we
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show that the AES preservesalgebraic curvesand that it can be expressedas a
very simplesystemof multiv ariate quadratic equationsover GF (28). It is entirely
possiblethat such a new approach might o®ersigni¯cant improvements to the
cryptanalysis of the AES.

2 Previous Work and Notation

Throughout the AES process,Rijndael (the eventual AES) received considerable
cryptanalytic attention [10,12,17].The simplicit y of Rijndael wasemphasizedby
its designers[7,8], and much work hasconcentrated on the structural properties
of the cipher [9,11,15,19,20,23,24].

In this paper we intro duce a new technique which further simpli¯es analysis
of the AES. While the AES encryption processis typically described using oper-
ations on an array of bytes, we represent the data as column vectors, so matrix
multiplication of such a column vector occurs on the left. We regard a byte as
an element of the binary ¯eld de¯ned by the irreducible \Rijndael" polynomial
X 8 + X 4 + X 3 + X + 1. We denote this ¯eld by F and a root of this polynomial
by µ, so

F = GF (28) =
GF (2)[X ]

(X 8 + X 4 + X 3 + X + 1)
= GF (2)(µ):

Each byte therefore represents a polynomial in µ and we adopt the convention
that the most signi¯cant bit in a byte (the µ7 term) is represented by the left-
most, and most signi¯cant, bit of the hexadecimalrepresentation of a byte.

The version of the AES we consider has a 128-bit or 16-byte messageand
key space,though our comments are more generally applicable. The new cipher
BES has a 128-byte messageand key space.We later de¯ne a restriction of the
BES spacesto a subset of size 2128 that corresponds to the AES. We denote
thesethree setsby A , B and B A respectively, so

A State spaceof the AES Vector spaceF 16

B State spaceof the BES Vector spaceF 128

B A Subsetof B corresponding to A Subsetof F 128:

3 The Basic Structure of the AES

We refer to FIPS 197 [21] for a full description of the cipher, but we list the
signi¯cant stepshere.We concentrate our attentions on a typical round; the ¯rst
and last rounds have a di®erent (but related) form that is easily assimilated.We
consider the basic version of the AES, which encrypts a 16-byte block using a
16-byte key with 10 encryption rounds.

The input to the AES round function can be viewed asa rectangular array of
bytes or, equivalently , as a column vector of bytes. Throughout the encryption
processthis byte-structure is fully respected. The AES speci¯cation de¯nes a
round in terms of the following three transformations.
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1. The AES S-Bo x. The value of each byte in the array is substituted accord-
ing to a table look-up. This table look up S[¢] is the combination of three
transformations.
(a) The input w is mapped to x = w( ¡ 1) where w( ¡ 1) is de¯ned by

w( ¡ 1) = w254 =
½

w¡ 1 w 6= 0
0 w = 0

Thus \AES inversion" is identical to standard ¯eld inversion in F for
non-zero¯eld elements with 0( ¡ 1) = 0.

(b) The intermediate value x is regardedas a GF (2)-vector of dimension 8
and transformed using an (8 £ 8) GF (2)-matrix L A . The transformed
vector L A ¢x is then regardedin the natural way as an element of F.

(c) The output of the AES S-Box is (L A ¢x) + 63, where addition is with
respect to GF (2).

2. The AES linear di®usion (mixing) layer.
(a) Each row of the array is rotated by a certain number of byte positions.
(b) Each column of the array is consideredto be an F-vector, and a column

y is transformed to the column C ¢y, where C is a (4 £ 4) F-matrix.
3. The AES subk ey addition. Each byte of the array is added(with respect

to GF (2)) to a byte from the corresponding array of round subkeys.

The additiv e constant (63) in the AES S-box can be removed by incorporat-
ing it within a (slightly) modi¯ed key schedule [19]. For simplicit y, we use this
description of the AES in this paper.

4 The Big Encryption System (BES)

We intro duce a new iterated block cipher, the Big Encryption System (BES),
which operateson 128-byte blocks with a 16-byte key. Both the AES and the BES
are de¯ned in terms of bytes and we now describe the common mathematical
framework for both ciphers.

Both the AES and the BES usea state vector of bytes, which is transformed
by the basic operations within a round. In both cases,the plaintext is the input
state vector while the ciphertext is the output state vector. As described in
Section2, the state spacesof the AES and the BES are the vector spacesA = F 16

and B = F128 respectively. We now describe the basic techniques required to
establish the relationship betweenthe AES and the BES.

In version. The inversionoperation is easily described. For a 2 F, it is identical
to standard ¯eld inversion for non-zero ¯eld elements with 0( ¡ 1) = 0. For an
n-dimensional vector a = (a0; : : : ; an ¡ 1) 2 Fn , we view inversion as a compo-
nentwise operation and set

a( ¡ 1) = (a( ¡ 1)
0 ; : : : ; a( ¡ 1)

n ¡ 1 ):
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Vector conjugates. For any element a 2 F we can de¯ne the vector conjugate
of a, ea, as the vector of the eight GF (2)-conjugatesof a, so

ea =
³

a20
; a21

; a22
; a23

; a24
; a25

; a26
; a27

´
:

We usea vector conjugate mappingÁ from F n to a subsetof F 8n . For n = 1 and
a 2 F, we have

ea = Á(a) =
³

a20
; a21

; a22
; a23

; a24
; a25

; a26
; a27

´
:

This de¯nition extends in the obvious way to a vector conjugate mapping Á
from Fn to a subsetof F 8n . The n-dimensional vector a = (a0; : : : ; an ¡ 1) 2 Fn

is mapped to
ea = Á(a) = (Á(a0); : : : ; Á(an ¡ 1)) :

The vector conjugate mapping Á has desirable algebraic properties, namely
that it is additiv e and preserves inverses,so

Á(a + a0) = Á(a) + Á(a0) and

Á(a¡ 1) = Á(a)¡ 1:

When each successive set of eight components in a 2 F 8n form an ordered
set of GF (2)-conjugates,we say that a has the conjugacy property. Such vectors
lie in I m(Á), and we can considerÁ¡ 1 : I m(Á) ! Fn as an extraction mapping
which recovers the basic vector from a vector conjugate.

Em bedding the AES state space in the BES state space. Any plaintext,
ciphertext, intermediate text, or subkey for the AES is an element of the state
spaceA . Similarly, any plaintext, ciphertext, intermediate text, or subkey for
the BES is an element of the state spaceB .

We can use the vector conjugate map Á to embed any element of the AES
state spaceA into the BES state spaceB . We de¯ne

B A = Á(A ) ½ B to be the AES subsetof BES,

that is the embedded image of the AES state space in the BES state space.
Elements of B A , that is embedded imagesof AES states or subkeys, have the
vector conjugacyproperty. Furthermore, B A is an additiv ely closedset that also
preserves inverses.

In the following sectionswe describe the cipher BES. This is done in such a
way that the \commuting" diagram in Figure 1 is fully respected.

4.1 AES and BES

As previously described, we regard a state vector of the AES to be an element
a 2 A . We further regard each round subkey as an element k i 2 A . We do
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A
Á

¡ ! B A

# #
k ! AES BES Ã Á(k)

# #

A
Á¡ 1

Ã ¡ B A

Fig. 1. The relationship between the AES and the BES. The important feature of the
BES is that it is de¯ned exclusively using simple operations in one ¯eld, GF (28).

not use the standard AES way of representing an element a as a squarearray.
Instead we view the state vector a as a column vector, where

a =

a00 a01 a02 a03

a10 a11 a12 a13

a20 a21 a22 a23

a30 a31 a32 a33

= (a00; : : : ; a30; a01; : : : ; a31; : : : ; a33)T :

For the BES, we also view the state vector b 2 B as a column vector where

b = (b000; : : : ; b007; b100; : : : ; b107; : : : ; : : : ; b330; : : : ; b337)T :

It should be obvious how we intend to usethe embedding mapping Á. We set

Á(aij ) = (bij 0; : : : ; bij 7):

Each basic operation in a round of the AES describes a bijective mapping on
A . Thesecan be readily replacedwith similar operations in the BES. Our aim
in doing this is to ensurethat every operation (including the GF (2)-linear map
from the AES S-box) is expressedusing simple algebraic operations over F.

Subk ey addition. This is obvious for both the AES and the BES. For the
AES we combine the state vector a 2 A with an AES subkey (k A ) i 2 A by
a 7! a + (kA ) i . We do exactly the samein BES and we combine the state vector
b 2 B with a subkey (kB ) i 2 B by b 7! b + (kB ) i . We consider the generation
of the BES subkeys below.

S-box in version. As inversion operates componentwise on bytes, it is just as
easy to describe in the BES as the AES. In the AES, inversion can be viewed
as a componentwise vector inversion of the state vector a 2 A . Thus the AES
inversion operation is given by a 7! a( ¡ 1) . This can be translated in the obvious
manner, and for b 2 B , inversion in the BES is given by b 7! b ( ¡ 1) .

Row operation. The AES RowShift operation permutes the bytes in the array.
Clearly this processcan be consideredas a transformation of the components of
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a column vector a 2 A . It is straightforward to represent this transformation as
multiplication of the state vector a 2 A by a (16£ 16) F-matrix RA . Considerthe
equivalent operation in the BES. It is equally straightforward to represent this
transformation as multiplication of the state vector b 2 B by a (128£ 128) F-
matrix RB . In moving from RA to RB weonly needensurethat vector conjugates
are moved as a single entit y.

Column operation. The AES MixColumnoperation is de¯ned using a (4 £ 4)
F-matrix CA . A column y 2 F 4 of the conceptualstate array is transformed into
a replacement column z 2 F 4 by

z = CA ¢y =

0

B
B
@

µ (µ + 1) 1 1
1 µ (µ + 1) 1
1 1 µ (µ + 1)

(µ + 1) 1 1 µ

1

C
C
A ¢y =

0

B
B
@

02 03 01 01
01 02 03 01
01 01 02 03
03 01 01 02

1

C
C
A ¢y:

We can readily view this as a transformation of the AES state spaceA by the
(16£ 16) F-matrix transformation Mix A , whereMix A is a block diagonal matrix
with 4 identical blocks CA , so Mix A = D iag4(CA ). Consider now the equivalent
transformation within the BES. Our aim is to replicate the actions of the AES,
but to maintain the condition that each byte in the AES is represented by a
conjugate vector in the BES. To do this we considereight versionsof the matrix
CA . Theseversionsare denoted by C (k )

B and they are de¯ned as

C(k )
B =

0

B
B
B
@

µ2k
(µ + 1)2k

1 1
1 µ2k

(µ + 1)2k
1

1 1 µ2k
(µ + 1)2k

(µ + 1)2k
1 1 µ2k

1

C
C
C
A

for k = 0; : : : ; 7;

so C(0)
B = CA . We note that C(k )

B is an MDS matrix, thereby o®ering certain
di®usionproperties [7,8], and that if

(z0; z1; z2; z3)T = CA ¢(y0; y1; y2; y3)T then

(z2k

0 ; z2k

1 ; z2k

2 ; z2k

3 )T = C(k )
B ¢

³
y2k

0 ; y2k

1 ; y2k

2 ; y2k

3

´ T
:

This providesa way of preservingthe conjugacyproperty through the MixColumn
transformation in the BES. The matrices C (k )

B can be usedto de¯ne the (128£
128) F-matrix Mix B that respects the vector conjugate embedding mapping
Á : A ! B A , so the action of MixColumn on bytes in the AES is replicated
by the action of Mix B on vector conjugates in the BES. Under a simple basis
re-ordering,Mix B is a block diagonalmatrix comprising32(4£ 4) MDS matrices.

The S-box GF (2)-linear operation. In the AES, there is no easy way to
represent this transformation of the state spaceA as a matrix multiplication
However, in the BES there is a simple matrix representation of this operation.
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The AES GF (2)-linear operation ¾A : F16 ! F16 is de¯ned using a function
f : F ! F that operateson each component of the state vector a, so

a = (a00; : : : ; a33) 7! ¾A (a) = (f (a00); : : : ; f (a33)) :

In the AES speci¯cation, f is de¯ned by consideringF = GF (28) as the vector
spaceGF (2)8. The transformation f is then represented by the action of an
(8 £ 8) GF (2) matrix L A where

L A =

0

B
B
B
B
B
B
B
B
B
B
@

1 0 0 0 1 1 1 1
1 1 0 0 0 1 1 1
1 1 1 0 0 0 1 1
1 1 1 1 0 0 0 1
1 1 1 1 1 0 0 0
0 1 1 1 1 1 0 0
0 0 1 1 1 1 1 0
0 0 0 1 1 1 1 1

1

C
C
C
C
C
C
C
C
C
C
A

:

To accomplish the change from GF (28) to GF (2)8, the natural mapping Ã :
GF(28) ! GF(2)8 is used in the AES. The componentwise AES GF (2)-linear
operation f : F ! F is then de¯ned by f (a) = Ã¡ 1(L A (Ã(a))) for a 2 F. It is
the needfor the maps Ã and Ã¡ 1 that complicatesanalysis of the AES.

However, there exists a polynomial with co-e±cients in F which interpolates
f : F ! F. This polynomial may be regarded as an equivalent de¯nition of f .
Further, sincef is an additive or linearized polynomial [16] on F, it is necessarily
described by a linear combination of conjugates.Thus we obtain

f (a) =
7X

k=0

¸ k a2k
for a 2 F,

where (¸ 0; ¸ 1; ¸ 2; ¸ 3; ¸ 4; ¸ 5; ¸ 6; ¸ 7) = (05; 09; f9 ; 25; f4 ; 01; b5; 8f ):

This polynomial is essentially given in [8] aspart of the derivation of the related
S-Box interpolation polynomial [7,8]. However, our interest is in separating out
the F-inversionsfrom the rest of the F-linear round function, sincethis separa-
tion seemsalgebraically the most natural.

The GF (2)-linear operation from the AES S-box can now be de¯ned in the
BES using an (8 £ 8) F-matrix. This matrix replicates the (AES) action of the
GF (2)-linear map on the ¯rst byte of a vector conjugate set while ensuring that
the property of vector conjugacy is preserved on the remaining bytes. We set

L B =

0

B
B
B
B
B
B
B
B
B
B
B
B
@

(¸ 0)20
(¸ 1)20

(¸ 2)20
(¸ 3)20

(¸ 4)20
(¸ 5)20

(¸ 6)20
(¸ 7)20

(¸ 7)21
(¸ 0)21

(¸ 1)21
(¸ 2)21

(¸ 3)21
(¸ 4)21

(¸ 5)21
(¸ 6)21

(¸ 6)22
(¸ 7)22

(¸ 0)22
(¸ 1)22

(¸ 2)22
(¸ 3)22

(¸ 4)22
(¸ 5)22

(¸ 5)23
(¸ 6)23

(¸ 7)23
(¸ 0)23

(¸ 1)23
(¸ 2)23

(¸ 3)23
(¸ 4)23

(¸ 4)24
(¸ 5)24

(¸ 6)24
(¸ 7)24

(¸ 0)24
(¸ 1)24

(¸ 2)24
(¸ 3)24

(¸ 3)25
(¸ 4)25

(¸ 5)25
(¸ 6)25

(¸ 7)25
(¸ 0)25

(¸ 1)25
(¸ 2)25

(¸ 2)26
(¸ 3)26

(¸ 4)26
(¸ 5)26

(¸ 6)26
(¸ 7)26

(¸ 0)26
(¸ 1)26

(¸ 1)27
(¸ 2)27

(¸ 3)27
(¸ 4)27

(¸ 5)27
(¸ 6)27

(¸ 7)27
(¸ 0)27

1

C
C
C
C
C
C
C
C
C
C
C
C
A
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We can now represent the entire set of GF (2)-linear operations in the AES with
a (128£ 128) F-matrix in the BES, Lin B . Thus Lin B is a block diagonal matrix
with 16 identical blocks L B , so Lin B = D iag16(L B ).

Key schedule. We can use the techniques from previous sectionsto describe
the key schedule for the BES. This e®ectively replicates the actions of the AES
key schedule, in which a 16-byte AES key k A provides eleven subkeys, each in
A . In the BES, a 128-byte BES key k B provides eleven subkeys, each in B .

The key schedulein the AES usesthe sameoperations asthe AES encryption
process,namely the GF (2)-linear map, componentwise inversion, byte rotation,
and addition. Thus the key schedulecan alsobe described using the samesimple
algebraic operations over F. Whenever a constant is required in the AES, we
use the embedded image of that constant in the BES. Whenever a byte in the
AES has to be moved to a di®erent position, we ensurethat the corresponding
vector conjugate is moved as a single entit y in the BES. In this way, we ensure
that if a BES key the conjugacy property, then so do all its derived subkeys.
If the embedded image of the AES key k A is the BES key kB = Á(kA ), then
(kB ) i = Á((kA ) i ) for every round subkey, so the embedded imagesof an AES
subkey sequenceform a BES subkey sequence.

Round function of BES. We have now completely described a round of BES.
If the inputs to the BES round function are b 2 B and subkey (k B ) i 2 B , then
the BES round function is given by

RoundB (b; (kB ) i ) = Mix B
¡
RB

¡
Lin B

¡
b ( ¡ 1)

¢¢¢
+ (kB ) i

= M B ¢(b ( ¡ 1) ) + (kB ) i ;

whereM B is a (128£ 128) F-matrix performing linear di®usionwithin the BES.
Furthermore, if the inputs to the AES round function are a 2 A and subkey
(kA ) i 2 A , then we have

RoundA (a; (kA ) i ) = Á¡ 1 ( RoundB ( Á(a); Á((kA ) i ) ) ) :

4.2 The relationship between the AES and the BES

The BES is a 128-byte block cipher, which consistsentirely of simple algebraic
operations over F. It has the property that B A , the set of embedded images
of AES vectors, or equivalently the set of all BES inputs with the conjugacy
property, is closed under the action of the BES round function. Furthermore,
encryption in the BES fully respects encryption in the AES and the commuting
diagram given in Figure 1 holds. Thus the BES restricted to B A provides an
alternativ e description of the AES and analysis of the BES may well provide
additional insight into the AES.
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5 Algebraic Observ ations on the BES

The round function of the BES, and henceessentially the AES, is given by

b 7! M B ¢b ( ¡ 1) + (kB ) i :

Thus a round of the AES is simply componentwise inversionand an a±ne trans-
formation with respect to the same¯eld F = GF (28). This suggestsmany pos-
sible areasfor future investigation. We o®ersomepreliminary observations.

5.1 Linear di®usion in BES

The linear di®usion F-matrix M B of the BES is a sparsematrix and can be
analysed using similar techniques to those used in [19]. These were originally
usedto analysethe related linear di®usionGF (2)-matrix (denotedby M in [19]).
However, this linear di®usionmatrix (M ) and the AES inversionarewith respect
to di®erent ¯elds.

The minimum polynomial of M B is (X + 1)15, e®ectively the same as the
minimum polynomial of M . In some sense,the BES is structurally no more
complicated than the AES. Following [19], we ¯nd an F-matrix PB such that

RB = P ¡ 1
B ¢M B ¢PB ;

where RB is essentially the Jordan form of M B . The matrix RB has 112 rows
with two ones and 16 rows with a single one while all other entries are zero.
It is e®ectively the simple matrix R given in [19], and has similar interesting
properties.The signi¯cant changehereis that the propertiesof M B areproperties
in F and not GF (2). Such properties have the potential to interact directly with
the inversion operation. Many of these properties involve linear functionals or
parity equations. A parity equation is a row vector eT , and the parit y of a vector
b 2 B is eT ¢b =

P 127
i =0 ei ¢bi . We note a few interesting properties.

{ M B has order 16.
{ The columns of PB form a basisfor B . In this basis, the action of the linear

di®usion layer is given by the very simple matrix M B .
{ In particular, M B ¯xes a subspaceof B of dimension 16. The intersection

with B A , the embeddedAES state space,has 216 elements.
{ The rows of P ¡ 1

B form linear functionals or parit y equations(de¯ned above)
that always evaluate to 0 or 1 on B A (by consideringdual spaces).

{ The setof parit y equationswhosevalue is ¯xed by M B form a 16-dimensional
vector subspaceover F.

Theseobservations may seemsomewhatabstract, but they do have important
consequences.We discussan examplebelow in which theseobservations can be
usedto illustrate certain di®erential properties of the BES.
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5.2 Related encryptions in the BES.

As noted in Section 5.1, it is possibleto ¯nd parit y equations whosevaluesare
¯xed by M B , the linear di®usion layer of the BES. One example is

e = (

repeat 16 times
z }| {
b4; fd ; 17; 0e; 54; a0; f6 ; 52; : : :)T ;

for which eT = eT ¢M B , so eT ¢b = eT ¢(M B ¢b). We now describe some
interesting properties relating two plaintext-ciphertext pairs generated under
related subkey sequences.These properties hold with probabilit y one and so
they can be appropriately extended to any number of rounds.

Suppose p has parit y pe = eT ¢p under parit y equation eT , so t ¢p has
parit y tpe for any t 2 F. Consider two state and subkey pairs p; k i 2 B and
tp; t ( ¡ 1) k i 2 B (t 6= 0; 1). A typical BES round function is given by

p 7! M B ¢p ( ¡ 1) + k i ; and
t ¢p 7! t ¡ 1M B ¢p ( ¡ 1) + t ¡ 1k i :

When we considerthe e®ectof the BES round function on the parities, we obtain

pe = (eT ¢p) 7! eT ¢M B ¢p ( ¡ 1) + eT ¢k i = eT ¢p ( ¡ 1) + eT ¢k i

= eT ¢(p ( ¡ 1) + k i );
tpe = (eT ¢tp) 7! eT ¢t ¡ 1M B ¢p ( ¡ 1) + eT ¢t ¡ 1k i = eT ¢t ¡ 1p ( ¡ 1) + eT ¢t ¡ 1k i

= t ¡ 1eT ¢(p ( ¡ 1) + k i ):

Thus if (pe; tpe) are the parities under eT , then after one round using subkeys
k i and t ¡ 1k i respectively, the respective parities are (p0

e; t ¡ 1p0
e) for some p0

e.
Henceif we encrypt two plaintexts (p; tp) under di®erent setsof related subkey
sequencesas detailed below, then we obtain two ciphertexts that are related by
their parities ce and tce.

Plaintext Parit y Subkey sequence Ciphertext Parit y
pe k0; k1; k2; k3 ¢¢¢; k9k10 ce

tpe tk0; t ¡ 1k1; tk2; t ¡ 1k3; ¢¢¢; t ¡ 1k9; tk10 tce

Di®eren tial-t yp e e®ect in BES. We can increasethe sophistication slightly
and consider two pairs of plaintext p0; p1 2 B and tp0; tp1 2 B . The di®erence
in the ¯rst pair is p0 + p1 with parit y pe = eT ¢(p0 + p1), and similarly the
parit y of the di®erencein the secondpair is tpe.

Plaintext Di®erenceParit y Subkey sequence Ciphertext Di®erenceParit y
eT ¢(p0 + p1) = pe k0; k1; ¢¢¢; k10 ce

eT ¢(tp0 + tp1) = tpe tk0; t ¡ 1k1; ¢¢¢; tk10 tce

Suppose we encrypt the two pairs of plaintexts under two sets of related
subkey sequencesasdetailed in the abovetable, then the plaintext and ciphertext
di®erenceparities have the samerelationship, as shown in the above table. This
relationship holds with probabilit y one, so would be applicable for any number
of rounds. Thus there exists a probabilit y one di®erential e®ectunder related
subkey sequencesin the BES in which every S-Box is active.
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Relev ance of these BES observ ations to the AES. These preliminary
observations do not apply whenspeci¯c details of the keyscheduleareconsidered.
Even if they did, they would not apply directly to the AES for a rather subtle
reason.If (p; tp) 2 B £ B , then (p; tp) =2 B A £ B A ; that is if p hasthe conjugacy
property, then tp cannot have the conjugacy property (t 6= 0; 1). Thus, if p is
an embeddedAES plaintext, then tp cannot be an embeddedAES plaintext.

However, theseobservations arevery interesting for the light they shedon the
AES design philosophy [7,8]. As far as linear and di®erential cryptanalysis are
concerned,the BES would be expectedto have similar properties to the AES. In
particular, the di®usionin both hasthe samerelianceon MDS matrices.However
in the BES, which is intricately entwined with the AES, we have exhibited a
di®erential-lik e property that occurs with certainty even though every S-Box is
active.

5.3 Preserv ation of algebraic curv es

Each of the BES operations, namely \in versions" (ignoring 0-inversion for the
moment) and a±ne transformations over F, are simple algebraictransformations
of B . Thus each BES operation maps an algebraic curve de¯ned on B = F 128

to an isomorphic algebraic curve. For a given key 128-bit key k, more than half
(about 53%) of AES plaintexts are encrypted without \in verting" 0 (since 160
inversions are performed). Let A k ½ A denote this set of AES plaintexts for
key k. If embedded plaintexts from A k lie on a curve, then the corresponding
embedded ciphertexts lie on an isomorphic curve over F. Thus, the AES and
the BES can be consideredto preserve algebraically simple curvesover F with a
reasonableprobabilit y. In particular, the inversionand the a±ne transformation
of the BES round function map quadratic forms over F to quadratic forms over
F, so the AES can be described using a very simple system of multiv ariate
quadratic equations over F. We consider the consequencesof this observation
below.

6 Multiv ariate Quadratic Equations

We now demonstrate that recovering an AES key is equivalent to solving partic-
ular systemsof extremely sparsemultiv ariate quadratic equationsby expressing
a BES (and hencean AES) encryption assuch a system.The problem of solving
such systemsof equationslies at the heart of several public key cryptosystems[3,
22], and there hasbeensomeprogressin providing solutions to such problems[4,
5,14]. Recently , Courtois and Pieprzyk [6] have suggestedthe useof a systemof
multiv ariate quadratic equationsover GF (2) to analysethe AES. However, such
a GF (2)-system derived directly from the AES is far more complicated than the
F-system derived from the BES.
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6.1 A simple multiv ariate quadratic system for the AES

We ¯rst establish the notation that we need. We denote the plaintext and ci-
phertext by p 2 B and c 2 B respectively, and the state vectorsbeforeand after
the i th invocation of the inversion layer by w i 2 B and x i 2 B (0 · i · 9)
respectively. A BES encryption is then described by the following system of
equations:

w0 = p + k0;
x i = w ( ¡ 1)

i for i = 0; : : : ; 9;
w i = M B x i ¡ 1 + k i for i = 1; : : : ; 9;

c = M ¤
B x9 + k10;

where M ¤
B = RB ¢Lin B = M ix ¡ 1

B ¢M B , since the ¯nal round in the BES
(equivalently the AES) doesnot usethe MixColumnoperation.

We now considertheseequationscomponentwise.We ¯rst denote the matrix
M B by (®) and the matrix M ¤

B by (¯ ). We represent the (8j + m) th component
of x i , w i and k i by x i; ( j ;m ) , wi; ( j ;m ) and ki; ( j ;m ) respectively. We can now express
the previous set of equations in the following way:

w0;( j ;m ) = p( j ;m ) + k0;( j ;m ) ;
x i; ( j ;m ) = w( ¡ 1)

i; ( j ;m ) for i = 0; : : : ; 9;
wi; ( j ;m ) = (M B x i ¡ 1)( j ;m ) + ki; ( j ;m ) for i = 1; : : : ; 9;

c( j ;m ) = (M ¤
B x9)( j ;m ) + k10;( j ;m ) :

We assumethat 0-inversion doesnot occur as part of the encryption or the
key schedule. This assumption is true for 53% of encryptions and 85% of 128-
bit keys, and even if the assumption is invalid, only a very few of the following
equations are incorrect. Under the stated assumption, the system of equations
can be written as:

0 = w0;( j ;m ) + p( j ;m ) + k0;( j ;m ) ;
0 = x i; ( j ;m ) wi; ( j ;m ) + 1 for i = 0; : : : ; 9;
0 = wi; ( j ;m ) + (M B x i ¡ 1)( j ;m ) + ki; ( j ;m ) for i = 1; : : : ; 9;
0 = c( j ;m ) + (M ¤

B x9)( j ;m ) + k10;( j ;m ) :

We thus obtain a collection of simultaneousmultiv ariate quadratic equations
which fully describe a BES encryption. These are given for j = 0; : : : ; 15 and
m = 0; : : : ; 7 by:

0 = w0;( j ;m ) + p( j ;m ) + k0;( j ;m ) ;
0 = x i; ( j ;m ) wi; ( j ;m ) + 1 for i = 0; : : : ; 9;
0 = wi; ( j ;m ) + ki; ( j ;m ) +

P
( j 0;m 0) ®( j ;m ) ;( j 0;m 0) x i ¡ 1;( j 0;m 0) for i = 1; : : : ; 9;

0 = c( j ;m ) + k10;( j ;m ) +
P

( j 0;m 0) ¯ ( j ;m ) ;( j 0;m 0) x9;( j 0;m 0) :

A BES encryption can therefore be described asa multiv ariate quadratic system
using 2688 equations over F, of which 1280 are (extremely sparse) quadratic
equations and 1408 are linear (di®usion) equations. These equations comprise
5248terms, made from 2560state variables and 1408key variables.
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When we consider an AES encryption embedded in the BES framework,
we obtain more multiv ariate quadratic equations becausethe embedded state
variables of an AES encryption are in B A and possessthe conjugacy property.
We thus obtain the following very simple multiv ariate quadratic equations for
j = 0; : : : ; 15 and m = 0; : : : ; 7 (where m + 1 is interpreted modulo 8). We divide
theseequations into linear equationsand multiv ariate quadratic equations.

0 = w0;( j ;m ) + p( j ;m ) + k0;( j ;m ) ;
0 = wi; ( j ;m ) + ki; ( j ;m ) +

P
( j 0;m 0) ®( j ;m ) ;( j 0;m 0) x i ¡ 1;( j 0;m 0) for i = 1; : : : ; 9;

0 = c( j ;m ) + k10;( j ;m ) +
P

( j 0;m 0) ¯ ( j ;m ) ;( j 0;m 0) x9;( j 0;m 0) :

0 = x i; ( j ;m ) wi; ( j ;m ) + 1 for i = 0; : : : ; 9;
0 = x2

i; ( j ;m ) + x i; ( j ;m +1) for i = 0; : : : ; 9;
0 = w2

i; ( j ;m ) + wi; ( j ;m +1) for i = 0; : : : ; 9:

An AES encryption can therefore be described as an overdetermined multiv ari-
ate quadratic systemusing 5248equationsover F, of which 3840are (extremely
sparse) quadratic equations and 1408 are linear equations. These encryption
equations comprise 7808 terms, made from 2560 state variables and 1408 key
variables.Furthermore, the AES key schedulecan be expressedasa similar mul-
tivariate quadratic system.In its most sparseform, the key schedulesystemuses
2560equationsover F, of which 960 are (extremely sparse)quadratic equations
and 1600are linear equations.Thesekey scheduleequationscomprise2368terms
made from the 2048variables, of which 1408are basic key variables and 640are
auxiliary variables.We can, of course,immediately reducethe sizesof thesemul-
tivariate quadratic systemsby using the linear equations to substitute for state
and key variables, though the resulting system is slightly lesssparse.

6.2 Poten tial attac k techniques

It is clear that an e±cient method for the solution of this type of multiv ariate
quadratic system would give a cryptanalysis of the AES with potentially very
few plaintext-ciphertext pairs. While there is some connection to work on in-
terpolation attacks [13], techniques such as relinearisation [14] or the extended
linearisation or XL algorithm [5] havebeenspeci¯cally developed for the solution
of such systems.A simple overview of thesetechniques is given below.

{ Generate equations of higher degreefrom the original equations by multi-
plying the original equationsby certain other terms or equations.

{ Regard the generatedsystem of equations of higher degreeas linear combi-
nations of formal terms.

{ If there are more linearly independent equationsthan terms, solve the linear
system.

The recently proposedextended sparse linearisation or XSL algorithm [6] is a
modi¯cation of the XL algorithm that attempts to solve the typesof multiv ariate
quadratic systemsthat can occur in iterated block ciphers. A discussionof the



14 S. Murph y and M.J.B. Robshaw

use of the XSL algorithm on the AES multiv ariate quadratic GF (2)-system is
given in [6]. The AES F-system derived from the BES is far simpler, which
would suggestthat the XSL algorithm would solve this F-systemfar faster (2100

AES encryptions) than the GF (2)-system. However, the estimate given for the
number of linearly independent equations generatedby the XSL technique [6]
appears to be inaccurate [2].

It is obvious that much urgent research is required on the solution of AES
multiv ariate quadratic systemsover F to seewhat new cryptanalytic approaches
and attacks are possible. In particular, re¯nements to XL-t ype techniques and
the applicabilit y of sparsematrix techniques seemto be important topics for
future work. It is certainly important to know the degreeand size of linearly
soluble systemsgeneratedfrom the AES multiv ariate quadratic systems.If the
degreeand size of such a generated system is too small, then attacks on the
AES might be possible.We note that the BES representation of the AES gives
other simple quadratic equations over F, such as x i; ( j ;m +1) wi; ( j ;m ) = x i; ( j ;m ) or
x i; ( j ;m +2) wi; ( j ;m ) = x i; ( j ;m +1) x i; ( j ;m ) . These can be used to build other simple
multiv ariate quadratic systemsover F for the AES. Indeed, the ¯rst of these
equations is essentially used to construct the GF (2) system for the AES given
in [6]. We can also use simple higher degreeequations over F to build other
simple multiv ariate systemsfor the AES. It is clear from this brief discussion
that many aspects of the AES representation over F remain to be investigated.

6.3 Implications for the AES

The cryptanalysis of the AES is equivalent to the solution of someparticular sys-
tem of extremely sparsemultiv ariate quadratic equationsover F. The analysisof
the AES asa complicated multiv ariate quadratic systemover GF (2) by Courtois
and Pieprzyk [6] is related to the problem of ¯nding such a solution. Most of
the other published security results on the AES are concernedwith demonstrat-
ing that bit-level linear and di®erential techniquesdo not compromisethe AES.
However, from an algebraic viewpoint, such techniques are trace (F ! GF (2))
function techniques,and trace function techniquesare not normally employed in
the solution of multiv ariate systems.It is arguable that an important aspect of
the security of the AES, namely the solubilit y of an extremely sparsemultiv ariate
quadratic system over F, is yet to be explored.

7 Conclusions

In this paper we have intro duceda novel interpretation of the AES asbeing em-
beddedin a new cipher, the BES. However, the BES doesnot necessarilyinherit
security properties we might have expected from the AES. Furthermore, the
BES has a simple algebraic round function consisting solely of a componentwise
inversion and and a highly structured a±ne transformation over the same¯eld
GF (28). Indeed, this alternativ e description of the AES is mathematically much
simpler than the original speci¯cation. One consequenceis that the security of
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the AES is equivalent to the solubilit y of certain extremely sparsemultiv ariate
quadratic systemsover GF (28).

Ac knowledgemen ts

We would like to thank Fred Piper, Simon Blackburn and Don Coppersmith for
someinteresting and useful discussionsabout this paper.

References

1. E. Biham and A. Shamir. Di®erential Cryptanalysis of the Data Encryption Stan-
dard. Springer{V erlag, New York, 1993.

2. D. Coppersmith. Personal communication, 30 April 2002.
3. N. Courtois, L. Goubin, and J. Patarin. Quartz, 128-bit long digital signatures. In

D. Naccache, editor, Proceedingsof Cryptographers' Track RSA Conference 2001,
LNCS 2020, pages282{297, Springer{V erlag, 2001.

4. N. Courtois, L. Goubin, W. Meier, and J. Tacier. Solving underde¯ned systemsof
multiv ariate quadratic equations. In D. Paillier, editor, Proceedingsof Public Key
Cryptography 2002, LNCS 2274, pages211-227,Springer-Verlag, 2002.

5. N. Courtois, A. Klimo v, J. Patarin, and A. Shamir. E±cien t algorithms for solving
overde¯ned systems of multiv ariate polynomial equations. In B. Preneel, editor,
Proceedingsof Eurocrypt 2000, LNCS 1807,pages392{407, Springer-Verlag, 2000.

6. N. Courtois and J. Pieprzyk. Cryptanalysis of block ciphers with overde¯ned sys-
tems of equations. IA CR eprint server www.iacr.org , April 2002.

7. J. Daemenand V. Rijmen. AES Proposal: Rijndael (Version 2). NIST AES website
csrc.nist.gov/encryption/aes , 1999.

8. J. Daemen and V. Rijmen. The Design of Rijndael: AES|The Advanced Encryp-
tion Standard. Springer{V erlag, 2002.

9. J. Daemen and V. Rijmen. Answers to \New Observations on Rijndael". NIST
AES website csrc.nist.gov/encryption/aes , August 2000.

10. N. Ferguson,J. Kelsey, B. Schneier, M. Stay, D. Wagner, and D. Whiting. Improved
cryptanalysis of Rijndael. In B. Schneier, editor, Proceedings of Fast Software
Encryption 2000, LNCS , pages213{230, Springer-Verlag, 2000.

11. N. Ferguson, R. Shroeppel, and D. Whiting. A simple algebraic representation of
Rijndael. In S. Vaudenay and A. Youssef,editors, Proceedingsof Selected Areas in
Cryptography, LNCS, pages103{111, Springer-Verlag, 2001.

12. H. Gilb ert and M. Minier. A collision attack on seven rounds of Rijndael. Thir d
AES Conference, NIST AES website csrc.nist.gov/encryption/aes , April 2000.

13. T. Jakobsen and L.R. Knudsen. The interpolation attack on block ciphers. In
E. Biham, editor, Proceedingsof Fast Software Encryption 1997, LNCS 1267,pages
28{40, Springer-Verlag, 1997.

14. A. Kipnis and A. Shamir. Cryptanalysis of the HFE Public Key Cryptosystem
be Relinearization. In M.Wiener, editor, Proceedingsof Crypto '99, LNCS 1666,
pages19{30, Springer-Verlag, 1999.

15. L. Knudsen and H. Raddum. Recommendation to NIST for the AES. NIST second
round comment, NIST AES website csrc.nist.gov/encryption/aes/ , 2000.

16. R. Lidl and H. Niederreiter. Intr oduction to Finite Fields and Their Applications.
Cambridge Univ ersity Press, 1984.



16 S. Murph y and M.J.B. Robshaw

17. S. Lucks. Attacking seven rounds of Rijndael under 192-bit and 256-bit keys.
In Proceedings of Thir d AES Conference and also via NIST AES website
csrc.nist.gov/encryption/aes , April 2000.

18. M. Matsui. Linear cryptanalysis method for DES cipher. In T. Helleseth, editor,
Proceedingsof Eurocrypt '93, LNCS 765, pages386{397, Springer-Verlag, 1994.

19. S. Murph y and M.J.B. Robshaw. New observations on Rijndael. NIST AES website
csrc.nist.gov/encryption/aes , August 2000.

20. S. Murph y and M.J.B. Robshaw. Further comments on the structure of Rijndael.
NIST AES website csrc.nist.gov/encryption/aes , August 2000.

21. National Institute of Standards and Technology. Advanced Encryption Standard.
FIPS 197. 26 November 2001.

22. J. Patarin. Hidden ¯eld equations (HFE) and isomorphisms of polynomials (IP):
Two new families of asymmetric algorithms. In U. Maurer, editor, Proceedingsof
Eurocrypt '96, LNCS 1070, pages33{48, Springer-Verlag, 1996.

23. R. Schroeppel. Second round comments to NIST. NIST second round comment,
NIST AES website csrc.nist.gov/encryption/aes/ , 2000.

24. R. Wernsdorf. The round functions of Rijndael generate the alternating group.
In V. Rijmen, editor, Proceedingsof Fast Software Encryption , LNCS, Springer{
Verlag, to appear.


