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Abstract. Recently the braid groups were intro duced as a new source
for cryptograph y. The group operations are performed e±ciently and the
features are quite di®erent from those of other cryptographically popular
groups. As the ¯rst step to put the braid groups into the area of pseu-
dorandomness,this article presents somecryptographic primitiv esunder
two related assumptions in braid groups. First, assuming that the conju-
gacy problem is a one-way function, say f , we show which particular bit
of the argument x is pseudorandom given f (x). Next, under the decision
Ko-Lee assumption, we construct two provably secure pseudorandom
schemes:a pseudorandom generator and a pseudorandom synthesizer.

1 In tro duction

The notions of pseudorandomnessand onewaynesswhich are closely related are
quite important in modern cryptography [8,1,17,12]. Theseconceptsare infor-
mally stated as: (i) A distribution is pseudorandom if no e±cient algorithm can
distinguish it from the uniform distribution [26]. (ii) A function is one-wayif it
is easyto evaluate but hard to invert [9].

Recently , some mathematically hard problems in braid groups have been
proposedasnew candidatesfor cryptographic one-way functions [2,19]. A braid
group Bn is an in¯nite non-commutativ e group naturally arising from geometric
braids composedof n strands. One of the famousproblemsin braid groups is the
conjugacy problem: Given (®; ¯ ) 2 Bn £ Bn , ¯nd (or determine whether there
exists) Â 2 Bn such that ¯ = Â¡ 1®Â. This problem was ¯rst intro duced in the
1920s,and no polynomial-time algorithm is known for n ¸ 5. A variant of this
problem was ¯rst applied to cryptography to build a key agreement schemeby
Anshel et al. [2].

Ko et al. [19] intro duced another variant of this problem: Given ®; Â¡ 1
1 ®Â1,

Â¡ 1
2 ®Â2 2 Bn , where Â1 and Â2 are contained in some known subgroups of

Bn so that Â1Â2 = Â2Â1, ¯nd Â¡ 1
2 Â¡ 1

1 ®Â1Â2 2 Bn . For convenience,we call
this problem the Ko-Lee problem. The Ko-Lee problem looks like the Di±e-
Hellman problem in their structures, but it doesnot in their internal properties
becauseof the di®erent characteristics of the braid groups from ¯nite commuta-
tiv e groups. For instance, a braid group is non-commutativ e and it has no ¯nite
subgroup except for the trivial subgroup. As the basis of the Ko-Lee problem,



they intro duced, by restricting the conjugacy problem to a smaller braid group,
the (n; m)-generalized conjugacy problem (GCP): Given (®; ¯ ) 2 B n £ Bn and
m(· n), ¯nd Â 2 Bm such that ¯ = Â¡ 1®Â. Like the conjugacy problem, the
GCP and the Ko-Lee problem have no polynomial-time solving algorithm yet.

The motivation for this article is that the braid groups have potential for a
good sourceto enrich cryptography from the point of view of their featuresand
e±cient operations. In the sequelto key agreement schemes[2,19] and a public-
key cryptosystem [19], we discusshow to construct cryptographic primitiv es in
the areaof pseudorandomnessfrom the two related assumptionsin braid groups:
the intractabilit y assumptionsof the conjugacy and the Ko-Lee problems. We
call the latter the Ko-Lee assumption(KL-Assumption).

1.1 The Ko-Lee Problem

As a basic pseudorandomprimitiv e, a pseudorandomgenerator is informally
de¯ned to be an e±cient algorithm expanding short random bit sequencesinto
long pseudorandombit sequences[26,8].

Naor et al. [23] ¯rst intro duced the notion of pseudorandomsynthesizer as
a stronger one than pseudorandomgenerator in the following sense:While a
pseudorandomgenerator,G, guaranteesthe pseudorandomnessof f G(zi )g1· i · n

only when z1; : : : ; zn are chosenuniformly and independently, a pseudorandom
synthesizer, S, guarantees the pseudorandomnessof f S(zi )g1· i · n even when
the zi 's are not completely independent. Looselyspeaking, a pseudorandomsyn-
thesizer is a two variable function S(¢; ¢), so that if polynomially many random
assignments are chosen to both variables, (x1; : : : ; xm ) and (y1; : : : ; ym ), then
the output of S on all the combinations of theseassignments, (S(x i ; yj ))1· i;j · m ,
is pseudorandom.

Our Result: From the KL-Assumption, we formally derive a decisional ver-
sion mentioned to refer to the security of the braid public-key cryptosystem
[19]. Under the decisionKo-Lee assumption (DKL-Assumption), we construct a
pseudorandomgenerator and a pseudorandomsynthesizer and show that they
are provably secure.

1.2 The Conjugacy Problem

The Ko-Lee problem wasoriginally proposedasa variant of the conjugacyprob-
lem to induce a trapdoor one-way function (for a public-key cryptosystem).
However, it looks easierto solve than the conjugacy problem. Sincepseudoran-
domnessneedsno trapdoor, the conjugacy problem itself can be considered.

If f is a one-way function, every bit of the argument x cannot be easily
computed from f (x). A natural question is whether there is a speci¯c bit of x
which is not distinguished from a random bit by any e±cient algorithm given
f (x). This question was ¯rst addressedby Blum et al. [8]. Demonstrating such
a pseudorandombit for the discrete exponentiation function, they intro duced
the notion of hard-core predicate as a cryptographically useful tool. Loosely



speaking,a hard-core predicate bof a function f is a polynomial-time computable
boolean predicate such that b(x) is hard to predict from f (x). So far, two kinds
of hard-corepredicateshave beenproposed.On the onehand, for a few one-way
function f 's, there has beendiscovered a particular bit of x, the so-calledhard-
core bit, which is the sourceof b(x) by the unique characteristic of f [8,1]. For
instance,Alexi et al. [1] showedthat b(x) points to the leastsigni¯cant bit of x for
the RSA and the Rabin functions. On the other hand, for any one-way function,
onecan make a hard-corepredicate by Goldreich-Levin's construction [14]. More
precisely, for any one-way function f , the inner-product mod 2 of x and r is a

hard-core of g(x; r ) def= (f (x); r ). To distinguish these two kinds of hard-core
predicates, we call the former kind the peculiar one and the latter kind the
generic one.

Consideringthat amonga number of known one-way functions only the RSA,
the Rabin, and the discrete exponentiation functions have their peculiar hard-
corepredicates,it is interesting to ¯nd it for the conjugacyproblem. It indicates
which bit of the solution is equally di±cult to compute as the entire solution.

The conjugacy problem in braid groups is quite di®erent from those above
one-way functions in the sensethat it is not a group homomorphism.Sincesuch
a property is the basis for the construction of the previous peculiar hard-core
predicates, we should take a completely di®erent way to construct a peculiar
hard-core for the conjugacy problem.

Our Result: We ¯rst present a collection of one-way functions, cnj , under
the intractabilit y assumption of the (n; n ¡ 1)-GCP, which is almost the conju-
gacy problem from a computational complexity point of view. And we present
two hard-core bits of cnj . Using one of them, we construct a peculiar hard-
core predicate, inf , and prove that predicting inf (x) from cnj (x) is as hard as
inverting cnj (x). Likewisethe other hard-core bit.

1.3 Outline

In x2, we intro duce somenotations and brie°y describe the braid groups. In x3,
we examinethe bit security in the conjugacyproblem (x3.1), present a collection
of one-way functions basedon that problem (x3.2), and construct a hard-core
predicate of the one-way function (x3.3). In x4, we construct a pseudorandom
generator (x4.1) and a pseudorandomsynthesizer (x4.2).

2 Preliminaries

2.1 Notations

Basic notation: Let N and Z denote the set of all natural numbers and the
set of all integers, respectively. For any bit-string x, jjxjj denotesits length (i.e.
the number of bits in x). For a ¯nite set S, jSj denotesthe cardinalit y of S and
jjSjj denotesthe maximum amongthe bit-lengths of elements of S. The notation
(ai;j )1· i · n; 1· j · m denotesan (n £ m)-matrix whose(i; j )-entry is ai;j .



Probabilit y notation: The following notations are basedon [16,15,3].
A probabilit y distribution D on a ¯nite set S assignsa probabilit y D(s) ¸ 0

to each s 2 S, and thus
P

s2 S D(s) = 1. For a distribution D, [D] denotesthe
support of D (the set of elements of positive probabilit y). If a random variable

x is distributed according to D on S, we write x DÃ S, or simply x Ã D if the
set S is obvious from the context. The notation x1; : : : ; xn Ã D indicates that n
random variables x1; : : : ; xn are independently distributed according to D on S.

If f is a function mapping S to a set T, then hf (x) : x Ã Di is a random vari-
able that de¯nes a distribution E, where for all t 2 T, E(t) =

P
s2 S;f (s)= t D(s).

If A is a probabilistic algorithm, then for any input x; y; : : : the notation
A(x; y; : : :) refers to the probabilit y distribution induced by its internal random
coin tosses.Soif x Ã D; y Ã E; : : : are random variables,then hA(x; y; : : :) : x Ã
D; y Ã E; : : :i represents the random variable distributed according to D; E; : : :
and its internal random coin tosses.

We let x uÃ S indicate that x is uniformly distributed on S; i.e., for all s 2 S,
Pr[x = s : x uÃ S] = 1=jSj.

For probabilit y distributions D; E; : : :, the notation Pr[p(x; y; : : :) : x Ã
D; y Ã E; ¢¢¢] denotesthe probabilit y that the predicate p(x; y; : : :) is true after
the (ordered) execution of the algorithms x Ã D; y Ã E, etc..

PPTA is short for \probabilistic polynomial time algorithm in its input
length(s)".

2.2 The Braid Groups

In this section, we brie°y review somebasic material for braid groups. See[6,
10,7] for details. For each integer n ¸ 2, the n-braid group Bn is de¯ned by the
following group presentation

Bn =
¿

¾1; : : : ; ¾n ¡ 1

¯
¯
¯
¯

¾i ¾j ¾i = ¾j ¾i ¾j if ji ¡ j j = 1
¾i ¾j = ¾j ¾i if ji ¡ j j ¸ 2

À
:

The integer n is called the braid index and each element of Bn is called an n-
braid. An n-braid hasthe following geometricinterpretation: it is a set of disjoint
n strands which run essentially to the samedirection (our convention is vertical
direction). The multiplication ®¯ of two braids ® and ¯ is the braid obtained
by positioning ® on the top of ¯ , the identit y en is the braid consisting of n
straight vertical strands, and the inverseof ® is the re°ection of ® with respect
to a horizontal plane. Examples are given in Figure 1 (a,b,c). Henceforth, let ¾i

denote only a generator of the corresponding braid group.
B +

n denotesthe monoid de¯ned by the generatorsand relations in the above
presentation, and its elements are called positive n-braids. To each permutation
¼= b1b2 ¢¢¢bn , we associate a positive n-braid obtained by connectingthe upper
i -th point to the lower bi -th point by a straight line. Such braids asthis are called
permutation braids or canonical factors. The permutation n-braid corresponding
to the permutation (n)(n ¡ 1) ¢¢¢(2)(1) is called the fundamental braid and de-
noted by ¢ n . SeeFigure 1 (d) for example.For ® 2 B +

n , de¯ne two setsS(®) =
f i j ® = ¾i ¯ for some¯ 2 B +

n g and F (®) = f i j ® = ¯ ¾i for some¯ 2 B +
n g.



(a) ¾i (b) ¾¡ 1
i (c) ¾2¾¡ 1

1 ¾2 (d) ¢ 4

Fig. 1. An example of braids

Every braid Â 2 Bn has a unique decomposition called the left-canonical
form, Â = ¢ u

n Â1 ¢¢¢Âk , where u 2 Z and Âi 's are permutation braids except
for en and ¢ n such that F (Âi ) ¾ S(Âi +1 ). In this article, all the braids are
supposed to be in their left-canonical forms. Hence, for ®; ¯ 2 B n , ®¯ means
the left-canonical form of ®¯ and so it is hard to guessits original factor ® or ¯
from ®¯ .

For m < n, Bm is regarded as the subgroup of Bn generated only by
¾1; : : : ; ¾m ¡ 1 of Bn , and so ¢ m (2 Bn ) is a permutation n-braid correspond-
ing to a permutation (m)(m ¡ 1) ¢¢¢(2)(1)( m + 1)(m + 2) ¢¢¢(n).

Due to [10,7], braid groups with all their operations|m ultiplication, inver-
sion, converting into left-canonical forms|are e±ciently handled by computers.

3 Hard-core Predicate

From the intractabilit y assumption of the conjugacyproblem, onecan naturally
derive a one-way function, cnj ® : Bn ¡ ! Bn , de¯ned by cnj ®(Â) = Â¡ 1®Â,
where ® 2 Bn .

Our goal in this sectionis to construct a peculiar hard-corepredicate of cnj ®.
Therefore, we should discover for cnj ® the hard-core bit of a braid into which
the one-waynessof cnj ® is transformed.

Notice that we are in di®erent situation from previous onesfor the following
reasons:(i) A braid is not naturally expressedas a digit. (ii) cnj ® is not a
group homomorphism. By (i), we should ¯nd a di®erent type of bit from the
least signi¯cant bit (for RSA, Rabin) [1] or the most signi¯cant bit (for discrete
exponentiation function) [8]. Since such a bit must be an invariant of a braid,
let us considerthe left-canonical form. Recall that any braid Â 2 B n is uniquely
expressedin its left-canonical form Â = ¢ u

n Â1 ¢¢¢Âp. Here, each of the integers
u, p, and u + p is called the in¯mum , the canonical-length, and the supremum
of Â and denoted by inf (Â), len(Â), and sup(Â), respectively. Becausethey are
invariants of a braid, the hard-core bit may be derived from someof them. In
contrast to (ii), the homomorphic property of the other one-way functions was
essential to ¯nd their hard-core bits [8,1]. Therefore, we should approach our
problem in a new way.



3.1 Candidates for the Hard-core Bit

The following two propositions show the key properties of the in¯m um and the
supremum to be the hard-core bits.

Prop osition 1. Let Â = ¢ u
n ' 2 Bn , where ' 2 B +

n ¡ ¢ n B +
n . Then for any

generator ¾i of Bn ,

inf (Â¾¡ 1
i ) =

½
inf (Â)
inf (Â) ¡ 1

if i 2 F (' )
otherwise.

Proof. Note that for any Â1; Â2 2 Bn , inf (Â1Â2) ¸ inf (Â1) + inf (Â2). Using
this, we get inf (Â) ¡ 1 · inf (Â¾¡ 1

i ) · inf (Â). Thus it su±ces to show that
inf (Â¾¡ 1

i ) = inf (Â) if and only if i 2 F (' ). If i 2 F (' ), then ' = ' 1¾i for
some' 1 2 B +

n ¡ ¢ n B +
n and inf (Â¾¡ 1

i ) = inf (¢ u
n ' 1) = u = inf (Â). Conversely,

if inf (Â¾¡ 1
i ) = inf (Â), then Â¾¡ 1

i = ¢ u
n ' 2 for some ' 2 2 B +

n ¡ ¢ n B +
n . This

implies that ' = ' 2¾i and so i 2 F (' ). ut

Prop osition 2. Let ¢ u
n Â1 ¢¢¢Âk be the left-canonical form of Â 2 Bn . Then for

any generator ¾i of Bn ,

sup(Â¾i ) =
½

sup(Â) + 1
sup(Â)

if i 2 F (Âk )
otherwise.

Proof. If i 2 F (Âk ), then it is clear that sup(Â¾i ) = sup(Â) + 1. Otherwise, Âk ¾i

is a permutation braid, so that sup(Â¾i ) · u + k = sup(Â). Since sup(Â¾i ) ¸
sup(Â), we have sup(Â¾i ) = sup(Â). ut

From now on, we consideronly the in¯m um. By Proposition 2, the supremum
can be dealt with similarly to the in¯m um.

Proposition 1 shows a clue to ¯nding a hard-core bit for the conjugacy
problem in the following way: Loosely speaking, given (®; Â¡ 1®Â), if an adver-
sary is allowed to accessto an oracle I N F which on input (®; ³ ¡ 1®³ ) outputs
inf (³ ) mod 2 for all ³ 2 Bn , then (s)he can detect the last generator of Â by
comparing I N F (®; Â¡ 1®Â) with I N F (®; ¾i Â¡ 1®Â¾¡ 1

i ). In the recursive way,
(s)he ¯nally obtains the entiret y of Â.

The existence of I N F assumesthat ³ ¡ 1
1 ®³1 = ³ ¡ 1

2 ®³2 implies inf (³1) =
inf (³2) mod 2. However, it doesnot always happen. For example, if ® = ¢ n and
³2 = ¢ n ³1, then ³ ¡ 1

1 ®³1 = ³ ¡ 1
2 ®³2 but inf (³2) = inf (³1) + 1. Since® hasa major

in°uence on the complexity of the conjugacy problem, ® cannot be arbitrarily
chosenbut must satisfy someproperty.

De¯nition 1. We say that ® 2 Bn is centralizer-free in Bm if for any Â 2
Bm (m < n), Â® = ®Â implies Â = em .

Note that if ® is centralizer-free in Bm , then ³ ¡ 1
1 ®³1 = ³ ¡ 1

2 ®³2 (³1; ³2 2 Bm )
implies ³1 = ³2, and henceinf (³1) = inf (³2).

We claim that if we choose® 2 Bn at random, then it is centralizer-free in
Bn ¡ 1 with negligible exceptions.Becausethe argument needsdynamics of disc
homeomorphims, which seemsbeyond the scope of this article, we brie°y list
someknown facts.



Fact 1. Braids are classi¯ed into three dynamical types [20,4]|p eriodic, re-
ducible, pseudo-Anosov|b y the Nielsen-Thurston classi¯cation of surfaceauto-
morphisms [25,24,11,5]. The periodic and the reducible typesare of extremely
special forms and the pseudo-Anosov one is of typical form [25].

Fact 2. The pseudo-Anosov n-braids are centralizer-free in Bn ¡ 1 (See[21]).

It seemsthat if we chooseat random an n-braid ® with p canonical factors,
then it is pseudo-Anosov with probabilit y almost 1 ¡ 1

n p .
The following proposition shows that the least signi¯cant bit of the in¯m um

has potential for the hard-core bit for cnj ®.

Prop osition 3. Let ® 2 Bn be centralizer-free in Bn ¡ 1 and I N F be as above.
Then cnj ® is inverted for all Â 2 B +

n ¡ 1 ¡ ¢ n ¡ 1B +
n ¡ 1 by invoking I N F polyno-

mial in (n; len(Â)) times.

Proof. We exhibit a basicalgorithm that inverts cnj ® by making calls to I N F .
Using Proposition 1, the algorithm on input (®; Â¡ 1®Â) ¯nds Â generator-by-
generator from right to left of Â. In the middle of the execution, the variable Â0

will contain the right half of the generatorsof Â and the variable ¯ 0 is such that
cnj ¡ 1

® (¯ 0) = the left half of the Â. The algorithm, abstractly, transfers the last
generator of cnj ¡ 1

® (¯ 0) in front of Â0 until cnj ¡ 1
® (¯ 0) = en ¡ 1, and thus all of Â

is reconstructed in Â0.

1. ¯ 0 Ã Â¡ 1®Â; Â0 Ã en ¡ 1.
2. for i = 1 to n ¡ 2 do
2.1. if I N F (®; ¾i ¯ 0¾¡ 1

i ) = I N F (®; ¯ 0), then
Â0 Ã ¾i Â0; ¯ 0 Ã ¾i ¯ 0¾¡ 1

i .
2.2. if ¯ 0 = ®, then go to step 3,

else,go to step 2.
3. output Â0.

Note that every n-permutation braid is composedof at most n (n ¡ 1)
2 genera-

tors of Bn . So, the running time of the above algorithm is O(n3len(Â)T), where
T is the running time of I N F . ut

3.2 Construction of a Collection of One-w ay Functions, cnj

The original de¯nition of one-way function refers to a single function operating
on an in¯nite domain like f : f 0; 1g¤ ¡ ! f 0; 1g¤. This formulation is suitable for
an abstract discussion.However, for practical purposes,an in¯nite collection of
functions each operating on a ¯nite domain is more adequate. In this context,
this section describes a collection of one-way functions under the intractabilit y
assumptionof the conjugacyproblem. Recall the formal de¯nition of a collection
of one-way functions.

De¯nition 2 ([13]). Let I be an index set and for each i 2 I let D i be a ¯nite
domain. A collection of one-way functions is a set F = f f i : D i ¡ ! f 0; 1g¤gi 2 I

satisfying the following conditions:



Cond1. There exists a PPTA I which on input 1n outputs i 2 I \ f 0; 1gn .
Cond2. There exists a PPTA D which on input i 2 I outputs x 2 D i .
Cond3. There exists a polynomial-time algorithm that on input (i; x) 2 I £ D i

outputs f i (x).
Cond4. For every PPTA A, every polynomial P, and all su±ciently large n's,

Pr[f i (z) = f i (x) : i Ã I (1n ); x Ã D(i ); z Ã A(i; f i (x))] < 1
P (n ) :

Intuitiv ely, the (n; m)-GCP becomesharder as m increasesbecauseB m is
a subgroup of Bn . As mentioned in x1, the (n; m)-GCP is a by-product of the
KL-Assumption which is basedon the (n; n

2 )-GCP [19]. However, one-way func-
tions have no problem to be constructed from the conjugacy problem itself. To
construct a hard-core predicate, from the discussion in x3.1 we consider the
(n; n¡ 1)-GCP which is almost the conjugacyproblem in terms of computational
complexity.

The hardnessof the (n; n ¡ 1)-GCP depends on the braid index n, and the
actual bound of the canonical-lengths of braids it takes. So it is natural and
practical to take both the braid index and the canonical-length as its security
parameter.

Notation. For n 2 N and i · j 2 Z, let [i; j ]n
def= f Â 2 Bn j inf (Â) ¸ i; sup(Â) ·

j g.

Construction 1. Let I def= f (n; p) j n; p 2 N g be an index set.

² 8k = (n; p) 2 I , let I k
def= f ® 2 B +

n ¡ ¢ n B +
n j len(®) = pg be an instance set.

Let I G be a probabilistic algorithm that on input (1n ; 1p), where k = (n; p) 2
I , outputs an element of I k .

² 8k = (n; p) 2 I , let D k
def= [¡ p;p]n ¡ 1. Let DG be a probabilistic algorithm

that on input (1n ; 1p), where k = (n; p) 2 I , outputs an element of D k .
² 8k = (n; p) 2 I ; 8® 2 I k , de¯ne an instance function cnj ® : D k ¡ ! Bn by

cnj ®(Â) = Â¡ 1®Â.
² 8k = (n; p) 2 I , let Fk be the random variable de¯ned on f cnj ®g®2 I k dis-

tributed according to I G(1n ; 1p).

² Let cnj def= f Fk gk2 I .

cnj clearly satis¯es Cond 3 becausegiven (®; Â) 2 I n;p £ Dn;p , one can
compute the left-canonical form of Â¡ 1®Â in time O(p2n logn) [10,19]. Now
we check Cond1,2. Notice that to satisfy Cond4, DG(1n ; 1p) cannot be mainly
concentrated on polynomially many (in k) elements [13].

The proof of Theorem 3 in [19] is followed by the next corollary.

Corollary 1. There exists a PPTA whoseoutputs, on input (1n ; 1p), are dis-
tributed uniformly over a subset,S, of f Â 2 B +

n ¡ ¢ n B +
n j len(Â) = pg, where

jSj ¸
¡¥

n ¡ 1
2

¦
!
¢p

.



Therefore,we can have I G and DG satisfy Cond1,2,4under the intractabilit y
assumptionof the (n; n¡ 1)-GCP. Furthermore, from this corollary and from the
discussionof ® in x3.1, cnj ® can be regarded as 1 ¡ 1 for all su±ciently large
k = (n; p)'s in I and a randomly chosen® by I G(1n ; 1p). Hereafter, saying large
k meanslarge n and large p.

3.3 Construction of a Hard-core Predicate, inf

This sectionconstructsa hard-corepredicateof cnj . Recall the original de¯nition
of a hard-core predicate.

De¯nition 3 ([13]). A polynomial-time computable predicate b : f 0; 1g¤ ¡ !
f 0; 1g is called a hard-core of f : f 0; 1g¤ ¡ ! f 0; 1g¤ if for every PPTA A, every
positive polynomial P, and all su±ciently large n's in N

Pr[A (f (x)) = b(x) : x uÃ f 0; 1gn ] < 1
2 + 1

P (n ) :

Notice that, given (®; Â¡ 1®Â), to retrieve Â 2 Dn;p we must know inf (³ ) mod
2 from (®; ³ ¡ 1®³ ) for many ³ 's in Bn ¡ 1 which are closelyrelated to Â. However,
any ¯nite subset of Bn ¡ 1 except for f en ¡ 1g is not a group. So it happens that
for someÂ's in Dn;p , some³ 's are not in Dn;p . For this reason, the domain of
hard-core predicate is de¯ned slightly di®erent from the corresponding one of
cnj .

For every k = (n; p) 2 I , considera slightly enlargedset of D k ,

¹D k
def= D k [ f Â¾¡ 1

i j Â 2 D k ; i 2 f 1; : : : ; n ¡ 2gg:

Thus, D k = [¡ p;p]n ¡ 1 ½ ¹D k ½ [¡ (p + 1); p]n ¡ 1 ½ Dn;p +1 .

Notation. ¾0
def= en .

For every k = (n; p) 2 I , de¯ne a PPTA DG(1n ; 1p) in the following order:

Â Ã DG(1n ; 1p); i uÃ f 0; 1; : : : ; n ¡ 2g; output Â¾¡ 1
i :

Using the in¯m um and ¹D k , we now de¯ne a collection of boolean predicates

inf = f inf k : ¹D k ¡ ! f 0; 1ggk2 I by inf k (Â) = inf (Â) mod 2:

The following lemma is crucial to our main result. It shows, for a random
choiceÂ 2 ¹D k , how to turn a PPTA that predicts correctly inf k (Â) from cnj ®(Â)
with probabilit y non-negligibly higher than 1=2 into a PPTA predicting almost
correctly.

Lemma 1. For an in¯nite subsetF of I , let A be a PPTA and P be a positive
polynomial such that for all k = (n; p) 2 F

Pr[A (1n ; 1p; ®; Â¡ 1®Â) = inf k (Â) : ® Ã I G(1n ; 1p); Â Ã DG(1n ; 1p)] ¸ 1
2 + 1

P (k ) :

Then for any positive polynomial Q, there exists a PPTA C such that for all
k = (n; p) 2 F

Pr[C(1n ; 1p; ®; Â¡ 1®Â) = inf k (Â) : ® Ã I G(1n ; 1p); Â Ã DG(1n ; 1p)] ¸ 1 ¡ 1
Q(k ) :



Proof. For every k 2 F , let N = N (k) def= 1
4 P(k)2Q(k). On every input (1n ; 1p; ®,

Â¡ 1®Â), wherek = (n; p) 2 F; ® 2 [I G(1n ; 1p)], and Â 2 [DG(1n ; 1p)], Cexecutes
the following algorithm:

1. Invoke A on input (1n ; 1p; ®; Â¡ 1®Â) independently N -times. And let A ( i )

be the i -th invoking of A for each i 2 f 1; : : : ; N g.
2. If

P N
i =1 A ( i ) (1n ; 1p; ®; Â¡ 1®Â) ¸ N

2 , output 1. Otherwise, output 0.

For every k = (n; p) 2 I and every i 2 f 1; : : : ; N g, de¯ne a PPTA ³ A
i (1n ; 1p; ¢; ¢)

induced by A as

³ A
i (1n ; 1p; ®; Â¡ 1®Â) =

½
1 if A ( i ) (1n ; 1p; ®; Â¡ 1®Â) 6= inf k (Â)
0 otherwise;

where ® Ã I G(1n ; 1p); Â Ã DG(1n ; 1p).
The independenceof hfA ( i ) (1n ; 1p; ®; Â¡ 1®Â)g1· i · N : ® Ã I G(1n ; 1p); Â Ã

DG(1n ; 1p)i yields the independenceof hf³ A
i (1n ; 1p; ®; Â¡ 1®Â)g1· i · N : ® Ã

I G(1n ; 1p); Â Ã DG(1n ; 1p)i . And for every i 2 f 1; : : : ; N g

Pr
£
³ A

i (1n ; 1p; ®; Â¡ 1®Â) = 1 : ® Ã I G(1n ; 1p); Â Ã DG(1n ; 1p)
¤

= Pr
£
A(1n ; 1p; ®; Â¡ 1®Â) 6= inf k (Â) : ® Ã I G(1n ; 1p); Â Ã DG(1n ; 1p)

¤

· 1
2 ¡ 1

P (k ) :

So hf³ A
i (1n ; 1p; ®; Â¡ 1®Â)g1· i · N : ® Ã I G(1n ; 1p); Â Ã DG(1n ; 1p)i are inde-

pendent and identically distributed random variables with common binomial
distribution B (1; p), where p · 1

2 ¡ 1
P (k ) .

From E[³ A
i (1n ; 1p; ®; Â¡ 1®Â) : ® Ã I G(1n ; 1p); Â Ã DG(1n ; 1p)] · 1

2 ¡ 1
P (k )

and by applying Chebyshev's inequality, we get

Pr

"
1
N

NX

i =1

³ A
i (1n ; 1p; ®; Â¡ 1®Â) ¸

1
2

: ® Ã I G(1n ; 1p); Â Ã DG(1n ; 1p)

#

· P(k)2Var

"
1
N

NX

i =1

³ A
i (1n ;1p; ®; Â¡ 1®Â) : ®Ã I G(1n ;1p); ÂÃ DG(1n ;1p)

#

:

Becausehf³ A
i (1n ; 1p; ®; Â¡ 1®Â)g1· i · N : ® Ã I G(1n ; 1p); Â Ã DG(1n ; 1p)i are

pairwise independent and because

Var[³ A
i (1n ; 1p; ®; Â¡ 1®Â) : ® Ã I G(1n ; 1p); Â Ã DG(1n ; 1p)] < 1

4 ;

it follows that

Var

"
1
N

NX

i =1

³ A
i (1n ; 1p; ®; Â¡ 1®Â) : ® Ã I G(1n ; 1p); Â Ã DG(1n ; 1p)

#

< 1
4N :

Thus,

Pr
h

1
N

P N
i =1 ³ A

i (1n;1p; ®; Â¡ 1®Â) ¸ 1
2 : ®Ã I G(1n ; 1p); ÂÃ DG(1n;1p)

i
< 1

Q(k ) :



That is to say,

Pr[C(1n;1p; ®; Â¡ 1®Â) = inf k (Â) : ®Ã I G(1n;1p); ÂÃ DG(1n;1p)] ¸ 1 ¡ 1
Q(k ) :

ut

By this lemma and by the basic algorithm in Proposition 3, we get the
following result:

Theorem 1. inf is a hard-core predicate of cnj .

Proof. Assume that there exist a PPTA A, an in¯nite subset F of I , and a
positive polynomial P such that for all k = (n; p) 2 F

Pr[A (1n ; 1p; ®; Â¡ 1®Â) = inf k (Â) : ® Ã I G(1n ; 1p); Â Ã DG(1n ; 1p)] ¸ 1
2 + 1

P (k ) :

From Lemma 1, there is a PPTA C such that for all k = (n; p) 2 F

Pr[C(1n ; 1p; ®; Â¡ 1®Â) = inf k (Â) : ® Ã I G(1n ; 1p); Â Ã DG(1n ; 1p)] ¸ 1 ¡ 1
2pn 3 :

Fix k = (n; p) 2 F . Using the basic algorithm in Proposition 3, on input
(1n ; 1p; ®; Â¡ 1®Â), where ® Ã I G(1n ; 1p); Â Ã DG(1n ; 1p), M executesthe
following algorithm:

1. ¯ 0 Ã Â¡ 1®Â; Â0 Ã en ¡ 1.
2. for u = ¡ p to p do
2.1. if ¯ 0 = ¢ ¡ u

n ¡ 1®¢ u
n ¡ 1, then go to step 4.

3. for j = 1 to n ¡ 1 do
3.1. i uÃ f 0; 1; : : : ; n ¡ 2g.
3.2. if C(1n ; 1p; ®; ¾i ¯ 0¾¡ 1

i ) = C(1n ; 1p; ®; ¯ 0), then
Â0 Ã ¾i Â0; ¯ 0 Ã ¾i ¯ 0¾¡ 1

i ,
elsego to step 3.

3.3. for u = ¡ p to p do
3.3.1. if ¯ 0 = ¢ ¡ u

n ¡ 1®¢ u
n ¡ 1, then go to step 4.

3.4. go to step 3.
4. output ¢ u

n ¡ 1Â0.

Each repetition of the above algorithm makes two calls to C independently
and the number of repetitions of the algorithm is at most p(n ¡ 1)3. By the
de¯nition of DG and M , for all k = (n; p) 2 F

Pr
£
³ ¡ 1®³ = Â¡ 1®Â:®Ã I G(1n; 1p); ÂÃ DG(1n; 1p); ³Ã M (1n; 1p; ®;Â¡ 1®Â)

¤
> 1

2pn 3 :

ut

Notice that hard-core predicates are used to construct pseudorandomgen-
erators in some casesby Blum-Micali's general method [8]. Loosely speaking,
if l : N ¡ ! N is a stretching function and f : f 0; 1gn ¡ ! f 0; 1gn is a 1 ¡ 1



one-way function with a hard-core b, then G(s) def= b(x1)b(x2) ¢¢¢b(x l (n ) ) is a
pseudorandomgenerator, where x0 = s and x i = f (x i ¡ 1) for i = 1; : : : ; l (n).
This method doesnot apply to inf becausecnj ®(D k ) is much larger than D k .
From the fact that most known one-way functions in braid groups (see[19]) do
not preserve their ¯nite domains, hard-core predicates in braid groups seemto
have no relation to this method.

4 Pseudorandom Schemes

The original KL-Assumption is as follows:

Given a triplet (®; Â¡ 1®Â;Ã¡ 1®Ã) of elements in Bn , whereÂ 2 h¾1; : : :,
¾b n

2 c¡ 1i and Ã 2 h¾b n
2 c+1 ; : : : ; ¾n ¡ 1i , it is computationally infeasible to

¯nd Ã¡ 1Â¡ 1®ÂÃ.

Let m(n) def= bn
2 c. For every k = (n; p) 2 I , let m mean m(n) and let LD k

def=
[¡ p;p]m . Considera group monomorphism¿ : Bn ¡ m ¡ ! Bn de¯ned by ¿(¾i ) =
¾m + i for i = 1; : : : ; n ¡ m ¡ 1. Then ¿(Bn ¡ m ) = h¾m +1 ; : : : ; ¾n ¡ 1i is a subgroup

of Bn isomorphic to Bn ¡ m . Let RD k
def= ¿([¡ p;p]n ¡ m ). Here, we de¯ned m(n)

as bn
2 c for notational convenience.Instead, it can take any number around this.

From the de¯nition of LD k and RD k , for every k = (n; p) 2 I and every (Â;Ã) 2
LD k £ RD k , it follows that: (i) ÂÃ = ÃÂ, (ii) ÂÃ 2 [¡ p;p]n . (i) is trivial. (ii)
usesthe fact that there exists ³ 2 B +

n such that ¢ n = ¢ m ¿(¢ n ¡ m )³ .

For every k = (n; p) 2 I and every ® 2 I k , let Rk ;®
def= f ³ ¡ 1®³ j ³ 2 [¡ p;p]n g.

Using thesenotations, the DKL-Assumption is stated as follows:

[The DKL-Assumption]

For every PPTA A, every positive polynomial P, and all su±ciently large k =
(n; p)'s in I ,
¯
¯
¯ Pr

£
A(®; Â¡ 1®Â;Ã¡ 1®Ã; Ã¡ 1Â¡ 1®ÂÃ) = 1 : ®Ã I G(1n;1p); Â uÃ LD k ; Ã uÃ RD k

¤

¡ Pr
£
A(®; Â¡ 1®Â;Ã¡ 1®Ã; ¯ ) = 1 : ®Ã I G(1n;1p); Â uÃ LD k ; Ã uÃ RD k ; ¯ uÃ Rk ;®

¤̄̄
¯

< 1
P (k ) :

Actually , there is no known PPTA sampling Â from LD k uniformly at ran-
dom. However, from Corollary 1, one can construct a PPTA LD G such that for
every k = (n; p) 2 I , LD G(1n ; 1p) is uniformly distributed on [LD G(1n ; 1p)] ½
LD k . Moreover, for every polynomial Q, j[LD G(1n ; 1p)]j > Q(k) for all su±-
ciently large k = (n; p)'s in I . So, in this sectionsaying that Â uÃ LD k implicitly
meanstwo folds. On the one hand, we have such a LD G as this. On the other
hand, Â Ã LD G(1n ; 1p). In other words, LD k means[LD G(1n ; 1p)] in a proba-
bilistic sense.Likewise,let us view Â uÃ RD k and Â uÃ Rk ;® in this way.



Under this DKL-Assumption, this section constructs a pseudorandomgen-
erator and a pseudorandomsynthesizer which are similar to those basedon the
decisionDi±e-Hellman assumption[22]. Sincethe securitiesare proved typically
by the standard hybrid techniques [13,16,22,23], we only sketch them.

4.1 Pseudorandom Generator

Recall the formal de¯nition of pseudorandomgenerator.

De¯nition 4 ([26, 8]). A deterministic polynomial-time algorithm, G : f 0; 1g¤

¡ ! f 0; 1g¤, is called a pseudorandomgenerator if there exists a stretching func-
tion, l : N ¡ ! N , so that for all x 2 f 0; 1g¤, jjG(x)jj = l(jjxjj ) and if for every
PPTA A, every positive polynomial P, and all su±ciently large n's in N

¯
¯
¯Pr[A (G(x)) = 1 : x uÃ f 0; 1gn ] ¡ Pr[A (r ) = 1 : r uÃ f 0; 1gl (n ) ]

¯
¯
¯ < 1

P (n ) :

The ideaof this sectionis asfollows: Given (®; Â¡ 1®Â) for ® 2 Bn ; Â 2 Bm , it
looks hard to ¯nd Â even if we know (Ã¡ 1

i ®Ãi ; Â¡ 1Ã¡ 1
i ®Ãi Â)'s for polynomially

many Ãi 's randomly chosenin ¿(Bn ¡ m ).

Notation. For every k 2 I and every ® 2 I k , let LR k ;®
def= f Â¡ 1®Â j Â 2 LD k g.

De¯nition 5 (PGI GK L ). An instancegenerator PGI GK L is a probabilistic al-
gorithm that on input (1n ; 1p; 1l ), where k = (n; p) 2 I and l 2 N , executes the
following:

® Ã I G(1n ; 1p); ®1; : : : ; ®l
uÃ LR k ;® ; output (®; ®1; : : : ; ®l ).

By the de¯nition of I G in x3.2, PGI GK L clearly runs in polynomial in (k; l )
time.

Construction 2. Let l : I ¡ ! N be a polynomial. For every k = (n; p) 2
I , ® 2 I k , ® = (®1; : : : ; ®l ) 2 (LR k ;®) l , de¯ne g®;® : RD k ¡ ! (Rk ;®) l by
g®;® (Ã) = (Ã¡ 1®1Ã; : : : ; Ã¡ 1®l Ã), where l = l(k). Let Gk be the randomvariable
that assumesas values the function g®;® , where the distribution of (®; ®) is

PGI GK L (1n ; 1p; 1l ). Let GK L
def= f Gk gk2 I .

The following result shows that GK L is pseudorandomat least as secureas
the DKL-Assumption.

Theorem 2. If the DKL-Assumption holds, then for every PPTA A, every pos-
itive polynomial P, and all su±ciently large k = (n; p)'s in I ,

¯
¯
¯ Pr

£
A(g®;® (Ã)) = 1 : (®; ®) Ã PGI GK L (1n ; 1p; 1l ); Ã uÃ RD k

¤

¡ Pr
£
A(¯ 1; : : : ; ¯ l ) = 1 : ® Ã I G(k); ¯ 1; : : : ; ¯ l

uÃ Rk ;®
¤¯

¯
¯

< 1
P (k ) ;

where l = l(k).



Sketchof Proof. Fix k = (n; p) 2 I and let l = l(k). First, de¯ne a PPTA M , on
input h®; Â¡ 1®Â;Ã¡ 1®Ã; ~̄i where ® 2 I k , Â 2 LD k , Ã 2 RD k , and ~̄ 2 Rk ;® ,
from A as:

1. J uÃ f 1; : : : ; lg.
2. Â1; : : : ; ÂJ ¡ 1

uÃ LD k ; ¯ J +1 ; : : : ; ¯ l
uÃ Rk ;® .

3. H def= hÂ¡ 1
1 Ã¡ 1®ÃÂ1; : : : ; Â¡ 1

J ¡ 1Ã¡ 1®ÃÂJ ¡ 1; ~̄; ¯ J +1 ; : : : ; ¯ l i .
4. Output A (H ).

Next, for each i 2 f 1; : : : ; lg, de¯ne the i -th hybrid distribution

H k ;l
i = hÃ¡ 1®1Ã; : : : ; Ã¡ 1®i Ã; ¯ i +1 ; : : : ; ¯ l i ;

where (®; ®1; : : : ; ®i ) Ã PGI GK L (1n ; 1p; 1i ); Ã uÃ RD k ; ¯ i +1 ; : : : ; ¯ l
uÃ Rk ;® .

Then we get that
¯
¯
¯Pr

£
M (®; Â¡ 1®Â;Ã¡ 1®Ã; Ã¡ 1Â¡ 1®ÂÃ) = 1 : ®Ã I G(1n ; 1p); Â uÃ LD k ; Ã uÃ RD k

¤

¡ Pr
£
M (®; Â¡ 1®Â;Ã¡ 1®Ã;¯ )=1:®Ã I G(1n;1p); Â uÃ LD k ; Ã uÃ RD k ; ¯ uÃ Rk ;®

¤̄̄
¯

=
1
l

¯
¯
¯Pr

£
A(H k ;l

l ) = 1 : (®; ®1; : : : ; ®l ) Ã PGI GK L (1n ; 1p; 1l ); Ã uÃ RD k
¤

¡ Pr
£
A(H k ;l

0 ) = 1 : ® Ã I G(1n ; 1p); ¯ 1; : : : ; ¯ l
uÃ Rk ;®

¤̄̄
¯:

Using these, the theorem can be proved by contradiction. ut

So,GK L generatespseudorandomsequencesof braids in Rk ;® . A pseudoran-
dom generatorcan be constructed from GK L by making useof the leftover hash
lemma and pairwise independent hash functions [18,16,22].

The expansion property of the pseudorandom generator depends on the
choice of l(¢). Namely, l (¢) should satisfy: l (k) log2 jRk ;® j > 2jjRD k jj . Using the
fact that jRk ;® j ¸ jLD k j ¢jRD k j, l (n; p) = 2pn su±ces.

4.2 Pseudorandom Syn thesizer

Although the notion of pseudorandomsynthesizerwas¯rst intro ducedby Naor et
al. [23] asa useful tool to get a parallel construction of a pseudorandomfunction,
it is important itself asanother type of pseudorandomgenerator.More precisely,
pseudorandomsynthesizersmay be useful for software implementations of pseu-
dorandomgeneratorsbecausefrom a pseudorandomsynthesizera pseudorandom
generator with long output length can be easily de¯ned and subsequencesof its
output can be computed directly.

Recall the formal de¯nition of a pseudorandomsynthesizer:

Notation ([23]). Let f : f 0; 1g2n ¡ ! f 0; 1gl be any function, and let x =
(x1; : : : ; xk ) and y = (y1; : : : ; ym ) be two sequencesof n-bit strings. We de¯ne
C f (x; y) to be the (k £ m)-matrix (f (x i ; yj )) i;j .



De¯nition 6 ([23]). Let l : N ¡ ! N be any function, and let S : f 0; 1g¤ £
f 0; 1g¤ ¡ ! f 0; 1g¤ be a polynomial-time computablefunction such that for every
x; y 2 f 0; 1gn , jjS(x; y)jj = l(n). Then S is a pseudorandomsynthesizer if for
every PPTA A, every two positive polynomials P and m, and all su±ciently
large n's

jPr[A (CS (x; y)) = 1] ¡ Pr[A (( r i;j )1· i;j · m ) = 1]j < 1
P (n ) ;

where m = m(n) and x1; : : : ; xm ; y1; : : : ; ym
uÃ f 0; 1gn ; x = (x1; : : : ; xm ), y =

(y1; : : : ; ym ); r 1;1; : : : ; r m;m
uÃ f 0; 1gl (n ) .

As mentioned in x1.1, the notion of pseudorandomsynthesizer is stronger
becausepseudorandomsynthesizers require that f S(zi )g1· i · m 2 remains pseu-
dorandom even when the zi 's are of the form f x i ± yj g1· i;j · m , where ± stands
for x concatenated with y. If l (n) > 2n for all n 2 N , a pseudorandomsyn-
thesizer directly becomesa pseudorandomgenerator with m(n) = 1. However,
every pseudorandomgenerator is not a pseudorandomsynthesizer (See[23] for
example).

Now weconstruct a pseudorandomsynthesizerbasedon the DKL-Assumption.

Construction 3. For every k = (n; p) 2 I and every ® 2 I k , de¯ne s® :
LD k £ RD k ¡ ! Rk ;® by s®(Â;Ã) = Ã¡ 1Â¡ 1®ÂÃ. Let Sk be the random variable
that assumesas valuesthe function s® according to the distribution, I G(1n ; 1p).

Let SK L
def= f Sk gk2 I .

Then we get the following result:

Theorem 3. If the DKL-Assumption holds, then for every PPTA A, every pos-
itive polynomials l ; P, and all su±ciently large k = (n; p)'s in I ,

jPr[A (C s® (Â;Ã)) = 1] ¡ Pr[A ((° i;j )1· i;j · l ) = 1]j < 1
P (k ) ;

where l = l(k) and ® Ã I G(1n ; 1p); Â1; : : : ; Âl
uÃ LD k ; Â = (Â1; : : : ; Âl );

Ã1; : : : ; Ãl
uÃ RD k ; Ã = (Ã1; : : : ; Ãl ); ° 1;1; : : : ; ° l ;l

uÃ Rk ;® .

Sketchof Proof. Fix k = (n; p) 2 I and let l = l(k). First, de¯ne a PPTA M , on
input h®; Â¡ 1®Â;Ã¡ 1®Ã; ~̄i where ® 2 I k , Â 2 LD k , Ã 2 RD k , and ~̄ 2 Rk ;® ,
from A as:

1. J uÃ f 1; : : : ; l2g.
2. Compute J1; J2 such that 1 · J1; J2 · l and J = l(J1 ¡ 1) + J2.

3. Let ÂJ 1

def= Â and ÃJ 2

def= Ã.
4. Â1; : : : ; ÂJ 1 ¡ 1

uÃ LD k ; Ã1; : : : ; ÃJ 2 ¡ 1; ÃJ 2 +1 ; : : : ; Ãl
uÃ RD k ; ¯ J +1 ; : : : ; ¯ l 2

uÃ
Rk ;® .

5. De¯ne the (l £ l)-matrix H = (hi;j )1· i;j · l to be

hi;j =

8
><

>:

Ã¡ 1
j Â¡ 1

i ®Âi Ãj if l (i ¡ 1) + j < J;
~̄ if l (i ¡ 1) + j = J;

¯ w if w def= l(i ¡ 1) + j > J:



6. Output A (H ).

Next, for each 0 · r · l2, de¯ne the r -th hybrid distribution H k ;l
r =

(hi;j )1· i;j · l to be

hi;j =

(
Ã¡ 1

j Â¡ 1
i ®Âi Ãj if l (i ¡ 1) + j · r;

¯ w if w def= l(i ¡ 1) + j > r;

where ® Ã I G(1n ; 1p); Â1; : : : ; Âl
uÃ LD k ; Ã1; : : : ; Ãl

uÃ RD k ; ¯ r +1 ; : : : ; ¯ l 2
uÃ

Rk ;® .
Then we get that

¯
¯
¯Pr

£
M (®; Â¡ 1®Â;Ã¡ 1®Ã; Ã¡ 1Â¡ 1®ÂÃ) = 1 : ®Ã I G(1n ; 1p); Â uÃ LD k ; Ã uÃ RD k

¤

¡ Pr
£
M (®; Â¡ 1®Â;Ã¡ 1®Ã;¯ )=1:®Ã I G(1n;1p); Â uÃ LD k ; Ã uÃ RD k ; ¯ uÃ Rk ;®

¤̄̄
¯

=
1
l2

¯
¯
¯Pr

£
A(H k ;l

l 2 ) = 1 : ® Ã I G(1n ; 1p); Â1; : : : ; Âl
uÃ LD k ; Ã1; : : : Ãl

uÃ RD k
¤

¡ Pr
£
A(H k ;l

0 ) = 1 : ® Ã I G(1n ; 1p); ¯ 1; : : : ; ¯ l 2
uÃ Rk ;®

¤̄̄
¯:

Using these, the theorem can be proved by contradiction. ut

5 Concluding Remarks

This article has consideredtwo related hard problems in braid groups: the con-
jugacy and the Ko-Lee problems, which are believed to be computationally in-
feasiblein our current state of knowledge.

Assuming that the conjugacy problem is one-way, we have presented two
peculiar hard-core predicates that are provably secureusing the in¯m um and
the supremum of a braid. This means that, given (®; Â¡ 1®Â), predicting the
least signi¯cant bit of inf (Â) (or sup(Â)) is as hard as the entiret y of Â.

Under the decisionKo-Lee assumption,we have proposedtwo practical pseu-
dorandom schemes,a pseudorandomgeneratorand a pseudorandomsynthesizer,
that are provably secure.

Braid groups are quite di®erent from the other groups which have been
dealt with so far. So the known methods to turn hard-core predicatesinto pseu-
dorandom generators and to turn pseudorandomgenerators or pseudorandom
synthesizers into pseudorandomfunction generatorscannot be applied naively.
Therefore, a natural line for further research is to study how to get these next
cryptographic primitiv es from our results.
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