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Abstract.  The shrinking generator is a well-known keystream genera-
tor composed of two linear feedbad shift registers, LFSR; and LFSR,
where LFSR is clock-controlled according to regularly clocked LFSR».
A probabilistic analysis of the shrinking generator which shows that this
generator can be vulnerable to a speci ¢ fast correlation attack is con-
ducted. The st stage of the attack is basedon a recursive computation
of the posterior probabilites of individual bits of the regularly clocked
LFSR: sequencewhen conditioned on a given segmen of the keystream
sequence.Theoretical analysis shows that these probabilities are signi -
cantly di®erert from one half and can hence be used for reconstructing
the initial state of LFSR1 by iterativ e probabilistic decading algorithms
for fast correlation attacks on regularly clocked LFSR's. In the second
stageof the attack, the initial state of LFSR; is reconstructed in a similar
way, which is based on a recursive computation of the posterior proba-
bilites of individual bits of the LFSR, sequencewhen conditioned on the
keystream sequenceand on the reconstructed LFSR; sequence.

Key words. Stream ciphers, unconstrained irregular clocking, posterior
probabilities, fast correlation attacks.

1 Intro duction

The shrinking generator [1] is a well-known keystream generator for stream ci-
pher applications. It consistsof only two linear feedbadk shift registers(LFSR's).
The clock-controlled LFSR, LFSRy, isirregularly clocked accordingto the clock-
cortrol LFSR, LFSR;,, which is regularly clocked. More precisely at ead time,
both LFSR's are clocked once and the bit produced by LFSR; is taken as the
output bit if the clock-control bit produced by LFSR; is equalto 1. Otherwise,
the output bit is not produced. The output sequencas thus a nonuniformly dec-
imated LFSR; sequencelt is recommendedin [1] that the LFSR initial states
and the feedba& polynomials be de ned by the secretkey. Under certain condi-
tions, the output sequencegpossess long period, a high linear complexity, and
good statistical properties.

As pointed out in [1], a basic divide-and-conquer attack on the shrinking
generator is the linear consistencyattack [17] on LFSR, which requiresthe ex-
haustive seard through all possibleinitial states and feedba& polynomials of



LFSR,. On the other hand, a probabilistic correlation attack targeting LFSR;
which requiresthe exhaustive seard through all possibleinitial statesand feed-
badk polynomials of LFSR; is proposedin [4] and analyzed by computer sim-
ulations in [15]. A reduced complexity method basedon searding for speci ¢
subsequencesf the output sequences suggestedin [9], but both the complex-
ity and the required keystream segmen length are exponertial in the length of
LFSR;.

It is shown in [3] that the output sequencanay have a detectablelinear sta-
tistical weaknesdf the feedbadk polynomial of LFSR; haslow-weight polynomial
multiples of moderately large degrees.It is suggestedin [5] that this weakness
may even be usedfor recovering the LFSR; feedba& polynomial. A theoretical
framework for a fast correlation attack targeting the initial state of LFSR; is
also proposedin [5], but the attack is not implemented as it requires a searh
for speci ¢ polynomial multiples of the LFSR; feedbad polynomial.

The objective of this paper is to investigate if the initial states of LFSR1
and LFSR; can be reconstructed by an algorithm that would not require the
exhaustive seard through all possibleinitial states and whose complexity can
be suzciently small even for large LFSR lengths. The LFSR feedba& polyno-
mials are assumedto be known. The basic point of our approac is to consider
the posterior probabilites of individual bits of the regularly clocked LFSR; se-
quencewhen conditioned on a given segmen of the keystream sequenceln the
probabilistic model where the LFSR sequencesare assumedto be independert
and purely random,! a recursion and an explicit expressionfor computing these
probabilities with complexity quadratic in the keystream segmen length are
both derived. A theoretical analysis shaws that the computed posterior proba-
bilities can be signi cantly di®erert from one half for a purely random output
sequenceln a more generalprobabilistic model, in which the LFSR; sequencés
assumedto be a sequenceof independert, not necessarilyuniformly distributed,
binary random variables, it is proved that the posterior probabilities can be
recursively computed with complexity cubic in the keystream segmen length.

Accordingly, astheseprobabilities represent soft-valued estimatesof the cor-
responding bits of the regularly clocked LFSR; sequencethey can be usedin an
iterativ e probabilistic decading algorithm for fast correlation attacks on regularly
clocked LFSR's (e.g., see[11], [12], and [8]). It is known that the complexity of
such an algorithm primarily dependson the degreesand numbers of low-weight
polynomial multiples of the feedba& polynomial of LFSR; which, according
to [10], [7], and [14], may also cortain an additional number of concerrated
nonzeroterms. The initial state of LFSR; canthus be recovered. A more sophis-
ticated method in which the posterior probabilities are iterativ ely updated by
intertwining the probabilistic decading with the recursive computation is also
introduced.

In addition, a composite method that e®ectively enhanceghe posterior prob-
abilities for longer keysteam segmefts is proposed. Essertially, it consists in

1 A sequenceof independert uniformly distributed random variables over a Tnite set
is called purely random.



dividing a longer keystream segmen into subsegmets of equal length, in com-
puting the posterior probabilities for the subsegmets, and then in combining
these posterior probabilities appropriately.

If the posterior probabilities corresponding to a given keystreamsequenceare
not suzciently di®erert from one half, they can be computed for subsequences
of the keystream sequenceobtained by discarding the initial segmen of variable
length until the signi cant posterior probabilities are obtained. This will improve
the performanceof the fast correlation attacks explained above, but the length
of the initial LFSR; segme hasﬁo be guessedFor the initial output segmen of
length j i 1, onehasto make O(' 2j) guessesround the expectedvalue 2j j 1.
Moreover, one can thus also seart for the outstanding posterior probabilities
and then apply an information set decading algorithm to recover the LFSR;
initial state. The successof such an algorithm is independent of the LFSR;
feedba& polynomial, but the achievable complexity is still exponertial in the
length of LFSR;. This improvesthe reduced complexity method [9].

The secondpoint of our approadc is to consider the posterior probabilites
of individual bits of the regularly clocked LFSR, sequencewhen conditioned
on a given segmen of the keystream sequenceand on the reconstructed LFSR;
sequenceas suggestedin [9]. It is proved that these probabilities can be recur-
sively computed with complexity cubic in the keystream segmen length, thus
shawing that the expressiongiven in [9] is incorrect. As the LFSR; sequence
is assumedto be known, the computed posterior probabilities are more distin-
guishedfrom one half than in the caseof LFSR;. This makesthe reconstruction
much easier. Consequetly, the initial state of LFSR, can be recovered either
by an iterativ e probabilistic decading algorithm or by a simple information set
decdaling algorithm using a subsetof the probabilities closeto zero or one.

Section 2 contains an overview of known results concerning the posterior
probabilities of blocks of LFSR; bits. The results regarding the posterior prob-
abilities of individual LFSR; and LFSR;, bits are preseried in Sections3 and 4,
respectively. These posterior probabilities are theoretically analyzedin Section
5. The combined fast correlation attacks are proposedin Section 6, and conclu-
sionsare given in Section 7. Proofs of two underlying theoremsare presered in
AppendicesA and B.

2 Posterior Probabilities of Blo cks of LFSR ; Bits

We usethe notation A = a;;ay;::: for abinary sequenceAy for its subsequence
a; a1, AN forits pre x (&)L, = ap;az;:::an, and A} for its subsequence
(@)L = ak;ak+1;:::;an. If its length is nite, then A is called a string. Let
w(A) and d(A) denote the numbers of 1's and O's in A, respectively. For sim-
plicity, we keepthe samenotation for random variables and their values.

Let X, C, and Y denote the output sequencef LFSR;, LFSR;, and the
shrinking generator itself, respectively. In a general model, let X and C be
arbitrary binary sequencesThen Y is obtained from X by the nonuniform deci-
mation accordingto C, that is, a bit x; is deletedfrom X i®¢; = 0. Accordingly,



Y is a function of X and C, Y = F(X;C), wherethe length of Y may be nite
and is equalto w(C). Thus Y" is a function of X and C, Y" = F"(X;C), for
any 1- n- w(C). If w(C) = 0, then Y is not produced. If w(C") =1, 1and
¢y, = 1, theny, = x,. It follows that y, is a function of X, and C, f,(X,;C).

We assumea probabilistic model where X and C are independert and purely
random binary sequenceslt then follows that the output sequenceY is also
purely random. We are rst interested in deriving the posterior probability
Prf X" j Yg which is in this model equal to PrfX" j Y"g. To this end, ac-
cording to [4], de ne the following conditional probability for pre xes of X and
Y

Qless) &
It is in fact the probability that Y S is obtained by deleting e bits from a given
string X ®* S, The permissiblevaluesof sandeare0- s- nand0O- e- nj s,
where Y © denotesan empty set and, formally, Q(0;0) = 1. This probability can
be computed recursively by

PriYs;d(C® %) = ej X**3g: 1)

Qess) = S Qe 1) + 5 HXeesiys) Qeisi 1) @

where the terms on the right-hand side corresponding to unpermissible values
of eor s (i.e.,, for e= 0 or s = 0) are assumedto be equal to zero (see[4] and
Appendix B). Here, £(i; j ) or & is the Kronecker symbol, i.e., (i;j) = 1ifi = j
and +(i;j) = 0ifi 6 j.

Consequetly, we have

X
PrfY" jX"g= PrfY";d(C") = ej X"g
e=0

PrfYnni e+l ani e;d(Cn) = e;X”gQ(e;n i e)
e=0
X

20°Q(eni e ®3)
e=0
in view of the fact that, on the condition that d(C") = e, the string Y, o,; is
obtained by decimating X ,+; accordingto Cy+; , where X 41 and C,.; remain
to be mutually independert and purely random (even when conditioned on X "
and Y"i €). Therefore, under the given conditions, Y\ .,; remainsto be uni-
formly distributed. Further, as X" and Y" are both uniformly distributed, we
have

X
PriX"jY"g = PrfY" jX"g = 2°Q(e;nj e) 4)
e=0
which is computed in O(n?) time and O(n) space.The probability (4) can be

found in [9], and also correspondsto the probability derived in [6] for the alter-
nating step generator, becausethe nonuniform decimation of a purely random



sequencecan beregardedasthe inverseoperation to the nonuniform interleaving
of two purely random sequencesvhich is inherert to this generator.

For easeof computation, one can introduce N (e;s) = 2% °Q(e;s) which
represerts the number of clock-control strings C®*S that result in Y* from a
given X ®* S, Theseintegerscan be computed by the recursion

N(e;s) = N(ej Ls) + HXers;Ys) N(e;si 1) (5)
Then
X
Prfx"jyng = 2i" 2'¢N(e;nj e): (6)
e=0

It is proposedin [4] to usethe probability Q(m j n;n), wherem % 2n, in
order to reconstruct the LFSR; initial state from a given keystream segmem
Y". This probability is computed in O(n(m j n)) = O(n?) time. Statistical
experiments from [15] shaw that n % 20r; is suxcient for a successfulrecon-
struction.? Here, Q(m j n;n) is used as a measureof correlation betweenY"
and X ™, where X™ is produced from an assumedLFSR; initial state. It would
be interesting to compare Q(m j n;n) with the posterior probability (4) with
respect to the minimum keystreamsegmei length and the complexity required.
Howevwer, the exhaustive seard over all possibleLFSR; initial statesis required
for both measures.It is worth mertioning that a conclusionfrom [9] that the
required n is independert of r; is incorrect, because,accordingto the deletion
channel capacity argumert, n must be linear in r; (see[4] and [15]).

3 Posterior Probabilities of Individual LFSR ; Bits

In this section, the posterior probabilities of individual bits of the regularly
clocked LFSR; sequencewhen conditioned on a given segmem of the keystream
sequenceare introduced. In Section 3.1, it is shown that these probabilities can
be computedrecursively in a probabilistic model in which the LFSR, sequences
assumedto be purely random, the LFSR; sequencds assumedto be a sequence
of independert binary random variables, and both sequencesare assumedto
be mutually independert. This general model is relevant for a fast correlation
attack on LFSR; in which the posterior probabilities are iterativ ely updated by
intertwining the recursive computation with a probabilistic decaling algorithm
usedin fast correlation attacks on regularly clocked LFSR's. In Section 3.2, a
special caseof this model in which the LFSR; sequencds assumedto be purely
random is considered.This caseis especially relevant for a fast correlation attack
on LFSR; in which the posterior probabilities recursively computed in the “rst
stageare then processedby an iterativ e probabilistic decading algorithm in the
secondstage.

2 The length of LFSR; is denoted asri, i = 1;2.



3.1 General Probabilistic Mo del

Generalizethe probabilistic model from Section2 in such away that a pre x of X
neednot be purely random. More precisely let X be a sequenceof independert

binary random variables (bits) such that Prfx; = 1g= pj for1- i - n and
Prfx; = 1g= 0:5fori > n, wheren is agivenpositive integer. Our objective here
is to determine the posterior probabilities f; = Prfx; = 1jY"gfor1- i - n.
It follows that
_PriY"jx = 1g,
B = pi W (7)
The problem is how to compute the probabilities PrfY" j x; = 1g and

PrfY"g ezxciently. To this end, introduce the following partial probabilities, for
pre xes of Y,

f

P (e:s) & Privs:d(C® ) = ejx = 1g @)

P(e;s) € Prfys;d(C®®) = eg )
forO- s- nand0- e- nj s, whereformally P(0;0)= 1 and P;(0;0) = 1.
The following theorem, proved in Appendix A, shows that the partial proba-
bilities canbe computed recursively and then usedto obtain the desiredposterior
probabilities by (7).

Theorem 1. For any givenY" andeach1l- i - n, wehave
P, _
o 21 ¢Pi(e;n
p = p gl DilENI O (10)

oo 2ieP(eini €

where the partial probabilities are determined recursively by
1
Pi(e;s) = SPi(ei 1s)

+ %(ﬁ;e+s)’s + (1§ Hers)(YsPers+ (Li Ys)(Li Pesrs)) Pi(e;si 1)
(11)

P(e;s) = %P(ei 18) + %(yspe+s+ (Li ys)Li pers)) P(e;ssi 1) (12)

for0:- s- n,0:- e- nj s, and (e;s) 6 (0;0), from the initial values
Pi(0;0) = P(0;0) = 1. (The terms on the right-hand sides of these equations
correspnding to unpermissible valuesof e or s, i.e.,, for e= 0 or s = 0, are
assume to be equal to zerm.)

The time and spacecomplexities of the corresponding algorithm are clearly
O(n®) and O(n), respectively. The algorithm may thus be feasible even if n
is large. For computational corvenience,the multiplicativ e factor 0.5 can be
removed from the recursionswithout a®ectingthe valbesof the posterior proba-
bilities. The time complexity can be redugedto O(n?" n) if P;(e;s) and P(e;s)
are computed approximately, only for O(' 2s) valuesof e around s.



3.2 Purely Random String Probabilistic Mo del

Considernow the model in which X is a purely random sequencelt is a particu-
lar instance of the generalmodel from Section3.1in which p; = 0:5|, 1-4i- n.In
this model, the recursion (12) canbe explicitly solvedasP (e;s) = ©.° 2i (¢*29),
sothat PrfY"g= 2i ", asto be expected. Accordingly, the posterior probabili-
ties can be computed by the following corollary to Theorem 1.

Corollary 1. If X is purely random, then for any givenY" andeach1 - i - n,
we have
po= 2" 2iepi(eni € (13)
e=0

where the partial probability is determined recursively by
1 1
Pi(eis) = SPi(ei Lis) + ;(1+ fers(ysi D)Pi(eisi 1) (14)
for0O- s- n,0- e- nj s, and (e;s) 6 (0;0), from the initial value
Pi(0;0) = 1.

Further simpli cation and an explicit expressioncan be obtained by using
the fact that X is purely random. Namely, in a similar way as(34) in Appendix
A, we obtain

XI
PrfY"jxi = 1g=  PrfY";d(C') = ej x; = 1g

e=0
Xi

= PriY" Y% d(C)=ejx = 1g
e=0
Xi

= PriY," ¢s1 i Y % d(C') = e;x; = 1gPi(eii i €)
e=0

X . .
=200 giep(egij e = 20D privyljx = 1g:

e=0
(15)
As a consequenceywe have
Prix; = 1jY"g = Prix; = 1jY'g: (16)
Also, it follows that
. 1 . 1 .
Pi(e;jij e = EP(ei Lije + éyiieP(e;u ej 1) a7

i..c
where P (e;s) = 2i (¢¥25) M (e:s), M (e;s) = 'e‘;s , and the binomial coexcients
can be computed recursively by

M(e;s) = M(ej 1;s) + M(e;sj 1) (18)



forO- s- nj 1,0- e- nj 1j s,and (e;s) & (0;0), from the initial value
M (0;0) = 1. Then (13) and (17) imply that

X HH f (VO | 1

1._. il ij 1
= Zoil + 2 s : 1
B 2 ) ej 1 e Jie (19)
e=0

Finally, we obtain the following theorem.
Theorem 2. If X is purely random, then for any givenY" andeachl1 - i - n,
we have A |

B = Tl say i 1‘”y». . (20)

| 2 2 o e i e .

The time and spacecomplexities of the algorithm corresponding to Theorem
2 are O(n?) and O(n), respectively, where the binomial coexcients can be re-
cursively precomputedin O(n?) time by using (18). However, (20) shows that p;
can be numerically approximated with an arbitrarily small error by using only
(o] I5 i 1=2) valuesof e around (i j 1)=2. This reducesthe time complexity to
O(n" n).

The following immediate corollary to Theorem 2 shaws that the posterior
probabilities cannot approac 0 or 1.

Corollary 2. If X is purely random, then for any givenY" andeach1- i - n,
we have

1 3

IR (21)

whetre the lower and upper bounds are achieval if and only if Y' consists of all
0's and of all 1's, respectively.

4 Posterior Probabilities of Individual LFSR , Bits

In this section, it is shown that the posterior probabilities of individual bits of
the regularly clocked LFSR, sequencewhen conditioned on a given segmen of
the keystream sequenceand on a segmen of the reconstructed LFSR; sequence
can be computed recursively with complexity cubic in the segmen length.
Assumingthat X and C areindependert and purely random, our objective is

to determine the posterior probabilities ¢ = Prf¢g = 1jY";X"gfor1- i n.
It follows that

1PrfY"jg = 1;X"g.

2 PrfynjXng

(22)

In Section 2, it is shavn that PrfY" j X"g can be computed recursively. The
problem is how to compute PrfY" j ¢ = 1;X"g ezciently. Similarly to (1),
de ne the following conditional probability for pre xes of X and Y

Qi(e;s)

© priys;d(C® %) = ejg = 1;,X° g (23)



forO- s- nand0- e- nj s, with Q;(0;0)= 1.

The following theorem, proved in Appendix B, shows that this probabil-
ity can be computed recursively and then usedto obtain the desired posterior
probabilities by (22). This theorem shaws that the expressionfor the posterior
probabilities given in [9] is incorrect, not only in general, but alsoin a special
caseof the probabilities Prfc = 1jY';X'g.

Theorem 3. For any givenY" and X" andeach1- i - n, wehave
P
1 21 ¢Qi(e;ni e
= > Peo 24
97 27 2 QEni 9 @y

where Q(e;s) and Q; (e;s), respectively, are determined recursively by (2) and by

Qers) = (i Hers) Quei Y + 5 (1+ Here) Hxersiy) Q(eisi )
(25)

for0- s- n,0- e- nj s, and (e;s) 6 (0;0), from the initial value
Qi(0;0)= 1.
The time and spacecomplexities of the corresponding algorithm are clearly

O(n®) and O(n), respectively. For easeof computation, one can introduce the
integersN; (e;s) = 2¢*° Q;(e;s) which can be computed by the recursion

Ni(e;s) = (1i He+s)Ni(ei 1;s) + (1+ Zgi+s) HXers: Ys) Ni(e;si 1):
(26)

Then
P e
q:_peozl N(enle)
2 L,2eN(eni e

(27)

wherethe integebsN (e;s) satisfy the recursion (5). The time complexity can be
reduced to O(n?" n) if N;(e;s) and N (e;s) are computed approximately, only
for O( 2s) valuesof e around s.

5 Analysis of Posterior Probabilities

The posterior probabilities of individual LFSR; bits computed accordingto The-
orem 2 may be useful for reconstructing the unknown LFSR; sequencefrom a
known segmen of the output sequencdf they are sutciently di®erent from one
half. According to Theorem 2 and Corollary 2, the posterior probability p; will
be closeto 1/4 (3/4) if there is an output segmen of length relatively close
to i 1=2 around the position (i j 1)=2 in the output string sud that the
relative number of 0's (1's) on this segmei is considerably di®erert from one
half. More generally, if Y1 is relatively unbalanced,that is, if the relative number



of 0'sin Y/ is considerably di®ereri from one half, then most of the posterior
probabilities of bits in X 2 will be signi cant.

As P dependson the output string Y', it is interesting to analyzethe average
value of the absolute di®erencg¢ pij = jpi i 0:5j over purely random Y'. In view
of (20), we get

xluii 1ﬂ

1_ ..
i i = Zooi (ii 1)
jepi = 2o

(Viiei OB5): (28)
e=0

Exact analysisof (28) appearsto bedi+cult. However, the following approximate

analysis establishesthat j¢ p;j is signi cantly di®erert from zerofor a uniformly

distributed Y'.

The analysisis basedon approximating a binomial distribution B (n; 0:5) by a
uniform distribution, with the sameexpectedvalue and standard deviation, over
a segmen of length %ﬁertered around 0:5n. Consequetly, let I (i) denote a
segmen of lengthm(i) ¥~ 3(i j 1) certered around 0:5(i+ 1). Then (28) reduces
to

.11 X .
j¢ B Ya s WJ (yj i 0:5)j
j21()
1/4§ ijl(i)i 0:5m(i)j (29)

where m4(i) is the number of 1'sin Y' on the segmen I (i). Now, as my(i) is
binomially distributed, we further get the following averagevaluesover Y'

jma(i) i 0:5m(i)jay ¥a P= m(i) (30)
2Y4
i€ Biaw % P P——
2N m()
Ya —p i,c,__ p _1 Ya 0:15151@1—__: (32)
|

2 243 ii1

Except maybe for the multiplicativ e constart, the approximation is very good
for i , 100. Thus, @s_i increases,it turns out that j¢ pijoy decreasesapproxi-
mately like 0:1515="i. The decreaseis to be expected, becauseof a loss of
syndironization betweenthe original and the decimated sequence Howeer, it
may be surprising that the decreasds very slow, sothat the posterior probabil-
ities remain signi cant even for relatively large valuesof i. For example,j¢ Pijay
is approximately 0.01515for i = 10000and 0.01for i = 50000.

The posterior probabilities of individual LFSR, bits computed according
to Theorem 3 depend on both the output sequenceand on the reconstructed
LFSR; sequenceThey are harder to analyze theoretically, but should be much
more di®erert from one half than the posterior probabilities of individual LFSR,
bits, becausethe LFSR; sequences assumedto be known. They can be used
for reconstructing the unknown LFSR, sequencegrom a known segmen of the
output sequenceand a segmen of the reconstructed LFSR; sequence.



6 Combined Fast Correlation Afttac ks

It isassumedhat the LFSR feedbad polynomials and a su+ciently long segmen
of the keystream sequence,in the known-plaintext scenario, are known. The
objective of cryptanalysis is to reconstruct the secret-key-dependert initial states
of LFSR; and LFSR; by an algorithm whosecomplexity can be relatively small
even for large LFSR lengths.

6.1 Basic Attac k on LFSR ;

Let Y" be a given segmen of the keystream sequenceand let X" be the cor-
responding segmen of the regularly clocked output sequenceof LFSR; whose
initial state is to be recovered. The basicattack on LFSR; consistsof two stages.

In the "rst stage,compute the posterior probabilities of individual bits of X "
by using the probabilistic model in Whiﬂ"l the input strings are assumedto be
purely random. This is achieved in O(n" n) time by applying Theorem 2 from
Section 3.2. The obtained sequenceof posterior probabilities, (pi), , is a soft-
valued estimate of X". A hard estimate, X" = (%;)[L,, of X" can be obtained
by applying the maximum posterior probability decisionrule for individual bits,
i.e.,, % = 1if f > 0:5 and %; = 0 otherwise. Therefore

Prix; 6 x; jY'g = min(p;1i p): (32)
The correlation coetcient betweenk; and x;, conditioned on Y, is then
G =1i 2Prfx; 6 xijY'g = j1i 2pi: (33)

The analysisconductedin Section5 shozvsr;rlat the expected value of ¢; over Y'!
slowly decreasespproximately like 0:303=" i asi increases.So,it remainsto be
signi cantly large even for relatively large i such asi = 10000.

In the secondstage, X" is reconstructed from (f){L; by using the LFSR;
linear recursion. Equation (32) meansthat X" can be modeled as a noisy out-
put of a time-varying binary symmetric channelwhen X " is applied to its input,
where the errors are approximately independert. As X" is a codeword of the
corresponding (truncated cyclic) linear block code, the problem of reconstructing
X" isthusessetially adecaling problem. It canbe solved by using parity-ched
basediterativ e probabilistic decaling algorithms for fast correlation attacks on
regularly clocked LFSR's (e.g., see[11], [12], and [8]). The time-variant correla-
tion coexcient should improve the performance of these attacks.

It is known that the complexity of fast correlation attacks on a regularly
clocked LFSR and the required output string length n mainly depend on the
magnitude of the correlation coe+cient and on the degreesand numbers of low-
weight polynomial multiples of the LFSR feedbad polynomial (e.g.,see[11],[13],
[7], and [8]). Successfulfast correlation attacks are reported in [8], for random
feedbak polynomials, and in [16], for low-weight feedbadk polynomials, for the
correlation coetcients assmall as2/15 and 1/16, respectively. For the shrinking
generator,accordingto Section5, the expectedvalue of the correlation coexcient



¢ is considerably di®erert from zero even if i is relatively large. For example,
this expected value is approximately equal to 1/10, 1/20, 1/35, and 1/50 for
i = 100, 1000,10000,and 50000, respectively.

Sincethe expectedvalue of ¢; slonly decreasessi increasesit is of interest
to keepn reasonablysmall. To this end, the so-calledparity cheds with memory
[10] (also see[7]) or the parity cheds sharing a given number of bits in common
[14] may be utilized. In conclusion,the secondstage of the basicfast correlation
attack on the shrinking generator may be successfulfor a large classof LFSR;
feedbad& polynomials.

If an information set decading (e.g., error-free sliding window) technique is
applied at the end, then the reconstructed string X" will satisfy the LFSR; re-
cursion, but should be tested for correlation with X . Alternativ ely, onemay use
the posterior probability (4) of blocks of LFSR; bits asa measureof correlation.

6.2 lterativ e Attac k on LFSR ;

The iterativ e probabilistic decading algorithms in the secondstage of the basic
attack from Section6.1iterativ ely update the posterior probabilities of individual

bits of X ". Therefore, the basic attack can be (considerably) improved if the
“rst stageof the attack is incorporated in iterations of the iterativ e probabilistic

decdaling algorithm chosen.For example, we proposean iterativ e attack whose
“rst iteration coincideswith the basic attack and every subsequen iteration

consists of two stages. First, update the posterior probabilities of individual

bits of X" by Theorem 1 from Section 3.1 where the posterior probabilities
from the precedingiteration are usedasthe prior probabilities. Second,update
the posterior probabilities of individual bits of X" by applying the iterativ e
probabilistic decading algorithm.

6.3 Comp osite Attac k on LFSR ;

As the posterior probabability p; slowly approadesone half asi increases,it
makes senseto divide a longer keystream segmem into subsegmets of equal
length, to compute the posterior probabilities for the subsegmets, and then to
conmbine these posterior probabilities appropriately. .

To this end, consider m overlapping output subsegmets Y!"'2"*4 0 .

jn+1
j- mi lwhereg ¥ 2(G+1)n,0- j - mj 2 and ém; 1 = 0. Compute
2n+ ¢; posterior probabilities for the corresponding LFSR; segmet Xi'f N
forear 0 - j - mj 1. Here,ig = 0 and forj > O, i; is unknown, put is

expectedto be around 2j n+ 1 within an interval of length proportional to = 2j n.
So, a segmen of 2mn posterior probabilities can be composedby guessingij,
1- j - mj 1, and by taking the posterior probabilities more di®erern from one
half for the overlapping parts of the LFSR; subsegmets. Additional ¢; bits for
the j -th subsegmenserweto 1l in a possiblegap betweenthe j-th and (j + 1)-th
subsegmets. As f slowly changeswith i, the method is not sensitiveto mi 1
guesse®f unknown positions ij .



Finally, a fast correlation attack is run by using the composed segmen of
mn consecutive posterior probabilities. It has to be run for ead of about

(mi 1)!(2n)(Mi D=2 guessesFor example,n - 20000and m - 5 are real-
istic choicesof the parameters.

6.4 Subsequence Attac k on LFSR ;

Suppose that the posterior probabilities corresponding to a given keystream
segmem Y" are not suzciently di®ereri from one half, becausethe length n
required for the succesf fast correlation attacks explained above is too large.
One can then compute the posterior probabilities for a number of subsequences
of the keystream sequenceobtained by discarding the initial segmen of vari-
able length until more signi cant posterior probabilities are obtained. This will
improve the performance of the fast correlation attacks, but the length (gf the
initial LFSR; segmen hasto be guessedMore precisely if a segmen X /o " !

of the LFSR; sequenceis reconstructed from the output segmen Y} ™" ! one
hasto make O(" 2j) guessesaround the expected value 2j in order to nd the
unknown initial position j % The number of tested subsequencess j =+ if one
skips £ 1 output bits at a time. Testing can be simpli ed by searting for
relatively unbalanced output subsequencesnstead of the signi cant posterior
probabilities.

In particular, one can also seart for about ri, not necessarilyconsecutiwe,
outstanding posterior probabilities (closeto 1/4 or 3/4) and then apply an in-
formation set decading algorithm to recover the LFSR; initial state, where the
posterior probability (4) of blocks of LFSR; bits is used as a measureof cor-
relation. The successof such an algorithm is independert of the LFSR; feed-
badk polynomial, but, accordingto the information setdecading argumerts, the
achievable complexity cannot be smaller than about 2°°": corresponding steps.
This improvesthe reducedcomplexity method [9] basedon speci ¢ subsequences
of the output sequenceNamely, asthe classof usablesubsequencess e®ectiely
enlarged,the required keystreamsegmen length, around 295", can be consider-
ably reduced.The expressiongivenin [9] is approximativ e, whereasthe accurate
expressionfor the posterior probabilities is provided by Theorem 2. Moreover,
the needfor guessingthe length of the initial LFSR; segmen is overlooked in

[9].

6.5 Reinitialization  Attac k on LFSR 1

Supposethat for resyndronization purposesthe shrinking generatoris reinitial-
ized by bitwise addition of a reinitialization vector to the secret-ley-cortrolled
LFSR initial states, in view of the fact that the nonlinear next-state function
prevents the resyndironization attack [2]. The posterior probabilities of individ-
ual LFSR; bits producedfrom the secret-key-cortrolled initial state canthen be
computed for di®erert initialization vectors and all combined into values more
di®erent from onehalf, sothat the corresponding fast correlation attack is easier.



6.6 Attack on LFSR ,

After reconstructing a candidateinitial state of LFSR1, the initial state of LFSR>
can be recovered by computing the posterior probabilities of individual LFSR;
bits by Theorem 3 from Section 4. More precis&ly the posterior probabilities
of individual bits of C™ are computed in O(m?" m) time from given Y™ and
reconstructed X™, m - n. Here, C™ is the corresponding segmen of the reg-
ularly clocked output sequenceof LFSR, whoseinitial state is to be recovered.
As X™ is assumedto be known, the obtained posterior probabilities are much
more distinguished from one half than in the caseof LFSR;. The reconstruction
problem is then much easierand m can be much smaller than n. The posterior
probabilities can be further enhancedby the reinitialization method described
in Section 6.5. Accordingly, the initial state of LFSR, can be reconstructed by
iterativ e probabilistic decading algorithms in the sameway as in the basic at-
tack on LFSR; explainedin Section6.1. Moreover, asthe posterior probabilities
can be closeto 0 or 1, simple information set decading algorithms may also be
applicable.

One shouldrepeat the attack on LFSR; for several small phaseshifts, positive
or negative, of the reconstructedLFSR; sequencaintil the correctinitial statesof
both LFSR's are reconstructed. Note that the number of solutions for the LFSR
initial states is the number of O's in a cycle of the LFSR, sequencepreceding
the “rst clock-control bit equalto 1 (see[15]).

7 Conclusions

The introduced probabilistic analysis of the shrinking generator shaws that the
irregularly clocked LFSR's, unlike a common belief in the open literature, may
be vulnerable to fast correlation attacks. The analysiscan be generalizedto deal
with arbitrary keystream generatorsbasedon clock-cortrolled LFSR's.

In order to reconstruct the initial state of the clock-controlled LFSR, LFSR;,
in the shrinking generator,the newideais to compute the posterior probabilities
of individual bits of the regularly clocked LFSR; sequencewhen conditioned
on a given segmen of the output sequencePerhaps surprisingly, a theoretical
analysisindicates that these probabilities can be signi cantly di®erert from one
half even for relatively long segmerts of the LFSR; sequence Accordingly, the
initial state of LFSR; may be recovered by a fast correlation attack, applicable
to a regularly clocked LFSR, based on the computed posterior probabilities.
It is known that sudh an attack can be successfulfor certain LFSR feedbak
polynomials. More sophisticated fast correlation attacks including the iterativ e
attack, the composite attack, the subsequenceattack, and the reinitialization
attack are also proposed.

The initial state of the clock-control LFSR, LFSR», canbereconstructedin a
similar way, but basedon the computed posterior probabilities of individual bits
of the regularly clocked LFSR, sequencewhen conditioned on a given segmem
of the output sequenceand on a segmen of the reconstructed LFSR; sequence.



As these probabilities are more distinguished from one half, the corresponding
fast correlation attack is easier.

App endix
A Proof of Theorem 1

To prove (10), we start from (7). First, in view of (8), we get

PriY™jx; = 1g= PriY™; d(C") = ej x; = 1g

e=0
><] n nji e n H

= PriYoi e Y1 5 d(CY) = ejx; = 19
e=0
><] . .

= PriYy e Y™ 4 d(C") = e;x; = 1gPi(ein €)
e=0

= 20 ¢Pi(e;n e): (34)
e=0

Namely, on the condition that d(C") = e, the string Y.\ o, is obtained by
decimating X ,4+; accordingto Cp+1, Where X417 and C,4; are mutually inde-
pendent and purely random even when conditioned on x; and Y"i €. Therefore,
under the given conditions, Y\ .,; is uniformly distributed. Similarly, in view
of (9), we have

X
PrfyY"g = 2 ¢P(e;ni e): (35)
e=0
Consequetly, (7) together with (34) and (35) result in (10).

As for the recursions,we only prove (11), whereas(12) is proved analogously
For (e;s) 6 (0;0), (8) resultsin

Pi(e;s) = PrfY3;d(C® °) = ej X; = LCers = OgCPrfcess = 0j x; = 1g

+ PrfYs;d(C® %) = ej Xj = 1;Ce+s = 1gCPrfcess = 1jx; = 1g

, . 1
PriYs;d(C®*Sil)=ej 1jxi = LCers= Og¢§
+ PriYs;d(C®Sily = ejxj = 1;Covs = 1g¢%: (36)

Now, asd(C®*Si 1) is independert of ce+ s, and Y S is independert of Ces s ON
the condition that d(C®*si 1) = ej 1, we get

PrivYs;d(C®* S 1) = ej 1jxj = LCes=0g =
Privys;d(C®*Sily=ej 1jxj = 1g = Pi(ej 1;s): (37)



On the other hand, if ce+s = 1and d(C®*Si 1) = ej 1,thenys = Xe+s. Thus,
we get

Priys: d(Ce‘”SI H=ejxi=1ces=1g
= PrfXess= Vs;YS 1d(C® S 1) = ejX; = LiCers = 19
= PriXess=Ysj YS 1;d(C®* S 1) = e;x; = 1;Cevs = 19

CPrivYsi Ld(C® Sil) = ejx; = 1;Cers = 1g (38)
= PriXess = ysjxi = 1g
¢Priysi t:d(Cc®sil)y=ejx; = 1g (39)
= (He+sYst (1i He+rs)(YsPers+ (i Ys)(di Pers)) CPi(e;si 1):
(40)

The “rst line of (39) follows from the “rst line of (38) becausexe: s is independert
of C®* S and, on the condition that d(C&*si 1) = e, it is alsoindependert of Ysi !
In addition, asd(C®*Si 1) isindependert of ce+ s and YSi 1 isindependert of Ces s
on the condition that d(C®*si 1) = e, the secondline of (39) follows from the
secondline of (38).

Equation (11) directly follows from (36), (37), and (40). If e = 0, then the
“rst term on the right-hand side of (11) is omitted, and if s = 0, then the second
term on the right-hand side of (11) is omitted. The correct valuesof P;(1;0) and
Pi (0; 1) are both obtained from the initial value P;(0;0) = 1.

B Proof of Theorem 3

The proof is essetially similar to the proof of Theorem 1, but should be con-
ducted carefully. To prove (24), we start from (22). First, in view of (23), we
get

PrfY"jg = 1;X"g

X
= PrfY™;d(C") = ejg = 1;X"g
e=0
X
= PriYy e s Y S d(C") = ejc = 1,X"g
e=0
xX
= PriYy e J Y™ 5 d(C") = €, = 1,X"gQi(e;n €
e=0
= 2 €Qi(e;nj e): (41)
e=0

Namely, on the condition that d(C") = e, the string Y.\ o, is obtained by
decimating X ,+1 accordingto Cn+1, where X,+1 and C,+; are mutually inde-
pendert and purely random even when conditioned on ¢; and Y"i €, Therefore,



under the given conditions, Y.\ ., is uniformly distributed. Note that (3) is
similarly derived from (1). Consequetly, (22) together with (41) and (3) result
in (24).

As for the recursions,we note that the proof of (2) is similar to the proof of
(25) given below. For (e;s) 6 (0;0), (23) resultsin

Qi(e;s)
= PrfYs;d(C® %) =ejc = 1;X";Ce+s = 0gCPrfcess = 0j G = 1;X"g
+ PrfY®;d(C**®) = ejc = 1;X";Ce+s = 1gCPrfcess = 1jc = 1;X"g
. . 1
= Prfys;d(Ce*si 1) =ej ljc=LX"Cus= Og¢§ (Li fe+s)
+ PriYs;d(C®*Sily=ejg = 1;X";Covs = 1g¢%(1+ Hess) (42)

wherethe conditional probability in the rst term is computedonly fori 6 e+ s.
Now, asd(C®*Si 1) is independert of ce+ s, and Y S is independert of Ces s ON
the condition that d(C®*Si 1) = e 1, wegetthat fori 6 e+ s
PriYs;d(C®* i) = ej 1j¢ = 1;X";Cess = Og
= PriYs;d(C®*si Yy =ej 1jg = 1,X"g = Qi(ej Ls): (43)
On the other hand, if ce+ s = 1and d(C®*Si 1) = ej 1,thenys = Xe+s. Thus,
we get
PriYs;d(C®*Sily = ejg = 1;X";Cess = 1g
= PrfXets = ys; Y L ;d(cers l) =ejc=1X";cs= 19
= Prfxe+s = YSJYSI 11d(Ce+Sl 1) =e¢=LX"Cus= 19
ePrys 1 d(C* s ) = ejc = LX"Cess = 1g (44)
= PrfXers = Ysj Xe+s0
¢Priysi d(ce*sily= ejc = 1;X"g (45)
= HXers;Ys) CQi(e;si 1) (46)
The “rst line of (45) follows from the rst line of (44) as Xe+s is contained in
X", In addition, asd(C®*Si 1) is independert of ce. s and YSi ! is independert
of e+ s ON the condition that d(C®*si 1) = g, the secondline of (45) follows from
the secondline of (44).
Equation (25) directly follows from (42), (43), and (46). If e = 0, then the
“rst term on the right-hand side of (25) is omitted, and if s = 0, then the second

term on the right-hand side of (25) is omitted. The correct valuesof Q;(1;0) and
Qi (0;1) are both obtained from the initial value Q;(0;0) = 1.

References

1. D. Coppersmith, H. Krawczyk, and Y. Mansour, "The shrinking generator," Ad-
vancesin Cryptology - CRYPTO '93, Lecture Notes in Computer Science, vol. 773,
pp. 22-39, 1993.



10.

11.

12.

13.

14.

15.

16.

17.

J. Daemen, R. Govaerts, and J. Vandewalle, "Resynchronization weaknessin syn-
chronous stream ciphers,” Advancesin Cryptology - EUROCRYPT '93, Lecture
Notes in Computer Science, vol. 765, pp. 159-167,1994.

. J. Dj. Golif, "Intrinsic statistical weaknessof keystream generators," Advancesin

Cryptology - ASIACRYPT '94, Lecture Notes in Computer Science, vol. 917, pp.
91-103,1995.

. J. Dj. Goli§ and L. O'Connor, "Em bedding and probabilistic correlation attacks

on clock-controlled shift registers," Advancesin Cryptology - EUROCRYPT '94,
Lecture Notes in Computer Science, vol. 950, pp. 230-243,1995.

. J. Dj. Golif, "T owards fast correlation attacks on irregularly clocked shift regis-

ters,” Advancesin Cryptology - EUROCRYPT '95, Lecture Notes in Computer
Science, vol. 921, pp. 248-262,1995.

. J. Dj. Goliff and R. Menicocci, "Edit probabilit y correlation attack on the alter-

nating step generator,” Sequencesand their Applications - SETA '98, Discrete
Mathematics and Theoretical Computer Scienae, C. Ding, T. Helleseth, and H.
Niederreiter eds., Springer-Verlag, pp. 213-227,1999.

. J. Dj. Goli§, "lterativ e probabilistic decoding and parity chedks with memory,"

Electronics Letters, vol. 35(20), pp. 1721-1723,Sept. 1999.

. J. Dj. Golif, M. Salmasizadeh,and E. Dawson, "Fast correlation attacks on the

summation generator,"” Journal of Cryptology, vol. 13, pp. 245-262,2000.

. T. Johansson, "Reduced complexity correlation attacks on two clock-controlled

generators," Advancesin Cryptology - ASIACRYPT '98, Lecture Notes in Com-
puter Science, vol. 1514, pp. 342-357,1998.

T. Johanssonand F. Jonnson, "Impro ved fast correlation attacks on stream ciphers
via convolutional codes," Advancesin Cryptology - EUROCRYPT '99, Lecture
Notes in Computer Science, vol. 1592, pp. 347-362,1999.

W. Meier and O. Sta®elbad, "Fast correlation attacks on certain stream ciphers,"
Journal of Cryptology, vol. 1, pp. 159-176,1989.

M. J. Mihaljevi § and J. Dj. Goli§, "A comparison of cryptanalytic principles based
on iterativ e error-correction,” Advancesin Cryptology - EUROCRYPT '91, Lecture
Notes in Computer Science, vol. 547, pp. 527-531,1991.

M. J. Mihaljevi § and J. Dj. Goli§, "Convergence of a Bayesian iterativ e error-
correction procedure on a noisy shift register sequence,"Advancesin Cryptology
- EUROCRYPT '92, Lecture Notes in Computer Science, vol. 658, pp. 124-137,
1993.

M. J. Mihaljevi §, M. P. C. Fossorier, and H. Imai, "A low-complexity and high-
performance algorithm for the fast correlation attack," Fast Software Encryption -
New York 2000, Lecture Notes in Computer Scienae, vol. 1978, pp. 196-212,2001.
L. Simpson, J. Dj. Goli, and E. Dawson, "A probabilistic correlation attack on
the shrinking generator," Information Security and Privacy - Brisbane '98, Lecture
Notes in Computer Science, vol. 1438, pp. 147-158,1998.

L. Simpson, J. Dj. Golif, M. Salmasizadeh,and E. Dawson, "A fast correlation
attack on multiplexer generators," Information Processing Letters, vol. 70, pp.
89-93, 1999.

K. Zeng, C. H. Yang, and T. R. N. Rao, "On the linear consistencytest (LCT) in
cryptanalysis with applications," Advancesin Cryptology - CRYPTO '89, Lecture
Notes in Computer Science, vol. 435, pp. 164-174,1990.



