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Abstract. In this paper, we propose a novel and etcient proto col for
proving the correctness of a shu2e, without leaking how the shuze

was performed. Using this protocol, we can prove the correctnessof a
shu2e of n data with roughly 18n exponertiations, where as the proto-
col of Sako-Kilian[SK95] required 642n and that of Abe[Ab99] required
22n logn. The length of proof will be only 2'*n bits in our protocol, op-
posedto 2'8n bits and 2*n logn bits required by Sako-Kilian and Abe,
respectively. The proposed protocol will be a building block of an ex-
cient, universally veri able mix-net, whose application to voting system
is prominent.
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1 Intro duction

A mix-net[Ch81] sthemeis useful for applications which require anonymity, suc
asvoting. The coretechnique in a mix-net stchemeis to executemultiple rounds
of shuzing and decryption by multiple, independert mixers, sothat the output
decryption can not be linked to any of the input encryptions.

To ensurethe correctnessof the output, it is desirableto achieve the property
of universal veri abilit y. However, proving the correctnessof a shu2e without
sacri cing unlinkability required a large amourt of computation in the prior art.
For example, [SK95] adopted a cut-and-choosemethod to prove the correctness.
Abe[Ab99] took an approad to represen a shu2e using multiple pairwise per-
mutations 1. In practical terms, howewer, neither schemeis excient enoughto
handle a large number of ciphertexts, say on the order of 10,000.

This paper proposesa novel, excient schemefor proving the correctnessof a
shuze. Wetake a completely di®erent approad than that of [SK95] and [Ab99].
We represen a permutation by a matrix, and introduce two conditions which
suxce to achieve a permutation matrix. We then presen zero-knowvledge proofs
to prove the satis abilit y of ead condition. Moreover, these two proofs can be
mergedinto one proof, resulting in a very excient proof of a correct shu2e.

We also present here an analysis of the exciency of our proof. Our proof
requiresroughly 18n exponertiations to provethe correctnessof a n-data shuze,

! Another approach, basedon a veri able secret exponernt multiplication is described
in [Ne01].



whereasthe protocol of Sako-Kilian[SK95] required 642n and that of Abe[Ab99
required 22n logn. Using the computation toolsin [HAC], the total computation
costnecessaryin our proof canbereducedto an equivalert of 5n exponertiations.
The length of a proof will be only 2'1n bits in our protocol, opposedto 28n bits
and 2'*n logn bits required by Sako-Kilian and Abe, respectively.

Our paper is organizedin the following way. In Section 2, we presernt the two
conditions on a permutation matrix. In Section4 we give zero-knonledge proofs
for eadh of the two conditions, and discusshow these proofs are combined to
achieve to prove the whole shu2e. In Section5 we describe our protocol and in
Section 6, we comparethe exciency of our protocol to prior work.

2 Basic ldea

2.1 Shu2ing

Informally speaking, a shu2ing is a procedurewhich on input of n ciphertexts

{ there exists a permutation As.t D(EY) = D(E 1(;)) for all i. Here, D is a
decryption algorithm for ciphertexts.

reveal no information on the permutation A.

We considerthe use of EIGamal cryptosystems, with public keys (p;q; g;V)
and secretkey X 2 Z4 s.t. y = g* mod p. 2

Given n ciphertexts fE;jg = f(gi;m;)g, where all fg,g and fm;g have the
order g, shu?ed ciphertexts fE% = f (g% m?g can be obtained by

g’ = g ¢ga 1) mod p (1)
mP = y" ¢m4 1y mod p

using randomly generatedfr;g.

2.2 Permutation Matrix

We de ne a matrix (Aj) to be a permutation matrix if it can be written as
follow using somepermutation function A.

%3 .
Imodq if A(li)=j

A = Omod q otherwise.

Using this permutation matrix, the equation (1) is equivalent to
0. . ¥ A . Y Aij
@m)=(" g’y"  m’) modp: (2)
j =1 J =1
In order to prove the correctnessof the shu2e, we needto shaw the following
two things.

2 We assume,as usual, p and g are two primes s.t. p= kq+ 1, where k is an integer,
and g is an elemert that generatesa subgroup G q of order g in Z.



1. For eadh pair f (g% mf)g, the samer; and (Aj ) hasbeenused.
2. (Ajj ) usedis a permutation matrix.

The rst property canbe exciently shown using a standard technique[Br93]. The
contribution of this paper is to presert a novel technique to prove the second
property.

At rst, we concerirate on proving the existenceof a permutation matrix
(Aj ) and frig when given fgig and f g%, s.t.

g=g" g"' modp: 3
j=1

We thus needto prove the existenceof such a permutation matrix. We be-
gin by looking at necessaryconditions which suzces to achieve a permutation
matrix. The following is the key obsenation used to construct the proposed
protocol.

for all i; j, and k, both
Ya

X 1modg ifi=]j
CANAN S omodg ifi 6 j @
y h=1 "
A _ 1modq ifi=j=k
. Ani Anj Ank = 10d q if otherwise ®)

hold.

Notation 1 For conveniene, we de ne & and % «(i;j;k = 1;:::;n) to be,
respectively,
1/21 ifi=j l/21 ifi=)=k
o if i =] o ifi=j=
57 0 iftiej 2 HKT o if otherwise.

Proof. We “rst shaw that there is exactly one non-zero elemen in ead row
vector of (Aj ) and then, the samefor eac column vector.
Equation (4), wesee(C;; Cj) = & where(A; B) isinner product of vectorsA and
B. This implies that rank(A; ) = n, that is, there is at leastonenon-zeroelemert
in eac row and ead column. Next we considera vector C;  C; (i 6 j) wherethe
opergjor “isdenedas(ai:iiay) (b:i:i:ihy) = (aibyiiianhy). Ipe_ne a vector
¢= ,”:0 -1 C, for an arbitrary -,. From the fact (C;Ci_ C)= o4 =0
and linear combinations of f Cg generatethe spaceZ4", we obtain C; ~ Cj = 0.
This meansfor any h;i andj s.t. i 6 j, either Ay = 0 or Ay; = 0. Therefore,
the number of non-zeroelemens in ead row vector of (Aj ) is at most 1, and
thus exactly 1.

From the above obsenations, the matrix (A; ) cortains exactly n non-zero
elemeris. SinceC; 6 0 for all i, the number of non-zeroelemer in ead column



vector is also 1. Thus, there is exactly one non-zeroelemern in ead row vector
and ead column vector of the matrix (A; ) if Equations (4) and (5) hold.

The unique non-zeroelemert e in i i th row must be e = 1 mod q from
Equation (4) and e® = 1 mod g from Equation (5). This leadsto e = 1 and that

2.3 Outline of main proto col
Using Theorem 1, the main protocol can be constructed by the following proofs

Pro of-1 a proof that givenfg g and f g%, f g% can be expressedas eq.(3) using
integersfrig and a matrix that satis esthe rst condition.

Pro of-2 a proof that givenfg g and f g%, f g’ can be expressedas eq.(3) using
integersfrig and a matrix that satis es the secondcondition.

Pro of-3 a proof that integersfr;g and the matrix usedin the above two proofs
are identical.

Pro of-4 For eadt pair (g% m?), the samer; and fAj g hasbeenused.

In the Section 4, we provide protocols for Pro of-1 and Pro of-2.

3 Security of the proto col

We will prove that the main protocol is sound and zero-knavledge under com-
putational assumption. More speci cally, for the property of soundnesswe can
claim that if a veri er acceptsthe protocol, then eithe@prover knows the per-
mutation or he knows integersf a;g and a satisfying g2 i”:l g% = 1 with over-
whelming probability. For the zero-knowledgeproperty, we can construct a sim-
ulator and claim that if there is a distinguisher who can distinguish betweena
real transcript from the protocol and an output from the simulator, then this dis-
tinguisher can be usedto solve the decisional Dite-Hellman problem. We note
that to make a shu2e secret, we already assumethe hardnessof the decisional
Dite-Hellman problem.

In the courseof reduction, we usethe following argumerts. First, we de ne
the following set.

De nition 1. De ne R to be the setof tuples of n £ m elementsin G :

F= X mx®exdme x® oz x(M)y:

We then de ne the subsetD[" of R to be the set of tuples| satisfying
log, w x{) = log, o x") mod p
X3 1 !
foralli(i=2;3;:;;m) andj(j = 2;:::;n).

De nition 2. We de ne the problemof distinguishing instances uniformly cho-
senfrom R and thosefrom D' by DDH".



Note that the decisional Dite-Hellman problem can be denotedas DDH 3.
We claim that for any n and m the ditcult y of DDH[' equalsto the decisional
Dite-Hellman problem, by proving the following.

Lemma 1. Foranyn(, 2)andm(, 2),if DDHD is easy,thenDDH2 is easy.

Lemma 2. If for any n(, 2), DDH 2is easy then the decisional Dixe-Hel Iman
is easy.

Proofs for Lemma 1 and 2 are sketched in Appendix A

4 Proof-1 and Pro of-2

In this section, we give two proofs that will be the building blocks of the main
protocol.

4.1 Proving the Trst condition (Pro of-1)

The following protocol provesthat given fgig and f g%, the prover knows fr;g
and fAj g s.t.

Yoo
=g "
j=1

mod p

X
AhiAhj = & mod g:
h=1

P P
The main ideais to issues = ', rj¢ and s = J-”:l Aj ¢ asaresponse
to a challengef ¢ g and let the veri er ched

X X
52 = G2 mod g

¢ g%= g modp:

i=1 j=1

Howevwer, this apparertly leaks information on A; , som@ needto add ran-

domlzﬁrs and commitments. By making the responses = ] -1 fjG + ® and
Si = o Aj ¢ + ®& using randomizersf®g and ®, a veri er needsto ched
the following equation:
X X X
si®= g%+ Bjg+Dmodq
i=1 j=1 j=1

where B; and D are quadrat@ polynomlals of fAj g and ®. Therefore these
B; and D, together with g® =", g™, will be also sert in advanceto enable



veri cation. We further add another randomizer % and modify the veri cation
equation to be
X X0
si?+¥s= g%+ (Bj+ ;)G + (D + ¥®) mod q;
i=1 j=1 j=1

In order to hide the actual value of %fB; + ¥;g and D + ¥®, this veri cation is
computed over exponerts. The below givesa complete description of the Pro of-
1.

Pro of-1

Input: p;q; 9; f g g; f o%.

putes

w = g”mod p

°=9¢° g® modp (6)
p'=t 3

V!i:gpizl 2@ Ajit+ Y (: gBi+3/zfi)modp i=1::n

W= g ;1:1 ®j2+3/® (: gD+3y®) modp

2. V sendsbadck rangomly chosenfcig(i-=1..:n ) 2r Zg asa challenge.
3. P compujgss = .1 1iG + ®mod g

and s = j”:1 Aj ¢ + ® mod q(i = 1;:::;n) and sendsto V.
4. V veri es the following:

g’ mod p (7)

Y
=w % modp ®)

Prop erties of Pro of-1

Theorem 2. Pro of-1 is complete.That is, if P knowsfr;gandfA; g satisfying
the “rst condition, V always accepts.

Theorem 3. If V accepts Pro of-1 with a non-negligible probability, then P
either knows both frig and f A;; qgsatisfying the “rst condition, or can geneate
integersfa;g and a satisfying g2 inzl g% = 1 with overwhelmingprobability.



A sketchof Proof: Theorem 3 can be proved from the following lemmas, proofs
of which are sketched in Appendix B.

Lemma 3. If V accepts Pro of-1 with non-negligible probability, then P knows
fA; 0 frig, f®g, and ® satisfying Equations (3) and (6).

Lemma 4. AssumeP knowsfAj g, frig, f®g, and ® satisfying Equations (3)
gnd 6). If P knowsfsp-,g and s which satisfy Equation (7), and either s 6

jarg+®ors 6 [ Ajg+ @ for a)mei hold, then P can geneate
non-trivial integers fajg and a satisfying g? in:1 g% = 1 with overwhelming

prokability.

Lemma 5. AssumeP knowsfA; g, frig, f®g, and ® satisfying Equations (3)
and (6). If Equations(7) and (8) hold with non-negligible protability, then either
Eqbation (4) hold or P can generte non-trivial integersfa;g and a satisfying

¢® *, 6 = 1 with overwhelmingprokability.

2

Theorem 4. We can construct a simulator of Pro of-1 suchthat if there is a
distinguisher who can distinguish between a real transcript from the protocol and
an output from the simulator, then we can solve the decisional Dite-Hel Iman
problem.

A sketchof Proof: Givenin Appendix B. 2

4.2 Proving the second condition(Pro of-2)

Analogousto Pro of-1, the proof for the fact the prover knows frig and fA; g
S.t.
Yooa
=g gV
]

mod p

X
Ani Anj Ak = %« mod g
h=1
for fg g and f g%, is given as Pro of-2.
Pro of-2
Input: p; q; g f g1 g; f 9.

1. Prover (P) generatesrandom numbers %2y, ®, f®g; ,; f,ig2r Zq



3@ Ajite,i

t=gp i modp i=1:::;n

o t L 3@ A+ T

Vi=gp ! modp i=1:::;n
n .34 1y

v=g i= ® +¢’+/®m0dp

2. V sendsbad randgmly chosenf cig(i-1 .::n ) 2r gq aschallenge.

3. P computess = PJn:l rjG + ®modag, si = j_; AjG + & modq(i =
L:::;n),and %= L ;¢ +, mod qand sendsto V.
4. V veri es the following:
Y e
gs g Sj — gO gjOCj mod p
i=1 i=1
0 \n 2
g =u u% modp
j=1
tivig e D = v v,% 49 mod p

Prop erties of Pro of-2

We claim the following properties of Pro of-2, which can be proved analo-
gously to that of Pro of-1.

Theorem 5. Pro of-2 is complete. That is, if P knowsfr;gandfA; g satisfying
the second condition, V always accepts.

Theorem 6. If V accepts Pro of-2 with a non-negligible probability, then P
either knowshoth frigandfA; g éatisfying the second condition, or can geneate
integersfa g and a satisfying g2 i”:l g% = 1 with overwhelmingprobability.

Theorem 7. We can construct a simulator of Pro of-2 such that if there is a
distinguisher who can distinguish between a real transcript from the protocol and
an output from the simulator, then we can solve the decisional Dite-Hel Iman
problem.

4.3 Constructing the Main Proto col

In this subsection,we explain how our main protocol is constructed using these
pro of-1 and Pro of-2. It should be noted, that these proofs did not have the
orc@ary soundnessproperty. That is, a prover knowing integers satisfying

g? i”:l g® = 1 can deceiw veri ers asif he had shuzed correctly. Sincefgg
is originally chosenby those who encrypted the messagesthere is no cortrol
to assurethat the prover doesnot know the relations among them. Therefore,
we X a set of basisfe;e;:::6,9 independert from the input ciphertexts, in
a way we can assurethe relations among the basis unknown. In fact, under



Discrete Logarithm Assumption, we can make it computationally infeasible to
obtain such fa;g and a if we generatef¢; &;::: 6,9 randomly[Br93]. This way
it alsosuzxces the requiremert that the veri er should not know log, g for zero-
knowledge property.

We require the prover to perform the samepermutation on the set of xed
basisashe did on the input ciphertexts. The prover provesthat the permutation
on the xed basisf&; & ;:::6ng is indeed a permutation, and that he indeed
applied the samepermutation to the input ciphertext.

Using the above methodology, we need not provide Pro of-3 described in
the Subsection2.3. If a prover knows two di®erent represettations of an ele-
mernt using f&; &1;:::6n0, it meansthat he knows the relations among the base
f& a1;:::6,9 which is against the assumption. Pro of-4 is achieved using the
standard techniques described in [Br93]. Therefore we are now equipped with
building blocks to prove the correctnessof a shuze.

5 The Main Proto col

In the previous subsectionwe illustrated our protocol asa combination of pro of-
1 and pro of-2, mainly for comprehensieness.The proofs can be executedin
parallel, resulting in a three-round protocol with reduced communication com-
plexity.

Main Proto col

Input: p;q; g v; & e g, f(g;mi)g, f(g%md)g.

1. Prover (P) generatesthe following random numbers:
%%, ®®; ;|

2. P computesthe following:

t=gév= gl/z;wz g%;u: g;u=g'modp i=1::;n
Y

=¢' g™ modp i=1::;n ()
j=1
¥

¢’=¢° g° modp (10)
j=1

¢’=g¢" g® modp
j=1

m°=y® m;® modp
j=1

tp=gg i 0TS modp i= 1

g
T 3@ %A+ e .
g i= modp i=1:::;n



L @, + 1@

V=gp it mod p

W = ng=1 26 Ajit modp i=1:::;n
_ @2+ Y® .

w=g i modp.

5. P computesthe following and sendsthem to V.

X X
s= rg+® si= Ajg+® modg i=1:::;n
1 j:l

°= ¢+, modg
j=1
6. V veri es the following:

Y
g §°=¢ g modp (11)
j=1 i=1
' Y
gS gJ Sj = go gjOCj mod P (12)
j=1 i=1
¥
y* m®=m’ m’ modp (13)
j=1 i=1
Y
o 0 = u Uj G ’ mod ] (14)
j=1
n , A
t- °ng o (ST G vyl t,_clz mod p (15)
j=1
weg 1= T =y w; % mod p (16)

j=1

Theorem 8. Main Protocol is complete. That is, if P knowsfr;g and fA; g
satisfying the both conditions of Theorem 1, V always accepts.

Theorem 9. If V accepts Main Protocol with a non-negligible probability, then
P knows frig and permutation matrix (Aj ) satisfyir@ Equations (2), or can
geneante non-trivial integers fa;g and a satisfying ¢* in:1 g% = 1 with over-

whelming prokability.

Theorem 10. We can construct a simulator of Main Protocol suchthat if there
is a distinguisher who can distinguish between a real transcript from the proto-
col and an output from the simulator, then we can solve the decisional Dite-
Hellman problem.



Proofs for Theorem 9 and 10 are sketched in Appendix C.

6 Discussions

In this section, we compare the exciency of the proposed protocol described
in Section 5 to the SK95 protocol in [SK95] and MiP-2 protocol in [Ab99]. To
enablea fair comparison,we assumethe security parameter of [SK95] to be 160
and lengths of p and g to be 1024 and 160 respectively.

We rst comparethem by the number of exponertiations usedin ead proto-
col, in the caseof shuzing n ciphertexts. Theseare 22(nlognj n+ 1) for Abe's
protocol, 642n for the SK95 protocol, and 18n + 18 for the proposedprotocol.
If we adopt computation tools described in [HAC], such as the simultaneous
multiple exponertiation algorithm and the xed-base comb method, the num-
ber of exponertiations can be heuristically reducedto 11:2(nlognj n+ 1),64n,
and 4:84n + 4.5, respectively. The total number of bits needingto be transfered
during the protocolsis 13;248(nlognj n+ 1),353 280", and 5;28 + 13;,792.
The rounded-up numbers are showvn in Table 1.

Abe (MiP-2) |SK95|This Paper
No. exponentiations 22nlogn |642n 18n

(heuristically adjusted) || 1lnlogn | 64n 5n

No. communication bits|| 2*nlogn [2%n 2n

Table 1. Comparison of three proto cols

7 Conclusion

In this paper, we preseried a novel method to prove the correctnessof a shuze,
and demonstrated its exciency. The proposedmethod requires only 18n expo-
nentiations for shuzing n ciphertexts, where as previous methods required 35
times more, or required a higher order, O(nlogn).

The proposedprotocol can be usedto build an excient, universally veri able
voting systemwhere the number of voters can scaleup to the order of 10,000.

Acknowledgmen ts

The authors would like to thank Tatsuaki Okamoto, Masayuki Abe, and Satoshi
Obana for many helpful discussions.

References

[Ab99] M. Abe, Mix-Networks on Permutation Networks, Asiacrypt '99, LNCS
1716, 258-273(1999)

[Bro3] S. Brands, An Excient O®-line Electronic Cash System Based On The
Representation Problem, CWI Tednical Report CS-R9323,(1993)



[Ch81] D. Chaum, Untraceable Electronic Mail, Return Addresses,and Digital
Pseudonyms Communications of the ACM, Vol.24, No.2 84-88 (1981)

[CDS94] R. Cramer, |. Damdard and B. Schoenmakers, Proofs of Partial Knowledge
and Simpli e d Design of Witness Hiding Protocols, Crypto '94, LNCS 839,
174-187(1994)

[HAC] A. Menezes,C. van Oorschot and S. Vanstone, Handbook of Applied Cryp-
tography, CRC Press, 617-619

[NeO1] C.A. Ne®, Veri able, Secret Shu2es of ElIGamal Encrypted Data, Initial
version circulated Mar. 2000, current version submitted to ACMCCS 01

[OKST97] W. Ogata, K. Kurosawa, K. Sako and K. Takatani, Fault tolerant anony-
mous channel, 1st International Conferenceon Information and Commu-
nications Security (ICICS), LNCS 1334, 440-444(1997)

[SK95] K. Sako and J. Kilian, Receipt-free mix-type voting scheme{A practical
solution to the implementation of voting booth, Eurocrypt 95, LNCS 921,
393-403(1995)

A DDH and DDH

Lemma 1. For anym(, 2)andn(, 2),if DDHD is easy,thenDDH2 is easy.

Proof. We claim that if DDH is easy then either DDH™i ! is easyor DDH?2
is easy By induction we can prove the correctnessof the lemma.

In order to prove the claim, we de ne the subsetM " of R' to be the set of
tuples

F= X ™M™ x @ x )y
satisfying
(1) (1)
log, Xy’ = Iog(l(l) x;" mod p

foralli(i=2;3;:;mj 1)andj(j = 2;::;n), but whether or not
|ng(11) Xg_m) = |Og(i(1) X]-(m) mod q

holdsfor all j (j = 2;:::;n) is arbitrary . Therefore, the setD [ is a subsetof M.
It is clearthat if DDH/ is easy then we can either distinguish betweenthe
instanceschosenuniformly from R and M or the instanceschosenuniformly
from MM and D™ In the former case,it meansDDH i ! is easy We claim in
the following that in the latter caseDDH? is easy
AssumeM ™ and DT are distinguishable. For any 12 2 R2 s.t.

12 = (x;x@x P x@ e x @@

we transform it to 1" 2 R

|IT — (XO(ll);Iii;XO(lm);XO(zl);ZIZ;XO(Zm) ..... X%l) ..... Xogm))



where
L:o:on(@f2-i- mj 1)
j=L:5n(fi=m)

1
=
=}
—~
=
1
[EEN
N

j

8
T
x4V =

5 ()% modp]
. Xj(z)

If 12 is chosenuniformly from D2, then I[™ is distributed uniformly in DI,
and if 12 is chosenuniformly from R2, then I is distributed uniformly in M ™.
Therefore if DM and M ™ is distinguishable, then we can solve DDH 2.

Lemma 2. If DDH?2 (n, 2)is easythen the decisional Dite-Hel Iman problem
(DDH3) is easy.

®.,@.,@

Proof. Forany 12 = (x{;x@:x{P:x?) 2 R2, we transform it to 12 2 R2

1) . 2) . 1) . 2) ... .
122 (X X0 1D )

where

@

K0 = (X = kB = XD =
xoj(l) = (x(ll))Zj ¢(x(21))wi; xOJ-(Z) = (x(lz))zi t1:(x(22))Wi modp j=3;:::;n
with randomly chosenfz;gand fw;g(j = 3;:::;n) in Zq.

If 12 is chosenuniformly from D3, then |2 is distributed uniformly in D2,
and if 12 is chosenuniformly from R, then |2 is distributed uniformly in RZ.
Therefore if DDH2 is easy then sois DDH3.

B Prop erties of Pro of-1

In this section, we sketch the proofs of the following theorems.

Theorem 3 (soundness). If V accepts Pro of-1 with a non-negligible proka-
bility, then P either knowsboth frig and fA; statisfying the rst condition, or
can geneate integersfa;g and a satisfying g2 i”:l g% = 1 with overwhelming
probability.

Theorem 4 (zero-kno wledge). We can construct a simulator of Pro of-1
such that if there is a distinguisher who can distinguish between a real tran-
script from the protocol and an output from the simulator, then we can solvethe
decisional Dite-Hel Iman problem.

B.1 Soundness

It is clear that Theorem 3 holds if Lemmas 3, 4 and 5 hold. We therefore prove
the lemmas.



Lemma 3. If V accepts Pro of-1 with non-negligible probability, then P knows
fAj g, frig, f®g, and ® satisfying Equations (3) and (6).

A sketchof Proof: De ne G, asthe spacewhich is spannedby the vector

X X
s= reg+® s = Ajg+®&modqg i=1;:::;n
i=1 i=1
Suc fAj g, frig,f®g, and ® satis es Equations (3) and (6) . If, dim(G,) < n+ 1.
The probability that V generatesa challengein G, is at most g"i '=d' = 1=q
which is negligible. 2

Lemma 4. AssumeP knowsfAj g,frig, f®g, and ® satisfying Equations (3)
gnd 6). If P knowsqu,g and s which satisfy Equation (7), and either s 6
n

=1 fiG +®orsi 6 jn=1 Aj G + ® for %)mei hold, then P can geneate

non-trivial integers fa;g and a satisfying g2 ir':l g?® = 1 with overwhelming
prokability.

Proof. The following givesa non-trivial represeration of 1 using g;fgig.
P.n_ SjC+®j s .n_
g = g i
i=1
Lemma 5. AssumeP knowsfAj g, frig, f®g, and ® satisfying Equations (3)
and (6). If Equations (7) and (8) hold with non-negligible prokability, then either
Eqbation (4) hold or P can generte non-trivial integersfa;g and a satisfying
g® * ., 6% = 1 with overwhelmingprokability.

A sketchof Proof: From Lemma 4, If Equation (7) holds, then either

Ajj ¢+ ®ij si

= 1 mod p:

]

X1

8 x
% s= ric + ®mod q
:

S = Ajg+®modqg i=1:::5n
j=1

holdsor P cangeneratenon-trivial integersf a; g and a satisfying g2 Q i“:l g% =
with overwhelming probability. We concerrate on the former case.If Equation
(8) holds, then

8 9
XXX X< X =
( AnAn i Hlag+  ( QA+ %) AL G
i=1 j=1 h=1 i=1 " j=1 !
8 9
< ¥ =
+ ( @+¥®)i A =0 modq
P ;



~ P ~ P
where Ai = = [ 2QA;; + iA=L ®%+ ¥@mod q. If Equation (4)
doesnot hold for somei and j, then the probability that Equation (8) holds is
negligible. 2

B.2 Zero-kno wledge

A sketchof Proof: We rst give a construction of the simulator. We then prove
that if there exists such a distinguisher then wecansolve DDH 2, ; . From Lemma
2, it meansit is equivalert to solving the decisional Dize-Hellman problem.

The construction of the Simulator

We will construct the simulator S of the Pro of-1 with the input p;q;g;fgig,
f g%y as follows.

The simulator S rst generatess;fsig;fcig2r Zq, W;fwig2r G4 randomly.
Then it computesg® w as the following.

=g v - Si 01 Ci d
g=9 g7 mod p
ji=1

W= wsg = (sfi ¢?)

w, “ mod p
j=1

The output of S'is (w; g% fw;g;w;fcg;s;fsig)

A distinguisher of D2,; and R2,;
We will then construct a distinguisher D® who can distinguish between the
uniform instancesof D2,; and R2,, if S can not simulate the Pro of-1.

Let's sa the instance| = (x(ll) ;x(lz) P :;xf}il ;xfﬂl) was chosenuniformly

from either D2,, or R2,; . Then this distinguisher will rst generateg;; g; ::gn

asthe constarts usedin Pro of-1 and let g = x(ll) .
It will then generatea random permutation matrix (A;j;) and compute

N
1 Aj
o=xP g

j=1

We note that f g% givesa random permutation of f g;g.

Basedon g;fg g; fg’, the distinguisher D?is going to act as a simulator S°
which simulates the simulator S. More speci cally, the simulator S° randomly
generatess;fsig;fcig 2r Zq and computes

(2

W= X3
90: gS ngi g]0| Cj mOdp
j=1
X



N
2
w=x2 g

j=1

2B Al modp i=1;:::;n

n

2. 2
W:WSg J:I(Sjlcj)

w; “ mod p:
i=1

The simulator S° outputs

Lemma 6. Simulator S° perfectly simulates Pro of-1 whenl 2g D2, .

Sketch: We let
log, xﬁ)l =ri; log,m x(lz) =%
1 1

Then it is clear that by randomly choosing fsjg and s, it givesthe same
distribution of the output aswhen f® g and ® were rst chosenrandomly, and
veri er honestly choosesrandom challengef c;g.

Lemma 7. Simulator S° perfectly simulatesS whenl 2r R2,; .

when w; and w are randomly chosen.
2
Therefore, if there exists a distinguisher D that distinguishesthe output of
the simulator S and a real transcript of Pro of-1, then this distinguisher can be
usedto solve DDHZ,; .

C Prop erties of the Main Proto col

In this section, we discussthe properties of the main protocol. The completeness
property is clear. We provide proofs for the soundnessand the zero-knowvledge

property.

C.1 Soundness

Theorem 9. If V accepts Main Protocol with a non-negligible prokability, then
P knows fr;g and permutation matrix (Aj ) satisfyir’tg Equations (2), or can
geneate non-trivial integers fajg and a satisfying ¢ ~ ., % = 1 with over-
whelming protability.

A sketchof Proof:

We can shav P's knowledgeof f A g;frig; f® g, and ® satisfying Equations
(9) and (10) from the satis abilit y of Equation (11), similar to Lemma 3. From
the satis abilit y of Equations (11) and (16), and additionally that of Equations



(14) and (15), we can prove that the fA; g satis es the both conditions of The-
orem 1, in a similar manner as proving Lemma 5. Thus Theorem 1 ensuresthat
(Aj ) is a permutation matrix. The following lemma ensuresthat the sameper-
mutation matrix was applied to both fg;g and fm;g to achieve fg’g and f m®g,
yielding the correctnessof the shuze. 2

Lemma 8. AssumeP knowsfA; g;frig;f®g, and ® satisfying Equations (9)
and (10), and fs;g and s satisfying Equation (11). If Equations (12) and (13)
hold with non-negligible probability, then either the relationships

8

¥
o°=g° g™ modp

'\;1 (17)

m°=y m; " mod p

ji=1

miO: yrl m; ji
i=1

modp i=1:::;n

hold or P can generte nontrivial integersf a;g and a satisfying g¢* Q i”:l g% =
with overwhelming probability.

A sketchof Proof: Similarly to Lemma 4, we can ensurethat

j=1

X

S = Ajg+®modqg i=1:::55n
j=1

S x
§ s= ric + ®mod q
:

hold from the satis abilit y of Eq—gation (11) unlessP can generate non-trivial
1 1 1 a n aj —
integersfa;g and a satisfying ¢ =, % = 1.

If Equation (12) holds, then

SO L gt ]
1= Ig_O Ig.O mod p:
j:l )

If “rst two equationson Equations (17) doesnot hold, then the probability that
Equation (12) hold is negligible. The samething canbe said for m% f m{gi-y ....n

from the satis abilit y of (13). 2

C.2 Zero-kno wledge

Theorem 10. We can construct a simulator of Main Protocol suchthat if there
is a distinguisher who can distinguish between a real transcript from the proto-
col and an output from the simulator, then we can solve the decisional Dite-
Hellman problem.



A sketchof Proof: We rst give a construction of the simulator. We then prove
that if there exists such a distinguisher then wecansolve DDH 2, ; . From Lemma
land2,it meansit is equivalert to solving the decisionalDite-Hellman problem.

The construction of the Simulator

We will construct the simulator S of the main protocol with the input
PG y: 6 feg f(g;mi)g, f(g%mdg asfollows.

The simulator S “rst generatess;fs;ig;fcg;, ° 2r Zq, tv;w, fug, ftig,
fvig, fwig, e’y 2r G4 randomly. Then it computes g% g% m®u;v;w as the
following.

u:g:0 u,—icizmodp
j=1
Y] .
gO: & ] Sj gjol % mod p
j=1
Y] .
¢°=¢° g®g" % modp
i=1
mo=y*  m;¥md % modp
j=1
n Yy o
Vet °vsg o (shic) Lj|_Cj2\£j-i % mod p
j=1
w=wsg i= (sf'i o) w; “ mod p:
i=1
The output of S is ¢

tviwiuifuig fefo e’ g moftg fugvifwigw fagsfsig, .
A distinguisher of D2,; and R3,,
We will then construct a distinguisher D® who can distinguish between the
uniform instancesof D2,; and R3,; if S can not simulate the main protocol.
Let's say the instance |

. ,@..... 5..... no.@ ... 5
I:(x(l),x(l),...,x(l),...,xgll,xgil,...,xf]ll

waschosenuniformly from either D3, or R3,, . Then this distinguisher will “rst

Protocolandlet X 2 Zq4;0= x(ll);g= x(lz) :y = ¢ mod p. It will then generate
arandom permutation A;j; and a secretkey X 2g Z4 and compute

Yoo LA _
@md =¥ g ) mi)ymodp: (i =1::n)

=1 j=1

We note that f (g% m?g givesa random shuze of f(g;; m;)g.



Basedon g;y; &;feg;f(g;mi)g and f (g% mP)g the distinguisher D? is going
to act as a simulator S° which simulates the simulator S. More speci cally, the
simulator S°randomly generates

s;fsig;fcig;,0;1‘_ingZq i=1:::;n
and computes
t:x(ls);v:x(f);w:x(f)
u=xP) modp i=1:::n
Y o2
u=g" uj % mod p
j=1
e
o=x? g modp i=1:::;n
j=1
Y] .
g,O: gs ngj g]_0| Cj modp
i=1
¢’=¢° gg" " modp
i=1
Y] .
m®=y*>  m;®m % mod p
j=1
X1 .
® =5 Ajxcemodqg j =150
k=1
(©) - T 3@ A ;
tr= (X51) ! g>Mimodp i=1:::;n

i=1

— @ Y 3® %A

Vi = Xy g modp i=1:::5;n
j=1
() Y 2@®; A ;
W = X1 gt modp i=1;:::5n
i=1
n . Y‘ . R~2
V=t °ng j=1 (rfi ) (t'lr €i \4 CJ) mod p
j=1
N G ) i G .
w=w3g =717 w;, "’ mod p:
j=1
The simulator S° outputs ¢

tv;w;u;fuig felg g% g’ ml ftig fvigvifwigw;fegs;fsig, 2.

Lemma 9. Simulator S° perfectly simulates Main Protocol whenl 2g D3, .



Sketch: We let

1 X 1) 7 —
log, xGho= log, w () " =,
1 1

log, o x(ls) & log, o x(14) = Y%2; log, x(f’) =%
1 1 1

This givesfor i = 1;::;n,

1 — . 1 [— i 2 — i
XI( )] - g ! 3 (XI( )] - g’ ’Xl( )] - g ’

(Xi+]_ T = gé,i; Xl(i)l = gl/zri; Xl(i)l = g3/4‘|:

Therefore, it is clear that by randomly choosings;fs;g;, ®and f g, it gives
the samedistribution of the output aswhen®;f® g;f,jgand, were rst chosen
randomly, and veri er honestly choosesrandom challengef ¢; g.

Lemma 10. Simulator S perfectly simulates S whenl 2g R,

Sketch:Sincexi(z) ;xi(3) ;xi(4) ;xi(s) (i=12:5n+1)and (i = 1;2;::5;n) areran-
domly chosen,it givesthe samedistribution wheng;t; v;w;feg; ftig; fvig fwig
and fu;g are randomly chosenfor i = 1;2;:::;n.
2
Therefore, if there exists a distinguisher D that distinguishesthe output of
the simulator S and a real transcript of Main Protocol, then this distinguisher
can be usedto solve DDH},; .

D Alternativ e Notation
We presert herean alternativ e notation of the variables. Sincewe have discussed

by go. Similarly y by mg and g by ¢. We can include the value of randomizers
frig, ® and ®; in the matrix by de ning Ao = ri; Ajg = ®; and Agy = ®:

Treating a public key in a similar manner with input variables may be awk-
ward, but it givesa compact represenation to someof the variables, e.g,

o=0 o =0 o=0
Further suggestionsfor the alternativ e notation follows:
®=9"mg=m%e0=6%s0=s;c0=1,0=,  Up= U
X X Y ¥ PR
0= o2, = o5 = u t=0:nn
o=0 o=0 °0=Q °=0 °=0



